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Broad Agency Announcement (BAA) TCBAA-01-0001

Software and Digital Systems Safety (SDSS)

1.  Background

The computer industry is currently undergoing tremendous growth (both in the software and hardware areas).  The aviation industry desires to leverage the technical advances in the computer industry.  The FAA’s role is to assure safe implementation of such technology.  Research is needed that addresses the certification of software and flight critical digital systems in commercial aircraft or engines.

2.  Purpose

The purpose of this request for sources is to support research in the area of advanced software-based digital avionics systems technology.  Technical data, reports, policy, advisory materials, compliance and testing methodologies, and certification techniques are needed to keep abreast of constantly emerging, highly complex digital software and hardware technology.  Failure of these highly complex digital software and hardware systems could lead to loss of the aircraft, thus, research in these areas is critical.




3.  Area of Consideration

This announcement is open only to members of the FAA Airworthiness Assurance Center of Excellence (AWA-COE) or those who partner with members of the AWA-COE.  A complete list of the members of AWA-COE and other details on the Center and its operations can be found on the Internet at the following site:

www.its.tc.faa.gov/centerofexcellence/aace
.  Submission Deadlines

Offers will be accepted and evaluated as long as FY 2001 funding for this effort remains uncommitted.  No funding will be committed prior to March 15, 2001.

.  Submission Requirements

Offerors will submit two-page technical summaries prior to submitting a formal proposal.  The two page technical summary shall meet the requirements described below.  Mail the two page technical summaries to:

Dr. Catherine A. Bigelow

Airworthiness Assurance Center of Excellence Program Office

AAR-430

William J. Hughes Technical Center

Atlantic City International Airport, NJ  08405

In addition (not as a substitute for the paper copy), an electronic version of the summary proposal will be emailed to 9-ACT-COE@tc.faa.gov.  The electronic version shall be provided in Microsoft Word or Adobe Acrobat format.

Thirty days after receipt of the two-page technical summaries, the FAA will respond to offerors in one of three ways:

a. With a request for the submission a formal technical proposal;

b. With a recommendation to submit a formal technical proposal if certain changes are made or conditions met; or,

c. With a letter requesting no further input on the proposed system, technology, or technique.

If the offeror then elects to submit a formal technical proposal, it shall contain a more detailed discussion of the item presented in the two-page technical summary and meet the specific project requirements as described in the ‘Formal Proposal Requirements’ section of this announcement.  The formal technical proposal will be mailed to the FAA at the same address as the summary proposal.  An electronic copy must also be provided.

.  Two-Page Technical Summary Requirements

The FAA is requesting submittal of two-page technical summaries (or white papers) in the specified technical areas (as listed in Attachment 1).  There is no specific format for the two-page technical summary.  The summary may be preceded by a cover letter, but the cover letter will not be considered in the evaluation.  Technical summaries suggesting different technical tasks in the software or digital systems area will be considered; however, priority will be given to those that address the stated SDSS needs.  Though there is no specific format, at a minimum the summary shall contain the following items:

a. Specify the SDSS task of interest (only one task per summary).

b. Specify the point of contact for the proposed project.

c. Describe the university expertise, capabilities, and experience in the proposed technical area.

d. Describe plans to team with industry (if applicable).  Participation by an AACE member university must be at least 30% of the total effort.

e. Describe the industry partner’s expertise, capabilities, and experience in certification and the proposed technical area (if applicable).

f. Explain the proposed program, including the planned approach, principle inspector, research team members, schedule, deliverables, and approximate cost.

.  Formal Proposal Requirements

The formal proposal requirements will depend upon the area of expertise proposed in the two-page technical summary.  Further details on contents of the formal proposal will be provided to those selected for full proposal submittal.

.  Method of Evaluation

Proposals will be evaluated in six technical areas listed.  In order of decreasing importance, the areas are:

a. Technical Merit

b. Relevance to Aviation Safety

c. Research Performance Competence

d. Management Plan and Project Scheduling

e. Equipment and Facilities

f. Technical Risk

Cost and cost realism will be evaluated as acceptable or unacceptable only.  Acceptable proposals will have costs commensurate with the work load proposed and will not be in excess of $300,000 in any fiscal year.

.  Period of Performance:

Efforts lasting between one and four years will be considered.  Multiyear efforts will be funded in yearly increments, providing measurable and adequate performance is shown prior to each new funding increment.

Software and Digital Systems Safety Project Requirements

This table summarizes the requirements of the FAA’s Software and Digital Systems Safety (SDSS) research project.  The research will be used as input into development of FAA policy and/or guidance for safety-critical systems’ design.

	Task
	Task Background
	Task Requirement

	Commercial-Off-The-Shelf (COTS) Wrappers
	The FAA has carried out and continues to sponsor research in the area of COTS software.  One area that shows some promise for integration of COTS software into safety-critical systems is wrappers.

Both the nuclear and medical industries recommend wrappers for all COTS products.  The avionics industry has also utilized wrapper technology to obtain FAA approval.  However, to date, the application has been limited to software with little safety impact.

To better utilize wrappers in more safety-critical systems, they need to be better understood.  Hence, the purpose of this task is to better understand the potential use of wrappers in safety critical systems.
	The hypothesis behind this activity is as follows:  A given COTS software product can be made useful but benign, if its inputs can be constrained and its outputs validated against expected behavior that meet the requirements of the function. This would allow a COTS software package, whose source code is not known or has not been developed to any certification standards, to be integrated into software packages used in certifiable systems.  This task should investigate how wrappers are used in the industry and identify the safety considerations when using wrappers.

This task should investigate use of wrappers for:

· Protecting against problems in COTS components

· Limiting the scope of effect range of COTS components

· Protecting critical data used by COTS components

This task should also review existing approaches (e.g., Ballista) for investigating the correctness of a COTS operating system that has had wrapper technology applied.

	Software Tools Assessment Study
	Software development tools have the potential to reduce software development costs and improve the quality of the software development process.  If properly designed and used, software tools can eliminate or reduce the human errors that are often introduced in software design and code.  There are a number of software tool manufacturers that claim their tool will meet DO-178B requirements.  However, there is no clear assessment criteria established that both the FAA and industry can use as reference.

The purpose of this task is to develop assessment criteria for software development tools to supplement DO-178B, assist the industry in tool selection, and assist the FAA in approval of tool qualification projects.

NOTE: DO-178B defines software development tools as “tools whose output is part of airborne software and thus can introduce errors.”
	The task should assess the safety, quality, economic, and efficiency benefits of software tool suites.  This research effort should:

· Document and summarize current research in the area of tool qualification

· develop guidelines for assessing software development tools

· Apply guidelines to tool suites in the market

· Modify guidelines for use by FAA and industry, and

· Determine types of data for reuse in tool qualification.

	Real-Time Operating Systems (RTOS)
	Over the past years the complexity of computers and RTOS has increased.  Many manufacturers of RTOS desire to use their product on multiple aircraft with minimal re-evaluation.  Additionally, RTOS’s are being developed for use with partitioned systems (i.e., systems with multiple levels of software).
	The task should look at multiple RTOS on the market or soon to be on the market, to identify issues (both technical and practical) regarding their use in airborne products, and to document acceptance criteria for their use in airborne products.

	Real-Time Scheduling Analysis
	Over the past years the complexity of computers and RTOS has increased.  Many manufacturers of RTOS desire to use their product on multiple aircraft with minimal reevaluation.
	The task should look at the analysis techniques (e.g., rate monotonic analysis, deadline monotonic analysis) used in RTOS schedulers to identify issues with such analysis techniques and to develop acceptance criteria/guidelines evaluations of this kind of technology.

	COTS Ground Systems Verification
	Commercial industry widely uses COTS equipment and tools. Ground based systems can be used to analyze flight data and determine maintenance operations required for continued safe operation of aircraft. Tools and platforms used in system design may have a safety impact on certified systems of high criticality. Reliance on COTS tools and equipment raises validation and qualification issues. 
	Research investigations should be conducted on how data critical to the safe operation of an aircraft can be effectively protected from abnormal operation of ground based COTS components in both hardware and software.

	Safety Engineering in Software
	The field of safety and reliability engineering has existed for many years and has a long record of applicability to hardware.  However, a number of aviation manufacturers desire to expand these methods (e.g., fault trees, failure mode and effects analysis, etc.) to use in software applications.  Currently, FAA Advisory Circular AC 20-115B recognizes RTCA/DO-178B as a means of compliance to Code of Federal Regulations, Title 14 (14 CRF) XX.1301 and XX.1309 (where XX might be 23, 25, 27, 29, or 33).  Software approval for safety engineering practices has been limited, because of the limited understanding of this field (i.e., there is little scientific documentation of how effective these methods are when applied to software).
	The purpose of this study would be to scientifically determine if parts of the RTCA/DO-178B could be reduced or eliminated by using safety engineering practices.

	Tool Qualification of Complex Electronic Hardware Tools
	RTCA DO-254 was recently published to provide guidance to the development and approval of complex electronic hardware [e.g., programmable logic devices (PLDs), application specific integrated circuits (ASICs)].  DO-254 provides some guidance on tool qualification, but unresolved issues remain.
	Research should study the approaches that should be taken for tools that are both development (e.g., affecting the target system) and verification (e.g., affecting the analysis of the target system verification).  The study should address certification levels A, B, C, and D and be based on guidelines proposed in DO-254.

	Object Oriented Technology (OOT)
	OOT offers design advantages and tools that make it very appealing for airborne systems developers to use for the design and implementation of software installed in airborne systems.  Many companies are already using C++ or other object-oriented languages on aviation projects.  Some companies are considering using JAVA and distributed network systems on their aviation projects.  The certification authorities have concerns with the use of OOT on aviation projects, especially for safety-critical applications.  Inheritance, polymorphism, and libraries are just a few of the concerns.

The FAA has initiated some research in the area of OOT verification.  Structural coverage is the particular focus of this effort.  Additionally, the Aerospace Vehicle Systems Institute (AVSI) (sponsored by Boeing) is conducting some research in the area of OOT.

The purpose of this task is to supplement the already existing efforts by considering some of the more advanced and upcoming trends in OOT (e.g., implementation of Java or other new languages in aviation; use of CORBA in aviation; etc.).
	This task should provide input to international certification authorities for developing policy and guidance for the use of object-oriented technology (OOT) on aviation systems.

The following items should be carried out:

· Document the state-of-the-industry with respect to object-oriented technology (both within and outside of aerospace arena).

· Identify future trends in the OOT area.

· Document the safety and practical issues of OOT.

· Develop proposed solutions for the issues to be used by industry and FAA.

· Identify areas where additional research is needed.

	Avionics Computer Resource (ACR) 
	The FAA, in conjunction with a joint RTCA and EUROCAE committee (SC-182/WG-48), has recently completed DO-255, entitled, “Requirements Specification for Avionics Computer Resource.”  The goal of the ACR concept is to provide certification credit (e.g., a “pre-approval”) for a hardware platform and operating system that already meets the requirements and can have a number of avionics applications installed.  Certification credit or “pre-approval” would be given for ACR part of the application, regardless of the type of avionics applications installed.  There are many concerns and certification challenges (i.e. partitioning and verification) for this new approach that could be addressed through research.
	This research effort should provide feasibility data for the concept of Avionics Computer Resource (ACR).

The task should identify the safety and practical issues of implementing a project via DO-255, identify potential solutions for each issue, and identify data that can and cannot be used on multiple certification projects.

	Ethernet as an Aviation Databus
	A number of manufacturers of airborne systems are considering the use of Ethernet as a means to communicate on the aircraft.  The FAA needs a better understanding of the potential safety issues related to Ethernet in order to provide consistent guidance to manufacturers and assure that safety is not compromised.  Ethernet is seen as being a potential databus for aviation applications.  This technology has promise due to its wide usage and acceptance by other industries.  The key issue is how to accept this technology (or any other) and still maintain the assurance required to meet the certitude requirements of airborne equipment?
	The task shall identify the certification and safety issues of Ethernet as an aviation databus and to propose methods and techniques for addressing those issues.

	Transfer of Aviation Data on the Internet
	Because of the convenience and timeliness, a number of aviation manufacturers desire to begin transferring their airborne software via the internet or e-mail.  The purpose of this research effort is to identify the potential safety and certification issues of such a process and to propose solutions.
	The task shall investigate the following questions:  What are safety concerns of transferring flight data over the internet or e-mail? What are some solutions to those safety issues? How can certification concerns be addressed?
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