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C.0
Background:

The FAA previously performed Service A and Service B messaging functions using the Leased A and B System (LABS).  In late 1999, as part of the Y2K transition, the Aeronautical Information System (AIS) was developed to replace LABS and operated in the contiguous 48 states, Hawaii and Puerto Rico.  AIS users were located at the Automated Flight Service Stations (AFSS), Air Route Traffic Control Centers (ARTCC), regional offices, military base operations and other locations specified by the FAA. The AIS central server systems are deployed at two geographically diverse locations to insure survivability in case of site loss. The major functions performed by AIS were to: 1) provide an automated user interface for entry of flight plans; 2) provide Weather and other flight planning data to users; 3)  provide database support for flight plans, NOTAMS, and other flight related information; and 4) provide the interfaces to the National Airspace Data Interchange Networks (NADIN) for transmission of flight plans to the air traffic control host computers and for Service A and Service B message processing and storage.  The are multiple uses of the acronym AIS within the FAA and a name change has been considered to eliminate confusion.  

C.1
Purpose:  

This Statement of Work (SOW) sets forth the requirements for a functional replacement of the AIS to be called (TBD).  AIS will incorporate unique functions required for operation in the Alaska Region and those additional functions required to support the Aeronautical Fixed Telecommunications Network (AFTN) Meteorological (MET) services.  The AIS will initially use existing Government telecommunications resources for networking until it transitions to FAA Telecommunications Infrastructure (FTI) services. This SOW along with the specification provided in Section J2 set fourth the mandatory requirements for AIS. 

C.2
Scope:

The contractor shall provide all hardware and software for server systems, software for government furnished user workstations, hardware and software for additional workstations, perform all tasks required to design, develop, integrate, test, implement, cutover, operate and maintain AIS as an essential National Airspace System (NAS) mission support system. The government will supply all required telecommunications services to interconnect the components of AIS and to connect AIS user workstations to the server systems.  Following implementation and user cutover, ongoing tasking shall include the following general areas: AIS system management, hardware and software engineering, 24 X 7 system monitoring, security management, server system and workstation maintenance and operation of a user Help Desk.  The contractor shall recommend or respond to government suggested technology refreshments or other changes to expand or upgrade the system throughout the life of the contract.

C.3 Requirements:

C.3.1  System General Requirements:

The system shall have a primary server system located at the FAA NADIN Switching Center in Atlanta, GA and a backup server system at the FAA NADIN Switching Center in Salt Lake City, UT.  A development and management server system shall be located at the contractor’s facility.  The government will initially provide user workstations as Government Furnished Equipment (GFE) for all user sites as listed in Appendix I.   The system shall be interconnected through the use of a government private operational telecommunications network called Bandwidth Manager (BWM) that includes an IP router subnetwork called FIRMNET for FAA user access and system internetworking.  The military user access will be via the Department of Defense Information System Agency (DISA) Unclassified IP Router Network (NIPRNET).  AIS shall conform to the detailed functional, performance and security requirements specified in the AIS Specification provided in Section J2.  The high level architecture for the AIS system is depicted in Figure 1 below.
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C.3.2  System Development and Implementation Phase:

Following contract award, the contractor shall complete the design and integration of AIS including server systems, network security firewalls, workstations, telecommunications interfaces, management, monitoring and user help desk.  Site surveys shall be conducted for the primary and backup server sites. The FAA, in coordination with the contractor, will order all telecommunications services required by the system.  

When telecommunications services are available at the server sites, the server systems will be installed and connected to the networks for testing purposes. Up to 10 workstations will be shipped to FAA designated sites to be used in final acceptance testing.
C.3.3  System Acceptance Testing:

Upon completion of the development and implementation phase, the contractor shall conduct a final acceptance test to demonstrate the capabilities of the system to meet all functional, performance and security requirements.  This testing provides the final basis for security certification and authorization and for formal contractual acceptance of the system prior to full field implementation and user cutover.  Testing will be conducted in accordance the contractor-provided, FAA approved test plan.  The FAA will monitor the testing with representatives at the server sites and selected user sites. 

C.3.4   Field Implementation, Training and Cutover:

Following successful final acceptance testing, the contractor shall deliver user workstation software to user sites and install it on existing government workstations.  At sites not having the latest workstations, the contractor will deliver a GFE workstation complete with the AIS software.  A contractor representative knowledgeable of the system shall provide user training at each site on a train-the-trainer basis and assist in getting the workstations set up and running with the AIS software.  Cutover will be complete at a given site when all users have begun using the new AIS and have discontinued using the old AIS.  The old AIS system will continue operating until all sites have completed cutover.

C.3.5  System Management:

The contractor shall provide a 24 X 7 System Operational Control Center (SOCC) to support the monitoring, management and maintenance of AIS hardware (server systems and workstations), all software and telecommunications services.  On-line monitoring shall include primary and secondary server system performance, user access telecommunications including security firewall operation, NADIN and WMSCR services and general system security. 

The contractor shall operate, manage and maintain the security firewalls separating AIS from the NIPRNET and FAA IP network resources. 

The contractor shall operate and maintain a trouble ticketing system for tracking all system problems and outages and reported user problems.  The trouble ticket system shall be accessible by the FAA and the military.

The contractor shall report any detected security incidents or attacks to the FAA Computer Security Incident Response Capability (CSIRC) Operations Center in accordance with FAA provided CSIRC procedures.

C.3.6  User Help Desk:

The contractor shall supply a help desk 24 hours a day, 7 days a week for voice help to field site personnel using the AIS.  Users of AIS shall be able to report troubles by calling the SOCC on a toll free number.  Under normal conditions, a person shall answer 95% of calls within 1 minute with no more than one call in ten receiving a busy signal. As part of this help Desk function, the contractor shall provide users with a point of contact for problem reporting and will have responsibility for closure on all AIS hardware or software related problems and problems related to AIS user communications.

C.3.7  System Maintenance:

The contractor shall be responsible for overall system maintenance to include hardware and software and for oversight of the telecommunications.  This support encompasses any routine maintenance functions, response to user-reported problems, and emergency problem/failure response to restore lost service.  For workstation maintenance at FAA ARTCCs and AFSSs, the FAA union PASS will provide first-level maintenance services, the military will provide first-level maintenance at the MBOs, and the user organization at FAA Regional Offices or other FAA facilities will provide first-level maintenance.  In the event that PASS, the military or the user personnel at FAA Regional Offices or other facilities are unable to resolve workstation problems with assistance from the SOCC via telephone, the contractor shall, if requested, dispatch second-level maintenance technicians to the site.  

C.3.7.1  Software Maintenance:

The contractor shall provide maintenance and support services for all AIS server system software, user workstation software and NIPRNET firewall software.  Required software maintenance and support services shall include, but not be limited to:  1) assistance to first-level maintenance personnel in resolution of workstation software problems, including abnormal system terminations and software responses that are not consistent with system performance and documentation;  2) responses to user information and procedural requests; and 3) maintenance of NIPRNET firewall configuration and rule sets, and implementing updates to operating systems and firewall software.  If requested, on-site second level support shall be provided to resolve workstation software problems.

 C.3.7.2 Hardware Maintenance:

The contractor shall maintain the server systems, and security firewall systems.  The contractor shall have overall responsibility for workstation maintenance including PC hardware, operating system and any peripherals, i.e. printers, or other ancillary equipment, etc. provided as part of the AIS installation.  As stated in Section C.3.7 above, first level maintenance will be provided at FAA ARTCCs and AFSSs by PASS, by the military at the MBOs, and by the user organization at FAA Regional Offices or other FAA facilities.  The contractor shall respond to requests from first-level maintenance personnel for shipment of replacement components or complete workstations.  If requested, the contractor shall dispatch second-level maintenance technicians to the site.  For all GFE workstations, the contractor shall coordinate the use of the 3-year workstation vendor maintenance contract until it expires. 

C.3.7.3  User Communications Maintenance:

The contractor shall monitor the operation of the FAA BWM/FIRMNET, NIPRNET and dedicated point-to-point circuits supporting AIS and request/coordinate corrective action should these services fail to fully support AIS.  Failures of BWM/FIRMNET network services shall be reported to the BWM/FIRMNET NCC and failures of NIPRNET services shall be reported to the NIPRNET NCC.  A AIS trouble ticket shall be opened and corrective actions by telecommunications service providers shall be tracked until the problem is resolved.  The contractor shall keep users suffering loss of service informed of the status of the corrective maintenance actions and the trouble ticket will not be closed until the users are again able to access AIS. 

C.3.7.4 On Site Technical Support:

In the event on-site second-level support is requested the contractor shall respond within the time-frames listed in Table C.3.7.4-1.  The ARTCC response time shall be 2 hours, all other FAA sites shall be four hours except for two that will be six hours and five that will be as soon as possible (ASAP) but not later than the next day.  (The 4, 6, and ASAP response times are due to remote locations more difficult to reach.)  Should the Military Base Operations (MBOs) request on-site technical support, the response time shall be ASAP but not later than the next day. On-site technical support shall include, but not be limited to the following:


a. Dispatching properly qualified on-site technical support personnel and respond within the time frame listed in Table C.3.7.4-1.


b.  Maintaining responsibility for end-user problems until closure or appropriate hand-off.


c.  Diagnosing system problems and take corrective action.


d.  Coordinating with local first-level maintenance personnel.


e.  Contacting workstation hardware vendors if required.


f.  Contacting and coordinating with telecommunications services providers if required.


6.  Escalating problems to insure program management involvement in critical issues.


7.  Performing installations including peripheral equipment and install/repair cable/wire.

8. Performing power system and grounding system trouble shooting.

Table C.3.7.4-1 AIS On Site Technical Support Response Times

	
	Code
	Location
	Time (Hours)

	1
	ARTCCs
	All
	2

	2
	ISP
	Ronkonkoma, NY
	4

	3
	MIA
	Miami, FL
	4

	4
	BOI
	Boise, ID
	4

	5
	FOD
	Fort Dodge, IA
	6

	6
	RIU
	Rancho Murieta, CA
	4

	7
	CDC
	Cedar City, UT
	6

	8
	GWO
	Greenwood, MS
	4

	9
	OLU
	Columbus, NR
	4

	10
	GTF
	Great Falls, MT
	ASAP

	11
	MKL
	Jackson, TN
	4

	12
	ICT
	Wichita, KS
	4

	13
	MMV
	McMinnville, CA
	4

	14
	HON
	Huron, SD
	ASAP

	15
	BNA
	Nashville, TN
	4

	16
	GFK
	Grand Forks, ND
	ASAP

	17
	CPR
	Casper, WY
	ASAP

	18
	AND
	Anderson, SC
	4

	19
	IKK
	Kankakee, IL
	4

	20
	DEN
	Denver, CO
	4

	21
	BTV
	South Burlington, VT
	4

	22
	PNM
	Princeton, MN
	4

	23
	JBR
	Jonesboro, AR
	4

	24
	AOO
	Martinsburg, PA
	4

	25
	LOU
	Louisville, KY
	4

	26
	MLC
	McAlester, OK
	4

	27
	HUF
	Terre Haute, IN
	4

	28
	DRI
	Deridder, LA
	4

	29
	BGR
	Bangor, ME
	ASAP

	30
	MIV
	Milville, NJ
	4

	31
	SJT
	San Angelo, TX
	4

	32
	SAN
	San Diego, CA
	4

	33
	CXO
	Conroe, TX
	4

	34
	HHR
	Hawthorne, CA
	4

	35
	EKN
	Elkins, WV
	4

	36
	ABQ
	Albuquerque, NM
	4

	37
	RAL
	Riverside, CA
	4

	38
	RDU
	RDU Airport, NC
	4

	39
	PRC
	Prescott, AZ
	4

	40
	ANB
	Oxford, AL
	4

	41
	CLE
	Cleveland, OH
	4

	42
	IPT
	Montoursville, PA
	4

	43
	SJU
	Carolina, PR
	4

	44
	RNO
	Reno, NV
	4

	45
	DAY
	Dayton, OH
	4

	46
	DCA
	Leesburg, VA
	4

	47
	GNV
	Gainesville, FL
	4

	48
	PIE
	Clearwater, FL
	4

	49
	COU
	Columbia, MO
	4

	50
	BUF
	Buffalo, NY
	4

	51
	MCN
	Macon, GA
	4

	52
	LAN
	Lansing, MI
	4

	53
	BDR
	Stratford, CT
	4

	54
	FTW
	Fort Worth, TX
	4

	55
	OAK
	Oakland, CA
	4

	56
	GRB
	Green Bay, WI
	4

	57
	STL
	Saint Louis, MO
	4

	58
	SEA
	Seattle, WA
	4

	59
	MBOs
	All 
	ASAP


C.3.7.5   Follow-on Training:

The contractor shall, at the time of user site cutover, provide the site with a copy of the Computer Based Training (CBT) CD required by Section C.4.1.  In addition, if requested the contractor shall make train-the-trainer services available on site at any time after initial AIS cutover.  The training shall cover AIS user operations at the same level of detail provided during the Field Implementation, Training and Cutover phase.  This training shall be provided on a time and material basis under section C.6 – Engineering Services.

C.3.7.7  Configuration Management:  

The contractor shall be responsible for developing and implementing a configuration management system for identifying, documenting, establishing baselines and controlling changes for all hardware, software, data, documentation, and interfaces throughout the life of the contract.  The contractor shall provide a Configuration Management Plan in accordance with Section C.4.1 of this SOW.

C.4  Program Management

The contractor shall conduct monthly Program Management Reviews (PMRs).  Formal meeting agenda and supporting documentation pertaining to the program, or technical issues shall be provided by the contractor.  Meeting minutes will be required within one week of the meeting.  Action items will be tracked jointly by both the contractor and the government with suspense dates and status of the action taken reported at mutually agreed upon intervals.

At the PMRs the prime contractor will be required to report, at a minimum, monthly accomplishments, cost and schedule status, technical issues, any subcontractor related information, risks and risk mitigation, personnel and staffing problems, status of actions and known agenda items for the next meeting.

The contractor will also be required to participate in technical and program conferences, meetings, reviews, audits, and evaluations with TIPT managers or user groups/organizations to discuss program progress, problems, and to discuss disposition of any outstanding issues. The contract cost and schedule requirements will be maintained and monitored.

C.4.1   Deliverable Documentation

Appendix II provides the Contract Data Requirements List (CDRL) and the associated Data Item Descriptions (DIDs).  Table C.4.1-1 provides the list of deliverable documentation with the CDRL reference number. 

Table C.4.1-1 – Contract Documentation

	Deliverable Document
	Applicable Program Phase
	CDRL #

	Development and Implementation Plan


	System Development and Implementation Phase
	

	AIS User Manual
	Acceptance Phase


	

	Final Acceptance Test Plan
	Acceptance Phase


	

	Configuration Management Plan
	Field Implementation, Training and Cutover Phase
	

	Field Implementation, Training and Cutover Plan
	Field Implementation, Training and Cutover Phase
	

	Disaster Recovery and Contingency Plan
	System Development and Implementation Phase
	

	System Operation, Maintenance and User Help Desk  Plan 
	Post Cutover and Life Cycle Support Phase
	

	Monthly Contract Progress and Performance Report


	All Phases
	

	Weekly Trouble Summary Report 


	All Phases
	

	Program Review Meeting Minutes


	All Phases
	

	Information System Security Plan (ISSP) Inputs
	System Development and Implementation Phase
	

	Computer Based Training (CBT) CD ROM
	Field Implementation, Training and Cutover Phase and Post Cutover and Life Cycle Support Phase
	


C.4.2 Service Ordering and Delivery

TBD

C.5  Security

In accordance with FAA Order 1370.82 Information System Security (ISS) Program, the AIS must be certified and authorized by the Designated Authorization Authority (DAA) prior to being implemented in the field.  This will involve development of a System Certification & Authorization Package (SCAP) that includes a risk assessment report, a Information System Security Plan (ISSP), vulnerability analysis and testing report and if required, a risk mitigation plan.  The FAA will conduct the risk analysis and develop the documentation in the SCAP.  The contractor shall provide a contingency and disaster recovery plan as a deliverable and will be required to provide inputs to the ISSP.  A Security Protection Profile (SPP) is included as part of the functional specification.  As part of the AIS, acceptance testing security testing will be conducted to verify compliance with the SPP. The referenced Order requires a security re-certification every three years. 

C.5.1  Information System Security (ISS)

The contractor shall provide all required personnel, material and services for ISS associated with the AIS.  In accordance with FAA Order 1370.82, the FAA will evaluate any changes implemented in AIS for possible impact on ISS certification and authorization.  In the event that ISS re-certification and authorization of the AIS is required, the contractor shall support this process as requested under Engineering Services Section C.6.  

C.5.2  Physical Security

The contractor facilities supporting the development and management server system, the SOCC and Help Desk shall comply with FAA Order 1600.6C, Physical Security Management Program.  (Upon approval, FAA Order 1600.69, FAA Facilities Security Management Program will replace FAA Order 1600.6). 

C.5.3  Personnel Security

The AIS contractor will have administrative/management access to AIS and will be required to comply with FAA Order 1600.1D, Appendix 9, Personnel Security Program. 

C.6  Engineering Services

The contractor shall provide technical management and engineering services in support of the AIS project in order to meet ad-hoc requirements that are not directly identified in this statement of work.  For example, planning and engineering for an expansion of AIS to support updated or new requirements; developing a technical or management solution for a problem; making an unscheduled or ad-hoc visit to a user site to assess operating problems or conditions; providing a special report or updating documentation not otherwise covered by the contract shall be provided under a time and materials (T & M) basis.  Technical support services under this paragraph are not meant to cover management, installation, or maintenance services required directly by the contract.  Engineering services shall not be provided and will not be paid by the government unless a delivery order for the specific services desired has been issued.  The contractor shall provide a range of labor categories that can be selected for T & M orders to accomplish a specific task.  In any dispute regarding the applicability of the labor category listed in the schedule to the work to be accomplished, the government will make the final determination of applicability.  

The contractor shall provide material incidental to engineering services shall be provided as ordered by the Contracting Officer via a Task Order. 

C.7 Physical Integration

7.1 Space.

The FAA will coordinate with the NADIN facilities in Atlanta and Salt Lake City for space to locate the primary and backup server systems.  If required, the FAA will alert all user sites of the need for temporary additional space during transition to AIS. 

7.2 Power Systems and Commercial Power.

The government will provide normal power and access to emergency power at the primary and backup server sites.  Upon request, the contractor shall provide the FAA with power load requirements prior to installation of AIS equipment at an FAA facility in a timely manner such that the FAA can ensure that sufficient power is available to support simultaneous operations during the transition period.

7.3 Telecommunications.

The contractor shall use government provided telecommunications resources to support all AIS user access and system internetworking requirements.  Military user access shall be via NIPRNET.  FAA user access and internetworking between the primary and backup server systems shall be via BWM/FIRMNET.  The contractor’s management/development server system access to the primary and backup server systems shall be via dedicated point-to-point circuits. The contractor shall collaborate with the FAA in determining BWM/FIRMNET and dedicated circuit requirements, ordering, tracking and implementing these services. 

 C.8  System Changes, Upgrades and Technical Refreshment

During the life of the contract, it is expected that there will be minor moves and changes, system upgrades and technology refreshment changes ranging from minor to major.  The contractor shall, as appropriate, recommend changes that will improve AIS or otherwise benefit the Government.  The contractor shall also respond to Government requests for change. 

C.9  AIS Transition to FTI

AIS will initially utilize existing government provided telecommunications resources as stated in Section 7.3.   Following the award of the FAA Telecommunications Network Infrastructure (FTI) contract and as scheduled by the FAA, the AIS will transition to FTI for all telecommunications networking services.  The contractor and the FAA will jointly determine specific FTI requirements for AIS and the FAA will issue the necessary orders for services.  The contractor shall provide required support for this transition as Engineering Services as specified in C.5 above.

C.10
MANDATORY SPECIFICATIONS/DOCUMENTS

The specifications, standards and other documents as listed in Section J, Attachment 2 form a part of this contract and are applicable to the extent specified therein.  The most recent issue of the referenced documents/standards shall apply unless specifi​cally noted otherwise.

Appendix I – AIS User Locations

Appendix II – AIS Contract Data Requirements List 
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