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The Next Generation Air/Ground Communication (NEXCOM)  Request For Information (RFI) #1 (6/25/99)

INFOSEC QUESTIONS

Initial Statement:

The NEXCOM System will comply with FAA Orders 1600.54B, FAA Automated Information Systems Handbook (or, when approved, FAA Order 1370.82 (replacing 1600.54B) and FAA Order 1600.66, The Telecommunications and Information Security Systems.  The NEXCOM System will have features consistent with a C2/CS2 level of information security (minimum level of confidentiality, integrity and availability that will mitigate security risks).

With these facts in mind:

1. What are your ideas for architecting NEXCOM information system security? Describe the high-level generic architectural components, including industry standards that will form a fundamental part of the NEXCOM security architecture.

2.  How does the NEXCOM multi-segment acquisition approach affect your answer to question #1?

3. Identify potential vulnerabilities and countermeasures associated with the change from current systems to the ICAO VDL-Mode 3 standard protocols.

4. What are your ideas for addressing NEXCOM vulnerabilities associated with access control, confidentiality, integrity, availability, and accountability?  Discuss potential vulnerabilities and countermeasures.

5. If the NEXCOM Program chooses to add a remote control capability (for operations, maintenance, upgrades, or monitoring) to the RIU/radio, what are your ideas for addressing the security vulnerabilities associated with remote access to RIU/radio software?  Are there any industry standards that address these vulnerabilities?

6. What are your ideas for deterring and/or countering broadcast vulnerabilities such as the “phantom controller” problem?  Discuss other broadcast vulnerabilities and countermeasures including added vulnerabilities associated with data link.

7. What are your ideas for addressing vulnerabilities and countermeasures associated with the NEXCOM ground segment.

8. How would cost constraints and/or cost-effectiveness issues alter your answers to the previous questions?

9. How would performance constraints/issues alter your answers to the previous questions?

10. Is there any information missing from this package that you need to more fully answer these questions?
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