STATEMENT OF WORK

AIRPORT VULNERABILITY ASSESSMENT PROJECT

TRAINING DEVELOPMENT AND TRAINING COURSE EXECUTION

The FAA is soliciting contractors to conduct Comprehensive Domestic Airport Vulnerability Assessment Training.  The training will use an existing FAA owned facilities assessment package for domestic airports.  For planning purposes training should commence in as soon as possible.

A table-top discussions shall provide the forum for ensuring that the core generic threat scenarios are properly and thoroughly addressed.  Additionally, it provides planners an opportunity to address other concerns unique to their facility and to other subject areas, such as crime.  Modeling and characterization is documented by recording data developed during table-top discussions that focus on the scenarios and the performance of vulnerability and relative risk calculations incorporated through the use of the Excel spreadsheet program.  The result of the assessment is then provided to security managers and other decision makers.  A user manual includes detailed descriptions about the vulnerability assessment process, explains the use of the analysis spreadsheet, and provides information on cost analysis factors associated with security countermeasures.

The requirements of this solicitation must include:

1. Experience with the FAA owned Systematic Assessment of Facilities Risk (SAFR) program and methodology

2. Experience in the training of FAA field agents regarding airport vulnerabilities.  SAFR program preferred.

3. A complete training package to include training curriculum, visual training materials, users manuals, student quizzes and tests.  

4. This process must allow FAA trained individuals to train additional FAA agents (a train-the-trainer approach).

5. Training classes to be held in Washington, DC at a location provided by the contractor.

6. Training and course material must allow FAA Agents the ability to demonstrate, train and conduct field assessments of specific airports.

7. Students will attend class with FAA supplied laptops. 

8. Class size will be 6-10.

9. Class length will be 5 days.  Monday through Friday.

10. Contractor to supply:

a. Detailed course materials.

b. Classroom presentation support materials including but not limited to visual aids (viewgraphs or computer projected), printable handout materials, workbooks with example analyses, and student evaluation such as quizzes, tests and student and instructor evaluations.  

c. Comprehensive Airport Vulnerability Assessment User’s Manual describing the process, which fully describes the vulnerability assessment process, the use of the analysis spreadsheet, and information on cost analysis associated with the security countermeasures.

d. Deliver all the training materials in electronic format compatible with Microsoft Office 97.

e. One on-site visits with each FAA team (two agents per team).

i. Contractor site visit will entail, one experienced analyst 2-3 days on site, dependent on threat level at the location.

Objectives:

Due to cost, the elimination (or minimization) of dependency on contractor personnel to conduct the assessments is required.  In order to achieve this objective, it is necessary to use FAA agents and specific airport security staff members to perform these assessments.  Personnel will be able to make revisions to the automated tool to support the analysis so that non-contractor personnel can easily and successfully conduct future assessments.  Additionally, the FAA must ensure that a transfer of knowledge, to airport personnel, is achieved in order that FAA agents can ultimately conduct audits of the assessment process.  Documentation and development of a training program can achieve this goal. 

The effort required of the contractor is to present the FAA owned training curriculum to agents, and provide the training materials for future use within the FAA to train additional agents.

