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A. Introduction

The Federal Aviation Administration (FAA) desires to safeguard agency information assets against possible computer attack. Toward this end, the FAA has established the FAA Computer Security Incident Response Center (CSIRC). The ability of the CSIRC to respond effectively depends on its ability to detect security incidents accurately. This, in turn, depends on its ability to reduce the number of false alarms. 

There are various R&D efforts underway in the United States and elsewhere to improve the effectiveness of intrusion detection, both in terms of accurately identifying attacks and minimizing false alarms. A noteworthy example is MIT Lincoln Laboratory in Lexington, Massachusetts, who have succeeded in reducing the false alarm rate by two orders of magnitude (to one false alarm per day), at a detection rate exceeding 80 percent, using a neural network and related machine learning technologies.

This proposal seeks to substantially boost operating efficiencies at the CSIRC through the automation of operations coupled with improved detection capabilities from the leveraging of the Lincoln Laboratory work and evolutionary computing technology.

B. Background
Evolutionary computation offers a distinct advantage to the problem of designing and training neural and other classifiers for operating on data in a network intrusion setting. The traditional approach to neural network design requires hand-tuned trial-and-error to choose a topology, coupled with a gradient-based search for a set of optimal parameters (“weights”). If the topology is not chosen appropriately, the search method will be unable to locate a sufficient solution; however, even if the topology is sufficient, a gradient search may stall in local optima, yielding a set of weights that are less than globally optima. Natural Selection, Inc. has extensive experience is designing and training neural networks using evolutionary algorithms. These population-based methods of random variation and selection are often successful in finding more parsimonious neural networks with better generalization capabilities, as compared to neural networks designed by hand-tuning and gradient optimization.

C. Purpose and Scope

This research seeks to assess the potential for evolutionary algorithms to assist in the design and optimization of neural (and potentially other) classifiers of data associated with network intrusion. Natural Selection, Inc. will work in collaboration with Lincoln Labs and the FAA to investigate and document this potential by conducting a series of experiments with real data and assessing the results with statistical measures. 

D. Roles and Responsibilities

Program Manager .

 Will be responsible for the supervision and management of the contract. Specific responsibilities include:

· compilation and transmission of all deliverables to the FAA including interim reports and a final report, along with a final version of produced software.

· fiscal management of contract funds.

· timely progress towards meeting the contract milestones.

Principal Investigator –. 

Will be responsible for all technical issues on the contract. Specific responsibilities include:

· software design, implementation, integration, and experimentation.
· coordination on technical issues with Lincoln Labs.
Staff Scientist (not key personnel, to be assigned) 

A staff scientist of Natural Selection, Inc. will perform support programming under the supervision and direction of  the Program Manager. Specific responsibilities include:
· testing and debugging of any required low-level system routines.

· testing and debugging of any required interface routines.

· testing and debugging of general support software.

E. Requirements
a. Tasks

1. Work with Lincoln Labs to collect the required example data sets, place them into an acceptable file format and/or simulator, and delineate separate subsets of the data for training and testing purposes. Implement appropriate interface routines to access the data for both training and testing purposes.

2. Consult with Lincoln Labs on those elements of prior intrusion detection methods that will be carried over into the current prototype system. Specifically, review previous work to identify those components, data formats, representations, testing and analysis tools, and other software and concepts that could be carried over into the current prototype system. 

3. Design and implement an appropriate evolvable representation for modeling on-line and off-line intrusion detection. Candidate representations include, but are not limited to, neural networks, finite state machines, and combinations of the two. Other candidate representations will be considered based on their appropriateness for modeling on-line intrusion detection. 

4. Design and implement with Lincoln Labs an appropriate fitness function for rating the performance of evolved intrusion detection models. Verify that all necessary criteria for accurately rating the quality of a model are incorporated into this measure. 

5. Implement an evolutionary algorithm to produce models for intrusion detection in the chosen representation using the created fitness function and acquired data. Test the performance of the best generated models on the test set.

6. Fine tune aspects of the evolutionary algorithm including the model representation, the fitness function, and the evolutionary method itself to produce models more suitable for the prototype. Fine tuning will address changes to the system to improve model speed, improve model quality, improve model breadth, or other related performance issues.

7. Perform a final set of training experiments using the acquired data sets and determine the quality of the best evolved model. Write a final report describing the performance of the prototype and lessons learned during its construction.

b. Milestones
FY01:

· June/July: kick-off meeting at Lincoln Labs in Lexington Mass.

· June/July: FAA-CSIRC Non-NAS Performance Baseline Established

· August/September: Algorithm Calibration Preliminary Demo 

FY02:

· December: Interim Prototype Demo

· February: Working Prototype Demo

F. Progress Compliance

a. Sequence of Work

The work sequence will follow the statement of work in a serial fashion unless otherwise directed by FAA personnel, or, if judged that achieving the overall milestones would be facilitated by moving to an alternative task (for example, while waiting for appropriate data to be received).

b. Progress Reports

· Weekly planning teleconferences with Lincoln Labs and Natural Selection, Inc. on a predetermined weekday.

· Monthly progress reviews with FAA Executive Steering Committee

· Monthly progress reports from contractors

· Bi-monthly performance demos at contractor or CSIRC facility

G. Deliverables

a. A total of eight (8) monthly interim reports

b. A final version of the working evolutionary computation software (note that the FAA will retain rights to use this software), which will be commented informally.

c. A final report including lessons learned on the contract and an indication of appropriate and relevant future work.

H. Administration

a. Security and Confidentiality

Natural Selection, Inc. personnel will hold the appropriate security clearances for the work that is required of them. Natural Selection, Inc.’s headquarters is cleared at the SECRET level.

All data processed on the project, collected by Lincoln Laboratory, will be handled as follows:

i) Data will be treated as UNCLASSIFIED//FOR OFFICIAL USE ONLY

ii) FAA data shall be processed on computers that are “stand alone” machines, with no connection to outside networks

iii) All Natural Selection, Inc. personnel processing such data shall either hold or be in process for a DoD SECRET clearance (or higher clearance). User authentication to computers storing these data will be accomplished through the use of standard password/id routines.

iv) These data will be freely exchanged in both directions with Lincoln Laboratories. Natural Selection, Inc. shall not distribute these data to any other organizations without prior approval of the FAA.

v) Distribution of technical information regarding this project will be processed through approval of the principal investigator or project manager.

b. Project Management

The Program Manager will coordinate project management on this effort through routine communication, and through regularly scheduled teleconference and personal meetings with Lincoln Labs and the FAA.

c. Facilities, Supplies, and Services

Natural Selection, Inc. has two offices, one in La Jolla, CA, the other in Vestal, NY. Both offices are located close to university libraries. The headquarters in La Jolla is a cleared facility (see H(a) above). Natural Selection, Inc. does not expect a need for government furnished equipment to process data or develop software under this effort.
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