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Foreword

This publication, Automated Flight Service Station Voice Switch (AFSSVS) Protection Profile, is issued by the Federal Aviation Administration as part of its program to promulgate security standards for information systems. It is in compliance with FAA Order 1370.82.  The FAA wishes to acknowledge the work performed by Dr. Ron Bhattacharyya of Telcordia Technologies Inc.; Jandria S. Alexander, Edward J. Coyne and Robert L. Williamson, Jr, of SAIC; and Donald G. Marks of NIST, which serves as the basis for this Profile.
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1.0   
Introduction

1.1   
Identification

Automated Flight Service Station Voice Switch Protection Profile 

1.2    
Use of the Protection Profile as a Security Specification

This Protection Profile (PP), which serves as the technical specification for information system security (ISS) requirements for the AFSSVS, was developed in accordance with the requirement of FAA Order 1370.82 and follows the format stipulated by the Common Criteria for Information Security Evaluation (ISO/IEC 15408).  It is intended to provide the basis for the development of an AFSSVS system specific Security Target (ST) achievable with currently available technology. (CDRL SEC001)  

1.3   
AFSSVS Overview

The AFSSVS is an integrated digital voice switching system installed in automated flight service stations (AFSS).  It provides air traffic control specialists with access to all the systems, equipment, and communications circuits necessary for them to provide weather information and flight planning assistance to commercial, general aviation, and military pilots both in the air and on the ground.  Integrated with Automatic Call Distribution (ACD) equipment, the AFSSVS provides a single interface for each AFSS operator.  

The voice switch also provides an AFSS with the ability to transfer, or off-load, its air-to-ground and related intra-facility ground-to-ground functions to another AFSS where they can be controlled and operated.  Through the use of the AFSSVS, individual AFSS operator positions can manage their own daily traffic load along with the increased load resulting from transferred communications frequencies and functions.

The switch interfaces with existing interphone networks consisting mainly of government furnished point-to-point and multi-unit dedicated lines.  It also interfaces with external telephone networks such as Private Automated Branch Exchanges, Federal Telephone Systems, and local private phone systems as well as with government furnished air-to-ground communications equipment.

All information provided by automated flight service stations is for official business and is essential to aviation safety and efficient air traffic control.  This information must be available when needed and must be maintained and distributed correctly and up-to-date.  Any flight service information lost or improperly modified potentially degrades aviation safely.  Information provided through the AFSSVS is, therefore, sensitive and its availability and integrity must be protected.

The addition of remote access for maintenance and control as a feature of the AFSSVS makes it more vulnerable to intrusion as does the introduction of digitized voice which exposes the switch to Local Area Network based data traffic with all the vulnerabilities inherent in a distributed architecture with multiple access points. In addition, the trends towards voice over Internet Protocol (IP) and high-speed transmission technologies are creating new opportunities for integrated voice and data networks.  These introduce serious vulnerabilities requiring adequate countermeasures to mitigate risks.  

It is the FAA’s policy to protect flight service sensitive information and data by restricting access to flight service systems and information to authorized users; limiting access according to mission and business needs; holding system users accountable for their accesses and activities; protecting such information and data from unauthorized access, modification, substitution, and destruction; and enabling the detection, audit, and alarm notification of breaches and attempted breaches of security.

1.4   
Role of the PP in the SIR

The technical ISS requirements for the AFSSVS are contained in Section Four of this PP.  Other contractor tasking is included in the SOW.  The contractor's ST shall address Section Four requirements and SOW requirements.

1.5   
Conventions

This document is organized based on the format found in Annex B of Part One of the Common Criteria (CC) (ISO/IEC 15408).  An ST format is contained in Annex C of Part One.  For additional guidance, the CC itself should be consulted.  Common Criteria documents can be accessed via the Web address: www.commoncriteria.org.
1.6
Terms

· Assurance – Grounds for confidence that an entity meets its security objectives.

· Authentication Data – Information used to verify the claimed identity of a user.

· Evaluation Assurance Level (EAL) – A package consisting of assurance components from Part 3 of the Common Criteria that represents a point on the Common Criteria predefined assurance scale.

· Information Technology – Any equipment, or interconnected system or system of equipment, that is used in the automatic acquisition, storage, manipulation, management, control, display, switching, interchange, transmission, or reception of data or information.

· Intruder - An intruder is not authorized to establish a session with the AFSSVS, and as such, is not a user even though the intrusion may be successful.

· Port - A port represents a point of interface with the AFSSVS. Typically, these ports are attached to the AFSSVS console. Two kinds of ports have been invoked in the PP: (i) the operations port and (ii) the signaling port. Operations ports allow access to the AFSSVS to perform operations functions such as provisioning, maintenance, testing, etc. Signaling ports allow communications devices to be directly attached to the AFSSVS. 

· Protection Profile (PP) – A combination of security requirements, including assurance and functional requirements, with the associated rationale and target environment to meet identified security needs.

· Resource Access - Resources are accessed by transmitting messages to the AFSSVS to impact the software resources of the AFSSVS. Examples include loading a patch, creating, modifying and deleting data, retrieving status reports, initiating a process, etc.

· Security Target – A set of security functional and assurance specifications used as the basis for evaluation of identified product or system requirements identified in the Protection Profile.

· System Access - The system is accessed by establishing an operations session (i.e., login) with the AFSSVS. In order to maintain security of the AFSSVS, system access must be successfully completed before resource access is permitted.

· Target of Evaluation (TOE) – The entity addressed by the Protection Profile, in this case the AFSSVS.  It consists of the voice switch as well as all interfaces, connections, peripherals, and documentation associated with the switch.  

· Threat – Any circumstance or event with the potential to harm the AFSSVS through unauthorized access, destruction, disclosure, modification of data, and/or denial of service.

· TOE Security Function (TSF) – Hardware and software functions that protect the security of the Target of Evaluation.  This capability may be located anywhere within the AFSSVS environment as long as it provides the intended security.

· TOE Security Policy (TSP) – A set of rules that regulate how assets are managed, protected, and distributed within a Target of Evaluation.

· Trusted Channel – A means by which a TOE Security Function and a remote information technology product can communicate with the confidence necessary to support the TOE Security Policy.

· TSF Scope of Control (TSC) – The set of interactions that can occur with or within a Target of Evaluation and are subject to the rules of the TOE Security Policy.

· User - A user is one that is authorized to establish a ses​sion at an operations port of the AFSSVS. Typical users of an AFSSVS consist of crafts-persons, administrators, or machines that establish operations related sessions with the AFSSVS. As such, a user could be a person or a machine/system. A valid user must have a user-ID by which the AFSSVS recognizes the user.

1.7    
Organization of this document

Section Two defines the security environment, otherwise known as the Target of Evaluation (TOE), and identifies possible threats and FAA security policies that apply to the AFSSVS.  Section Three identifies the security objectives that the AFSSVS must meet.  Section Four identifies the functional ISS requirements. Section Five defines how assurance requirements are applied to this PP.  Section Six identifies the rationale for the PP requirements.  Additional functional requirements for physical security and specific government responsibilities are included, for information only, in the appendix as an aid to preparation of the ST.

2.0     
SECURITY ENVIRONMENT

2.1   
TOE Description
The PP defines a set of security requirements to be levied on the Target of Evaluation (TOE).  The TOE consists of the AFSSVS, any adjunct equipment and the software and firmware of the system. The TOE evaluation is concerned with ensuring that the TOE security policies in paragraph 2.3, otherwise known as the TOE Security Policy (TSP), are enforced. Those portions of the TOE that must be relied upon for the enforcement of the policies are collectively referred to as the TOE Security Functions (TSF).  The TSF consists of all hardware, software, and firmware of a TOE that is either directly or indirectly relied upon for security enforcement.  Any part of the TOE that is not part of the TSF may fail or error in any way without violating the TSP.  

For the purpose of the PP requirement definition, two kinds of ports are identified for an AFSSVS: signal ports and operations ports. The signal ports support the com​munications traffic. In other words, wires, cables, trunks, etc., that are connected to these ports carry the communications traffic. The operations ports allow access into the embedded software of the AFSSVS. Maintenance specialists and administrators access the operations ports to perform operations functions such as provisioning, maintenance, testing, etc.  In order to protect AFSSVS resources and maintain the quality of service, it is necessary to protect the operations ports from unauthorized use. In addition, the signal ports need to be protected against fraud.

The AFSSVS provides air-to-ground (A/G) and ground-to-ground (G/G) communications functions to the individual Air Traffic Control Specialist (ATCS) positions within the AFSS.  An ATCS uses various combinations of headset, handset, speakers, and microphone devices to receive incoming voice messages and to transmit voice messages via interphone, public telephone circuits, direct and indirect access circuits, and air/ground radio circuits.  A touch entry display (TED) that performs all selection and display functions is used to control the AFSSVS.  Any operator position can be configured from the AFSS supervisor position to allow access to A/G and G/G communications capabilities and to permit performance of any operator function. 

The AFSSVS provides a personalized position log-on capability for each ATCS and a diagnostic test function for each position.  

Each ATCS position is capable of monitoring and using up to 320 A/G frequencies and/or G/G lines.  Access to position functions is locked out when a push-to-talk device is not plugged into a position’s handset or headset jack.  Full capabilities are restored, unchanged from previous settings, when a device is plugged into a jack.  Voice communications processed by the AFSSVS are automatically connected to the primary AFSS voice recorders.

The AFSSVS provides the capability to reroute or transfer A/G communications frequencies and certain G/G functions between AFSS facilities.  The receiving AFSS will then handle the A/G and G/G functions for multiple facilities.

2.2
Threats

Threats relate to the chance of a security breach that may lead to events such as disclosure of confi​dential information, commission of fraud, or service deterioration due to misuse, modification or destruction of physical and/or Information Technology (IT) resources. Threats might be caused by outsiders (e.g., intruders) or by insid​ers (e.g., employees of the FAA/contractor employees). Insider threats are not always a reflection of malice on the part of the employee as they may also be the result of inadvertent employee actions. The AFSSVS must be protected by appropriate security measures from both malicious and accidental threats. 

Examples of threats are listed below.

· Physical threat - Physical damage to an AFSSVS may be caused by natural causes such as fire, flood, earthquake, or by human action such as sabotage. This PP assumes that each AFSSVS is installed in a physically secure environment. Hence physical security is not addressed here as an issue.

· Denial of Service – Attacks exploiting vulnerabilities in the protocols may lead to deterioration or even denial of service or functionality of the AFSSVS. For example: if unauthorized access can be established to any branch of the communication channel (such as a Common Channel Signaling link or a TCP/IP link), it may be possible to flood the link with bogus mes​sages causing severe deterioration, or even denial, of service.

· Access Misuse – Misuse may occur either from legitimate users (i.e. insiders) or intruders. An authenticated user may perform an incorrect operations function (e.g., by mistake or out of malice) and may cause unauthorized modification, destruction, deletion, or disclosure of the AFSSVS soft​ware and data. This threat may be caused by several factors including the possibility that the level of access permission granted to the user is higher than what the user needs to remain functional.

· Intrusion - An intruder may pose as a legitimate user and break into an operations port of the AFSSVS. At this point the intruder may misuse the permission level of the legitimate user and perform damaging operations functions such as:

· modifying call restriction features of subscribers disclosing confidential data,

· causing service deterioration by modifying the AFSSVS software,

· crashing the AFSSVS, and

· removing all traces of intrusion (e.g., modifying the security log) so that it may not be   readily detected.

· Insecure State Transition - At certain times the AFSSVS may be vulnerable due to the fact that it is not in a secure state. For example:


After a system restart, the old security features may have washed out and new features may not have been activated. (For example, all old passwords have reverted to the default system-password and new passwords have not been assigned.) The same may happen at the time of a disaster recovery.


At the time of installation the AFSSVS may be vulnerable until the time that the default security features are customized. 

· Insecure Security System - The security system itself provides the capabilities for system abuse and misuse. That is, compromise of the security system not only allows system abuse but also allows the elimination of all traceability and the insertion of trapdoors for later intrusions. For this reason, the security system must be carefully protected.

· Fraud - In the context of telecommunications, fraud implies successfully completing a call (voice or data) without paying the legitimate bill for the call. This can be done in several ways if proper precautions are not taken. 

· Cloning Wireless Telephone - This applies in the case of an AFSSVS that allows wireless extensions to its subscribers.  Interlopers may use radio receivers to eavesdrop when legitimate subscribers establish calls.

2.3
Security Policies

Organizational security policies are normally directed at individual users. However, the binding between users and executable programs is sometimes tenuous so the term “subject” is used to describe computer programs or processes when necessary to distinguish them from the actual person initiating the process. The AFSSVS security mechanisms implement the FAA security policies as shown below using industry based products that are currently available.  The contractor specifies in the response to this PP whether or not an individual policy requirement is being met through technical or procedural implementation.  For technical implementation, the contractor must state whether the security mechanism is incorporated into the AFSSVS equipment or provided by a separate product.  FAA security policies are listed in Table 1.

Policy Number
Policy Statement

P1.
The system shall be capable of assigning a unique identifier to each authenticated user.  

a) If passwords are used for authentication, the system shall maintain strong passwords and shall not allow weak (dictionary words) passwords.

b) The system shall be capable of forcing mandatory password changes at set time intervals and maintaining an audit trail of prior passwords.

c) The system shall be capable of implementing strong authentication for network users.

P2.
The system shall be capable of assigning a unique identifier to each system process, including those not running on behalf of a human user.

P3.
The system shall be capable of authenticating the claimed user’s identity before allowing any user to perform any actions other than a well-defined set of operations 

P4.
The system shall be capable of executing a defined access control policy.

P5.
The system shall be capable of enabling access authorization management; i.e., the initialization, assignment, and modification of access rights (e.g. read, write, execute) to data objects with respect to (1) active entity name or group membership; and (2) such constraints as time-of-day and port-of-entry.

P6.
The system shall be capable of auditing in support of individual accountability and detection of and response to non-secure state.  

P7.
The system shall provide mechanisms for detecting insecurities, designated “Security Relevant Events.”

P8.
The system shall protect audit logs against deletion and modification, even by system security administrators.

P9.
The system shall be capable of providing resource allocation features having a measure of resistance to resource depletion (mitigate denial of service attacks).

P10.
The system shall be capable of detecting and removing malicious code and data (e.g., viruses, and worms).

P11.
The system shall automatically suspend user accounts after 6 failed logon attempts by supervisory or maintenance personnel.

P12
The system shall be capable of identifying network users (e.g., humans, devices and processes).

P13
The system shall display the standard FAA “Logon Warning Banner” (standard FAA requirement) at logon.

P14
The system shall provide recovery features providing a measure of survivability in the face of system failures and insecurities.

P15
The system shall be capable of performing cryptographic processing for file encryption, authentication, data integrity, and non-repudiation functionality.  

P16
The system shall be capable of transmitting and receiving encrypted data.  The system shall support Virtual Private Network Technology (i.e. IPSEC VPNs). 

P17
The system shall be capable of monitoring file integrity and generating alerts when file integrity is compromised.

P18
The system shall protect information system security data and functionality from all unauthorized access.

P19
At start-up, the system shall perform a self-check for the presence and correct operating capability of the Security Function, and shall abort and alarm negative findings.

P20
Following system failure, systems shall recover in a secure state

P21
The system shall implement screening/firewall/proxy server functionality, as appropriate to meet security requirements.

P22
The system shall maintain and protect comprehensive logs of Security Relevant Events from unauthorized destruction or modification.

P23
The system shall protect information system security data and functionality from all unauthorized access.

P24
The system shall maintain comprehensive audit logs.

Table 1: FAA Security Policies

2.4 
Connectivity to other systems

It is the TOE contractor's responsibility to address security vulnerabilities introduced not only from AFSSVS components but also through remote access, network design, interfaces, and peripheral devices connected to the network.  AFSSVSs are connected to a network containing other devices that use various protocols, operate in a shared user environment, and use technologies that may introduce new vulnerabilities to the actual AFSSVS.  In addition, clustering of AFSSVSs will introduce new vulnerabilities.  The overriding security principle for the AFSSVS is that there can be no assumptions made about the security features of these other devices or network connections. That is, everything is assumed to be insecure unless known otherwise.  Connectivity assumptions are listed in Table 2.

Assumption Name
Connectivity Assumption

A. INGRESS
There are three types of entry into the operations ports of an AFSSVS, namely, local access, remote dial-up access, and remote networked access.  Specific users who are authorized to access the AFSSVS from terminals (maintenance and supervisory positions) situated at remote locations may use dial-up access or networked access to the AFSSVS.

A. PROTOCOLS
Networked accesses may use a wide range of protocols such as X.25, TCP/IP, CMIP, SNMP, and several proprietary protocols.

A. INSECURE

     REMOTE
Remote locations are insecure.

A. INSECURE

     NETWORK
Depending on the network connectivity, the network may or may not be secure

A. HARDWARE
AFSSVS hardware will support the required functions.

Table 2:  Connectivity Assumptions

3.0
SECURITY OBJECTIVES

This section includes the technical security objectives of the TOE and it's supporting environment. These objectives reflect the intent to counter identified threats and to comply with organizational security policies.  Non-technical security objectives that the Government will implement are found in the appendix. 

3.1  
Technical Security Objectives

All of the security objectives included in Table 3 shall be addressed in the contractor’s ST.

Objective Name
Security Objective

O. DOMAIN

     SEPARATION
The TSF shall create and maintain a separate domain or domains of execution in which it can execute without interference from all subjects outside of this domain.

O. KNOWN
The TOE shall ensure that, except for a well-defined set of allowed actions, all users are identified and authenticated before being granted access to the TOE or its resources.

O. ACCESS
The TOE shall allow access by authenticated users to those TOE resources for which they have been authorized, and deny access to those TOE resources for which they are not autho​rized.

O. MISUSE
The TSF shall mitigate the threat of malicious actions by authenticated users (e.g. by holding all authenticated users accountable).

O. AUTHORIZE
The TOE shall provide the ability to specify and manage “resource access permis​sion” to be assigned to its users.

O. BYPASS
The TOE shall prevent all software and users from bypassing or circumventing TOE security policy enforcement.

O. ACCOUNT
The TOE shall ensure that all TOE users can be held accountable for their security-rel​evant actions.

O. INFO-FLOW
The TOE shall ensure that any information flow control policies are enforced between TOE components and at the TOE external interfaces.

O. OBSERVE
The TOE shall ensure that its security status is not misrepresented to the administrator or user.

O. DETECT:
The TOE shall have the capability to detect system failure and breach of security.

O. RECOVER
The TOE shall provide for recovery to a secure state following a system failure, dis​continuity of service, or detection of a security flaw or breach.

O. AVAILABLE
The TOE shall protect itself from denial-of-service attacks, including those due to shared resource exhaustion.

O. NETWORK
The TOE shall have the capability to meet its security objectives in a networked or clustered environment.

O.CONFIDENTIAL
The TOE shall have the ability to identify confidential information. Such information may be related to customers, subscribers, or system security. The TOE shall release confidential information only to authorized users.

Table 3: Security Objectives

3.2 General Assurance

This PP is intended for COTS security mechanisms that are near-term achievable and cost-effec​tive. The general level of assurance for the AFSSVS TOE must be consistent with current best commercial practice for telecommunications development.  No assurance levels are associated with this PP.  Instead, the AFSSVS shall be evaluated by its ability to meet the functional requirements of the PP and SOW.  Security features such as availability, integrity, and confidentiality will be evaluated by the AFSSVS’ ability to meet overall system requirements in these areas and through system testing of security features outlined in the SOW and by independent penetration testing.

4.0    FUNCTIONAL REQUIREMENTS

The FAA policies, assumptions, and objectives for the AFSSVS are high-level descriptions of security features. This section defines the functional requirements for the TOE.  Functional requirement components in this profile were drawn from Part 2 of the Common Criteria and modified as appropriate for the AFSSVS.  Policies and objectives are mapped to functional requirements in Table 4.  The contractor shall respond to each of the functional requirements identified in this section.  Security testing will evaluate the system’s ability to meet these requirements.

4.1
Protection of the TSF (FPT)

The TOE security functions will depend upon the proper functioning of the underlying hardware and primitive operating system functions such as device drivers, protocol handlers, or hardware page protection. This underlying hardware/software platform will vary by manufacturer but the abstract functions will be identical. The combination, referred to as an abstract machine, must be periodically tested for correct operation although the Protection Profile does not cover its functions.

4.1.1  FPT_AMT  Underlying abstract machine test

This family defines the requirements for the TSF’s testing of security assumptions made about the underlying abstract machine upon which the TSF relies.  The “abstract” machine could be a hardware/firmware platform or it could be some known and assessed hardware/software combination acting as a virtual machine.  

FPT_AMT.1.1  The TSF shall run a suite of tests during initial start-up, periodically during normal operation, and at the request of an authorized administrator to demonstrate the correct operation of the security assumptions. 

4.1.2  FPT_FLS  Fail secure

The requirements of this family ensure that the TOE will not violate its TSP in the event of certain types of failures in the TSF.

FPT_FLS.1.1  The TSF shall preserve a secure state when the following types of failures occur: 

a) Audit log overflow.

b) Failure of individual channels or ports.

c) Failure of trunk.

d) Failure of lines. 

4.1.3   FPT_ITC  Confidentiality of exported TSF data

This family defines the rules for the protection from unauthorized disclosure of TSF data moving between the TSF and a remote trusted IT product.

FPT_ITC.1  The TSF shall protect sensitive TSF data transmitted from the TSF to a remote trusted IT product from unauthorized disclosure during transmission. (Remote IT product refers to remote AFSSVS or remote devices attached to the switch.)

4.1.4   FPT_ITI  Integrity of exported TSF data

This family defines the rules for the protection, from unauthorized modification, of TSF data during transmission between the TSF and a remote trusted IT product.

FPT_ITI.2.1  The TSF shall provide the capability to detect modification of sensitive TSF data during transmission between the TSF and a remote trusted IT product. 
FPT_ITI.2.2  The TSF shall provide the capability to verify the integrity of sensitive TSF data transmitted to the TSF from a remote trusted IT product and perform notification to Administrator if modifications are detected.

4.1.5   FPT_RCV  Trusted recovery

The requirements of this family ensure that the TSF can determine that the TOE is started-up without protection without protection compromise and can recover without protection compromise after discontinuity of operations.  This family is important because the start-up state of the TSF determines the protection of subsequent states.

FPT_RCV.2.1 When automated recovery from a failure or service discontinuity is not possible, the TSF shall enter a maintenance mode where the ability to return the TOE to a secure state is provided.

FPT_RCV.2.2  For system failures/service discontinuities, the TSF shall ensure the return of the TOE to a secure state using automated procedures.

4.1.6    FPT_RVM  Reference mediation

The requirements of this family address the “always invoked” aspect of a traditional reference monitor. The goal of this family is to ensure, with respect to a given TSP, that all actions requiring policy enforcement are validated by the TSF.

FPT_RVM.1.1  The TSF shall ensure that the TSP enforcement functions are invoked and succeed before each function within the TSC is allowed to proceed. 

4.1.7    FPT_SEP  Domain separation

The components of this family ensure that at least one security domain is available for the TSF’s own execution and that the TSF is protected from external interference and tampering (e.g. by modification of the TSF code or data structures) by untrusted subjects.

FPT_SEP.1  The TSF shall maintain a security domain for its own execution that protects it from interference and tampering by untrusted subjects. 

FPT_SEP.2  The TSF shall enforce separation between the security domains of subjects in the TSC.

4.1.8   FPT_STM  Time stamps

This family addresses requirements for a reliable time stamp function within a TOE.

FPT_STM.1  The TSF shall be able to provide reliable time stamps for its own use.

4.2   Identification and Authentication (FIA)

Families in this class address the requirements for functions to establish and verify a claimed user identity.  Identification and authentication is required to ensure that users are associated with the proper security attributes.  

4.2.1   FIA_AFL  Authentication failures

This family contains requirements for defining values for some number of unsuccessful authentication attempts and TSF actions in cases of authentication attempt failures.  

FIA_AFL.1.1  The TSF shall detect when 6 of unsuccessful authentication attempts occur related to consecutive login failures.

FIA_AFL.1.2  When the defined number of unsuccessful authentication attempts has been met or surpassed, the TSF shall lock the channel for the amount of time set by the authorized administrator and sends a notification to the authorized administrator.

4.2.2   FIA_ATD  User attribute definition

All authorized users may have a set of security attributes, other than the users’ identities, that is used to enforce the TSP.  This family defines the requirements for associating user security attributes with users as needed to support the TSP.

FIA_ATD.1.1  The TSF shall maintain the following list of security attributes belonging to individual users: 

a) User Identifier;

b) Group Membership

c) Security Relevant roles

d) Authentication Data, such as passwords;

e) Port and Channel permissions;

f) ST writer specified user security attributes
FIA_ATD.1.2 (ADDED)  The TSF shall maintain the following security attributes in encrypted form Passwords, user codes, user ids.  Other methods besides encryption providing same functionality are permissible.   

4.2.3     FIA_SOS  Specification of secrets

This family defines requirements for mechanisms that enforce defined quality metrics on provided secrets and generate secrets to satisfy the defined metric.

FIA_SOS.1.1  The TSF shall provide a mechanism to verify that (encrypted data) secrets continue to meet specification requirements.

4.2.4    FIA_UAU  User authentication 

This family defines the types of user authentication mechanisms supported by the TSF.  This family also defines the required attributes on which the user authentication mechanisms must be based.

FIA_UAU.2  The TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated actions on be behalf of that user.

FIA_UAU.7  The TSF shall not transmit a response to any part of the login sequence until the entire login sequence has been completed and authenticated by TSF.
4.2.6    FIA_UID  User identification

This family defines the conditions under which users shall be required to identify themselves before performing any other actions that are to be mediated by the TSF and which require user identification. 

FIA_UID.2  The TSF shall require each user to identify itself before allowing any other TSF-mediated actions on behalf of that user.

4.3      TOE Access (FTA)

The establishment of a user’s session typically consists of the creation of one or more subjects that perform operations in the TOE on behalf of the user.  At the end of the session establishment procedure, provide the TOE access requirements are satisfied, the created subjects bear the attributes determined by the identification and authentication functions.  This family specifies functional requirements for controlling the establishment of a user’s session.

4.3.1      FTS_LSA  Limitation on scope of selectable attributes 

This family defines requirements that will limit the session security attributes a user may select, and the subjects to which a user may be bound, based on: the method of access, the location or port of access, and/or the time.

FTA_LSA.1.1  The TSF shall restrict the scope of the session security attributes such as access permissions, audit requirements based on user (person or system) profile.
For example, if an output port receives a login request, the AFSSVS shall not respond. The AFSSVS shall have the capability to restrict a login based upon the date, time, and network identification of the specific requestor.

4.3.2     FTA_SSL  Session locking 

This family defines requirements for the TSF to provide the capability for locking and unlocking of interactive sessions.

FTA_SSL.2.1  The TSF shall allow user-initiated locking of the user’s own interactive session by disabling access to any interactive activity of the user’s keyboard or other data access/display devices other than unlocking the session. 

FTA_SSL.2.2  The TSF shall require the following event to occur prior to unlocking the session: re-authentication of the user.
4.3.3    FTA_SSL  Session locking

This family defines requirements for the TSF to provide the capability for locking and unlocking of interactive sessions.

FTA SSL.3.1  The TSF shall terminate an interactive session after a power failure, link disconnection, disabling of jack.
4.3.4    FTA_TAB  TOE access banners

Prior to identification and authentication, TOE access requirements provide the ability for the TOE to display an advisory warning message to potential users pertaining to appropriate use of the TOE.

FTA_TAB.1  At the time of administrative or maintenance login, the TSF shall generate a warning banner. The message transmitted in the banner shall be specifiable by an authorized administrator to meet local requirements and state laws.

4.3.5   FTA_TAH  TOE access history 

This family defines requirements for the TSF to display to users, upon successful session establishment to the TOE, a history of unsuccessful attempts to access the account.

FTA_TAH.1.1  Upon successful login by administrative or maintenance personnel the TSF shall display the date, time, method, location of the last successful login, the number of unsuccessful attempts (if any) since the last login, and the date and time of the last unsuccessful attempt.

FTA_TAH.1.2  The TSF shall not erase the access history information from the user interface without giving the user an opportunity to review the information.

4.3.6     FTA_TSE  TOE Session establishment 

This family defines requirements to deny a user permission to establish a session with the TOE based on attributes such as the location or port of access, the user’s security attribute, ranges of time, or combinations of parameters.

FTA_TSE.1.1  The TSF shall be able to deny session establishment as follows: 

· When a session is terminated (i.e., when a logoff occurs), the port shall drop immediately so that a subsequent user has to re-authenticate to initiate the next session. 

· Before allowing a session (i.e., a login), the TSF shall require a session requester to provide the identifier as well as the authenticator. 

· If unauthenticated access is provided over a Data Communications Channel (DCC), as in the case of a Synchronous Optical Network (SONET), the TSF shall control access, if necessary by using a peripheral device such as a firewall.

· If the AFSSVS is equipped with an Emergency Access Interface (EAI), the EAI shall have the following features to provide protection against intrusion: 

1. The TOE shall activate an alarm when the EAI is in operation. 

2. The TSF shall prevent the EAI from accepting any commands other than those considered essential for performing system restoration.  

4.4    Cryptographic Support (FCS)

This section applies to network management support of hubbed or clustered AFSSVS systems when their administration facilities are interconnected via networks. The PP requirements described in this section are not applicable to a stand-alone AFSSVS and its adjuncts.  If the system does not use the OSI or TCP/IP protocols identified below to implement this function, equivalent products can be proposed.

4.4.1  FCS_COP  Cryptographic operation 

In order for a cryptographic operation to function correctly, the operation must be performed in accordance with a specified algorithm and with a cryptographic key of a specified size.  

FCS_COP.1  The TSF shall support the Telecommunications Management Network (TMN) based switch management system specified by the International Telecommunication Union (ITU) to provide protection for transactions between AFSSVSs and the integrity of the Common Management Information Protocol (CMIP) based messages that are exchanged between a AFSSVS and an Admin facility.  To provide this functionality, the TSF shall either support the “Security Transformations Application Service Element for Remote Operations Service Element” (STASE-ROSE) as described in paragraph 4.4.1.1 or the alternative specified in paragraph 4.4.1.2. 

4.4.1.1  STASE-ROSE 

STASE-ROSE shall support the following security transformations: 

· confidential: The DER-encoded ROSE PDU shall be encrypted for privacy protection with a symmetric key encryption algorithm.

· hashed: a hash-based Message Authentication Code (MAC) of the DER-encoded ROSE PDU and a secret password shall be calculated and the results appended to the ROSE PDU for integrity protection.

· confidential hashed: The MAC of the DER-encoded ROSE PDU shall be computed and the results appended to the encrypted (see “confidential” above) ROSE PDU for integrity and privacy protection.

4.4.1.2   STASE-ROSE Alternative for TCP/IP

If all network management transactions are transported over TCP/IP, it is not required for the TSF to support STASE-ROSE.  If STASE-ROSE is not provided by the TSF for TCP/IP transactions, the contractor shall propose an alternative with similar functionality.  The TSF implementation of SSL3 shall support the following:

· Strong peer entity authentication, based on public key encryption shall be provided for all associations (this precludes interoperability with SSL2)

· Session secret shall be encrypted with receiver’s public key  

· SHA1 shall be used for integrity by SSL3

· If privacy protection by SSL3 is provided, then DES (Data Encryption Standard) in the CBC (Cipher Block Chaining) mode shall be used for symmetric key encryption

· A public key certificate from the TMN’s CA is required 

· Integrity and non-repudiation shall be computed on clear text (unencrypted) messages, 

· Entity public key size shall be at least 768 bits

· CA’s public key size shall be at least 1024 bits

· Certificates shall be X.509 version 3.

· The following cipher-suites will be supported:

· RSA, NULL, SHA1 (if no privacy protection is desired)

· RSA, DES - CBC, SHA1 (if privacy protection is desired)

4.5   User Data Protection (FDP)

This class contains families specifying requirements for TOE security functions and TOE security function policies related to protecting user data.

4.5.1   FDP_ACC Access control policy

This family is based upon the concept of arbitrary controls on the interaction of subjects and objects.  The scope and purpose of the controls is based upon the attributes of the subject, the attributes of the object, the operations, and any associated access control rules.

FDP_ACC.2.1 The TSF shall enforce the AFSSVS Access Control Policy on all subjects and objects and all operations among subjects and objects covered by the TSP.

FDP_ACC.2.2  (ADDED) The TSF shall ensure that all operations between any subject in the TSC and any object within the TSC are covered by an access control mechanism as described in the TSP (PP Table 1).

4.5.2   FDP_ACF  Access Control Functions 

This family describes the rules for the specific functions that can implement an access control policy named in FDP_ACC which also specifies the scope of control of the policy.

FDP_ACF.1.1  The TSF shall enforce the Access Control Policy to objects based on :

e) The user identity and group membership(s) associated with a subject; and

f) The access control attributes and permissions associated with an object. 

FDP_ACF.1.2  The TSF shall enforce the following rules to determine if an operation among controlled subjects and controlled objects is allowed: assignment:
a) Rule(s) defined by an authorized administrator which use the user identity of a subject as the basis of allowing or denying access, including limiting the propagation of access rights to objects;

b) Rule(s) defined by an authorized administrator which are used to allow or deny access when user identity rules do not apply, such as those based upon time of day, port, or location. 

FDP_ACF.1.4  The TSF shall explicitly deny access of subjects to objects based on the following rules :

a) The AFSSVS System shall not allow resource access to any user who has not established system access (i.e., a login with identification and authentication).

b) Unless a user has permission to access a resource, the AFSSVS System shall deny the access.

c) Unless a port has permission to access a resource, the AFSSVS shall deny the access to all users who log into that port.

d) The level of granularity of the resource control mechanism shall be such that, any given user that has logged into any given port can be granted access or denied access to any given resource (based on the user privilege and the port privilege). 

e) The AFSSVS System shall have the capability to lock away potentially damaging commands (e.g., delete all translations) from users who do not need to execute such commands on a "regular basis" and from ports that are not intended to be used for such commands.

f) The AFSSVS System shall have the capability to impose access control on the basis of functions such as Create, Read, Update, and Delete.

g) The AFSSVS System shall not offer any mechanism to bypass authorization restrictions.

h) The AFSSVS System shall not allow a less privileged user to spoof as a highly privileged user (such as a supervisor in a UNIX environment)

i) The AFSSVS System shall have features to assign user privileges (i.e., access permissions) to user-IDs (not passwords).

j) For AFSSVS Systems that have multiple operations ports, the System shall have features to assign privileges to input ports.

k) For AFSSVS subscribers, the AFSSVS shall have adequate granularity for “call restriction” (e.g., other extensions only, local calls only, intra-LATA toll calls, long distance calls, international calls, etc.).

4.5.3  FDP_RIP Residual Information Protection 

This family addresses the need to ensure that deleted information is no longer accessible, and that newly created objects do not contain information from previously used objects within the TOE.  This family does not address objects stored off line.

FIP_RIP.2.1  The TSF shall ensure that any previous information content of a resource is made unavailable upon the re-allocation of the resource to any object - except for references contained in the audit trail.

4.6    Security Audit (FAU)

CC audit families allow PP/ST authors the ability to define requirements for monitoring user activities and, in some cases, detecting real, potential, or imminent violations of the TSP.  The TOE’s security audit functions are defined to help monitor security relevant events, and act as a deterrent against security violations. 

4.6.1  FAU_ARP  Security Alarms 

The security audit automatic response family describes requirements for the handling of audit events.

FAU_ARP.1.1  The TSF shall take provide a warning (vendor proposes in ST) upon detection of a potential security violation.

4.6.2  FAU_GEN  Audit Data Generation 

The security audit data generation family includes requirements to specify the audit events that should be generated by the TSF for security relevant events.

FAU_GEN.1.1  The TSF shall be able to generate an audit record of the following auditable events:

· Start-up and shutdown of the audit functions;

· All auditable events for the basic level of audit, including: 

· Modifications of security attributes;

· Attempts to revoke security-relevant authorizations;

· Attempts to revoke access rights;

· Changes to the time;

· Changes to system software that is part of the TOE that lies outside the TSF.

· Other auditable events defined in the contractor provided ST.

FAU_GEN.1.2  The TSF shall record within each audit record at least the following information:

a)  Date and time of the event, type of event, subject identity, and the outcome (success or failure) of the event.

b)  For each audit event type, based on the auditable event definitions of the functional components, included in the PP/ST:

· For Identification and Authentication events — the origin (e.g., terminal identification) of the attempt.

· For modifications to TSF data – the new values of the data.

· Requests for the use of the rights of a role, when they could originate from multiple locations – the origin of the attempt.

· Other audit relevant information identified in the ST. 

FAU_GEN.2.1  The TSF shall be able to associate each auditable event with the identity of the user that caused the event.

· For each event recorded in the security log, the AFSSVS shall also record the identifier of the user (the user-ID) that is accountable for the event. 

· For software and data created or modified in the AFSSVS, the AFSSVS shall provide an administrator the capability to retrieve the user-ID, date and time associated with that creation or modification.

4.6.3   FAU_SAA  Potential violation analysis 

This family defines requirements for automated means that analyze system activity and audit data looking for possible or real security violations.  This analysis may work in support of intrusion detection, or automatic response to an imminent security violation.

FAU_SAA.1.1  The TSF shall apply a set of rules in monitoring the audited events and base these rules upon potential violations of the TSP. 

FAU_SAA.1.2 The TSF shall enforce monitoring of the events:

The accumulation of: 

· logon failures to system software and 

· other audited events identified in the ST.

4.6.4     FAU_SAR  Audit Review 

The security audit family defines requirements related to review of the audit information.

FAU_SAR.1.1.  The TSF shall provide authorized administrators with the capability to read the following from the audit records:

a) Date and time of the event, type of event, subject identity, and the outcome (success or failure) of the event.

b) For applicable events, the names of the resources accessed.

c) For Identification and Authentication events, the origin (e.g., terminal identification) of the attempt.

d) For modifications to TSF data, the new values of the data.

e) For the use of the rights of a role, when it could originate from multiple locations, the origin of the attempt.

f) Other audit relevant information identified in ST. 

FAU_SAR.1.2  The TSF shall provide the audit records in a manner suitable for the user to interpret the information.

FAU_SAR.2.1.  The TSF shall prohibit all users read access to the audit records, except those users that have been granted explicit read-access.

4.6.6     FAU_STG  Security audit event storage

The security audit event storage family describes requirements for storing audit data for later use, including requirements controlling the loss of audit information due to system failure, attack, and/or exhaustion of storage space.

FAU_STG.2.1  The TSF shall protect the stored audit records from unauthorized deletion.

FAU_STG.2.2  The TSF shall be able to detect modifications to the audit records.

FAU_STG.2.3  The TSF shall ensure that the capacity of the audit file is sufficient to store at least 24 hours of audit records. 

FAU_STG.3.1  The TSF shall send an alarm to the authorized administrator if the audit trail exceeds an authorized administrator defined limit.

FAU_STG.4.1  The TSF shall overwrite the oldest stored audit records if the audit trail is full.

4.7      Security Management (FMT)

This class specifies the management of several aspects of the TSF:  security attributes, TSF data and functions in the TSF.  The different management roles and their interaction, such as separation of capability, can also be specified.

4.7.1     FMT-MOF  Management of functions in TSF

The TSF management functions enable authorized users to set up and control the secure  operation of the TOE.

FMT_MOF.1.1  The TSF shall restrict the ability to: determine the behavior of, enable, disable, and modify the behavior of the following functions Audit, Password Management, Roles, Users management, and other functions to authorized administrators and maintenance personnel.

4.7.2  FMT_MTD  Management of TSF data

This component imposes requirements on the management of TSF data.

FMT_MTD.1.1  The TSF shall enforce the Access Control Policy to restrict the ability to modify the security attributes: userid, password, roles, and other security attributes associated with a named object to the authorized identified roles.

4.7.3     FMT_SAE  Security attribute expiration 

This family addresses the capability to enforce time limits for the validity of security attributes.  

FMT_SAE.1.1  The TSF shall restrict the capability to specify an expiration time for user passwords and other attributes identified in the ST) to authorized administrators.

FMT_SAE.1.2  For the security attribute listed in 4.5.3.1, the TSF shall be able to:

g) require the user to select a new value for the attribute, or

h) require the authorized system administrator to assign a new value to the attribute, or 

i) generate an alarm and suspend all user access until reactivated by the authorized system administrator after the expiration time for the indicated security attribute has passed.

5.0   ASSURANCE REQUIREMENTS

The requirements for the AFSSVS include set parameters for system performance, including availability, reliability and integrity of data.  The assumption is that these parameters cannot be met when a security breach occurs.  The contractor will address security planning, management, documentation, training and other development, implementation, and life-cycle activities as part of the response to the PP and SOW.  

6.0   
RATIONALE

This section provides a rationale for the existence of each requirement in the Protection Profile. Table 4, below, traces the technical security objectives found in Table 3 of this document to the threats which the security objectives are intended to protect against, paragraphs in the Requirements Document for the Automated Flight Service Station Voice Switch, the security policies found in Table 1 of this document, and the functional requirements identified in section four.

Security Objective
Threat
Require-ments Docu-ment
Security Policies
Functional Requirements

O.  DOMAIN SEPARATION
· Intrusion 

· Insecure security system

· Physical threat
7
P1, P2, P3, P4, P9, P12, P14, P21, P23
4.1, 4.2, 4.3, 4.7

O.  KNOWN
· Insecure security system
2.1.2, 2.1.3, 2.1.4, 3.10, 3.13, 3.14,7
P1, P2, P3, P4, P12, P24


4.2



O.  ACCESS
· Access misuse

· Insecure security system

· Fraud
2.1.2, 2.1.3, 2.1.4, 3.3.4, 3.10, 3.13, 3.14, 3.22, 7
P4, P5, P11
4.2, 4.7

O.  MISUSE 


· Fraud 

· Access misuse
2.1.6, 3.19, 7
P10, P18
4.6

O.  AUTHORIZE
· Access misuse
2.1.3, 2.1.4, 2.1.13, 3.13, 7
P. 4, P5


4.1, 4.5



O.  BYPASS
· Access misuse

· Intrusion

· Insecure security system
2.2.3, 7
P 16, P17
4.3

4.7

O.  ACCOUNT
· Insecure Security System

· Access Misuse

· Intrusion
2.1.6, 2.1.13, 3.14, 3.19, 7
P6, P14, P19, P25
4.2, 4.7

O.  INFO-FLOW
· Intrusion

· Access Misuse
2.1.6, 3.13, 7
P14
4.3, 4.4

O.  OBSERVE
· Insecure state 

· Transition

· Insecure security system
3.13, 3.14, 3.17, 7
P8
4.1, 4.3

O.  DETECT 
· Insecure security system

· Fraud
2.1.5, 3.17, 3.18, 7, 14
P7, P18
4.1, 4.6, 4.7

O.  RECOVER
· Insecure state

· Transition
7
P15, P20, P21
4.1

O.  AVAILABLE
· Denial of Service
3.22, 7
P9
4.2, 4.3

O.  NETWORK 
· Physical threat

· Access misuse


2.1.12, 7
P.4, P 6
4.1, 4.3

O.  CONFIDENTIAL 
· Access misuse

· Intrusion
7
P23
4.4, 4.5

Table 4:  Traceability of Security Objectives

7.0   ACRONYM LIST

AFSSVS
-  Automated Flight Service Station Voice Switch

AFSSVSPP
-  AFSSVS Switch Protection Profile

CC

-  Common Criteria. 

CCS

-  Common Channel Signaling network.

CMIP

-  Common Management Information Protocol.

DES

-  Digital Encryption Standard

DES3

-  Triple DES

DISA

-  Direct Inward System Access

ESP

-  Encapsulated Security Payload

HMAC
-  Hash Message Authentication Code

IKE

-  Internet Key Exchange protocol

MAC

-  Message Authentication Code

PP

-  Protection Profile. 

SHA1

-  Secure Hash Algorithm, version 1

ST

-  Security Target. 

TMN

-  Telecommunications Management network.

TOE

-  Target of Evaluation. 

TSC

-  TSF Scope of Control

TSF

-  TOE Security Function. 

TSP

-  TOE Security Policy. 

AFSSVS Information System Security (ISS) User Requirements

This appendix lists AFSSVS ISS requirements that are imposed on the system installers, operators, and maintainers.  It may be used by the AFSSVS contractor to help prepare the required Security Target. (CDRL SEC001)

Policy

Number   


Policy Statement


P1A
The system shall be the object of periodic host-based vulnerability assessments.

P2A
The system shall implement host-based intrusion detection, as appropriate.

P3A
The system shall be the object of periodic network-based vulnerability assessments.

P4A
The system shall be the object of regular and periodic host and network-based vulnerability assessment procedures.

P5A
The system firewall and proxy-server configurations shall regularly and periodically be assessed and updated as appropriate.

P6A
The system shall develop and identify policies and procedures for system-wide compliance monitoring.

P7A
The system shall include provisions for periodic and regularly scheduled education and training activities related to information security issues associated with the system. Education and training will be provided to users, maintainers and security administrators.

P8A
The system will have documentation produced for it, including but not necessarily limited to a "Trusted Facility Manual" and "Secure Facility User's Guide".

P9A
The system shall provide for configuration management of system information security functionality.

P10A
The system shall undergo periodic ISS-related recertification as prescribed by policy.

P11A
The system administrators shall maintain policy and procedures for handling security incidents.

The security requirements listed above meet the following Government ISS objectives for the AFSSVS TOE.

Government Security Objectives
Threat

O. PHYSICAL: An administrator responsible for TOE security shall ensure that the TOE environment has adequate physical security to provide “reasonable safety” to TOE resources.
Physical Threat



O. OPERATE: An administrator responsible for TOE security shall ensure that the TOE is delivered, installed, and operated in a manner which maintains IT security.
Insecure Security System

O. MANAGE: An administrator responsible for TOE security shall ensure that the TOE is managed and administered in a manner that maintains IT security.
Insecure Security System

O. COMPLY: The TOE environment shall support full compliance with laws, regulations, and contractual agreements.
Access Misuse
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