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PART I – SECTION C

DESCRIPTION / SPECIFICATIONS / WORK STATEMENT

APPENDIX D-1

PROTECTION PROFILE

For the

AUTOMATED FLIGHT SERVICE STATION

VOICE SWITCH
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Summarized Edition

Based on AFSSVSPP Version 1, January 24, 2001

Foreword

This summarized edition of the Automated Flight Service Station Voice Switch (AFSSVS) Protection Profile (PP) is based upon AFSSVSPP Version 1 dated January 24, 2001.  It converts the security requirements contained in the basic PP into plain English for use by FAA security personnel, project managers, and others associated with the AFSSVS program.  It does not replace the AFSSVS Protection Profile and is not to be used as the sole basis for the preparation of Security Targets or other information system security documents.
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1.0  
INTRODUCTION
1.1
General

The AFSSVSPP identifies information system security (ISS) requirements for the AFSSVS.  It was developed as required by FAA Order 1370.82 in a format stipulated by the Common Criteria for Information Security Evaluation (ISO/IEC 15408).  As part of the AFSSVS Statement of Work, the protection profile provides the basis for AFSSVS security implementation plans, called Security Targets (ST), by AFSSVS vendors.

1.2
Organization of the Protection Profile
The AFSSVSPP is divided into seven sections, only two of which, sections four and five, contain actual ISS requirements for the AFSSVS contractors to address in their security targets.  Supporting information, explanations, and justifications make up the bulk of the remaining sections.  It is important to understand that, in addition to identifying contractor requirements, the PP includes security requirements which can only be satisfied by the Government in the form of AFSS site personnel, maintenance technicians, and others associated with the installation, connection, maintenance, and operation of AFSS position and back room equipment and those individuals charged with ensuring that security procedures are followed during the operation of voice switch equipment.  It is also important to understand that the success of ISS depends, in great part, on the implementation of adequate physical security procedures at each AFSS.

The AFSSVSPP is organized as follows:

Section One – includes introductory material, including a handy list of terms and their definitions.

Section Two – contains an explanation of the environment within which the AFSSVS is expected to function, an identification of possible threats to switch security, and a chart containing FAA security policies applicable to the AFSSVS.

Section Three – identifies the security objectives that the AFSSVS must meet.

Section Four – identifies the functional ISS requirements that must be addressed in security targets.

Section Five – a very short section that tells contractors what security functions and activities to address in their responses to the PP.

Section Six – explains the rationale for the requirements in section four by matching the requirements to anticipated ISS threats, the AFSSVS requirements document, and the security policies identified in section two.  

Section Seven – contains a list of acronyms used in the PP.

Appendix – identifies ISS requirements imposed on system installers, operators, and maintenance technicians.  It is included as an aid to contractors for the preparation of their security targets.

1.3
Threats

The PP points out that an AFSSVS must be protected from security threats resulting from operator errors and acts of nature as well as those posed by malicious intent.  Examples of threats to voice switch security include physical threats such as fire or sabotage, service interruption caused by attacks on the system’s vulnerabilities, access misuse, intrusion into a switch’s operations port, and eavesdropping or misuse of a switch’s capabilities. The AFSSVS will be particularly vulnerable to attack during periods of transition such those that occur during installation and system restarts.

1.4
Security Policies

FAA security policies driving the requirements of Section Four are included in Table 1 of the PP.  In order to comply with these 24 policies each AFSSVS must:

· assign a unique identifier to each authenticated user

· assign a unique identifier to each system process

· authenticate each user before permitting full access to the switch

· implement access control policy

· permit access management

· detect and respond to insecure conditions

· provide the means to audit operator actions 

· protect audit records against deletion and modification

· be able to resist attempts to overwhelm its resources

· detect and remove computer viruses and worms

· automatically suspend individual accounts after six failed logons by supervisory or maintenance personnel

· be able to identify network users

· display the standard FAA warning banner at logon

· be able to recover from system failures and insecure states

· perform cryptographic processing as required

· monitor file integrity and generate alerts when file integrity is compromised

· protect security data and security functions from unauthorized access

· perform, at startup, a self-check to determine if security functions are operating correctly and abort operations, while sounding an alarm, if they are not

· recover from system failures in a secure state

· implement screening/firewall/proxy server functionality as needed

· maintain and protect records of security relevant events

· maintain comprehensive audit logs

1.5
Technical Security Objectives

The PP lists, in Table 3, 14 technical objectives that are intended to enable the switch to counter threats while complying with the security policies listed above.  The successful accomplishment of these objectives also depends upon the Government’s accomplishment of the ISS user requirements listed in the appendix to the PP.  Each technical security objective in Table 3 is given a name and the prefix “O” denoting “objective.”

· Domain Separation – the AFSSVS operates within its own isolated domain

· Known – all users are identified and authenticated before gaining access to the switch

· Access – access to specific switch functions is controlled

· Misuse – all authenticated users are held accountable

· Authorize – resource access can be managed

· Bypass – switch security features cannot be circumvented

· Account – all switch users are held accountable for their security relevant actions

· Info-flow – information flow between switches and external interfaces is controlled

· Observe – switch security status is never misrepresented

· Detect – systems failures and breaches of security are detected

· Recover – the switch always recovers in a secure state from failures, service breaks, or security breaches

· Available – the switch protects itself from resource exhaustion

· Network – the switch meets its security objectives in a network or clustered environment

· Confidential – confidential information is recognized and its release is controlled

2.0
FUNCTIONAL REQUIREMENTS

2.1
General

The FAA policies, assumptions, and objectives for the AFSSVS spelled out in sections one through three of the PP, and summarized above, are high level descriptions of required security features.  Section four defines specific functional requirements of the voice switch.  These requirements were extracted from Part 2 of the Common Criteria and modified as appropriate to meet FAA security objectives.  

The Common Criteria assigns an identifying alphanumeric code to each requirement and these codes are carried forward into the PP.  For clarity’s sake the main paragraph codes are retained in the headings of the following paragraphs but, because many requirements were summarized, no attempt was made to include the subparagraph codes.

2.2
FPT – Protection of the AFSSVS Security Function

· The switch must run tests to demonstrate that security functions are operating properly.  These tests must be run during initial start up, periodically during operations, and upon demand.

· The switch must remain secure in spite of audit log overflows or the failures of individual ports, trunks, and lines.

· The system must protect data from unauthorized disclosure during transmission between resources, detect any modifications that do occur, and notify a system administrator if modifications are detected.

· When automatic recovery from a failure or break in service is not possible, the switch must enter a maintenance mode where automatic recovery procedures are provided.

· Each security function step must succeed before the switch allows the next step to occur.

· A separate security domain that protects the switch from interference and tampering must be maintained for each AFSSVS.

· The system must generate reliable time stamps for its own use.

2.3 
FIA – Identification and Authentication

· The switch must detect when six unsuccessful attempts at authentication have been made.

· The switch must lock the user out of further operations and notify an administrator when a defined number of unsuccessful authentication attempts have been made.

· A list of security attributes must be maintained for each switch user.

· The switch must safeguard passwords, user codes, and user identifications with some form of encryption or similar protective means.

· Some way of verifying that encrypted data meets specification requirements must be provided.

· Each user must be successfully identified and authenticated before being allowed to perform any functions with the switch and no part of the login sequence will be responded to until the entire login sequence has been authenticated.

2.4
FTA – TOE (AFSSVS) Access

· Logins and access attributes must be controllable based upon user profiles.

· Switch users must be able to disable access to the system’s keyboard and other data access and display devices and regain access only by re-authentication.

· The switch must terminate interactive sessions upon a power failure or link disconnection.

· The system must display a warning banner prior to login.

· The system must be able to display operator login history as requested by administrative and maintenance personnel and will not erase this history until it has been reviewed.

· Re-authentication and identification will always be required once an operator has logged off.

· Access to an AFSSVS via a data channel or network must always be controlled, if not by authentication then via a peripheral means, such as a firewall.

· Protection against intrusion must be provided if an AFSSVS is equipped with an Emergency Access Interface.

2.5
FCS – Cryptographic Support

The AFSSVS system must support the “Security Transformations Application Service Element for Remote Operations Service Element” (STASE-ROSE) or an alternative application for TCP/IP transactions.

2.6
FDP – User Data Protection

· The AFSSVS must enforce access control policy during all operations and all operations between elements must be covered by access control.

· Access control will be based upon user identity, group membership, and the attributes and access permission associated with that user.

· Access to switch functions will be denied based upon a specific set of rules associated with operator access levels and port access permissions.

· Deleted information will not be available on-line.

2.7
FAU – Security Audit

· The switch shall provide a warning when a potential security violation is detected.

· An audit record with required information will be generated for the specific events and functions identified in this paragraph.  

· The system will be able to associate each auditable event with the user causing the event.

· Users with specific access rights to audit records will gain access to the information specified in this paragraph.  All other AFSSVS users will be denied access to these records.

· Audit records will be protected from unauthorized deletion and modifications.  

· Audit files will be able to store at least 24 hours of audit records and an administrator will be notified if the audit trail exceeds a preset limit.

2.8
FMT – Security Management

· The system will restrict the ability to define or change audit, password management, roles, users management, and other functions to authorized individuals.

· The system will restrict the ability to modify user identifications, passwords, roles, and other security attributes associated with a function to authorized individuals.

3.0
ASSURANCE REQUIREMENTS
The AFSSVS contractor is to address security planning and other security functions as part of its proposal.  The assumption is that system performance requirements cannot be met when a security breach occurs.

4.0
AFSSVS INFORMATION SYSTEM SECURITY (ISS) USER REQUIREMENTS

The final section of the Protection Profile, the Appendix, identifies eleven policies that are the specific responsibilities of the AFSSVS users.  In general, these policies require periodic vulnerability assessments, scheduled training, documentation, re-certification, and policies and procedures for handling security incidents.
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