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Introduction

The Federal Aviation Administration has implemented Lotus Notes/Domino as its best-value product of choice for electronic messaging and collaborative capabilities within the agency.  This next generation messaging system is currently referred to within the agency as the "NexGen" messaging system.  As per the FAA's electronic mail policy (Order 1370.81A), the NexGen messaging system is designated as the official e-mail system of the FAA.

The NexGen system consists of a hardware, software, and infrastructure solution to ensure efficient mail delivery within the agency.  IBM was selected as the integrator to design and implement this system.

Messaging Site Configuration

The FAA has 12 recognized major centers of operation:  9 regional offices, 2 centers, and headquarters.  Clustered servers were installed in each of these 12 sites.  The system was implemented in a hub/spoke configuration.  Four messaging hubs were installed in four of the sites, serving as a hub for its own site and up to four other sites.  This implementation is as depicted below.

	Hub Server Site
	Site Location
	Spokes To Mail Server Site
	Site Location

	AWA
	HQ, Washington, DC
	
	

	
	
	AWA
	HQ, Washington, DC

	
	
	AEA
	Eastern Region, NY

	
	
	ANE
	New England Region, MA

	
	
	
	

	ASO
	Southern Region, GA
	
	

	
	
	ASO
	Southern Region, GA

	
	
	ACT
	Technical Center, NJ

	
	
	
	

	AMC
	Aeronautical Center, OK
	
	

	
	
	AMC
	Aeronautical Center, OK

	
	
	ACE
	Central Region, KS

	
	
	AGL
	Great Lakes Region, IL

	
	
	ASW
	Southwest Region, TX

	
	
	
	

	AWP
	Western Pacific Region, CA
	
	

	
	
	AWP
	Western Pacific Region, CA

	
	
	ANM
	Northwest Mountain Region, WA

	
	
	AAL
	Alaska Region, AL

	
	
	
	


Server Configuration

All hub servers and mail servers are configured on like equipment, currently IBM xSeries 350 servers, with RAID hard disk expansion units to provide enough storage for all users' mail files.

The NexGen messaging servers are Intel Pentium-based servers running Domino 5.0.8 through 5.0.12 on a Windows 2000 SP3 platform.  Each server is configured to house half of a site's user population, with its clustered pair housing the other half of that site's user population.  This ensures full server failover, as well as zero-downtime server upgrade capability.  With the exception of AWA and ASO, all sites have two clustered mail servers.  AWA and ASO have two sets each of clustered mail servers, in order to support the much larger user population at those sites.

Network Communication

All network communication is via the TCP/IP protocol across the FAA's wide-area network facility (called ADTN2000).  The NexGen Program Office ensured that all needed backbone and tail circuits for ADTN2000 were upgraded sufficiently to support the NexGen architectural design.

User Client

Users access the NexGen messaging system using primarily the Lotus Notes Collaborative Client (currently either version 5.0.8 or 5.0.12).  All users in the FAA are licensed to use this client.  There is an FAA customized mail template to support FAA specific features.  Mail files are replicated and accessed locally.  By default, replication occurs every 5 minutes.  Location documents are configured to provide users with an immediate "send" capability.  This ensures that all mail is delivered end-user to end-user in the specified 15-minute time interval.  Users' mail files are limited to a total size of 80 MB.  Large document repository and collaboration requirements are handled using discussion databases, document libraries, and team rooms.  This prevents a user's mail file from becoming too large.  Users must either locally archive or delete messages to ensure they stay below the 80 MB mail file limit.

Users who do not have a computer workstation with sufficient capability to support the Lotus Notes Client access their mail file using a web browser and the Lotus WebMail client.  If the user ultimately obtains a sufficiently powerful computer, it is expected that mail access be switched from WebMail to the Lotus Notes Collaborative Client.  Message archiving is not supported with the WebMail client.

Users who normally access mail with the standard client, but are on travel and/or do not have access to their primary computer can still access their mail via a number of ways.  All the FAA facilities are on the FAA backbone, which ensures user access from any FAA field office.  The FAA has VPN and SofToken capability, which permits access from sites not on the intranet (i.e., from any internet service provider).  VPN and SofToken permit both Notes Client and WebMail access.  Users who do not have VPN or SofToken can access their mail via WebMail only through one seven Reverse Proxy Servers (RPS) co-located at each of the FAA's internet access points.  The RPS is a WinTel computer running Windows 2000 SP3 and IBM WebSphere Edge Server.

Addressing

The messaging servers all contain the FAA's Name and Address Book; however, users address messages locally using a replica of a Notes/Domino Directory Catalog (DirCat), which is a compressed and limited version of the directory.

The FAA is also implementing Domino Directory Services, which permits users to seamlessly address messages from multiple directories (DirCats).

Internet Mail

Internet mail relays at AWA, AMC, and (soon) AWP provide inbound and outbound SMTP mail services for the faa.gov domain.  The Domino hub servers at those sites ensure efficient distribution of external SMTP traffic.

Security

The NexGen system was designed with a high degree of security in mind.  Users are required to change their passwords on a regular basis.  The security established for NexGen does not permit permanent, non-expiring passwords.

Trend Micro Server Protect and ScanMail for Lotus Notes provide virus protection to all the servers in the NexGen enterprise.

Other NexGen Components

In the NexGen environment are additional components to support the full spectrum of messaging and collaboration capabilities available to FAA users.  There are four clustered Lotus SameTime (version 3.0) servers to provide online chat and meeting room capabilities.  Audio and video is not enabled on these services; any audio needs are handled via traditional telephone conference means.

There is one applications server located at each of the twelve sites to provide discussion database, document library, team room, and local Notes application support for that region.  There are also four high-capability clustered application servers located at each of the hub sites to support national databases and applications.

There are also additional servers to provide Continuity of Operations in the event of disaster, which use selective clustering for specified individuals to ensure continuous availability of mail.

Other organizations in the FAA have their own Lotus Notes/Domino domains.  The FAA address book is made available to these organizations via a bridge domain server, usually coupled with a cross-certification of the domains.  This allows those Notes environments to continue using their legacy applications seamlessly with the NexGen messaging system.

Future Plans

There are plans to upgrade to IBM Lotus Notes/Domino 6.5 during the 2004 calendar year.  

There are plans to perform a technical refresh of mail servers during 2004.  It has not been decided yet whether that technical refresh will remain on WinTel servers or change to a different platform.

Wireless messaging, most likely using BlackBerry equipment (at least initially) will be made available in the near term.

