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Introduction

The Federal Aviation Administration (FAA) mission is to provide “a safe, secure, and efficient global aviation system that contributes to national security and the promotion of U.S. aviation. As the leading authority in the international aviation community, FAA is responsive to the dynamic nature of customer needs, economic conditions, and environmental concerns.” 

As stated in the FAA’s 2000 Strategic Plan, “The White House Commission on Aviation Safety and Security stressed the need to continue to improve the baseline security system for civil aviation. FAA, in cooperation with a host of other Federal agencies, continues to implement White House Commission recommendations, and DOT has made implementing the security recommendations one of its ‘
Flagship’ initiatives.”

To support that effort, the FAA established the “FAA and Contractor Personnel Background Investigation Workgroup,” which studied and documented the background investigation process, identified issues, and made recommendations in December 2000. 

These are some of the issues that were identified:

· The existing system has performance issues and data problems and lacks needed functionality to fully support the investigation process.

· An effective interface is needed 
between Contracting Offices and the Office of Civil Aviation Security (ACS) to share information regarding contractual and investigative information—need an integrated automated solution that interfaces with ACQUIRE and CPMIS. 

· A large number of contract employees move from one contract to another, which creates a logistical problem in maintaining an accurate accounting of background investigations. Contracting Officers do not have access to an automated process to communicate when contractors move from one contract to another.

· The process to report the status of contract employees requiring an investigation is manual-intensive, requires a significant amount of resources, and has not resulted in a high level of accuracy.

· An automated system to report status of all employees who have access to FAA facilities is needed—includes having information on how to get in contact with a contractor employee.

In order to address these issues, the workgroups recommended that the FAA design and implement a fully integrated and automated background investigation tracking system reflecting the following features:

· Support the entire contractor background investigation process 

· Provide a web-enabled user interface 

· Provide customized reports for tracking and reporting status of investigations

· Support automated interfaces to ACQUIRE and CPMIS

· Eliminate the need for duplicate data entry

· Provide the ability to enter personal data by the contract company

Objectives

Business Objectives

The primary business objective for the enhancement of the Investigation Tracking System (ITS) is to enhance the ability to track and monitor the status of background and internal security investigations for FAA contractors and employees and to better support the background investigation process by providing investigative workload and status information. Specific objectives include the following:

· Improve the accuracy of the data being maintained

· Reduce the amount of manual activities

· Ensure that the required data is complete

· Improve access to the data

· Protect the maintained data from unauthorized access

· Improve information exchange among Human Resources, Contracts, and Security

System Objectives

· Integrate the Automated Investigation Tracking System (AITS) with the contracts system (currently ACQUIRE) and the HR system (CPMIS) 

· Provide a single system to support the internal and background security investigation processes

· Provide a web-enabled user interface

· Provide functionality to generate customized and ad hoc reports

· Eliminate the need for duplicate entry of data

· Provide a web-enabled interface to support contractors in providing and maintaining contractor personnel information required for the investigation process

· Provide automatic e-mail notifications 

· Provide a reporting capability without degrading user response time

· Comply with FAA information security requirements

· Control access by customizable user profiles

· Provide decentralized security access control to the regions

Project Objectives

The objective of this project is to document the functional requirements, draft system requirements, and estimate costs to implement an automated system to support the needed functionality. This will be done by adhering to standard, structured systems development methodology and will provide the base for the detailed design of a usable system. 

Project Scope

This section provides a description, its scope, and the organizations that will be affected by the project. Also, the business and system constraints associated with the project are identified.

Project Type

The Federal Aviation Administration (FAA) mission is to provide a safe, secure, and efficient global aerospace system that contributes to national security and the promotion of U.S. aerospace safety. Within the FAA is the Office of Civil Aviation Security (ACS), which is responsible for the FAA's Internal Security Program. It is also responsible for the provision of security risk management support in the following program areas to all of FAA's 48,000 employees and to the physical assets and operational capability represented by FAA's 850-plus staffed facilities and 8,200 unstaffed facilities. 

The Investigations Program includes the following:

· Internal Investigations Program

· Personnel Security Program

· Industrial Security Program (ISP)

· Identification Media Program

· Physical Security Program

· Communications Security (COMSEC) Program

· Information Security (INFOSEC) Program

This project will directly support the Investigations Program’s Internal Investigations Program, Personnel Security Program, and Industrial Security Program. It supports achieving the FAA Internal Security goal of ensuring that FAA people, property, and information are fully protected by helping to achieve the following key results listed in the FAA Civil Aviation Security Strategic Plan 2001–2004:

· Process 100 percent of the received FAA employees’ and contractors’ initial and recurrent background checks within established deadlines

· Complete 100 percent of investigations in a timely manner—responsive to management needs

· Complete 100 percent of Accountability Board investigations on time

This AITS project comprises the first phases of the system development life cycle, which include requirements gathering, requirements analysis, and a cost estimate. Using the output from these phases, the FAA will be positioned to design, develop, test, and implement an 
AITS that supports its business processes and protects its information.

Project Context

The following figure depicts the AITS project context. Provided below it are descriptions of each user in the model and the information that he or she provides and receives.
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Figure 3-1: AITS Context Diagram

The Contractor Employee

The contractor employee is an individual working for a contractor that has a contract with the FAA to provide a service. Each contractor employee is responsible for completing the appropriate security forms and submitting them to his or her management in a timely manner. When issues are identified with an investigation, the FAA Security Office works directly with the contractor employee to resolve the issue. 

Contracting Officer (CO) and Real Estate Contracting Officer (RECO)

The CO and RECO are the FAA agents who have the responsibility to oversee a FAA contract and monitor the contractor's performance against the contract's requirements. The CO or RECO will ensure the Originating Office (OO) completes a risk-level designation form for each position on a contract with assistance as needed from the Security Office. The risk-level designation form identifies the level of background investigation by position that will be required for a particular contract and should be completed in the beginning stages of procurement. The CO or RECO provides to the contractor the forms needed for personnel requiring an investigation. The CO or RECO then collects the completed security forms from the contractor and forwards them to the appropriate Servicing Security Element (SSE), as well as informing the Security Office of any personnel changes that affect the security requirements of a contract. The Company may send the security forms directly to the SSE.  The CO or RECO will be notified of an interim suitability determination, any issues with the investigation, and the final favorable or unfavorable adjudication. It is the responsibility of the CO or RECO to notify the contractor of any unfavorable adjudication and take appropriate actions. 

Contractor

The contractor is the entity with which the FAA has initiated a contract to provide a service or product. The contractor has the responsibility to comply with all of the requirements in the contract. The contractor will ensure that all of its employees who require an investigation complete the appropriate paperwork in a timely manner and forward the paperwork to the appropriate Contracting Officer. The contractor will maintain a current list of all employees working on a particular contract and notify the appropriate CO or RECO when a change is made to the list of employees. The contractor works with the CO or RECO to resolve any unfavorable adjudication with an employee. 

Logistics Management Specialist (LMS) and Contracting Officer Technical Representative (COTR)

The LMS and COTR support the CO or RECO in monitoring the contractor’s performance on a particular contract. To this regard, the LMS and COTR work with the contractor to maintain a current list of employees working on a contract and monitor the status of the background investigations being conducted on those employees. 

AQUIRE/DELPHI/PRISM

The Contracting Offices currently use the AQUIRE system to track and monitor each contract that the FAA owns. It is planned that the ACQUIRE system will be replaced in the next nine months with DELPHI or PRISM. The AQUIRE/DELPHI/PRISM system does not have an automated interface with the current security system. 

CPMIS

CPMIS is the FAA’s Human Resource personnel information system. The personnel security staff currently enter the FAA security status and the CPMIS system. FAA employee security information is not in ITS but is tracked manually.  In the future, CPMIS will automatically download the risk level for the position, whether the investigation was favorable, employee information, interim and final suitability determination, and the information verifying previous investigation to AITS, thus eliminating the need for double entry of data. 

Security Office

The Security Office oversees the program that provides a basis for security determinations for sensitive positions, clearances for access to classified material, and suitability for Federal employment. The program is concerned not only with an individual's suitability and loyalty to the United States, but also with questionable habits, character, associations, personal reliability, judgment, and susceptibility to coercion. The Security Office works with the CO or RECO in the early stages of awarding a contract to assist with ensuring that the contract contains appropriate security requirements and that the risk-level designation forms are completed. Furthermore, the Security Office reviews the information/security forms submitted by the CO or RECO for completeness; makes an interim suitability determination; and if the information is complete, forwards the appropriate paperwork to the Office of Personnel Management (OPM) to conduct the investigation. Once OPM completes its investigation, the Security Office reviews the investigation and makes a favorable or unfavorable adjudication determination. The Security Office works directly with the contract employee to resolve any issues with the information submitted and informs the Contracting Officer of the interim and final suitability determinations. 

Office of Personnel Management (OPM)

OPM conducts background investigations for government agencies. Security forms are sent to OPM from the Security Office, and the investigative results are returned. Currently, this office has no interaction with the system. All operations are handled manually. To eliminate the manual process, AITS will be able to process the electronic updates on the status of a background investigation generated by OPM. 

Line of Business (LOB) Personnel Specialist 

The LOB Personnel Specialist provides security forms for employees that are level 2 and higher. 

Employee

The FAA employee is an individual working for the FAA. Each FAA employee requires a background investigation as part of his or her employment requirements. Each employee must complete the appropriate security forms and submit them to the Human Resources department or the Security Office for processing. The employee is contacted by the Security Office concerning any security issues that may occur in the process. 

Human Resources

Human Resources is responsible for ensuring that each new employee candidate completes the appropriate security forms and forwards the forms to the Security Office. Human Resources receives the security status information from CPMIS and is contacted by the Security Office concerning suitability issues.
Business Model

Figure 3-2 depicts the organization chart of the areas that will be affected by AITS:
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Figure 3-2: FAA Organizational Structure

System Constraints

The following section outlines the business, technology, and resource constraints to be considered during the course of the AITS development effort. Business constraints relate to organizational issues; technology constraints relate to hardware, software, and telecommunications issues; and resource constraints highlight issues concerning staffing and expenses.

· Business Constraints

· Technology Constraints

· Resource Constraints

Business Constraints

· Because of the size and geographic dispersion of the FAA offices and regions, a representative group of the potential users reviewed the functional requirements.

Technology Constraints

· The network used will be the FAA network and the Internet. 

· User operating systems will be Windows 98, Windows 2000, Windows Millennium Edition, or Windows NT.

· Minimum PC configuration will be 800x600 DPI, 32MB RAM, with Internet Explorer 5.0.

Resource Constraints

· The FAA project members are Richard King, Paula Adams, Krista Francom, Jack Handrahan, Marilyn Jarvis, Molly Jolly, Farris Lewis, Rose Mitchell, Philip Rose, and Vida Zavich.

· The PricewaterhouseCoopers (PwC) project team members are Mike Solarczyk, Gail Tryon, John Stone, and LaTrell Washington.

· PwC will complete the requirements document by March 15, 2000.

Current System Model

Business Description

The FAA’s Office of Civil Aviation Security’s (ACS) mission is to ensure and promote a secure and safe civil aviation system. Part of ACS’s responsibilities includes ensuring background investigations are conducted on all FAA and Contractor staff and conducting internal investigations. ACS works with the other lines of business (LOB) within the FAA to ensures that each individual, FAA employee and contractor employee, have the appropriate background check or investigation performed in a timely manner. ACS processes all requests for background investigations and co-ordinates with the Office of Personnel Management (OPM) to have the investigations conducted.

 ACS tracks and conducts administrative and regulatory internal investigations on employees, contractors, and certificated parties. These internal investigations are often performed at the request of other FAA organizational elements. Investigations may involve a wide variety of subjects: alleged employee misconduct and criminal activity, alleged criminal activity by airmen and other FAA certificate holders, unapproved aircraft parts, counterfeit certificates, falsification of official documents, security violations, property theft, etc. 

In support of the background investigations and internal investigations the FAA has developed and is using an investigation tracking system (ITS) to track the status and results of an investigation. ITS was designed for use by the SSE security staff using a web interface to input information and produce a selection of reports.

Process Description

The primary user of the current system is the security staff. There are three different processes that are performed by the security staff. They are the contractor employee background investigation process, the FAA employee background investigation process, and the internal investigation process. The next three figures depict the normal process that is followed by all security members when new FAA employees and/or contractor employees are hired and when an internal investigation is conducted.
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Figure 3-1: Contractor Background Investigation Process

The Contractor Background Investigation Process was documented by the FAA Security Working Group in December 2000. 
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Figure 3-2: FAA Personnel Background Investigation Process

The FAA Personnel Background Investigation Process was documented by the FAA Security Working Group in December 2000.

[image: image5.png]Receive Request
for Investigation

issue needs
investigation

Internal Investigation Process

Assignto an Preliminary
Yes— o L Investigation
Investigator
Performed
Yes

Deterrrine if
Preliminary needs
ull investigation

No

No—»{

Close Inuiry

v

Return to LOB

Continue
Investigation

Iy

Investigator conducts
investigative effort

investigative effort by
another ofice?

Yes

'

Boes the case ne
to be forwarded to
another ofice?

Yes

v

Request Lead

Branch Manager

Forward Case to
Appropriate
Region

Branch Manager

Take Immediate

NO 1 action if Required

Done vith
Investigation?

P
and forwards results Ity assigns
o requesting ofice o Investigator
Yes
Draf Report of
ruestigaton or Poute Draf s additional Supplemental
nforcement p mtemaly for »| Issue Final Report »{Route Final Report Investigation Yesw| Investigation
Investigative Report Supenisory
needd Initiated
and recommend Review
action for ER
l No
Secuily Office
Management noitfied of action
Takes Action i > taken, and notes Complete baae, et
Appropriate Final action and P ¥ o
date completed

y





Figure 3-3: Internal Investigation Process

The Internal Investigation Process was documented by the PwC team, based on input from internal investigations staff.

Technical Description

The current Investigation Tracking System (ITS) uses Microsoft Active Server Pages (ASP) to provide a web-based interface to the security staff via the FAA intranet. ITS data is stored in an SQL Server 7 database that resides on a server with two 30GB hard drives and dual Pentium 700 processors. 

The standard GUI includes the use of tabs for sections of information relating to an investigation or report. (This approach is being changed because of the slow response time experienced by users when moving from page to page.)

The system was designed to support the Contractor Personnel Security Specialist and Investigators in tracking background investigations and internal investigations.  FAA contractor background investigations and internal investigations are stored separately without links to associate records with an individual as the person passes through various stages of a career or through various investigations.

Currently, 30 access profiles are supported by the ITS application. All security and auditing are custom-built into the ITS application. Security is not built in at the database level. 

Crystal 8 is used to create system reports.  Access is used to support special requests by FAA security that cannot be answered via the reports available in ITS. 

Current FAA network capabilities do not include Certificates and VPN capabilities, but they are in development by the FAA.

Current System Evaluation

The current hardware is adequate for the size and speed of the existing database.

The current database structure does not lend itself to support the expanded functional needs of the system, and there are issues with meeting the current functional needs of the system. For example, the current database structure does not provide easy access to all data on an individual, and the database does not track the changing relationship that an individual has with the FAA. As a person changes his or her relationship with the FAA from an employee to a contractor or changes companies and/or contracts, a new record is created without a link to prior relationships. In addition, the database does not relate internal investigation to the person, aircraft, or company, making it difficult to access various cases involving the same subject. The inability to retrieve the data needed from ITS has forced the use of Crystal Reports and Access for custom extracts of data from the system.

Current available ITS reports are not flexible enough to meet the current needs. Part of this is due to the database design. 

ITS, using SQL Server 7, provides security at the application level only. This means that the security controls in place do not protect the database and information in the database from unauthorized access. There is the ability to limit access in SQL Server 7 to a table but no restriction at the record or field level.  In addition, the need to provide access to other organizations outside the Security Office will require security controls at the database record level. Currently, the application security is bypassed when users use Crystal Reports or Access to extract data for custom reports.

ITS was not designed for access by Contracting Officers, Real Estate Contract Officers, Contracting Officer Technical Representatives, or Logistics Management Specialists. Adding additional users from the different organizations increases the need for significantly stronger security controls than what exists today.

The current system has a slow response time. Users have complained about response times up to 20 minutes. When response times are so slow, there is the risk of users leaving the computer during the wait time, increasing the risk of unauthorized access to the system.

The current system is not designed to support the requirements of users outside the Security Office. It is also not designed for access by organizations outside the FAA, such as FAA contractors. ITS does not support the download of data from the contracting system. The current manual reentry of data results in potential data integrity problems and delayed access to critical contract information.

ITS does not support the download of data from CPMIS or storing FAA employee security information. This requires manual tracking of data by security staff, delaying the entry of FAA employee information into CPMIS and increasing the chance of errors.

ITS is continually being modified to try to meet the user requirements. The changes are not being documented, and configuration control is weak. Up-to-date ITS system documentation was not available.

ITS is designed using SQL Server 7. A comparison of SQL Server 7 and Oracle 8i appears below. This table was compiled from the data/statistics found in ComputerWorld and PC Magazine websites.

Table 1- SQL Server 7/Oracle 8i Comparison

	Platform/Consideration
	Microsoft SQL Server 7
	Oracle8i 

	
	
	

	Multimedia Data Handling
	Good
	Excellent

	Web Connectivity
	Poor
	Excellent

	Support of Sound, Media, and Images
	Poor
	Excellent

	Full Text Search
	Good
	Excellent

	Single Logon
	Good
	Good

	Operating System Support
	Fair
	Good

	Programmability
	Fair
	Excellent

	Stored Procedures and Triggers
	Good
	Excellent

	Internal Programming Languages
	Poor
	Excellent

	Database Design
	Good
	Excellent

	SQL Languages Support
	Excellent
	Excellent

	Object-Oriented Design
	Poor
	Excellent

	Replication
	Excellent
	Excellent

	Remote Administration
	Good
	Excellent

	Distributed Transactions
	Excellent
	Excellent

	Client Operating Systems Support
	Windows NT, Windows 9x
	Oracle runs on 92 platforms including NT and UNIX

	Server Operating Systems Support
	Windows NT, Windows 9x
	Windows NT, Windows 9x, UNIX

	Languages Supplied for Command Line Scripting
	Jscript, OS Commands, SQL, TSQL, VB Script
	SQL, PL/SQL, Java, TCL

	Security Audit Log of Administrator and User Activity
	No
	Yes

	Cost-Based/Rule-Based Optimizer
	Yes/No
	Yes/Yes

	Default Disk Block Size
	8K
	2K or 8K

	User Can Choose Disk Block Size
	No
	Yes

	Cascade Delete/Update
	No/No
	Yes/Yes

	Application Server (Web Logic or WebSphere)
	Little Support
	Easily Integrated

	Java Support
	Don’t Bother
	Excellent


ASP has the following limitations:

· The use of Microsoft Active Server Pages (ASP) requires the use of Windows NT and Microsoft's Internet Information Server (IIS). This limits the scalability of ASP applications.

· One of the major drawbacks in using Active Server Pages is that the code created cannot be compiled. This is a serious concern for many ASP users because the code can be changed while in the production environment.

· The reusability of ASP code is limited because it is difficult to package an ASP script in such a way that it can be used over and over again in many different pages.

· ASP relies on file I/O; therefore, with every page hit, the file must be read from the hard disk, parsed, executed, and sent back to the web server. This entire process is time-consuming.

· Another important limitation of ASP is that it delivers too much code to the thin client. Thin-client architecture works best when the least amount of information is being delivered, via the Internet or some other computer network.

The file I/O and amount of code being transferred over the network with the current system may be contributing to the slow downloads experienced by users.

Other Systems

We reviewed two other systems, the Security Information Management System by SIMS Software and a Security Scheduling System by AMS. The FAA will also review the security system used by the Immigration and Naturalization Service (INS).

Security Information Management System

The Security Information Management System (SIMS) is a commercial product used by the Social Security Administration. From the demonstration, SIMS appears to have been designed for managing security at a secure facility. It includes the following modules:

· Host Facility

· Other Facilities

· Cognizant Offices

· Cleared Personnel

· Secure Containers

· Classified Contracts

· Forms

· Classified Documents

· Outgoing Requests

· Incoming Visitors

· AIS (Automated Information Systems)

· Utilities

· Tutorial

The modules that apply to this project are Cleared Personnel, Classified Contracts, Forms, Utilities, and Tutorial. There was also an import/export utility, but it was not demonstrated.

The Cleared Personnel module stored Position, Clearance, Personnel, Employment, Contacts, and Badge History information. Access to contractor personnel was not separate from access to regular employees. Information on background investigations was only 
completed background investigations.

The Classified Contracts module stored information on the risk level of a classified contract and provided a link to the facilities module. There was no link to the Cleared Personnel module.

The Forms module provided the capability to fill out security forms online to produce a printed form. There was no indication that any of the data entered on the form was then captured in the database. The forms demonstrated were images of DoD and Air Force security forms and were not the forms used by the FAA.

The Utilities module provided the ability to define Access and Clearances to be used in the Cleared Personnel module. It also provided the capability to define field defaults and types of badges. In the Utilities module, access could only be restricted by module, with a read, write, or read/write access. The Utilities module also provided a Database Audit capability to aid a facility in preparing for a security inspection.

SIMS did not provide any capabilities for the following:

· Separating Contractor Employees from FAA Employees

· Restricting Contractor access to only Contractor Employees on a specific contract.

· Tracking security forms

· Tracking background investigations that have been requested but not completed

· Tracking or recording any information related to internal investigations.

· Restricting access to information within the system

· Providing Management Reports

In summary SIMS did not provide the functionality required by the FAA to track background investigations and internal investigations.

Security Scheduling System

AMS demonstrated a system that they had developed for another client that schedules regular security related events and tracks if they have been completed as scheduled. Demonstrated was scheduling initial security training for a new employee using a calendar function. The system had a web interface, used an Oracle database and allowed customization of the task being scheduled. It could import data from an Excel spread sheet.

The Security Scheduling System did not provide any capabilities for:

· Storing and tracking background investigation, clearances, positions, or risk levels

· Separating contractor employees from FAA employees

· Restricting contractor access to only contractor employees on a specific contract

· Filling out and printing security forms

· Tracking security forms

· Tracking background investigations that have been requested, but not completed

· Tracking or recording any information related to internal investigations

· Restricting access to information within the system

· Providing management reports

· Providing customizable reports

In summary, the Security Scheduling System did not provide the functionality required to track background investigations and internal investigations. 

Conceptual Process Model

Figure 4-1 depicts the AITS conceptual process model. Provided below it are descriptions of each process depicted in the model.
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Figure 4-1: Conceptual Process Model

Process Incoming Information

The major gateway between the external entities and AITS is through the processing of incoming information. The company, security staff, and CO/RECO provide data to the system regularly through direct entry via the web-enabled interface. This activity places the data in the appropriate place for immediate or future use. The following specific activities are included in this process:

· The CO/RECO provide information on contracts that have a security component. 

· The CO/RECO may collect from the LOB information on the positions associated with the contract, or the information can be directly input by the COTR/LMS.

· Once the contract and contractor position information is complete, the contract company provides personnel information on the employees working on the contract. This information includes the entry on duty date (EOD) and date of separation (DOS).

· Contractor and FAA personnel security also input information on verification of already-completed background investigations.

· Contractor personnel security collects and reviews contractor security forms before entering personnel identification information and the status of the forms.

· FAA personnel security collects and reviews FAA security forms before entering personnel identification information and the status of the forms.

· Once the forms have gone to OPM to initiate a background investigation, contractor and FAA personnel security staff enter the updated status of background investigations received from OPM.

· The results of a background investigation are received from OPM. Security issues are identified, input, and tracked, if present.

· Security makes a suitability determination and inputs it. Comments on the background investigation, resulting security issues, or suitability determination may be recorded.

· Security opens internal investigation cases when a request for investigation merits an investigation, and it inputs initial information on the case.

· When an investigator is assigned, that information is input. 

· The assigned investigator or security assistant inputs case status information used to track the case.

· The investigator inputs information on the subject to help identify the subject.

· The investigator inputs information to generate a new lead case.

· The investigator inputs information to forward a case to another region.

· When the report of an investigation is finished, a case is closed and the status is updated.

· When resulting action has been completed, a case is completed and the completed status is updated.

· The system maintains an audit log of all data changed and the web ID of the person changing the data.

· The system updates status of a person when a DOS is entered.

· The system updates related contract employee’s Employee Type when a contract is ended and a DOS is entered.

· The system generates references when a case is forwarded or a lead generated.

· The system locks cases when they are completed.

Generate Reports

Reporting is an important way of extracting data from AITS. This process provides reports on different combinations of AITS data for internal and external use. Specific activities are included in the process:

· Marking all reports *For Official Use Only*

· Generating statistical reports on the number of cases opened, pending, closed, and completed within predetermined time periods to aid management in monitoring and controlling work

· Generating statistical reports on the number of forms received, sent, or rejected within predetermined time periods to aid management in monitoring and controlling work

· Generating statistical reports on the number of background investigations initiated, completed, and verified within predetermined time periods to aid management in monitoring and controlling work

· Generating statistical reports on the number of clearances granted within predetermined time periods to aid management in monitoring and controlling work

· Generating memos notifying the CO/RECO of an unfavorable or final suitability determination

· Generating memos to notify an FAA employee’s Administrative Office (AO) when a waiver is granted

· Generating reports on completed case numbers for security staff

 Manage Interfaces

AITS will interface with CPMIS, OPM, and ACQUIRE (or the system that is selected to replace ACQUIRE). The interfaces will provide a means of importing data to AITS. These interfaces will not transfer any data from AITS. The following activities will be included in the process:

· Daily downloads of FAA Employee's Name, SSN, Gender, Position, Risk Level, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Most Recent Investigation Verification, Date Granted, and Duty Station from CPMIS.

· Daily downloads of Background Investigation status updates from OPM.

· Daily downloads from ACQUIRE or its replacement system shall include Contract Number, Contractor Company, Investigative Requirement, Contract Start Date, Contract End Date, Contract Officer, and Contract Officer Contact Information (Office Routing).

Logical Data Model

Figure 6-1 depicts the AITS logical data model. Provided below it are descriptions of each entity depicted in the model.

[image: image10.wmf]Reqt #

Requirement

Need (N) 

or Want 

(W)

Rank 

High(H), 

Medium (M), 

or Low (L)

Comments

Data 

120

The system shall support Aircraft as the target of 

an investigation.

N

H

121

The system shall maintain past or history records 

of Contractor Employee information, I.e. past 

contracts, employers, EODs and DOSs.

N

H

122

The system shall record the date of notification to 

HR of disqualifying security issues. 

W

M

123

The system shall allow comments concerning an 

FAA Background investigation

N

H

124

The system shall allow comments concerning an 

Contractor Background investigation

W

H

125

The system will relate the original case to the lead 

case and vice versa.

N

H

126

The system shall track delivery order contracts at 

the task level.

N

H

Delivery order 

contracts have a 

D or C in the 

middle and have 

an award #.

127

The system shall have a text field to enter AKA 

names.

W

M

128

The system shall record the place of birth.

N

M

Not a required 

field

129

The system shall allow names to have other 

characters besides letters (i.e. hyphen)

N

H


            Figure 6-1: Logical Data Model        

Entities

The Logical data model comprises many different data entities that make up the data structure of AITS and support the FAA employee background investigation, contractor employee background investigation (including military staff or special consultants), and the internal investigation process. These entities are described below.

Access Levels

Contains the access levels for each AITS user to prevent unauthorized access of information.

Aircraft

Refers to an aircraft that is the subject of an internal investigation. It contains information on the aircraft used to identify it for an investigation.

Audit Fields

Contain information on which fields within the database are to be audited.

Background Investigation

Holds information on the status of a person’s background investigation, clearances granted, waivers, and suitability determination. A person could have multiple background investigations.

Case Distribution

Holds the offices that a Report of Investigation is routed to.

Category


Stores the possible categories of an internal investigation and the description of the category. The categories are to aid management in analyzing the types of cases. Each case is assigned to only one category.

Certificate 

Contains information about the certificates that a person holds.

Company

Considered a Prime Contractor on one or more contracts with the FAA. The company-identifying information (Dun and Bradstreet number and name) and address are stored in this entity. A company could be the subject of an internal investigation.

Contract


A legal agreement with the FAA for products or services. This entity stores the contract number and the start and end date of the contract. Positions and contract employees are associated with a contract.

Contracting Officer

Assigned to each contract and is responsible for controlling one or more contracts. The Contracting Officer’s name and office routing information are in this entity.

Employee Type


Tracks each instance of a relationship with the FAA, such as FAA employee, contract employee, military, or consultant. It stores related information such as entry on date, date of separation, short-term contractor status, organization, duty station, responsible LOB, grade, gender, whether an FAA employee, the company the person works for, and comments depending on the person’s employee status. A person could have more than one employee status at a time if he or she is working under more than one contract at a time. A person could also move through several employee statuses such as a military employee that becomes a contractor under one or more contracts and then becomes an FAA employee.

Forwarded Case

During the course of an internal investigation, a case can be transferred to another region. When this occurs, the original case is closed and marked as forwarded and a new case is opened. Comments concerning the forwarding of the case are stored here.

Internal Investigation

An internal investigation is an investigation conducted by the FAA. Cases are categorized by the type of investigation and then placed in up to three subcategories. This is done to assist management in studying and managing the internal investigations. Information on whether the case is a lead or forwarded is also stored. 

Investigation Comments

Contains comments on an internal investigation. An internal investigation can have multiple comments.

Investigator

Holds the identification of investigators and the region they are assigned to. An investigator can be assigned to multiple cases, and multiple investigators can be assigned to a case. Investigators are not allowed to update cases that they are not assigned to.

Lead


A lead is part of a case that is investigated in a different region. A separate case number and investigator are assigned to a Lead Case. The lead and the case generating the lead are cross-referenced. A case can have multiple leads, but a lead can only have one case.

Person 

A person is someone that has a relationship with the FAA. The person is associated with his or her Social Security Number. This entity contains information about a person that does not change, such as Name, Date of Birth, Place of Birth, and whether he or she has been a contractor of an FAA employee. A person can be the subject of an internal investigation. A person can have multiple employment types during a lifetime. A person can have multiple background investigations during a lifetime.

Position

Describes the position a person fills and the risk level of that position. A position is associated with one or more employee types. A position is also associated with one or more contracts. 

Possible Security Issue Resolution

Stores the Security Issue Resolution codes and descriptions. It is related to the security issues that may be generated from a background investigation.

Region

Identifies the regions and the Security Office for that region. The region is related to background investigations, internal investigations, investigators, and person. It serves as a foreign key for many other entities to allow reporting of information by region.

Security Audit Log

Contains information on who accessed records or changed fields. It is related to the audit fields, to determine which fields are audited. It is also related to the internal investigations and the access levels assigned to each user.

Security Forms Status

Tracks the status of security forms related to a background investigation. It is also related to the types of security forms.

Security Issues 

Identifies and tracks the resolution of security issues generated by a background investigation. A security issue can generate one or more internal investigations.

Source

Contains the source or requestor of an internal investigation. It is used to support management reports.

SSN

Stores the Social Security Number of those persons having one. It serves as a unique identifier of a person. It may be used to store another unique number for those persons not having a Social Security Number.

Subcategories

Contains the subcategory codes and descriptions used to classify the alleged violation or reason for the internal investigation. It is used to support management reports. 

Types of Security Forms

Stores the types of security forms used for background investigations. It is related to the security form status and can be used to support management reports.

Unknown Subject

Contains required information on an unknown subject of an internal investigation. It is related to the internal investigation where additional information on a suspect is stored.

Business Rules

Business rules are a defining factor in creating a logical data model that appropriately reflects the processes and business use of the data elements. Business rules that apply to AITS are as follows:

· Although one system and database, AITS will support three separate processes: contractor background investigations, FAA employee background investigations, and internal investigations. Users involved in one process are not permitted to see data that does not directly support their process.

· CO/RECO and COTR/LMS are not permitted to see Social Security Numbers.

· Only Investigators can access information on internal investigations.

· Contractor Personnel Security and FAA Personnel Security will be able to see that there was an internal investigation on a person and the case number only after the case is complete.

· Every position must have a risk level.

· Valid risk levels are:

A Low Risk

B Low Risk/ADP

C Noncritical-Sensitive

D Noncritical-Sensitive/ADP

E Critical-Sensitive

F Critical-Sensitive/ADP

G Special-Sensitive

H Special-Sensitive/ADP

I Moderate Risk

J Moderate Risk/ADP

K High Risk

L High Risk/ADP

· Every contractor position must be associated with a contract.

· Every person must be associated with a position.

· A contract employee can work on more than one contract at a time.

· A contract can have more than one prime (e.g., GSA task order contracts that have multiple awards).

· A person can have one or more background investigations because of required periodic investigation updates or different types of background investigations required for different risk levels.

· A background investigation cannot be initiated until the position and risk are assigned.

· Contractor positions and risks cannot be assigned without a contract number.

· Each contract must have a contract officer assigned.

· A contract officer can control multiple contracts.

· A contract employee can continue to work under a contract even after the contract ends. The task may not have ended.

· There is only one Security Office per region.

· Contracts are not restricted by region.

· Every person must have a FAA work location.

· Short-term contractor employees cannot work for the FAA for more than 180 days total, or they are considered long-term contractor employees.

· All long-term contractor employees in a position with risk must have a background investigation.

· For a single person, the comments on FAA employee background investigations must be stored separately from comments on contractor background investigations.

· The contractor personnel security staff will not see background investigation comments made on a person while he or she was a FAA employee.

· The FAA personnel security staff will not see background investigation comments made on a person while he or she was a contractor employee.

· Background investigations can generate security issues.

· Security issues can be resolved or can generate an internal investigation.

· People, background investigations, and internal investigations are assigned to regions.

· Each internal investigation has a unique case ID.

· Each investigator has a unique identifier.

· Each AITS user has a unique web ID. 

· Access levels are assigned to each web ID or user.

· Each internal investigation has a unique case number.

· Multiple investigators can be assigned to a case.

· Investigators are normally assigned to cases within their region.

· Investigators can be assigned to cases outside of their region.

· Investigators can view all cases.

· Investigators can only update cases according to their access level.

· When a case is forwarded to another region, the original case is closed and a new forwarded case is opened in the new region. When the forwarded case is completed, the original case is also marked "completed."

· When part of an investigation is in another region, a lead is opened in the new region with a unique case number. 

· A case can have multiple leads.

· The original case references the leads, and the leads reference their original case.

· A case is opened when the unique case ID is assigned.

· A case is pending when an investigator is assigned.

· A case is closed when the Report of Investigation is completed.

· A case is complete when the resulting final action is complete.

· Valid Final Action Codes are:

AD Administrative

CL Counseled

CP Civil Penalty

CR Certificate Revoked

CS Certificate Suspended

CW Certificate Withdrawn or Denied

DA Deregistration of Aircraft

DC Deceased

DG Downgraded

DR Designation Revoked or Denied

EA Employee Assistance Program

ET Terminated

FN Fined

FS Found Suitable

FW Forwarded

IM Imprisoned

LC Located

MC Medical Certificate Denied or Revoked

ME Medical Eligibility Reaffirmed

MF Medical File Flagged

NA No Action

NC Not Convicted

NM Found Not Suitable (Not EOD) – Medical

NO Found Not Suitable (Not EOD) – Other

NS Found Not Suitable (Not EOD) – Suitability

PA Preventive/Corrective Actions Taken

PR Criminal Prosecution

PT Pre-Trial Diversion

RA Reassigned

RF Referred for Action

RM Recoupment Made

RS Resigned

RT Retired in Lieu of Action

SL Suspended W/O Pay – Long (> 14 Days)

SP Suspended

SS Suspended W/O Pay – Short (< 15 Days)

TM Terminated (After EOD) – Medical

TO Terminated (After EOD) – Other

TS Terminated (After EOD) – Suitability

UF Unfounded

VR Verbal Reprimand

WI Withdrawn Indictment

WR Written Reprimand

NL Not Located

· Once a case is closed, it cannot be reopened. Another case is opened called a supplemental case. The supplemental case references the original case.

· Once a case is completed, the records are locked and cannot be modified.

· CO/RECO, COTR/LMS, and companies never access any internal investigation information and are never aware that an internal investigation has been conducted.

· Changes to internal investigations are audited.

· Access to records to produce reports is not audited.

· Subjects of investigations can be an unknown subject, company, aircraft, or a known person.

· Only the Social Security Number is used to identify a person because names are not unique.

· Automatic fill of information is only based on the Social Security Number as the identifying field.

· Records in the system may eventually be archived, but not deleted or purged.

· Internal investigations are assigned to one category.

· Valid categories are:

ACT Aircraft

AIR Airman

APM Air Frame and Power Plant Mechanic

APP Applicant

ATP Airman ATP

COM Company/Corporation

CON Contractor Personnel

CRT Certificated Agency

EMP Employee

FRM Former Employee

NCP Non-Certificated Person

NON Non-Employee

REP Designated Representative

UNK Unknown Subject

· Each internal investigation must have a source assigned.

· Valid sources are:

OIG Office of the Inspector General Complaint

AOA Administrator’s Hotline Complaint

ASH Administrator’s Safety Hotline

ABD Accountability Board

ATS Air Traffic Services (Regional 400, 500)

ARA Research and Acquisitions

AVR Regulation and Certification (Regional 100, 200, 300)

ARP Airports (Regional 600)

ACS Civil Aviation Security (Regional 700)

AAD Administration

AST Commercial Space Transportation

AGC Chief Counsel (Regional 7)

API Policy, Planning, and International Aviation (Regional 8)

AGI Government and Industry Affairs

APA Public Affairs (Regional 5)

ACR Civil Rights (Regional 9)

OTA Outside Agency

RAP Rap Sheets

ASO Southern Regional Support

AWP Western Pacific Regional Support

AAL Alaskan Regional Support

ANE New England Regional Support

AEA Eastern Regional Support

AGL Great Lakes Regional Support

ASW Southwestern Regional Support

ACE Central Regional Support

ANM Northwest Mountain Regional Support

AMC Mike Monroney Center Support

ACT Technical Center Support

FPM Federal Bureau of Prisons Match

SPM State Prisons Match

FPP Federal Probation and Parole Match

SPP State Probation and Parole Match

PSS Personnel Security

· Each internal investigation must be assigned to at least one subcategory and can be assigned to up to three subcategories. The first subcategory entered is considered the primary subcategory.

· Valid subcategories are:

DRUG ABUSE – Investigations involving drug violations and drug abuse. Examples: Anti-Abuse Act of 1988, the Drug Enforcement Assistance Act of 1988. DOES NOT INCLUDE DISP CASES. 
IMPROPER CONDUCT – Investigations of applicants, employees, contractors, or certificated personnel involving questionable or improper conduct or misconduct not involving criminal activity, drug violations, or alcoholism. Examples: misuse of government property, violation of certain sections of CFR Part 99, DOT/FAA Orders, etc. 
CRIMINAL HISTORY – Investigations of applicants, employees, contractors, certificated personnel, or unknown individuals involving violations of criminal statutes where the FAA is not investigating the violation itself. Note: Initiated or ongoing FAA criminal investigations should be reported as subcategory 16. This subcategory should be used for offenses involving government property. 
ALCOHOL ABUSE – Investigations associated with alcohol abuse or an alcohol-related offense may include domestic violence, assault, or public exposure. 
LOCATE – Investigations conducted for the sole purpose of locating the subject of FAA interest. 
TORT CLAIM – Investigating matters that involve or may involve a civil suit against the government. 
HAZARDOUS MATERIALS – Investigations of a criminal violation of the Hazardous Materials Transportation Act. 
MEDICAL – Investigations conducted to obtain or clarify medical information, other than alcohol or drug abuse, including psychiatric information. Usually at the request of a flight surgeon. 
SPECIAL INQUIRY – Used for inquiries involving official matters relating to the FAA involving issues not defined in other subcategories. 
MONITOR – Used for investigations involving an FAA interest, but being conducted by another agency. 
DISP – Investigations of FAA-certificated individuals involved in illegal drug activity. 
SUP – Investigations involving suspected unapproved parts. ALL SUP CASES MUST RECORD CRIMINAL INVESTIGATIONS AS THE PRIMARY SUBCATEGORY AND SUP AS THE SECONDARY SUBCATEGORY. 
FRAUD, WASTE, AND ABUSE – Investigation involving fraud against the FAA, waste of government resources, or abuse of authority. Usually referred to the FAA by the OIG. 
ACTS OF VIOLENCE – Investigations involving violence in the workplace. 
BUYOUT INVESTIGATIONS – Investigations involving violations of the buyout program. 
· An internal investigation may be related to the FAA certificate a person holds. 

· Valid types of certificates are:

BB Exemption - Air Transport Pilot (ATP)

BK Exemption - Commercial Pilot

DD Dispatcher

EE Flight Engineer

FF Flight Instructor

GG Ground Instructor

HH Exemption - Flight Engineer

JJ Exemption - Navigator

MM Mechanic

NN Navigator

PA Pilot - Air Transport Pilot (ATP)

PC Pilot - Commercial

PP Pilot - Private

PS Pilot - Student

RI Repairman - Experimental Aircraft

RR Repairman - Regular

TT Control Tower Operator

WU Parachute Rigger - Master

WW Parachute Rigger - Senior

XX Special - (No Level)

YY Special - Private

YZ Special - Commercial

· A DISP investigation can have up to five Known Associates.

System Requirements 

Overview

System requirements are the basis of the AITS system functionality. These requirements establish the criteria that the redesigned system must meet, including specifying the technical characteristics and determining many of the functions that will be available within AITS. The users have reviewed the system requirements on March 5-6 2001. The requirements have been organized into Audit and Control, Business Requirements, Access Requirements, Data Requirements, Reporting Requirements, GUI/Screens Requirements, Hardware Requirements, Interface Requirements, Software Requirements, Performance and Availability Requirements, Processing Requirements, Security and Disaster Recovery Requirements, and Telecommunications Requirements

Audit and Control
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Requirement

Need (N) 

or Want 

(W)

Rank 

High(H), 

Medium (M), 

or Low (L)

Comments

Data 

102

The system shall require the name of the 

Company a contractor works for, and the 

contract number that the contractor is currently 

on, if the subject of an internal investigation is a 

contractor.

N

H

103

The system will store the contracting officer 

responsible for each contract

N

H

104

The system shall support the SSN as the 

designated key field for automatic fill of 

information.

N

H

105

The system shall support extracting information 

by the agent assigned to a case.

N

H

106

The system shall support extracting information 

by the category of a case.

N

H

107

The system shall support extracting information 

by the subcategory of a case

N

H

108

The system shall store the date a case is closed

N

H

109

The system shall support storing the distribution 

of a closed case to multiple offices.

N

H

Variable number 

can be more 

than five. Needs 

to be more than 

5 characters 

and more than 5 

offices (8 

characters was 

recommended.)

110

The system shall store the date a case is 

completed.

N

H

111

The system shall support supplemental cases by 

relating the new case number to the original case 

number.

N

H

112

The system shall store the action taken and the 

date the action was taken

N

H

113

The system shall support storing multiple 

associated cases (related investigations)

N

H

114

The system will support the entry of what is being 

requested at the time a lead is created.

N

H

115

The system shall support the creation and 

tracking of multiple leads for a case.

N

H

116

The system shall support forwarding a case to a 

different region.

N

H

117

The system will relate the original case to the new 

forwarded case and vice versa.

N

H

118

The system shall track which region a case is 

assigned to

N

H

119

The system shall track FAA employee 

Background Investigation remarks separately 

from Contractor Employee, Military, or Consultant 

remarks and internal investigation remarks

N

H


Business Requirements


[image: image7.wmf]Reqt #

Requirement

Need (N) 

or Want 

(W)

Rank 

High(H), 

Medium (M), 

or Low (L)

Comments

Business Rules and Policy

6

Single system shall support the entire contractor 

background investigation process.

N

H

7

The system shall support tracking background 

investigations of military personnel assigned to 

the FAA

N

H

9

The system shall be scalable to accommodate 

growth.

N

H

10

The system shall maintain tracking of all 

investigations entered.  They shall not be purged.

N

H

11

The system shall be accessible by the RECO and 

Contracting Officer.

N

H

12

The system shall be accessible by the LMS 

(Logistics Management Specialist) and the 

COTRs (Contracting Officer Technical 

Representative)

N

H

13

The system shall track short term contracts to see 

if they extend past 180 days.

W

M

14

The system shall support one contractor working 

under multiple contracts with out reentering the 

personal information.

N

H

15

The Middle Name may be two names should allow 

for hyphens in middle name as well as last names

W

M

16

The suffix is optional

N

H

17

The system shall support FAA and other Agency 

contracts such as GSA or DOT.

N

H

F precedes 

GSA contract 

numbers and X 

or Z precede 

interagency 

agreements

18

The system shall not print finger print cards.

N

H

assumption

19

The system shall  be available via the Internet.

N

H

FAA supports 

128 bit 

encryption.

20

The system shall support the entry and tracking of  

internal investigations 

N

H

21

The system shall support internal investigations of 

Aircraft, Airman, Air Frame & Power Plant 

Mechanic,  Applicant, Airman ATP, 

Company/Corporation, Contractor Personnel, 

Certificated Agency, Employee, Former 

Employee, Non-Certificated Person, Non-

Employe

N

H

22

A separate logon and password shall be required 

for each contract a Company has.

N

H

23

Subcontractors will not have access to the system 

or logons

N

H


Access Requirements
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Requirement

Need (N) 

or Want 

(W)

Rank 

High(H), 

Medium (M), 

or Low (L)

Comments

Data 

83

The system shall record any clearance granted 

and date.

N

H

84

The system shall ensure that for FAA Employees 

Name, SSN,  Date Entered, Office, Organization, 

Investigating Agency, Investigation Date, 

Investigation Type, Clearance, Date Granted, and 

Duty Station are downloaded from CPMIS and 

can not be entered directl

N

H

85

The system shall allow comments to be entered 

concerning an investigation verification.

N

H

86

The system shall store the date suitability issues 

are referred to HR

N

H

87

The system shall record if the issues were 

resolved by Personnel Security

N

H

88

The system shall record if the issues were 

resolved by an internal investigation.

N

H

89

The system shall record the internal investigation 

case number related to issues identified in an 

investigation.

N

H

90

The system shall record the final action date.

N

H

91

The system shall record the final action.

N

H

92

The system shall store comments related to an 

internal investigation.

N

H

93

The system shall store data downloaded from 

CPMIS as read only and indicate that is it is from 

CPMIS.

N

H

94

The system shall store internal investigations by 

the category that describes the person being 

investigated.

N

H

95

The system shall require one and support up to 

three subcategories describing the violation for 

each internal investigation case.

N

H

96

Required fields for Internal investigations are: 

Office, Status, Requestor, source, category of 

the person being investigated, and one sub-

category describing the violation

N

H

97

The system will support multiple investigators 

N

H

98

The system shall require a first name, Last Name,  

for a known subject in an internal investigation.

N

H

99

The system shall require City, State, Country, 

and FAA Office information for an unknown 

subject of an internal investigation.

N

H

100

The system shall store up to five known 

associates of the subject of an internal 

investigation, within DISP sub-category only.

N

H

101

The system shall require position, grade, and 

duty Station for an FAA employee.

N

H
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Requirement

Need (N) 

or Want 

(W)
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High(H), 

Medium (M), 
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Comments

Data 

63

The system shall record the date a background 

investigation is initiated.

N

H

64

The system shall record the type of background 

investigation.

N

H

65

The system shall record the agency the 

background investigation request was sent to.

N

H

66

The system shall record the date security forms 

were rejected. 

N

H

67

The system shall record the agency rejecting the 

security form.

W

M

68

The system shall record the date the rejected 

security forms were returned to the CO, 

company, or region, or employee 

W

M

69

The system shall record the DOB. 

N

H

(Phil will check 

on FAA standard 

format) would 

like to see the 

format yy-mm-

dd

70

The system shall record the date of notification to 

the CO of an unfavorable suitability.

N

H

71

The system shall record if issues are received 

from investigating agency and cross reference 

any resulting internal investigation

N

H

72

The system shall record the completion of an 

investigation.

N

H

73

The system shall record the suitability 

determination and the date of the determination.

N

H

74

The system shall support the ability to enter 

remarks connected to an individual

N

H

75

The system shall store the types of security forms 

submitted (receives 85, 85P, 86, finger prints, 

612 and 306 applications) 

N

H

76

The system shall record the Date of Separation 

(DOS date)

N

H

77

For military the system shall record organization 

and duty station.

N

H

78

For FAA employees the system shall record the 

Organization the employee works for.

N

H

79

The system shall record the date security forms 

are received by SSE

N

H

80

The system shall record the SSE office receiving 

security forms

N

H

81

The system shall record previous investigations 

(Investigating Agency, Date of Investigation, Type 

of Investigation)

N

H

82

The system shall record date previous 

investigation is verified

N

H


Data Requirements
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46

The subcontractor field is required if the 

contractor employee is not directly employed by 

the Prime contractor.

N

M

47

The system shall only support screen entry of the 

Last Name, First Name, Middle Name, suffix, 

SSN, DOB, Position, Contract #, Prime 

Contractor Company, work Location, and 

subcontractor company and print them onto the 

security form if the contractor choose

W

H

48

The system shall maintain entered remarks even 

if an individual changes status.  I.e. Contractor, 

Military, or Consultant.

N

H

49

The system shall require how security issues 

were resolved (Personnel/security or ROI) before 

final action information can be entered.

N

H

50

The system shall store information on Aircraft 

associated with an internal investigation or the 

target of internal investigation.

N

H

51

The system shall capture and store the person's 

Last Name.

N

H

52

The system shall capture and store the person's 

First Name

N

H

53

The system shall capture and store the Middle 

Name

N

H

54

The system shall capture and store the suffix (JR, 

SR, I, II, III, or IV etc.)

N

H

55

The system shall capture and store the person's 

SSN

N

H

56

The system shall capture and store the person's 

Position

N

H

57

The system shall capture and store the contractor 

employee's contract number and task number

N

H

58

The system shall capture and store the Prime 

Contractor Company associated with the contract

N

H

59

The system shall capture and store the contractor 

employee's company if they are a subcontractor

W

H

60

The system shall maintain a record of all 

contracts a contractor employee has been 

associated with.

N

H

61

The system shall record the date an interim 

security suitability (waiver) is granted.

N

H

62

The system shall record the date an interim 

security suitability (waiver) is denied.

N

H
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40

The system shall restrict the reports run by a 

contractor to the contract associated with the 

user logon.

N

H

41

The system shall support access to all contracts 

within all regions for Contracting Officers/RECO 

and COTRs/LMS for reports.

N

M

42

The system shall lock an internal investigation 

case once it has been completed so the record 

can not be written to except by designated 

persons with top level access

N

H

43

The system shall restrict access to reports based 

on the privileges assigned

N

H

44

The system shall restrict CO/COTRs and  

LMS,RECOs from seeing SSN

N

H

45

The system shall restrict contractors from pulling 

records via SSN of persons not on their contract.

N

H
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24

Contractors shall have access to the system to 

enter their contract personnel data via the 

Extranet

N

H

25

Contractors shall have access to the system to 

check on the status of investigations for their 

contract personnel.

N

H

26

A company shall be able to check on the status of 

their employees and subcontractor employees 

background investigations to see if the forms 

have been received or rejected.

N

H

27

CO and RECO shall have access to AITS to 

check on the contractor employees assigned to a 

contract and the status of their investigation.

N

H

28

The RECO shall have the same capabilities as a 

CO.

N

H

29

Contractors access shall be restricted by 

contract.

N

H

30

The system shall restrict Contractors from 

entering or viewing the status of other company's 

information.  

N

H

31

LMS/COTR access shall 

not

 be restricted by 

contract

N

M

32

The system shall be available to users during 

system backups.

W

M

33

The system shall allow only one user to edit a 

record at a time

N

H

34

The system shall restrict all information related to 

internal investigations to designated SSE staff.

N

H

Restriction by 

Access Level

35

The system shall restrict Personnel Security staff 

from accessing Internal Investigation Records.

N

H

36

The system will support viewing all investigations 

by investigators and investigation management

N

H

37

The system shall support restricting creating or 

updating cases by designated SSE staff to cases 

within their region.

N

H

38

The system shall only support access to the 

system by prime contractors and not sub-

contractors.

N

H

39

The system shall have the capability to restrict the 

reports available to Contractors, Contracting 

Officers/COTRs, Investigators, Investigation 

Management, and Personnel Security.

N

H
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Audit and Logging

1

The system shall have a logging capability to 

record all records accessed and user accessing 

them.

W

H

2

The system shall maintain a record of all fields 

changed, who changed them and the original 

value.

W

M

Minimum 

number of fields 

are N H.

3

Logging and auditing shall be able to be turned on 

or off

W

M

4

The system shall audit and log all changes to user 

access.

N

H

5

The system shall maintain an audit of all persons 

accessing an internal investigation (date, time, 

webID, and if changes were made)

W

H
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130

The system shall have the capability of running 

canned and adhoc reports.

N

H

131

The system shall within selected canned reports 

provide the capability to select the items or 

columns displayed and the order they are 

displayed

N

H

132

When a contract is terminated or ended the 

system shall provide a report, on all contractor 

employees from that contract that are not 

associated with another current contract. This 

report is to support contractor turn in of badges.

W

H

133

The system shall support reports on personnel 

that had suitability issues referred to HR.

N

H

134

The system shall support reports on the number 

of issues referred to HR for the time period 

entered.

N

H

135

The system shall support reports on the number 

of issues resolved by Security Personnel within a 

region, or all of FAA for the time period entered.

N

H

136

The system shall have the capability to produce 

an audit report by case on the most recent 

changes made to an internal investigation case. 

N

H

137

The system shall provide statistical reports for 

Investigation Management. (Upper Mgmt)

W

H

138

The system shall provide a current case summary 

report (selectable by Office, CAS-ID, Source, 

Category, and sub-category) with or without case 

numbers that provides the status and number of 

reports of that status (Open, Pending, Closed) 

and age of the case. (0-30, 31-60, 61-90, >90) 

along with totals.

N

H

139

The system shall include the selection criteria in 

the heading for all reports.

N

H

140

The system shall include the date a report was 

created in the heading for all reports.

N

H

141

The system shall include a Case-Life Summary 

report that tracks the number if cases by status 

(Open, Pending, Closed) age (0-30, 31-60, 61-

90, >90) with totals by status.  The number of 

cases will be displayed by category, 

subcategory, source, Final action, and Office

N

H


Reporting Requirements
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142

The system shall include a Performance Report 

that provides the Total number of cases open, 

pending at the start of a selected time period, the 

total number of cases opened during the selected 

time period, the total number of cases assigned 

during the  time period, the total number of cases 

closed during a time period, the total number of 

cases completed during the selected time period, 

the total number of cases open at the end of the 

selected time period, and the total number of 

cases pending at the end of the time period 

by 

category

 with totals. 

N

H

143

The system shall include a Performance Report 

that provides the Total number of cases open, 

pending at the start of a selected time period, the 

total number of cases opened during the selected 

time period, the total number of cases assigned 

during the the time period, the total number of 

cases closed during a time period, the total 

number of cases completed during the selected 

time period, the total number of cases open at the 

end of the selected time period, and the total 

number of cases pending at the end of the time 

period 

by sub-category

  with totals. 

N

H

144

The system shall include a Performance Report 

that provides the Total number of cases open, 

pending at the start of a selected time period, the 

total number of cases opened during the selected 

time period, the total number of cases assigned 

during the the time period, the total number of 

cases closed during a time period, the total 

number of cases completed during the selected 

time period, the total number of cases open at the 

end of the selected time period, and the total 

number of cases pending at the end of the time 

period 

by final action

  with totals. 

N

H

145

The system shall include a Performance Report 

that provides the Total number of cases open, 

pending at the start of a selected time period, the 

total number of cases opened during the selected 

time period, the total number of cases assigned 

during the the time period, the total number of 

cases closed during a time period, the total 

number of cases completed during the selected 

time period, the total number of cases open at the 

end of the selected time period, and the total 

number of cases pending at the end of the time 

period 

by source

  with totals. 

N

H
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146

The system shall support labeling reports with 

classification markings such as *FOR OFFICIAL 

USE ONLY* Public availability to be determined 

under 5.U.S.C. 552.

N

H

147

The system shall provide a capability to search 

for cases based on Office or region, CAS-ID, 

Source, Category, sub-categories or primary sub-

category, final action, and or Status for a 

selected date range with up to three sorts of the 

results.  The resulting report should provide case 

number, CAS-ID, source, category, Name/FAA 

Office/Aircraft Number/Company Name 

depending on the category, sub-categories, 

status,  date opened and date closed/completed.

N

H

The date range 

applies to the 

selected status

148

The system shall provide the capability to search 

by office, employer, investigation status, and/or 

subject status, for a selected time period with up 

to three sorts of the results.  The resulting report 

should provide Office, Subject Status, Employee 

Status, Name, SSN, Employer, Position, 

Investigation Type, Investigation Status, 

Clearance Level, and Date Granted along with 

totals.

N

H

Output of 

report will be 

discussed  

The 

date range 

applies to the 

selected status

149

The system shall provide the capability to search 

by Office, Contract Number, Investigation Status, 

and/or employee status for a selected period of 

time with up to three sorts.  The resulting report 

should provide Office, Employee Status, Name, 

Employer, 

N

H

Output of 

report will be 

discussed 

150

The system shall have the capability of producing 

and printing a complete internal investigation 

report of the current information on a case.

N

H

151

The system shall provide a capability to provide 

statistical reports on the status of background 

investigations similar to the performance reports 

produced on internal investigations.

W

H

152

The system shall provide a capability to provide 

statistical reports on the status of security forms 

similar to the reports produced in background 

investigations.

W

H

153

The system shall support on demand reporting

N

H
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154

The system shall support contractor reports on 

personnel on the contract currently and formerly, 

Position, Name, SSN, EOD, DOS, background 

investigation status, security form status.

N

H

155

The system shall support Contracting 

Officer/COTR reports containing all of the 

information available to the Contractor, except 

SSN, plus contract number, risk level. 

N

H

156

The system shall provide a report of all FAA 

employees by Organization that have a clearance

W

H

157

The system shall provide two reports of all FAA 

employees by Organization that require a 

background investigation update in the next 6 

months. Reports on 5yr and 10yr  update is 

based on clearance and risk level of the position.

N

H

158

The system shall produce a report of all FAA 

employees downloaded from CPMIS without a 

matching SSN already in the system

W

H
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159

The system shall require entry of designated 

fields describing a case before the case can be 

opened.

N

H

160

The system shall support manual entry of 1600.77 

contractor Position and Risk level information by 

contract staff.  (CO, RECO, COTR, LMS)  SSE 

will review modify and approve.

W

H

 The LOB will 

enter 1600.77

161

The system shall display if the person is an FAA 

employee or contractor

N

L

162

The system shall indicate the existence of other 

FAA employee or contractor records

N

H

163

The system shall visually mark required fields.  

They are currently in blue.

N

H

164

The system shall indicate for designated Security 

Staff only if there is an internal investigation 

associated with a contractor or employee. 

Completed cases only

N

H

Personnel 

Security Staff 

will only see the 

existence of 

completed 

internal 

investigations.  

Investigators will 

see all internal 

investigations 

that have been 

opened.

165

The system shall allow the user be able to select 

from established positions and risk levels.

W

H

Use of 

established 

positions is not 

mandatory.

166

The system shall have the capability to add 

contractor employees associated with a contract.

N

H

167

The system shall have the capability to delete 

contractor employees associated with a contract.

N

H

168

The system shall have the capability to change 

the contract # an employee is associated with.

N

H

169

The system shall indicate if there are security 

issues with an investigation.

N

H

170

The system shall provide a drop down list of final 

actions to select from.

N

H

171

The system shall display the required fields 

depending on the category of the investigation.

N

H


GUI/Screens Requirements
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172

The system shall display required and available 

fields dependent on the subcategories selected.

N

H

173

The system shall support Known associates when 

the subcategory DISP (Drug Investigation 

Support Program) is selected.

N

H

174

 When the SSN is entered the system shall show 

the name and appropriate personnel data 

associated with that SSN and prompt before 

importing the name. Identified information should 

be displayed after correct name is found.

N

H

175

The system shall support the search for 

investigations associated with a SSN.

N

H

176

The system shall support the adding, modifying, 

and deleting of records, except for internal 

investigations based on access levels.  

Information downloaded from CPMIS will be 

locked except for the SSN. 

N

H

177

The system shall support extracting a history of all 

investigations on a person contained in the 

system, if authorized.

N

H

178

The system shall only indicate the presence of an 

internal investigation for Personnel Security staff 

accessing the system.

N

H

179

The system shall indicate to Personnel Security 

staff if the person is a former FAA employee or 

former or current FAA contractor.

N

H

180

The system shall indicate if a case has been 

referred to another agency for prosecution and 

record the date referred

N

H

181

The system shall indicate if a case referred for 

prosecution has been accepted or declined and 

record the date accepted or declined

N

H

182

The system shall support checks to prevent entry 

of associated case numbers that do not exist in 

the system.

N

H

183

The system shall support checks to prevent 

supplemental cases that do not already exist in 

the system. Ensure that the original case does 

exist.

N

H

184

The system shall support the creation and 

tracking of leads assigned to another region.

N

H

185

The system will provide dropdown of available 

report selection criteria based on the user's 

access

N

H
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186

The system shall support direct input via a web 

page.

N

H

187

All input for a process shall be on a single web 

page with the exception of internal investigation 

information which may be on two pages.  This is 

to eliminate the current delay moving from page 

to page.

N

H

188

The contractor shall be able to fill out all fields of 

the security forms on the WebPages.

W

H

189

The contractor shall be able to print the completed 

or partially completed security forms via the web.  

Must be saved prior to printing

W

M

190

Required AITS fields on the security form must 

be saved before the form can be printed.

N

H

191

The system shall support the option to print blank 

86, 85 and 85P security forms for contractors 

only.

W

H

192

The system shall automatically fill for the if 

available the first and last name, place of birth, 

and date of birth, position, grade, duty station, 

EOD, and risk level, based on the SSN, when an 

internal investigation is on an active FAA 

Employee. 

W

H

Information 

should be stored 

as part of the 

internal 

investigation

193

The system shall automatically fill, based on the 

SSN, the Company and contract number a 

Contractor Employee works for when an internal 

investigation is opened on an active Contractor 

Employee along with Fname, Lname and other 

information available.

W

H

Exact fields to 

be determined.

194

The input screen shall explain that the middle 

name is the legal middle name or the middle 

name at birth.

W

H

195

The system shall support entry of FAA new hire 

information before the employee is downloaded 

from CPMIS.

N

H
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Hardware

196

The system shall be accessed on the standard 

FAA SSE desktop.  (800x600 DPI, 32MB RAM, 

Internet Explorer 5.0)

N

H

197

The system shall be platform independent.

N

H


Hardware Requirements
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Interfaces 

198

Contract information from Acquire shall include: 

Contract number, award #, Contractor Company, 

Investigative Requirement, contract start date, 

contract end date, contract officer, and contract 

officer contact information (Office Routing)

W

H

Three fields in 

Acquire make 

up the contract 

number.

199

The system shall interface with the contracts 

system Acquire or whatever system they migrate 

to

W

H

200

The system shall interface to the Web

W

H

201

The system shall interface with OPM to receive 

and process electronic updates on investigation 

status and results. (Notification on 4 levels)

W

H

202

The system shall interface with CPMIS 

(Consolidated Personnel Management 

Information System).

W

H

203

The system shall support printing the results of a 

report.

N

H

204

The system will support exporting report results to 

an Excel spread sheet.

N

H

205

The system will support exporting report results to 

Word.

W

H

206

CPMIS shall provide the Name, SSN, Position, 

Risk Level, EOD and DOS dates, the most recent 

investigation verification, Date Entered, Office, 

Organization, Investigating Agency, Investigation 

Date, Investigation Type, Clearance, Date 

Granted, and Duty Sta

W

H


Interface Requirements
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Software

207

The system shall operate in a Windows 2000 

environment. Win 98, Win NT, Millennium

N

H

This refers to the 

desktop 

operating 

system.

208

The system shall support Microsoft Explorer and 

Netscape browsers. 

N

H

Phil will check 

on whether 

Netscape will be 

used


Software Requirements
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Performance and Availability

209

The system shall return a record within 5 seconds 

when doing a search for a single record.

N

H

210

The system shall be accessible from all  regions, 

centers, and fieldsites.

N

H

211

The system shall be available for input and use 

24X7 via the Intranet.

N

H

212

The system shall tract short term contractor staff 

to see if they have worked for more than 180 

days.

W

M


Performance and Availability Requirements
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213

The system shall open a new case when a case 

is forwarded to a new region.  

N

H

214

The system shall download EOD and DOS dates  

from CPMIS and store them as read only.

N

H

215

The system shall default the field office to the 

regional office of the person opening the case. 

N

H

Leads and 

forwarded cases 

have the region 

manually 

assigned.

216

The system shall auto fill the status field based on 

the data already entered.

N

H

217

The system shall automatically fill fields when 

prompted when information is available based on 

data entered in designated key field.(SSN)

W

H

218

The system shall support the creation of a new 

case for each lead.

N

H

219

The system shall close the original case when it is 

forwarded.

N

H

220

The system shall list for the branch manager the 

forwarded cases that have not had an agent 

assigned.

N

H

221

The system shall list for the branch manager the 

lead requests that have not had an agent 

assigned.

N

H

222

The system shall provide a system notification to 

the appropriate Personnel Security for that region 

that a new employee has been added to the 

system.

N

H

A Report

223

The system shall provide a system notification to 

the appropriate Contractor Personnel Security for 

that region that a new contractor employee has 

been added to the system.

N

H

A Report

224

Have the capability to do a universal search to 

pull all information related to current and former 

statuses Pull all info related to the subject of the 

search, based on access level

W

H

225

Upon award the contract information from 

Acquire shall be downloaded and automatically 

entered into the system 

W

H

226

When a contract is terminated or ended when 

prompted the system shall update all contractor 

employee records associated with that contract.

N

H

227

The system shall provide email notification to the 

CO of an interim security suitability granting or 

denial.

W

H

Weekly email by 

contract #


Processing Requirements
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228

The system shall provide email to the CO 

notification of a security suitability determination

W

H

Weekly email by 

contract #

229

The system shall be able to generate a memo to 

the CO/RECO notifying them of an unfavorable 

suitability determination

W

H

When it 

happens.

230

The system shall have the ability to notify the of 

CO/RECO of the final suitability determination.

W

H

231

The system shall produce a Word memo file to 

the FAA employee's AO when a waiver is 

granted. 

W

H

Prompt for 

address before 

the memo is 

generated.

232

The system shall update the closed case status to 

completed when the forwarded case is 

completed.

W

H

Real time 

updates 

preferred but 

daily is 

acceptable

233

The system shall generate an email notification to 

the Branch Manager when a case is forwarded.

W

H

Real time 

updates 

preferred but 

daily is 

acceptable

234

When the contract number changes such as the 

execution of an option year, the system shall have 

the capability to Batch update all the employee 

records still active under the old contract number.

N

M

235

Required fields shall dynamically update on the 

WebPages depending on selections in 

predetermined fields, I.e. risk level, short term, 

contractor, military, consultant

N

H

236

The system shall support the search by Fname, 

Lname, SSN

237

The system will maintain a running total of the 

days a person has worked on any contract

W

L

238

does not want to delete, but would like be 

informed that the info is not matching up with 

CPMIS, SSN will not be locked

W

H

239

The system shall have the ability to archive 

records.

N

L

240

The system shall prompt when a contract ends 

before updating contractor employee records.

N

H

Batch update on 

demand.
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Security/Disaster Recovery

241

The system shall be able to support multiple user 

profiles (currently 30).

N

H

242

The system shall be Y2K compliant.

N

H

243

The system administrator shall be able to build 

custom user profiles as required.

N

H

244

Local security administrators shall be able to 

assign and change user profiles based on access 

and preset profiles.

N

H

245

The system shall protect sensitive information 

from unauthorized access such as Personnel and 

investigation information.

N

H

246

The system shall be backed up on a regularly 

scheduled basis.

N

H

247

The system shall restrict what permissions can be 

assigned by local security administrators

N

H


Security and Disaster Recovery Requirements
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Telecommunications

248

The system shall use FAA network capability.

N

H

249

The system shall use FAA VPN capabilities

N

H


Telecommunications Requirements
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46

The subcontractor field is required if the 

contractor employee is not directly employed by 

the Prime contractor.

N

M

47

The system shall only support screen entry of the 

Last Name, First Name, Middle Name, suffix, 

SSN, DOB, Position, Contract #, Prime 

Contractor Company, work Location, and 

subcontractor company and print them onto the 

security form if the contractor choose

W

H

48

The system shall maintain entered remarks even 

if an individual changes status.  I.e. Contractor, 

Military, or Consultant.

N

H

49

The system shall require how security issues 

were resolved (Personnel/security or ROI) before 

final action information can be entered.

N

H

50

The system shall store information on Aircraft 

associated with an internal investigation or the 

target of internal investigation.

N

H

51

The system shall capture and store the person's 

Last Name.

N

H

52

The system shall capture and store the person's 

First Name

N

H

53

The system shall capture and store the Middle 

Name

N

H

54

The system shall capture and store the suffix (JR, 

SR, I, II, III, or IV etc.)

N

H

55

The system shall capture and store the person's 

SSN

N

H

56

The system shall capture and store the person's 

Position

N

H

57

The system shall capture and store the contractor 

employee's contract number and task number

N

H

58

The system shall capture and store the Prime 

Contractor Company associated with the contract

N

H

59

The system shall capture and store the contractor 

employee's company if they are a subcontractor

W

H

60

The system shall maintain a record of all 

contracts a contractor employee has been 

associated with.

N

H

61

The system shall record the date an interim 

security suitability (waiver) is granted.

N

H

62

The system shall record the date an interim 

security suitability (waiver) is denied.

N

H


Proposed System Architecture 

Overview

AITS will use the existing FAA network architecture. The FAA has efforts underway to implement VPN capabilities, encryption, and certificates to ensure that there is no unauthorized access to its intranet. In addition to the FAA controls, AITS will have individual web IDs assigned to each user. Access and permissions roles will be assigned to each user and will restrict those portions of the database and data that each user will have access to.

Technical Architecture Schema

Figure 8-1 represents the preliminary technical architecture for AITS:
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 Figure 8-1: Technical Architecture

This architecture represents the companies connecting in through the Internet, passing through the FAA firewall and security measures and to the FAA intranet. The FAA firewall and security measures are to protect the FAA network from outside attack or interception of information. This figure also shows the types of FAA users connecting through the FAA intranet to the dual servers used to provide 24x7 availability.

Appendix A: Glossary of Terms

	24x7 – 24 hours a day/7 days a week

	ACS – Administration for Civil Aviation Security

	Airmen ATP - Airmen Air Transport Pilot

	AITS – Automated Investigation Tracking System 

	AKA – also known as

	AO – Administrative Office

	ASP – Active Server Pages

	ASU – Office of Acquisitions

	CO – Contracting Officer

	COTR – Contracting Officer Technical Representative

	CPMIS – Consolidated Personnel Management Information System

	DISP – Drug Investigation Support Program

	DOB – Date of Birth

	DOS – Date of Separation

	DOT – Department of Transportation

	EOD – Entry on Duty date

	FAA – Federal Aviation Administration

	Fname – First name

	GSA – General Services Administration

	GUI – Graphical User Interface

	HR – Human Resources

	ITS – Information Tracking System 

	LMS – Logistics Management Specialists

	Lname – Last name

	LOB – Line of Business

	OPM – Office of Personnel Management

	PM – Personnel Management

	RECO – Real Estate Contracting Officer

	ROI – Report of Investigation

	SSE – Servicing Security Element

	SSN – Social Security Number

	VPN – Virtual Private Network

	Win 98 – Windows 98

	Win NT – Windows Networking

	Y2K – Year 2000


Appendix B: Conceptual Process Model
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63

The system shall record the date a background 

investigation is initiated.

N

H

64

The system shall record the type of background 

investigation.

N

H

65

The system shall record the agency the 

background investigation request was sent to.

N

H

66

The system shall record the date security forms 

were rejected. 

N

H

67

The system shall record the agency rejecting the 

security form.

W

M

68

The system shall record the date the rejected 

security forms were returned to the CO, 

company, or region, or employee 

W

M

69

The system shall record the DOB. 

N

H

(Phil will check 

on FAA standard 

format) would 

like to see the 

format yy-mm-

dd

70

The system shall record the date of notification to 

the CO of an unfavorable suitability.

N

H

71

The system shall record if issues are received 

from investigating agency and cross reference 

any resulting internal investigation

N

H

72

The system shall record the completion of an 

investigation.

N

H

73

The system shall record the suitability 

determination and the date of the determination.

N

H

74

The system shall support the ability to enter 

remarks connected to an individual

N

H

75

The system shall store the types of security forms 

submitted (receives 85, 85P, 86, finger prints, 

612 and 306 applications) 

N

H

76

The system shall record the Date of Separation 

(DOS date)

N

H

77

For military the system shall record organization 

and duty station.

N

H

78

For FAA employees the system shall record the 

Organization the employee works for.

N

H

79

The system shall record the date security forms 

are received by SSE

N

H

80

The system shall record the SSE office receiving 

security forms

N

H

81

The system shall record previous investigations 

(Investigating Agency, Date of Investigation, Type 

of Investigation)

N

H

82

The system shall record date previous 

investigation is verified

N

H

Appendix C: Conceptual Data Model

� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���





� EMBED Excel.Sheet.8  ���








�PAGE \# "'Page: '#'�'"  ��This should be spelled out on a cover or title page.


�PAGE \# "'Page: '#'�'"  ��Something missing here?


�PAGE \# "'Page: '#'�'"  ��We need to figure out how to make the apostrophes curved, as the quotation marks are. Debbie Moss in Creative Services at Fair Lakes is great at this kind of stuff. (It may have something to do with they type of text you are specifying to the left of your font, which is Times New Roman.)


�PAGE \# "'Page: '#'�'"  ��OK?


�PAGE \# "'Page: '#'�'"  ��I recommend deleting this word -- it's obvious that it will be redesigned.


�PAGE \# "'Page: '#'�'"  ��OK to add?





Page 15 of 62
PAGE  


Page 40 of 62

[image: image35.wmf]Reqt #

Requirement

Need (N) 

or Want 

(W)

Rank 

High(H), 

Medium (M), 

or Low (L)

Comments

Data 

83

The system shall record any clearance granted 

and date.

N

H

84

The system shall ensure that for FAA Employees 

Name, SSN,  Date Entered, Office, Organization, 

Investigating Agency, Investigation Date, 

Investigation Type, Clearance, Date Granted, and 

Duty Station are downloaded from CPMIS and 

can not be entered directl

N

H

85

The system shall allow comments to be entered 

concerning an investigation verification.

N

H

86

The system shall store the date suitability issues 

are referred to HR

N

H

87

The system shall record if the issues were 

resolved by Personnel Security

N

H

88

The system shall record if the issues were 

resolved by an internal investigation.

N

H

89

The system shall record the internal investigation 

case number related to issues identified in an 

investigation.

N

H

90

The system shall record the final action date.

N

H

91

The system shall record the final action.

N

H

92

The system shall store comments related to an 

internal investigation.

N

H

93

The system shall store data downloaded from 

CPMIS as read only and indicate that is it is from 

CPMIS.

N

H

94

The system shall store internal investigations by 

the category that describes the person being 

investigated.

N

H

95

The system shall require one and support up to 

three subcategories describing the violation for 

each internal investigation case.

N

H

96

Required fields for Internal investigations are: 

Office, Status, Requestor, source, category of 

the person being investigated, and one sub-

category describing the violation

N

H

97

The system will support multiple investigators 

N

H

98

The system shall require a first name, Last Name,  

for a known subject in an internal investigation.

N

H

99

The system shall require City, State, Country, 

and FAA Office information for an unknown 

subject of an internal investigation.

N

H

100

The system shall store up to five known 

associates of the subject of an internal 

investigation, within DISP sub-category only.

N

H

101

The system shall require position, grade, and 

duty Station for an FAA employee.

N

H
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102

The system shall require the name of the 

Company a contractor works for, and the 

contract number that the contractor is currently 

on, if the subject of an internal investigation is a 

contractor.

N

H

103

The system will store the contracting officer 

responsible for each contract

N

H

104

The system shall support the SSN as the 

designated key field for automatic fill of 

information.

N

H

105

The system shall support extracting information 

by the agent assigned to a case.

N

H

106

The system shall support extracting information 

by the category of a case.

N

H

107

The system shall support extracting information 

by the subcategory of a case

N

H

108

The system shall store the date a case is closed

N

H

109

The system shall support storing the distribution 

of a closed case to multiple offices.

N

H

Variable number 

can be more 

than five. Needs 

to be more than 

5 characters 

and more than 5 

offices (8 

characters was 

recommended.)

110

The system shall store the date a case is 

completed.

N

H

111

The system shall support supplemental cases by 

relating the new case number to the original case 

number.

N

H

112

The system shall store the action taken and the 

date the action was taken

N

H

113

The system shall support storing multiple 

associated cases (related investigations)

N

H

114

The system will support the entry of what is being 

requested at the time a lead is created.

N

H

115

The system shall support the creation and 

tracking of multiple leads for a case.

N

H

116

The system shall support forwarding a case to a 

different region.

N

H

117

The system will relate the original case to the new 

forwarded case and vice versa.

N

H

118

The system shall track which region a case is 

assigned to

N

H

119

The system shall track FAA employee 

Background Investigation remarks separately 

from Contractor Employee, Military, or Consultant 

remarks and internal investigation remarks

N

H
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120

The system shall support Aircraft as the target of 

an investigation.

N

H

121

The system shall maintain past or history records 

of Contractor Employee information, I.e. past 

contracts, employers, EODs and DOSs.

N

H

122

The system shall record the date of notification to 

HR of disqualifying security issues. 

W

M

123

The system shall allow comments concerning an 

FAA Background investigation

N

H

124

The system shall allow comments concerning an 

Contractor Background investigation

W

H

125

The system will relate the original case to the lead 

case and vice versa.

N

H

126

The system shall track delivery order contracts at 

the task level.

N

H

Delivery order 

contracts have a 

D or C in the 

middle and have 

an award #.

127

The system shall have a text field to enter AKA 

names.

W

M

128

The system shall record the place of birth.

N

M

Not a required 

field

129

The system shall allow names to have other 

characters besides letters (i.e. hyphen)

N

H
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Audit and Logging

1

The system shall have a logging capability to 

record all records accessed and user accessing 

them.

W

H

2

The system shall maintain a record of all fields 

changed, who changed them and the original 

value.

W

M

Minimum 

number of fields 

are N H.

3

Logging and auditing shall be able to be turned on 

or off

W

M

4

The system shall audit and log all changes to user 

access.

N

H

5

The system shall maintain an audit of all persons 

accessing an internal investigation (date, time, 

webID, and if changes were made)

W

H
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24

Contractors shall have access to the system to 

enter their contract personnel data via the 

Extranet

N

H

25

Contractors shall have access to the system to 

check on the status of investigations for their 

contract personnel.

N

H

26

A company shall be able to check on the status of 

their employees and subcontractor employees 

background investigations to see if the forms 

have been received or rejected.

N

H

27

CO and RECO shall have access to AITS to 

check on the contractor employees assigned to a 

contract and the status of their investigation.

N

H

28

The RECO shall have the same capabilities as a 

CO.

N

H

29

Contractors access shall be restricted by 

contract.

N

H

30

The system shall restrict Contractors from 

entering or viewing the status of other company's 

information.  

N

H

31

LMS/COTR access shall 

not

 be restricted by 

contract

N

M

32

The system shall be available to users during 

system backups.

W

M

33

The system shall allow only one user to edit a 

record at a time

N

H

34

The system shall restrict all information related to 

internal investigations to designated SSE staff.

N

H

Restriction by 

Access Level

35

The system shall restrict Personnel Security staff 

from accessing Internal Investigation Records.

N

H

36

The system will support viewing all investigations 

by investigators and investigation management

N

H

37

The system shall support restricting creating or 

updating cases by designated SSE staff to cases 

within their region.

N

H

38

The system shall only support access to the 

system by prime contractors and not sub-

contractors.

N

H

39

The system shall have the capability to restrict the 

reports available to Contractors, Contracting 

Officers/COTRs, Investigators, Investigation 

Management, and Personnel Security.

N

H
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40

The system shall restrict the reports run by a 

contractor to the contract associated with the 

user logon.

N

H

41

The system shall support access to all contracts 

within all regions for Contracting Officers/RECO 

and COTRs/LMS for reports.

N

M

42

The system shall lock an internal investigation 

case once it has been completed so the record 

can not be written to except by designated 

persons with top level access

N

H

43

The system shall restrict access to reports based 

on the privileges assigned

N

H

44

The system shall restrict CO/COTRs and  

LMS,RECOs from seeing SSN

N

H

45

The system shall restrict contractors from pulling 

records via SSN of persons not on their contract.

N

H
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130

The system shall have the capability of running 

canned and adhoc reports.

N

H

131

The system shall within selected canned reports 

provide the capability to select the items or 

columns displayed and the order they are 

displayed

N

H

132

When a contract is terminated or ended the 

system shall provide a report, on all contractor 

employees from that contract that are not 

associated with another current contract. This 

report is to support contractor turn in of badges.

W

H

133

The system shall support reports on personnel 

that had suitability issues referred to HR.

N

H

134

The system shall support reports on the number 

of issues referred to HR for the time period 

entered.

N

H

135

The system shall support reports on the number 

of issues resolved by Security Personnel within a 

region, or all of FAA for the time period entered.

N

H

136

The system shall have the capability to produce 

an audit report by case on the most recent 

changes made to an internal investigation case. 

N

H

137

The system shall provide statistical reports for 

Investigation Management. (Upper Mgmt)

W

H

138

The system shall provide a current case summary 

report (selectable by Office, CAS-ID, Source, 

Category, and sub-category) with or without case 

numbers that provides the status and number of 

reports of that status (Open, Pending, Closed) 

and age of the case. (0-30, 31-60, 61-90, >90) 

along with totals.

N

H

139

The system shall include the selection criteria in 

the heading for all reports.

N

H

140

The system shall include the date a report was 

created in the heading for all reports.

N

H

141

The system shall include a Case-Life Summary 

report that tracks the number if cases by status 

(Open, Pending, Closed) age (0-30, 31-60, 61-

90, >90) with totals by status.  The number of 

cases will be displayed by category, 

subcategory, source, Final action, and Office

N

H
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142

The system shall include a Performance Report 

that provides the Total number of cases open, 

pending at the start of a selected time period, the 

total number of cases opened during the selected 

time period, the total number of cases assigned 

during the  time period, the total number of cases 

closed during a time period, the total number of 

cases completed during the selected time period, 

the total number of cases open at the end of the 

selected time period, and the total number of 

cases pending at the end of the time period 

by 

category

 with totals. 

N

H

143

The system shall include a Performance Report 

that provides the Total number of cases open, 

pending at the start of a selected time period, the 

total number of cases opened during the selected 

time period, the total number of cases assigned 

during the the time period, the total number of 

cases closed during a time period, the total 

number of cases completed during the selected 

time period, the total number of cases open at the 

end of the selected time period, and the total 

number of cases pending at the end of the time 

period 

by sub-category

  with totals. 

N

H

144

The system shall include a Performance Report 

that provides the Total number of cases open, 

pending at the start of a selected time period, the 

total number of cases opened during the selected 

time period, the total number of cases assigned 

during the the time period, the total number of 

cases closed during a time period, the total 

number of cases completed during the selected 

time period, the total number of cases open at the 

end of the selected time period, and the total 

number of cases pending at the end of the time 

period 

by final action

  with totals. 

N

H

145

The system shall include a Performance Report 

that provides the Total number of cases open, 

pending at the start of a selected time period, the 

total number of cases opened during the selected 

time period, the total number of cases assigned 

during the the time period, the total number of 

cases closed during a time period, the total 

number of cases completed during the selected 

time period, the total number of cases open at the 

end of the selected time period, and the total 

number of cases pending at the end of the time 

period 

by source

  with totals. 

N

H

[image: image43.wmf]Reqt #

Requirement

Need (N) 

or Want 

(W)

Rank 

High(H), 

Medium (M), 

Comments

R

e

porting

154

The system shall support contractor reports on 

personnel on the contract currently and formerly, 

Position, Name, SSN, EOD, DOS, background 

investigation status, security form status.

N

H

155

The system shall support Contracting 

Officer/COTR reports containing all of the 

information available to the Contractor, except 

SSN, plus contract number, risk level. 

N

H

156

The system shall provide a report of all FAA 

employees by Organization that have a clearance

W

H

157

The system shall provide two reports of all FAA 

employees by Organization that require a 

background investigation update in the next 6 

months. Reports on 5yr and 10yr  update is 

based on clearance and risk level of the position.

N

H

158

The system shall produce a report of all FAA 

employees downloaded from CPMIS without a 

matching SSN already in the system

W

H
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146

The system shall support labeling reports with 

classification markings such as *FOR OFFICIAL 

USE ONLY* Public availability to be determined 

under 5.U.S.C. 552.

N

H

147

The system shall provide a capability to search 

for cases based on Office or region, CAS-ID, 

Source, Category, sub-categories or primary sub-

category, final action, and or Status for a 

selected date range with up to three sorts of the 

results.  The resulting report should provide case 

number, CAS-ID, source, category, Name/FAA 

Office/Aircraft Number/Company Name 

depending on the category, sub-categories, 

status,  date opened and date closed/completed.

N

H

The date range 

applies to the 

selected status

148

The system shall provide the capability to search 

by office, employer, investigation status, and/or 

subject status, for a selected time period with up 

to three sorts of the results.  The resulting report 

should provide Office, Subject Status, Employee 

Status, Name, SSN, Employer, Position, 

Investigation Type, Investigation Status, 

Clearance Level, and Date Granted along with 

totals.

N

H

Output of 

report will be 

discussed  

The 

date range 

applies to the 

selected status

149

The system shall provide the capability to search 

by Office, Contract Number, Investigation Status, 

and/or employee status for a selected period of 

time with up to three sorts.  The resulting report 

should provide Office, Employee Status, Name, 

Employer, 

N

H

Output of 

report will be 

discussed 

150

The system shall have the capability of producing 

and printing a complete internal investigation 

report of the current information on a case.

N

H

151

The system shall provide a capability to provide 

statistical reports on the status of background 

investigations similar to the performance reports 

produced on internal investigations.

W

H

152

The system shall provide a capability to provide 

statistical reports on the status of security forms 

similar to the reports produced in background 

investigations.

W

H

153

The system shall support on demand reporting

N

H

[image: image45.wmf]Reqt #

Requirement

Need (N) 

or Want 

(W)

Rank 

High(H), 

Medium (M), 

Comments

GUI/Screens

159

The system shall require entry of designated 

fields describing a case before the case can be 

opened.

N

H

160

The system shall support manual entry of 1600.77 

contractor Position and Risk level information by 

contract staff.  (CO, RECO, COTR, LMS)  SSE 

will review modify and approve.

W

H

 The LOB will 

enter 1600.77

161

The system shall display if the person is an FAA 

employee or contractor

N

L

162

The system shall indicate the existence of other 

FAA employee or contractor records

N

H

163

The system shall visually mark required fields.  

They are currently in blue.

N

H

164

The system shall indicate for designated Security 

Staff only if there is an internal investigation 

associated with a contractor or employee. 

Completed cases only

N

H

Personnel 

Security Staff 

will only see the 

existence of 

completed 

internal 

investigations.  

Investigators will 

see all internal 

investigations 

that have been 

opened.

165

The system shall allow the user be able to select 

from established positions and risk levels.

W

H

Use of 

established 

positions is not 

mandatory.

166

The system shall have the capability to add 

contractor employees associated with a contract.

N

H

167

The system shall have the capability to delete 

contractor employees associated with a contract.

N

H

168

The system shall have the capability to change 

the contract # an employee is associated with.

N

H

169

The system shall indicate if there are security 

issues with an investigation.

N

H

170

The system shall provide a drop down list of final 

actions to select from.

N

H

171

The system shall display the required fields 

depending on the category of the investigation.

N

H
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172

The system shall display required and available 

fields dependent on the subcategories selected.

N

H

173

The system shall support Known associates when 

the subcategory DISP (Drug Investigation 

Support Program) is selected.

N

H

174

 When the SSN is entered the system shall show 

the name and appropriate personnel data 

associated with that SSN and prompt before 

importing the name. Identified information should 

be displayed after correct name is found.

N

H

175

The system shall support the search for 

investigations associated with a SSN.

N

H

176

The system shall support the adding, modifying, 

and deleting of records, except for internal 

investigations based on access levels.  

Information downloaded from CPMIS will be 

locked except for the SSN. 

N

H

177

The system shall support extracting a history of all 

investigations on a person contained in the 

system, if authorized.

N

H

178

The system shall only indicate the presence of an 

internal investigation for Personnel Security staff 

accessing the system.

N

H

179

The system shall indicate to Personnel Security 

staff if the person is a former FAA employee or 

former or current FAA contractor.

N

H

180

The system shall indicate if a case has been 

referred to another agency for prosecution and 

record the date referred

N

H

181

The system shall indicate if a case referred for 

prosecution has been accepted or declined and 

record the date accepted or declined

N

H

182

The system shall support checks to prevent entry 

of associated case numbers that do not exist in 

the system.

N

H

183

The system shall support checks to prevent 

supplemental cases that do not already exist in 

the system. Ensure that the original case does 

exist.

N

H

184

The system shall support the creation and 

tracking of leads assigned to another region.

N

H

185

The system will provide dropdown of available 

report selection criteria based on the user's 

access

N

H
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186

The system shall support direct input via a web 

page.

N

H

187

All input for a process shall be on a single web 

page with the exception of internal investigation 

information which may be on two pages.  This is 

to eliminate the current delay moving from page 

to page.

N

H

188

The contractor shall be able to fill out all fields of 

the security forms on the WebPages.

W

H

189

The contractor shall be able to print the completed 

or partially completed security forms via the web.  

Must be saved prior to printing

W

M

190

Required AITS fields on the security form must 

be saved before the form can be printed.

N

H

191

The system shall support the option to print blank 

86, 85 and 85P security forms for contractors 

only.

W

H

192

The system shall automatically fill for the if 

available the first and last name, place of birth, 

and date of birth, position, grade, duty station, 

EOD, and risk level, based on the SSN, when an 

internal investigation is on an active FAA 

Employee. 

W

H

Information 

should be stored 

as part of the 

internal 

investigation

193

The system shall automatically fill, based on the 

SSN, the Company and contract number a 

Contractor Employee works for when an internal 

investigation is opened on an active Contractor 

Employee along with Fname, Lname and other 

information available.

W

H

Exact fields to 

be determined.

194

The input screen shall explain that the middle 

name is the legal middle name or the middle 

name at birth.

W

H

195

The system shall support entry of FAA new hire 

information before the employee is downloaded 

from CPMIS.

N

H
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Interfaces 

198

Contract information from Acquire shall include: 

Contract number, award #, Contractor Company, 

Investigative Requirement, contract start date, 

contract end date, contract officer, and contract 

officer contact information (Office Routing)

W

H

Three fields in 

Acquire make 

up the contract 

number.

199

The system shall interface with the contracts 

system Acquire or whatever system they migrate 

to

W

H

200

The system shall interface to the Web

W

H

201

The system shall interface with OPM to receive 

and process electronic updates on investigation 

status and results. (Notification on 4 levels)

W

H

202

The system shall interface with CPMIS 

(Consolidated Personnel Management 

Information System).

W

H

203

The system shall support printing the results of a 

report.

N

H

204

The system will support exporting report results to 

an Excel spread sheet.

N

H

205

The system will support exporting report results to 

Word.

W

H

206

CPMIS shall provide the Name, SSN, Position, 

Risk Level, EOD and DOS dates, the most recent 

investigation verification, Date Entered, Office, 

Organization, Investigating Agency, Investigation 

Date, Investigation Type, Clearance, Date 

Granted, and Duty Sta

W

H
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Software

207

The system shall operate in a Windows 2000 

environment. Win 98, Win NT, Millennium

N

H

This refers to the 

desktop 

operating 

system.

208

The system shall support Microsoft Explorer and 

Netscape browsers. 

N

H

Phil will check 

on whether 

Netscape will be 

used
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Performance and Availability

209

The system shall return a record within 5 seconds 

when doing a search for a single record.

N

H

210

The system shall be accessible from all  regions, 

centers, and fieldsites.

N

H

211

The system shall be available for input and use 

24X7 via the Intranet.

N

H

212

The system shall tract short term contractor staff 

to see if they have worked for more than 180 

days.

W

M
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213

The system shall open a new case when a case 

is forwarded to a new region.  

N

H

214

The system shall download EOD and DOS dates  

from CPMIS and store them as read only.

N

H

215

The system shall default the field office to the 

regional office of the person opening the case. 

N

H

Leads and 

forwarded cases 

have the region 

manually 

assigned.

216

The system shall auto fill the status field based on 

the data already entered.

N

H

217

The system shall automatically fill fields when 

prompted when information is available based on 

data entered in designated key field.(SSN)

W

H

218

The system shall support the creation of a new 

case for each lead.

N

H

219

The system shall close the original case when it is 

forwarded.

N

H

220

The system shall list for the branch manager the 

forwarded cases that have not had an agent 

assigned.

N

H

221

The system shall list for the branch manager the 

lead requests that have not had an agent 

assigned.

N

H

222

The system shall provide a system notification to 

the appropriate Personnel Security for that region 

that a new employee has been added to the 

system.

N

H

A Report

223

The system shall provide a system notification to 

the appropriate Contractor Personnel Security for 

that region that a new contractor employee has 

been added to the system.

N

H

A Report

224

Have the capability to do a universal search to 

pull all information related to current and former 

statuses Pull all info related to the subject of the 

search, based on access level

W

H

225

Upon award the contract information from 

Acquire shall be downloaded and automatically 

entered into the system 

W

H

226

When a contract is terminated or ended when 

prompted the system shall update all contractor 

employee records associated with that contract.

N

H

227

The system shall provide email notification to the 

CO of an interim security suitability granting or 

denial.

W

H

Weekly email by 

contract #
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228

The system shall provide email to the CO 

notification of a security suitability determination

W

H

Weekly email by 

contract #

229

The system shall be able to generate a memo to 

the CO/RECO notifying them of an unfavorable 

suitability determination

W

H

When it 

happens.

230

The system shall have the ability to notify the of 

CO/RECO of the final suitability determination.

W

H

231

The system shall produce a Word memo file to 

the FAA employee's AO when a waiver is 

granted. 

W

H

Prompt for 

address before 

the memo is 

generated.

232

The system shall update the closed case status to 

completed when the forwarded case is 

completed.

W

H

Real time 

updates 

preferred but 

daily is 

acceptable

233

The system shall generate an email notification to 

the Branch Manager when a case is forwarded.

W

H

Real time 

updates 

preferred but 

daily is 

acceptable

234

When the contract number changes such as the 

execution of an option year, the system shall have 

the capability to Batch update all the employee 

records still active under the old contract number.

N

M

235

Required fields shall dynamically update on the 

WebPages depending on selections in 

predetermined fields, I.e. risk level, short term, 

contractor, military, consultant

N

H

236

The system shall support the search by Fname, 

Lname, SSN

237

The system will maintain a running total of the 

days a person has worked on any contract

W

L

238

does not want to delete, but would like be 

informed that the info is not matching up with 

CPMIS, SSN will not be locked

W

H

239

The system shall have the ability to archive 

records.

N

L

240

The system shall prompt when a contract ends 

before updating contractor employee records.

N

H

Batch update on 

demand.
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Security/Disaster Recovery

241

The system shall be able to support multiple user 

profiles (currently 30).

N

H

242

The system shall be Y2K compliant.

N

H

243

The system administrator shall be able to build 

custom user profiles as required.

N

H

244

Local security administrators shall be able to 

assign and change user profiles based on access 

and preset profiles.

N

H

245

The system shall protect sensitive information 

from unauthorized access such as Personnel and 

investigation information.

N

H

246

The system shall be backed up on a regularly 

scheduled basis.

N

H

247

The system shall restrict what permissions can be 

assigned by local security administrators

N

H
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Telecommunications

248

The system shall use FAA network capability.

N

H

249

The system shall use FAA VPN capabilities

N

H
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Hardware

196

The system shall be accessed on the standard 

FAA SSE desktop.  (800x600 DPI, 32MB RAM, 

Internet Explorer 5.0)

N

H

197

The system shall be platform independent.

N

H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  time period, the total number of cases closed during a time period, the total number of cases completed during the selected time period, the total number of cases open at the end of the selected time period, and the total number of cases pending at the end of the time period by category with totals.		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the time period, the total number of cases closed during a time period, the total number of cases completed during the selected time period, the total number of cases open at the end of the selected time period, and the total number of cases pending at the end of the time period by sub-category  with totals.		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the time period, the total number of cases closed during a time period, the total number of cases completed during the selected time period, the total number of cases open at the end of the selected time period, and the total number of cases pending at the end of the time period by final action  with totals.		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the time period, the total number of cases closed during a time period, the total number of cases completed during the selected time period, the total number of cases open at the end of the selected time period, and the total number of cases pending at the end of the time period by source  with totals.		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The resulting report should provide case number, CAS-ID, source, category, Name/FAA Office/Aircraft Number/Company Name depending on the category, sub-categories, status,  date opened and date closed/completed.		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the case. (0-30, 31-60, 61-90, >90) along with totals.		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final action, and Office		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The resulting report should provide case number, CAS-ID, source, category, Name/FAA Office/Aircraft Number/Company Name depending on the category, sub-categories, status,  date opened and date closed/completed.		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Status, Name, SSN, Employer, Position, Investigation Type, Investigation Status, Clearance Level, and Date Granted along with totals.		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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Functional Requirements

		Reqt #		Requirement		Need (N) or Want (W)		Rank High(H), Medium (M), or Low (L)		Comments

				Audit and Logging

		1		The system shall have a logging capability to record all records accessed and user accessing them.		W		H

		2		The system shall maintain a record of all fields changed, who changed them and the original value.		W		M		Minimum number of fields are N H.

		3		Logging and auditing shall be able to be turned on or off		W		M

		4		The system shall audit and log all changes to user access.		N		H

		5		The system shall maintain an audit of all persons accessing an internal investigation (date, time, webID, and if changes were made)		W		H

				Business Rules and Policy

		6		Single system shall support the entire contractor background investigation process.		N		H

		7		The system shall support tracking background investigations of military personnel assigned to the FAA		N		H

		9		The system shall be scalable to accommodate growth.		N		H

		10		The system shall maintain tracking of all investigations entered.  They shall not be purged.		N		H

		11		The system shall be accessible by the RECO and Contracting Officer.		N		H

		12		The system shall be accessible by the LMS (Logistics Management Specialist) and the COTRs (Contracting Officer Technical Representative)		N		H

		13		The system shall track short term contracts to see if they extend past 180 days.		W		M

		14		The system shall support one contractor working under multiple contracts with out reentering the personal information.		N		H

		15		The Middle Name may be two names should allow for hyphens in middle name as well as last names		W		M

		16		The suffix is optional		N		H

		17		The system shall support FAA and other Agency contracts such as GSA or DOT.		N		H		F precedes GSA contract numbers and X or Z precede interagency agreements

		18		The system shall not print finger print cards.		N		H		assumption

		19		The system shall  be available via the Internet.		N		H		FAA supports 128 bit encryption.

		20		The system shall support the entry and tracking of  internal investigations		N		H

		21		The system shall support internal investigations of Aircraft, Airman, Air Frame & Power Plant Mechanic,  Applicant, Airman ATP, Company/Corporation, Contractor Personnel, Certificated Agency, Employee, Former Employee, Non-Certificated Person, Non-Employe		N		H

		22		A separate logon and password shall be required for each contract a Company has.		N		H

		23		Subcontractors will not have access to the system or logons		N		H

				Access

		24		Contractors shall have access to the system to enter their contract personnel data via the Extranet		N		H

		25		Contractors shall have access to the system to check on the status of investigations for their contract personnel.		N		H

		26		A company shall be able to check on the status of their employees and subcontractor employees background investigations to see if the forms have been received or rejected.		N		H

		27		CO and RECO shall have access to AITS to check on the contractor employees assigned to a contract and the status of their investigation.		N		H

		28		The RECO shall have the same capabilities as a CO.		N		H

		29		Contractors access shall be restricted by contract.		N		H

		30		The system shall restrict Contractors from entering or viewing the status of other company's information.		N		H

		31		LMS/COTR access shall not be restricted by contract		N		M

		32		The system shall be available to users during system backups.		W		M

		33		The system shall allow only one user to edit a record at a time		N		H

		34		The system shall restrict all information related to internal investigations to designated SSE staff.		N		H		Restriction by Access Level

		35		The system shall restrict Personnel Security staff from accessing Internal Investigation Records.		N		H

		36		The system will support viewing all investigations by investigators and investigation management		N		H

		37		The system shall support restricting creating or updating cases by designated SSE staff to cases within their region.		N		H

		38		The system shall only support access to the system by prime contractors and not sub-contractors.		N		H

		39		The system shall have the capability to restrict the reports available to Contractors, Contracting Officers/COTRs, Investigators, Investigation Management, and Personnel Security.		N		H

		40		The system shall restrict the reports run by a contractor to the contract associated with the user logon.		N		H

		41		The system shall support access to all contracts within all regions for Contracting Officers/RECO and COTRs/LMS for reports.		N		M

		42		The system shall lock an internal investigation case once it has been completed so the record can not be written to except by designated persons with top level access		N		H

		43		The system shall restrict access to reports based on the privileges assigned		N		H

		44		The system shall restrict CO/COTRs and  LMS,RECOs from seeing SSN		N		H

		45		The system shall restrict contractors from pulling records via SSN of persons not on their contract.		N		H

				Data

		46		The subcontractor field is required if the contractor employee is not directly employed by the Prime contractor.		N		M

		47		The system shall only support screen entry of the Last Name, First Name, Middle Name, suffix, SSN, DOB, Position, Contract #, Prime Contractor Company, work Location, and subcontractor company and print them onto the security form if the contractor choose		W		H

		48		The system shall maintain entered remarks even if an individual changes status.  I.e. Contractor, Military, or Consultant.		N		H

		49		The system shall require how security issues were resolved (Personnel/security or ROI) before final action information can be entered.		N		H

		50		The system shall store information on Aircraft associated with an internal investigation or the target of internal investigation.		N		H

		51		The system shall capture and store the person's Last Name.		N		H

		52		The system shall capture and store the person's First Name		N		H

		53		The system shall capture and store the Middle Name		N		H

		54		The system shall capture and store the suffix (JR, SR, I, II, III, or IV etc.)		N		H

		55		The system shall capture and store the person's SSN		N		H

		56		The system shall capture and store the person's Position		N		H

		57		The system shall capture and store the contractor employee's contract number and task number		N		H

		58		The system shall capture and store the Prime Contractor Company associated with the contract		N		H

		59		The system shall capture and store the contractor employee's company if they are a subcontractor		W		H

		60		The system shall maintain a record of all contracts a contractor employee has been associated with.		N		H

		61		The system shall record the date an interim security suitability (waiver) is granted.		N		H

		62		The system shall record the date an interim security suitability (waiver) is denied.		N		H

		63		The system shall record the date a background investigation is initiated.		N		H

		64		The system shall record the type of background investigation.		N		H

		65		The system shall record the agency the background investigation request was sent to.		N		H

		66		The system shall record the date security forms were rejected.		N		H

		67		The system shall record the agency rejecting the security form.		W		M

		68		The system shall record the date the rejected security forms were returned to the CO, company, or region, or employee		W		M

		69		The system shall record the DOB.		N		H		(Phil will check on FAA standard format) would like to see the format yy-mm-dd

		70		The system shall record the date of notification to the CO of an unfavorable suitability.		N		H

		71		The system shall record if issues are received from investigating agency and cross reference any resulting internal investigation		N		H

		72		The system shall record the completion of an investigation.		N		H

		73		The system shall record the suitability determination and the date of the determination.		N		H

		74		The system shall support the ability to enter remarks connected to an individual		N		H

		75		The system shall store the types of security forms submitted (receives 85, 85P, 86, finger prints, 612 and 306 applications)		N		H

		76		The system shall record the Date of Separation (DOS date)		N		H

		77		For military the system shall record organization and duty station.		N		H

		78		For FAA employees the system shall record the Organization the employee works for.		N		H

		79		The system shall record the date security forms are received by SSE		N		H

		80		The system shall record the SSE office receiving security forms		N		H

		81		The system shall record previous investigations (Investigating Agency, Date of Investigation, Type of Investigation)		N		H

		82		The system shall record date previous investigation is verified		N		H

		83		The system shall record any clearance granted and date.		N		H

		84		The system shall ensure that for FAA Employees Name, SSN,  Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Station are downloaded from CPMIS and can not be entered directl		N		H

		85		The system shall allow comments to be entered concerning an investigation verification.		N		H

		86		The system shall store the date suitability issues are referred to HR		N		H

		87		The system shall record if the issues were resolved by Personnel Security		N		H

		88		The system shall record if the issues were resolved by an internal investigation.		N		H

		89		The system shall record the internal investigation case number related to issues identified in an investigation.		N		H

		90		The system shall record the final action date.		N		H

		91		The system shall record the final action.		N		H

		92		The system shall store comments related to an internal investigation.		N		H

		93		The system shall store data downloaded from CPMIS as read only and indicate that is it is from CPMIS.		N		H

		94		The system shall store internal investigations by the category that describes the person being investigated.		N		H

		95		The system shall require one and support up to three subcategories describing the violation for each internal investigation case.		N		H

		96		Required fields for Internal investigations are: Office, Status, Requestor, source, category of the person being investigated, and one sub-category describing the violation		N		H

		97		The system will support multiple investigators		N		H

		98		The system shall require a first name, Last Name,  for a known subject in an internal investigation.		N		H

		99		The system shall require City, State, Country, and FAA Office information for an unknown subject of an internal investigation.		N		H

		100		The system shall store up to five known associates of the subject of an internal investigation, within DISP sub-category only.		N		H

		101		The system shall require position, grade, and duty Station for an FAA employee.		N		H

		102		The system shall require the name of the Company a contractor works for, and the contract number that the contractor is currently on, if the subject of an internal investigation is a contractor.		N		H

		103		The system will store the contracting officer responsible for each contract		N		H

		104		The system shall support the SSN as the designated key field for automatic fill of information.		N		H

		105		The system shall support extracting information by the agent assigned to a case.		N		H

		106		The system shall support extracting information by the category of a case.		N		H

		107		The system shall support extracting information by the subcategory of a case		N		H

		108		The system shall store the date a case is closed		N		H

		109		The system shall support storing the distribution of a closed case to multiple offices.		N		H		Variable number can be more than five. Needs to be more than 5 characters and more than 5 offices (8 characters was recommended.)

		110		The system shall store the date a case is completed.		N		H

		111		The system shall support supplemental cases by relating the new case number to the original case number.		N		H

		112		The system shall store the action taken and the date the action was taken		N		H

		113		The system shall support storing multiple associated cases (related investigations)		N		H

		114		The system will support the entry of what is being requested at the time a lead is created.		N		H

		115		The system shall support the creation and tracking of multiple leads for a case.		N		H

		116		The system shall support forwarding a case to a different region.		N		H

		117		The system will relate the original case to the new forwarded case and vice versa.		N		H

		118		The system shall track which region a case is assigned to		N		H

		119		The system shall track FAA employee Background Investigation remarks separately from Contractor Employee, Military, or Consultant remarks and internal investigation remarks		N		H

		120		The system shall support Aircraft as the target of an investigation.		N		H

		121		The system shall maintain past or history records of Contractor Employee information, I.e. past contracts, employers, EODs and DOSs.		N		H

		122		The system shall record the date of notification to HR of disqualifying security issues.		W		M

		123		The system shall allow comments concerning an FAA Background investigation		N		H

		124		The system shall allow comments concerning an Contractor Background investigation		W		H

		125		The system will relate the original case to the lead case and vice versa.		N		H

		126		The system shall track delivery order contracts at the task level.		N		H		Delivery order contracts have a D or C in the middle and have an award #.

		127		The system shall have a text field to enter AKA names.		W		M

		128		The system shall record the place of birth.		N		M		Not a required field

		129		The system shall allow names to have other characters besides letters (i.e. hyphen)		N		H

				Reporting

		130		The system shall have the capability of running canned and adhoc reports.		N		H

		131		The system shall within selected canned reports provide the capability to select the items or columns displayed and the order they are displayed		N		H

		132		When a contract is terminated or ended the system shall provide a report, on all contractor employees from that contract that are not associated with another current contract. This report is to support contractor turn in of badges.		W		H

		133		The system shall support reports on personnel that had suitability issues referred to HR.		N		H

		134		The system shall support reports on the number of issues referred to HR for the time period entered.		N		H

		135		The system shall support reports on the number of issues resolved by Security Personnel within a region, or all of FAA for the time period entered.		N		H

		136		The system shall have the capability to produce an audit report by case on the most recent changes made to an internal investigation case.		N		H

		137		The system shall provide statistical reports for Investigation Management. (Upper Mgmt)		W		H

		138		The system shall provide a current case summary report (selectable by Office, CAS-ID, Source, Category, and sub-category) with or without case numbers that provides the status and number of reports of that status (Open, Pending, Closed) and age of the cas		N		H

		139		The system shall include the selection criteria in the heading for all reports.		N		H

		140		The system shall include the date a report was created in the heading for all reports.		N		H

		141		The system shall include a Case-Life Summary report that tracks the number if cases by status (Open, Pending, Closed) age (0-30, 31-60, 61-90, >90) with totals by status.  The number of cases will be displayed by category, subcategory, source, Final actio		N		H

		142		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the  ti		N		H

		143		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		144		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		145		The system shall include a Performance Report that provides the Total number of cases open, pending at the start of a selected time period, the total number of cases opened during the selected time period, the total number of cases assigned during the the		N		H

		146		The system shall support labeling reports with classification markings such as *FOR OFFICIAL USE ONLY* Public availability to be determined under 5.U.S.C. 552.		N		H

		147		The system shall provide a capability to search for cases based on Office or region, CAS-ID, Source, Category, sub-categories or primary sub-category, final action, and or Status for a selected date range with up to three sorts of the results.  The result		N		H		The date range applies to the selected status

		148		The system shall provide the capability to search by office, employer, investigation status, and/or subject status, for a selected time period with up to three sorts of the results.  The resulting report should provide Office, Subject Status, Employee Sta		N		H		Output of report will be discussed  The date range applies to the selected status

		149		The system shall provide the capability to search by Office, Contract Number, Investigation Status, and/or employee status for a selected period of time with up to three sorts.  The resulting report should provide Office, Employee Status, Name, Employer,		N		H		Output of report will be discussed

		150		The system shall have the capability of producing and printing a complete internal investigation report of the current information on a case.		N		H

		151		The system shall provide a capability to provide statistical reports on the status of background investigations similar to the performance reports produced on internal investigations.		W		H

		152		The system shall provide a capability to provide statistical reports on the status of security forms similar to the reports produced in background investigations.		W		H

		153		The system shall support on demand reporting		N		H

		154		The system shall support contractor reports on personnel on the contract currently and formerly, Position, Name, SSN, EOD, DOS, background investigation status, security form status.		N		H

		155		The system shall support Contracting Officer/COTR reports containing all of the information available to the Contractor, except SSN, plus contract number, risk level.		N		H

		156		The system shall provide a report of all FAA employees by Organization that have a clearance		W		H

		157		The system shall provide two reports of all FAA employees by Organization that require a background investigation update in the next 6 months. Reports on 5yr and 10yr  update is based on clearance and risk level of the position.		N		H

		158		The system shall produce a report of all FAA employees downloaded from CPMIS without a matching SSN already in the system		W		H

				GUI/Screens

		159		The system shall require entry of designated fields describing a case before the case can be opened.		N		H

		160		The system shall support manual entry of 1600.77 contractor Position and Risk level information by contract staff.  (CO, RECO, COTR, LMS)  SSE will review modify and approve.		W		H		The LOB will enter 1600.77

		161		The system shall display if the person is an FAA employee or contractor		N		L

		162		The system shall indicate the existence of other FAA employee or contractor records		N		H

		163		The system shall visually mark required fields.  They are currently in blue.		N		H

		164		The system shall indicate for designated Security Staff only if there is an internal investigation associated with a contractor or employee. Completed cases only		N		H		Personnel Security Staff will only see the existence of completed internal investigations.  Investigators will see all internal investigations that have been opened.

		165		The system shall allow the user be able to select from established positions and risk levels.		W		H		Use of established positions is not mandatory.

		166		The system shall have the capability to add contractor employees associated with a contract.		N		H

		167		The system shall have the capability to delete contractor employees associated with a contract.		N		H

		168		The system shall have the capability to change the contract # an employee is associated with.		N		H

		169		The system shall indicate if there are security issues with an investigation.		N		H

		170		The system shall provide a drop down list of final actions to select from.		N		H

		171		The system shall display the required fields depending on the category of the investigation.		N		H

		172		The system shall display required and available fields dependent on the subcategories selected.		N		H

		173		The system shall support Known associates when the subcategory DISP (Drug Investigation Support Program) is selected.		N		H

		174		When the SSN is entered the system shall show the name and appropriate personnel data associated with that SSN and prompt before importing the name. Identified information should be displayed after correct name is found.		N		H

		175		The system shall support the search for investigations associated with a SSN.		N		H

		176		The system shall support the adding, modifying, and deleting of records, except for internal investigations based on access levels.  Information downloaded from CPMIS will be locked except for the SSN.		N		H

		177		The system shall support extracting a history of all investigations on a person contained in the system, if authorized.		N		H

		178		The system shall only indicate the presence of an internal investigation for Personnel Security staff accessing the system.		N		H

		179		The system shall indicate to Personnel Security staff if the person is a former FAA employee or former or current FAA contractor.		N		H

		180		The system shall indicate if a case has been referred to another agency for prosecution and record the date referred		N		H

		181		The system shall indicate if a case referred for prosecution has been accepted or declined and record the date accepted or declined		N		H

		182		The system shall support checks to prevent entry of associated case numbers that do not exist in the system.		N		H

		183		The system shall support checks to prevent supplemental cases that do not already exist in the system. Ensure that the original case does exist.		N		H

		184		The system shall support the creation and tracking of leads assigned to another region.		N		H

		185		The system will provide dropdown of available report selection criteria based on the user's access		N		H

		186		The system shall support direct input via a web page.		N		H

		187		All input for a process shall be on a single web page with the exception of internal investigation information which may be on two pages.  This is to eliminate the current delay moving from page to page.		N		H

		188		The contractor shall be able to fill out all fields of the security forms on the WebPages.		W		H

		189		The contractor shall be able to print the completed or partially completed security forms via the web.  Must be saved prior to printing		W		M

		190		Required AITS fields on the security form must be saved before the form can be printed.		N		H

		191		The system shall support the option to print blank 86, 85 and 85P security forms for contractors only.		W		H

		192		The system shall automatically fill for the if available the first and last name, place of birth, and date of birth, position, grade, duty station, EOD, and risk level, based on the SSN, when an internal investigation is on an active FAA Employee.		W		H		Information should be stored as part of the internal investigation

		193		The system shall automatically fill, based on the SSN, the Company and contract number a Contractor Employee works for when an internal investigation is opened on an active Contractor Employee along with Fname, Lname and other information available.		W		H		Exact fields to be determined.

		194		The input screen shall explain that the middle name is the legal middle name or the middle name at birth.		W		H

		195		The system shall support entry of FAA new hire information before the employee is downloaded from CPMIS.		N		H

				Hardware

		196		The system shall be accessed on the standard FAA SSE desktop.  (800x600 DPI, 32MB RAM, Internet Explorer 5.0)		N		H

		197		The system shall be platform independent.		N		H

				Interfaces

		198		Contract information from Acquire shall include: Contract number, award #, Contractor Company, Investigative Requirement, contract start date, contract end date, contract officer, and contract officer contact information (Office Routing)		W		H		Three fields in Acquire make up the contract number.

		199		The system shall interface with the contracts system Acquire or whatever system they migrate to		W		H

		200		The system shall interface to the Web		W		H

		201		The system shall interface with OPM to receive and process electronic updates on investigation status and results. (Notification on 4 levels)		W		H

		202		The system shall interface with CPMIS (Consolidated Personnel Management Information System).		W		H

		203		The system shall support printing the results of a report.		N		H

		204		The system will support exporting report results to an Excel spread sheet.		N		H

		205		The system will support exporting report results to Word.		W		H

		206		CPMIS shall provide the Name, SSN, Position, Risk Level, EOD and DOS dates, the most recent investigation verification, Date Entered, Office, Organization, Investigating Agency, Investigation Date, Investigation Type, Clearance, Date Granted, and Duty Sta		W		H

				Software

		207		The system shall operate in a Windows 2000 environment. Win 98, Win NT, Millennium		N		H		This refers to the desktop operating system.

		208		The system shall support Microsoft Explorer and Netscape browsers.		N		H		Phil will check on whether Netscape will be used

				Performance and Availability

		209		The system shall return a record within 5 seconds when doing a search for a single record.		N		H

		210		The system shall be accessible from all  regions, centers, and fieldsites.		N		H

		211		The system shall be available for input and use 24X7 via the Intranet.		N		H

		212		The system shall tract short term contractor staff to see if they have worked for more than 180 days.		W		M

				Processing

		213		The system shall open a new case when a case is forwarded to a new region.		N		H

		214		The system shall download EOD and DOS dates  from CPMIS and store them as read only.		N		H

		215		The system shall default the field office to the regional office of the person opening the case.		N		H		Leads and forwarded cases have the region manually assigned.

		216		The system shall auto fill the status field based on the data already entered.		N		H

		217		The system shall automatically fill fields when prompted when information is available based on data entered in designated key field.(SSN)		W		H

		218		The system shall support the creation of a new case for each lead.		N		H

		219		The system shall close the original case when it is forwarded.		N		H

		220		The system shall list for the branch manager the forwarded cases that have not had an agent assigned.		N		H

		221		The system shall list for the branch manager the lead requests that have not had an agent assigned.		N		H

		222		The system shall provide a system notification to the appropriate Personnel Security for that region that a new employee has been added to the system.		N		H		A Report

		223		The system shall provide a system notification to the appropriate Contractor Personnel Security for that region that a new contractor employee has been added to the system.		N		H		A Report

		224		Have the capability to do a universal search to pull all information related to current and former statuses Pull all info related to the subject of the search, based on access level		W		H

		225		Upon award the contract information from Acquire shall be downloaded and automatically entered into the system		W		H

		226		When a contract is terminated or ended when prompted the system shall update all contractor employee records associated with that contract.		N		H

		227		The system shall provide email notification to the CO of an interim security suitability granting or denial.		W		H		Weekly email by contract #

		228		The system shall provide email to the CO notification of a security suitability determination		W		H		Weekly email by contract #

		229		The system shall be able to generate a memo to the CO/RECO notifying them of an unfavorable suitability determination		W		H		When it happens.

		230		The system shall have the ability to notify the of CO/RECO of the final suitability determination.		W		H

		231		The system shall produce a Word memo file to the FAA employee's AO when a waiver is granted.		W		H		Prompt for address before the memo is generated.

		232		The system shall update the closed case status to completed when the forwarded case is completed.		W		H		Real time updates preferred but daily is acceptable

		233		The system shall generate an email notification to the Branch Manager when a case is forwarded.		W		H		Real time updates preferred but daily is acceptable

		234		When the contract number changes such as the execution of an option year, the system shall have the capability to Batch update all the employee records still active under the old contract number.		N		M

		235		Required fields shall dynamically update on the WebPages depending on selections in predetermined fields, I.e. risk level, short term, contractor, military, consultant		N		H

		236		The system shall support the search by Fname, Lname, SSN

		237		The system will maintain a running total of the days a person has worked on any contract		W		L

		238		does not want to delete, but would like be informed that the info is not matching up with CPMIS, SSN will not be locked		W		H

		239		The system shall have the ability to archive records.		N		L

		240		The system shall prompt when a contract ends before updating contractor employee records.		N		H		Batch update on demand.

				Security/Disaster Recovery

		241		The system shall be able to support multiple user profiles (currently 30).		N		H

		242		The system shall be Y2K compliant.		N		H

		243		The system administrator shall be able to build custom user profiles as required.		N		H

		244		Local security administrators shall be able to assign and change user profiles based on access and preset profiles.		N		H

		245		The system shall protect sensitive information from unauthorized access such as Personnel and investigation information.		N		H

		246		The system shall be backed up on a regularly scheduled basis.		N		H

		247		The system shall restrict what permissions can be assigned by local security administrators		N		H

				Telecommunications

		248		The system shall use FAA network capability.		N		H

		249		The system shall use FAA VPN capabilities		N		H
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