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FAA SOLICITATION DTFA01-03-R-01002

AMENDMENT 7

1. In Section F, Paragraph (d) of AMS Clause 3.2.4-20, Indefinite Quantity, is revised to

       read as follows (changes annotated in bold print): 

(d)  Any order issued during the effective period of this contract and not completed within that period shall be completed by the Contractor within the time specified in the order.  The contract shall govern the Contractor's and Government's rights and obligations with respect to that order to the same extent as if the order were completed during the contract's effective period; provided, that the Contractor shall not be required to make any deliveries under this contract after March 31, 2012.

2. Attachment J-7, Cost Template, as issued with the initial solicitation, includes mathematical errors with respect to escalation rates for labor in the formulas within the tables.  Therefore, Attachment J-7, Cost Template, is hereby revised to correct the noted discrepancies.  The corrected Attachment J-7 has been posted along with the solicitation at the FAA’s Contract Opportunities web site.  

3. Paragraph (b) of solicitation section L.8.2.5, Financial Strength and Stability is revised   to read as follow (changes annotated in bold print):  

b.) Offerors shall submit Letters(s) Of Credit (LOC) from an established financial institution in the amount of $1M to cover the expected costs under the contract operating at 100%.  This LOC may be based on Accounts Receivable used as security of the loan.  The letter shall show the percentage of financing the institution is granting i.e.: the percentage loaned on the Accounts Receivable provided. 

4. SECTION C of the solicitation is hereby revised to correct several instances of incorrect “strike-through” annotation.  Section C is also revised to add Section 11.2.14 that shall read as shown below.  The revised Section C has been posted along with the solicitation at the FAA’s Contract Opportunities web site.  
11.2.14   Contractor shall comply with Department of Transportation (DOT) Information Security Requirements. 

11.2.14.1 The contractor shall be responsible for IT* security for all systems operated by or connected to a DOT network, regardless of location. This includes any IT resources or services in which the contractor has physical or electronic access to DOT’s sensitive information that directly supports the mission of DOT (e.g., hosting DOT e-Government sites or other IT operations).  If necessary, the Government shall have access to contractor and any subcontractor facilities, systems/networks operated on behalf of DOT, documentation, databases and personnel to carry out a program of IT inspection (to include vulnerability scanning), investigation and audit to safeguard against threats and hazards to DOT data or IT systems.

11.2.14.2 Security Plan:  With respect to each task order issued under this contract, within 30 days of task order award, the contractor shall develop and provide to the Government for approval, an IT Security Plan which describes the processes and procedures the contractor will follow in performance of the instant task order to ensure the appropriate security of IT resources developed, processed, or used under the task order.  This Plan shall be written and implemented in accordance with applicable Federal laws including:  

11.2.14.3 The Computer Security Act of 1987 (40 U.S.C. 1441 et seq.), the Clinger-Cohen Act of 1996, and the Government Information Security Reform Act (GISRA) of 2000 and meet Government IT security requirements including:  OMB Circular A-130, Management of Federal Information Resources, Appendix III, Security of Federal Automated Information Resources; National Institute of Standards and Technology (NIST) guidelines; Departmental Information Resource Management Manual (DIRMM) and associated guidelines; and DOT Order 1630.2B, Personnel Security Management.

11.2.14.4 Personnel Security Management.  The contractor shall screen their personnel requiring privileged access or limited privileged access to systems operated by the contractor for DOT or interconnected to a DOT network in accordance with DOT Order 1630.2B, Personnel Security Management and ensure contractor employees are trained annually in accordance with OMB Circular A-130, GISRA, and NIST requirements with a specific emphasis on rules of behavior.  

11.2.14.5  The contractor shall include the above requirements in any subcontract awarded for IT services.
11.2.14.6 *IT means any equipment or interconnected system or subsystem of  equipment used in the automatic acquisition, storage, manipulation, management, movement, control display, switching, interchange, transmission, or reception of data or information and as further defined in OMB Circular A-130 and the Federal Acquisition Regulation part 2.  
11.2.14.7  Additionally, the contractor shall comply with all of FAA’s Security Clauses included in Section I.
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