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1. INTRODUCTION
1.1. Overview
The Conference Control System (CCS) will be used to support the Traffic Management System (TMS) Central Flow Control Service (CFCS).  The CCS will provide sophisticated connection, switching, and conferencing capabilities for voice communications support air traffic management coordination between the FAA facilities, commercial airline companies and other associated organizations.  The CCS will interface with existing interphone networks consisting largely of government furnished point-to-point (PTP) and multi-unit dedicated lines.  The CCS will be required to support multiple signaling/supervision interface requirements and provide complete dialing functions for local, long distance and international destinations.  Resolution of specific weather and operational concerns are facilitated daily by the Air Traffic Control System Command Center (ATCSCC) Strategic Planning Team (SPT) during regular “Meet-Me” conferences held every two hours.  Planned initiatives form the Strategic Plan of Operation (SPO) which along with the associated periodic TEL-CON has become a major initiative in the FAA’s continuing effort to reduce delays and ensure all interested parties have an opportunity to contribute to the traffic flow management decision making process.  Participation in this conference is projected to exceed the currently established 300 members.  The CCS will also provide extensive capability to initiate and manage preset contingency restoration conferences to respond to emergencies and disruption of National Airspace System (NAS) resources.
The CCS will be fully consistent with current operational concepts of ATCSCC communications.  The ATCSCC System will duplicate the basic functions and features of current equipment, and will add new features for operators (specialists, supervisors, and maintenance personnel).  The CCS will be easy to operate, reducing training requirements and lowering the risk of communications-related errors.

It is expected that new FAA systems should meet the requirements for on-site maintenance monitoring capability, including, but not limited to the reporting of all fault detection to the maintenance position, to the supervisory positions, to any remote maintenance terminals, to the maintenance logging function, and to remote alarms, as required.

1.2. Purpose
This Statement of Work (SOW) identifies the tasks that the Contractor shall be required to perform to satisfy the Federal Aviation Administration’s (FAA’s) requirements described in the CCS Specification.

2. APPLICABLE DOCUMENTS
2.1. Government Documents

The following reference documents, version in effect as of the date of the Screening Information Request (SIR), form a part of this SOW and are applicable to the extent specified herein.  In the event a document referenced herein has been withdrawn or cancelled by the FAA, the document version in effect on the date of withdrawal or cancellation shall be used.

a. Department of Transportation (DOT) Documents


DOT/FAA/CT-96/1
Human Factors Design Guide (January 1996)

DOT/FAA/RD-95/3
Human Factors in the Design and Evaluation of Air Traffic Control Systems (April 1995)

b. Federal (FED) Standards


FED-STD-5(f)
Standard Guide for Preparation of Proposed Item Logistics Data Records and Proposed Item Identifications by Government Suppliers (April 23, 1982)




National Earthquake Hazard Reduction Act of 1977


FEMA Handbook # 273
NEHRP Guidelines for the Seismic Rehabilitation of Buildings


FEMA Handbook # 74
Reducing the Risks of Nonstructural Earthquake Damage

FIPS PUB 102
Guideline for Computer Security Certification and Accreditation

c. Federal Aviation Administration (FAA) Documents


FAA

Acquisition Management System (AMS), Revision (12/99)

(1) Specifications

FAA-C-1217f
Electrical Work, Interior (January 1991)

FAA-E-2911
National Airspace System (NAS) System Level Specification – National Airspace System (NAS) Infrastructure Management System (NIMS) Managed Subsystem

FAA-E-2912
NAS Infrastructure Management

FAA-AND-XXX
Conference Control System (CCS) Specification 

FAA-G-2100F
Electronic Equipment, General Requirements (November 15, 1993)

(2) Standards

FAA-STD-016a
Quality Control Systems Requirements (September 21, 1987)

FAA-STD-019c
Lightning Protection, Grounding, Bonding, and Shielding Requirements for Facilities (June 1, 1999)

FAA-STD-020B
Transient Protection, Grounding, Bonding, and Shielding Requirements for Equipment (May 11, 1992)

FAA-STD-024B
Content and Format Requirements for the Preparation of Test and Evaluation Documentation (August 22, 1994)

FAA-STD-028C
Contract Training Programs (September 2000)
FAA
Acquisition Management System Test and Evaluation Process Guidelines (December 1999)

(3) Interface Requirements Documents (IRDs)

NAS-IC-51070000-1 Rev. A
Interface Control Document - NAS Infrastructure Management System Manager/Managed Subsystem using the Simple Network Management Protocol Version 1 (SNMPv1)

NAS-IR-51070000 
Interface Requirements Document - NAS Infrastructure Management System Manager

(4)
FAA Orders

Order 1370.82
Information Systems Security Program (June 9, 2000)

Order 1600.1D
Personnel Security (Appendix 9)  (February 1998)

Order 1600.6C

Physical Security Program (April 1993)

Order 1600.69
Facility Security Management Program (March 1, 1999)

Order 4650.30
Management and Control of NAS Facilities & Equipment (F&E) Project/Material

Order 1800.58C
NAS Integrated Logistics Support Policy

Order 1800.66
Configuration Management Policy (November 29, 1999)

Order 6000.30C
National Airspace System Maintenance Policy (January 25, 2001)
d. Military (MIL) Specifications


MIL-T-31000A
General Specifications for Technical Data Packages

e. Military (MIL) Standards


MIL-HDBK-470A
Designing and Developing Maintainable Products and Systems


MIL-HDBK-761
Guidelines for Configuration Management


MIL-STD-129L
Marking for Shipping and Storage


MIL-STD-470
Maintainability Program Requirements (for Systems and Equipment)


MIL-STD-471A, Note 2
Maintainability Verification/Demonstration Evaluation


MIL-STD-499
System Engineering Management


MIL-STD-785
Reliability Program for Systems and Equipment Development and Production


MIL-STD-973
Configuration Management


MIL-STD-1472D
Military Standard Human Engineering Design Criteria for Military Systems, Equipment and Facilities, March 1989


MIL-STD-1629A
Procedures for Performing a Failure Mode Effects and Criticality Analysis (November 28, 1984)

2.2 Non-Government Documents

The following documents form a part of this statement of work (SOW) and are applicable to the extent specified herein.

a.
Standards


American National Standards Institute (ANSI) / American Society for Quality Control


ANSI/ASQC Q-9001
Quality Systems – Model for Quality Assurance in Design/Development, Production, Installation and Servicing.


American Society for Testing and Materials


ASTM-D-3951
Standard Practices for Commercial Packaging (March 8, 1983)


BCS Technologies


DSP-1000
Computer Supported Telecommunications Applications (CSTA) Interface Guide (October 1, 1996)


International Organization for Standardization/International Electromechanical Commission (ISO/IEC)


ISO 9001
Quality Management and Quality Assurance Standard


ISO/IEC 15408
Common Criteria for Information Technology Security Evaluation (August 1999)


National Institute of Standards and Technology


NIST Special Publication 800-18
Guide for Developing Security Plans for Information Technology Systems (December 1998)


Uniform Code Council / Incorporated/EAN, International (UCC/EAN)


UCC/EAN Code 128
Bar Code Symbology Standard


b.
Other Publications


National Fire Protection Association, Inc (NFPA)


NFPA-70
National Electrical Code, 1993

2.3 Sources of Documents

Copies of this SOW and other applicable FAA specifications and standards may be obtained from the Contracting Officer, ASU-330, issuing the Screening Information Request (SIR).  Requests will fully identify the documentation desired, i.e., document type (specification, Standard, Order), title, and date.  Requests will cite the screening information request, contract involved, and purpose for the requested material.

Single copies of unclassified Federal and military specifications and standards may be obtained by writing to the Naval Publications and Forms Center (NPFC), 5801 Tabor Avenue, Philadelphia, Pennsylvania 19120, or by calling the NPFC (215-697-3321) Monday through Friday, between the hours of 8:00 a.m. to 4:30 p.m. (Eastern Time).  The NPFC is the Department of Defense Single Stock Point (DOD-SSP) and distribution center for unclassified specifications and standards.

American National Standard Institute (ANSI), International Organization for Standardization (ISO), and American Society for Quality Control (ASQC) documents can be obtained from:

American Society for Quality

611 East Wisconsin Avenue

P.O. Box 3005

Milwaukee, WI 53201-3005

Telephone 800-248-1946 or 414-272-8575, Fax 414-272-1734

National Institute of Standards and Technology (NIST) documents can be obtained from:


http://csrc.nist.gov/publications/welcome.html

2.4 Precedence of Documents

If the requirements of this SOW or subsidiary document(s) are in conflict, the SOW shall have precedence.  In the event of a conflict between FAA document(s) and military and Federal document(s), FAA document(s) shall have precedence.  The Contractor shall immediately notify the Government Contracting Officer of any conflict(s) detected between any documentation used in this SOW.
3. CONTRACTOR TASKS
The Contractor shall design, implement, test, deliver and install CCS equipment in accordance with the requirements contained in the Specification and this SOW.  CCS equipment to be used by the air traffic control specialist shall fit into Government consoles.

The Contractor shall prepare SOW deliverables in accordance with the contract data requirements list (CDRL) and the associated data item description (DID).  Deliverables referenced throughout this SOW by their CDRL titles are to be performed in accordance with the CDRL of the same name even when the CDRL or DID number is not specified.

The Contractor shall make maximum use of commercial-off-the-shelf/modified commercial-off-the-shelf (COTS/MCOTS) and non-developmental item (NDI) parts/components that have demonstrated high reliability.    For purposes of this procurement, the term COTS shall be understood to mean material available from a variety of sources as a commercial product and currently in use in the Government or commercial market place.

The Contractor:

a. Shall provide fully paid-up and transferable software licenses with a “reopener” clause, and the associated documents needed to operate the hardware and software provided under this contract. 
Note:  The “reopener” language is identified in the event that some of the terms and conditions of the licensing agreement are not acceptable to the Government because of mandatory Government regulations.  If the Offeror proposes software with no “reopener” clause, the Offeror shall explain the circumstances behind/rationale for not proposing a “reopener” clause.  The Offeror's explanation will be reviewed as part of the evaluation.

b. Shall provide the Government with the authorization to prepare back-up copies of all software used in the CCS without restriction.
c. Shall be responsible for the maintenance of the CCS software while the CCS contract is in effect.

d. Shall test and validate with Government approved test procedures all proposed CCS software modifications and updates before they are delivered to the Government.

e. Shall provide the Government copies of all validated software updates and modifications and the associated test procedures.

f. Shall assists the Government in software verification, integration, and regression test as specified in the AFSSVS contract.
g. The Contractor shall provide a letter of release for copyrighted material that authorizes the Government to reproduce all copyrighted materials delivered in accordance with the CCS contract.  (CDRL:  PGM002)
3.1
Program Management 

The Contractor shall plan, organize, direct, and control all the activities necessary to meet the requirements of the CCS SOW and Specification.  The Contractor shall assign a Program Manager who shall have the responsibility for controlling and coordinating all work to be performed.  The Program Manager shall have the resources and the authority to ensure efficient and timely program execution and shall be the single focal point within the Contractor’s activity for all required program tasks.  The Program Manager shall be prepared at all times to discuss, with the Contracting Officer (CO) and/or the Contracting Officer's Technical Representative (COTR), the current status of all contract requirements.  The Contractor shall continuously monitor the technical performance of this contract and of related subcontracts that are under the Contractor’s control.
3.1.1
Program Control

The Contractor shall implement a system for program control, or in the event such a system already exists, shall utilize that system for internal schedule performance, control, and measurement.   The Contractor shall determine the general management procedures to be used in each and all major program and functional areas.  The Contractor shall maintain total data management, including monitoring, reporting, status accounting, and correlating (e.g., Government change requirements versus implemented changes) all changes.  The Contractor shall maintain a database to track the status of all problem reports (hardware and software) and maintain records to verify corrective action.  The Contractor shall control the generation, receipt, approval, storage, and delivery of sub-Contractor data.  The Contractor shall ensure that sub-Contractor data satisfies all of the engineering, logistics, and technical requirements of the contract.
3.1.2
Network Logic Schedule

The Contractor shall prepare and deliver a Network Logic Schedule (NLS).  The NLS shall show the flow of work necessary to accomplish major program objectives and deliverables of the CCS.  The purpose of the NLS is to show the dependency of the events and activities, and to determine the most critical path of these dependencies from start to program completion.  The Government will use the NLS to assure planning by the Contractor has been completed and contains the detail needed to evaluate the total program cost, schedule, technical progress, or alternate courses of accomplishing work.  The NLS will also be used to pretest schedule change decisions prior to implementation to determine the effect on downstream events.  The schedule shall be updated every month and a schedule status provided at each program management review (PMR).  (CDRL:  PGM001)
3.1.3
Conferences, Meetings, and Reviews

As part of their program management responsibilities the Contractor shall plan, support, conduct, and participate in the conferences, meetings, and reviews.  The Contractor shall ensure the participation of key and knowledgeable personnel to support the topics identified in the Government approved agenda.  There shall be a free exchange of ideas between the Contractor and the Government in order to establish CCS program progress and to identify technical problems and the action plans required to resolve the problems in a timely manner.

Unless otherwise specified by the Government, when the conference, meeting or review is conducted at the Contractor’s facility, the Contractor shall be responsible for preparing and submitting the proposed agenda and the minutes for Government approval.  The Government will be responsible for preparing the agenda/minutes for meetings scheduled at other than Contractor facilities.   (CDRLs:  ADM001, ADM002)
3.1.3.1
Post Award Conference

The Contractor shall plan, host, provide administrative support, and participate in a Post Award Conference (PAC) to be held at the Contractor’s facility following contract award.  The Contractor shall conduct the PAC in accordance with the schedule in Section F.  During the PAC, the Contractor shall brief its plans and schedule for satisfying each of the SOW requirements.   (CDRLs:  ADM001, ADM002)
3.1.3.2
Program Management Review (PMR)

The Contractor shall plan, prepare, conduct, and provide administrative support for quarterly program management reviews (PMRs).  Each PMR shall include a review of the technical, schedule, and cost aspects of contract performance, program accomplishments (e.g., milestones met), problems, risks, forecasts, open action items from previous meetings, and sub-contractor activities.  The first PMR shall be held no later than 30 days after the PAC.  The Contractor shall prepare the agenda and minutes (CDRLs:  ADM001, ADM002).  The agenda shall include Contractor briefings on the status of the CCS program and contract deliverables, issues and concerns, program schedule, problems, and open action items and action plans. The Contractor shall ensure the participation of key and knowledgeable technical personnel, including sub-contractor personnel, for each of the topics identified in the agenda.

PMRs shall be held at the Contractor’s facility, unless otherwise directed by the Government.

3.1.3.3
Technical Interchange Meetings

At the request of the Government or of the Contractor, Technical Interchange Meetings (TIMs) may be scheduled to discuss any issues (e.g., technical, programmatic, logistics and training) that require mutual resolution or further clarification.  The Government may approve requests for TIMs initiated by the Contractor.  The Government or the Contractor shall initiate written or telephonic notification of the need for a TIM no later than three days prior to the desired date for the TIM.  Unless otherwise specified by the Government, TIMs will be held at the Contractor’s facility.  
A total of 24 TIMs per calendar year, average of two (2) per month and an average duration of one (1) day, are anticipated prior to system acceptance.  Additional TIMs subsequent to system acceptance are individually priced.  All TIMs, not telephonic, shall take place at the Contractor’s facility unless the Government pays Contractor travel.
3.2
Configuration Management (CM)
The Contractor shall implement an internal Configuration Management program on all CCS hardware, software, firmware and documentation for the life of this contract
The Contractor shall assign a Configuration Manager to the CCS Program.  The Configuration Manager shall be the Contractor’s point of contact (POC) for all configuration management related issues.

3.2.1
Configuration Control

The Contractor or Government may initiate a change to the Government approved baseline.  Contractor initiated changes to the Government approved baseline shall be submitted to the Government for approval in accordance with the contract, e.g., Engineering Change Proposal (ECP), Deviations and Waivers, as applicable.  In addition, the Contractor shall submit specification change notices (SCN) to the Government to implement approved ECPs.  (CDRLs:  CMP001, CMP002, CMP003, CMP004)
Internal configuration control procedures shall include maintaining and continuous updating/posting of approved ECPs to the CCS baseline so it reflects the current approved CCS configuration.

3.2.2
Configuration Audits

The Contractor shall support the Government conducted configuration audits by providing use of a conference room, access to all CCS documentation and equipment (hardware/firmware/software), and access to appropriate Contractor employees assigned to the CCS contract activities. The Configuration Audit shall take place in accordance with Section F.  Configuration audits shall enable the Government to establish a system baseline traceable to the requirements in the CCS specification.  The Contractor shall provide information that shows how and where the requirements are allocated within the CCS architecture.  The Contractor shall provide enough detail to determine appropriate part number and revision level for all hardware, firmware, and software. This baseline shall be documented in the Configuration Audit Summary Report (CDRL:  CMP005).  The Contractor shall update this report throughout the lifecycle of the CCS contract.
3.3
Conference Control System (CCS) 

3.3.1
Hardware and Software Development

The Contractor shall perform all necessary hardware and software development required to meet the requirements defined in the CCS specification.  These requirements shall be incorporated into the system presented to the Government for Formal Qualification Test (FQT) in accordance with the schedule in Section F of this contract.
After the successful completion of FQT, the Contractor shall deliver and install the CCS system at the Government CCS facility in accordance with Section 3.5 below.   The Contractor shall conduct Site Acceptance Test (SAT) and prepare and deliver a site acceptance report (SAR).  (CDRL:  IMP003)
3.3.2
Computer Human Interface (CHI) Development

The Contractor shall assist the Government in conducting a CHI assessment of the CCS.  This assessment shall consist of a team of Government users evaluating the presentation and usability of the CCS CHI.  The Contractor shall provide qualified personnel to instruct the user team on the functions of the CCS and assist the Government in the overall CHI assessment.  Unless otherwise ordered by the Government, this assessment shall take place at the Contractor’s facility.

The Contractor shall provide the platform and medium for the assessment (henceforth called the CHI demonstration system).  The CHI demonstration system shall have enough functionality that the user can assess the user interface functions of the CCS as defined in the CCS Specification paragraphs 3.2.4.10.  The CHI demonstration system functionality is intended to be user interface oriented and does not need to have switching functionality.  The CHI demonstration system shall be delivered in accordance with the schedule in Section F of this contract.  The Contractor shall deliver, install, and checkout the system prior to use by the Government.  The CHI demonstration system shall be maintained by the Contractor and shall be removed when directed by the Government.
3.4
Test Program 

The Contractor shall develop and implement a test program to verify the system's physical, functional, and performance requirements both in the production facility and at the delivered site.

The Contractor shall furnish equipment, space, test plans and procedures, and personnel to accomplish all testing performed in the Contractor’s facility.  The Contractor shall furnish the test equipment, tools, test plans and procedures, and personnel required for installing and testing equipment at the CCS site.

3.4.1
Contractor Master Test Plan (CMTP)
The Contractor shall prepare and deliver a Contractor Master Test Plan (CMTP) for the CCS.  The CMTP shall also include, in separate subsections or appendices, detailed test plans for each Contractor conducted test identified in this SOW.  The CMTP shall include the Contractor’s test concept, plan for test management, data collection and evaluation, reports to be delivered to the Government, and the verification requirements traceability matrix (VRTM) that identifies each CCS Specification requirement with the procedures that will be used to demonstrate compliance with the CCS Specification.  When approved by the Government, the CMTP shall serve as the overall test control document for the Contractor’s CCS test program.  (CDRL:  TES001)
3.4.2
Test Procedures

The Contractor shall prepare test procedures for all Contractor tests.  No testing shall commence until the CMTP is approved by the Government.   All test procedures shall contain the step-by-step instructions for the set up/conduct of each test, and the collection of data during each test run.  Test procedures for each test shall include the data collection forms, discrepancy report forms (i.e., program trouble report (PTR), and test log data.

The Contractor shall develop and submit to the Government separate test procedures for each of the following tests:

a. Formal Qualification Test (FQT):  The Contractor shall prepare FQT Procedures (CDRL:  TES002), and conduct FQT activities at the Contractor’s facility.  The purpose of FQT shall be to verify the integrated voice switch product meets all system specification requirements.

(1) FQT entrance criteria requires:
· Successful completion of a Configuration Audit described in Section 3.2.2 Configuration Audits.

· Successful completion of the test readiness review (TRR).

· Government approved CMTP, VRTM, and FQT test procedures.

(2) FQT exit criteria requires:
· All test cases have been executed and PTRs have been generated for each failure.

· All PTRs have been resolved/fixed or deferred to a later release with Government approval.

· All changes made as a result of PTRs have been regression tested and the PTRs verified to have been satisfactorily corrected.

· The test report has been approved by the Government.

· The Contractor has updated all required documentation to reflect changes made during testing.
· The Contractor has completed an interim FQT report (CDRL:  TES004) and it has been approved by the Government.

(3)
In addition to verification of all Specification requirements, Contractor FQT shall include provisions for:

· FCC Registration;

· Intelligibility Test;

· Electromagnetic Compatibility (EMI, EMC) Tests;

· Electrostatic Discharge (ESD) Test;

b.
Site Acceptance Test (SAT):  The Contractor shall prepare SAT Procedures (CDRL:  TES003).  The purpose of SAT shall be to verify that the installed system does not operate or perform differently then it did at the completion of FQT.

(1) SAT entrance criteria requires:

· Completion of FQT.

· Completion of all installation activities.

· Prior notification by the Contractor of intent to begin testing.

(2) SAT exit criteria requires:
· All hardware and site configuration issues identified during SAT have been successfully resolved or the Contractors corrective action plan has been approved by the Government.

· The Government has evaluated all issues identified during SAT and the Contractor has resolved the issues or the Government has approved the Contractor’s corrective action plan.

· The Contractor has completed an interim SAT report (CDRL:  TES004) and it has been approved by the Government.

3.4.3
Conduct of Tests

The Contractor shall perform all testing required to verify the CCS, as designed and implemented, satisfies the requirements of the CCS Specification.  This testing shall include formal qualification test (FQT) and site acceptance test (SAT) at the CCS Government location.  If the Contractor cannot perform required tests, e.g., EMI, EMC, ESD, in a Contractor facility, then a Contractor selected/Government approved testing laboratory shall perform such tests.

The Contractor shall conduct each test in accordance with following guidelines:

a. Tests shall be conducted in accordance with the Contractor developed and Government approved test plans and procedures.  Deviation from the approved procedures can occur at the direction of the Government.  All deviations from the Government approved procedures shall be noted in the test log and redlined on the working procedures document.  

b. The Contractor shall provide the Government a Notice of Intent to conduct test(s).
· The Contractor shall conduct a dry run using all the applicable test procedures and scenarios prior to the start of a formal test.

· For FQT testing, the Contractor shall provide the Government not less than 15 calendar days advanced notice prior to the test start date and confirmation of the test starting date and expected length of the test 7 calendar days in advance of the start of test.

· For SAT, the Contractor shall coordinate a test start date with the Government prior to the start of testing.

· All documentation (test plans and test procedures) related to the test to be performed shall be approved by the Government prior to issuance of the Notice of Intent.

· The Contractor shall provide justification to the Government for any exception(s) to the 15 and 7 days advanced notification requirements.

c.
The Contractor shall conduct a test readiness review (TRR) for the Government prior to the start of FQT.  Purpose of the TRR shall be to verify the Contractor’s planning and preparation for the test(s).  During the TRR, the Contractor shall address the following topics:

· Test plan changes.  Identify and discuss all changes to the Government approved Contractor master test plan (CMTP).  

· Test procedures.  Provide complete sets of Contractor prepared and Government approved test procedures to be used during the test and identify all procedure changes.

· Dry run test cases, procedures, and results.  

· Test resources.  Provide an update on the status of test personnel, test equipment, and test facilities.

· Test limitations.  Identify all test limitations imposed by schedule, performance, or other program limitations.

· System problems.  Provide a summary of all pending discrepancy reports that will not be resolved prior to start of test.

· Schedule.  Provide a schedule for all of the planned test activities. 

· Documentation updates.  Provide updates for all of the documentation to be used during the test.
d.
The Contractor shall brief the Government prior to the start of each test.  The briefing shall describe the Contractor’s readiness for the test, the objective(s) of the test, a description of the test scenarios, and the expected test results.  During the test period, the Contractor shall provide daily pre- and post-run test briefings.  Pre-test briefings shall explain the day’s scheduled test runs and the expected results.  Post-test briefings shall provide a synopsis of the day’s test results and significant events.
e.
Prior to the start of test, the system under test (SUT) shall undergo a unit-under-test baseline inspection by the Government.  After the inspection, the Government will seal the system and establish the unit-under-test (UUT) baseline configuration.
f.
The Government reserves the right to add or remove test observers during any phase of the testing.

g.
The Contractor shall maintain an official test log containing test identification, description of the unit under test, copies of the calibration certificates for all test equipment, date and time of test, procedures, collected results, and discrepancy reports.  The test log shall also record all changes to the unit-under-test configuration.  After the test has been correctly performed, the Contractor shall sign and the Government will co-sign the test log and test results.
h.
The Contractor shall record all test discrepancies (i.e., Contractor deviation(s) from the Government approved procedures without prior approval from the Government or the system failed the tests) in the test log and on a program trouble report (PTR) form.  The PTR shall identify the test procedure, the expected outcome, the actual outcome, and describe the circumstances for the discrepancy.  The Contractor’s test director and the Government shall sign the PTR report.  The Contractor shall maintain a file of all PTRs and related Government request for clarifications.  The Contractor shall analyze the test results to determine if the results are acceptable.  The Contractor’s quality assurance (QA) manager shall report the results of the analysis and provide a recommendation(s) to the Government.  The Government will decide whether or not to accept the results/recommendations or to require a retest.

(CDRL:  TES004)
i.
The Contractor shall submit request for deviation(s) or waiver(s) to test requirements to the Government.  The Government may defer requirements that cannot be verified during the current phase of testing.

(CDRLs:  CMP002, CMP003)

j.
The Contractor shall prepare test reports for each test conducted.  The test reports shall include copies of the test log, completed/authenticated test data collection sheets, tests and PTR reports, and an analysis of the test data, in a Government approved Contractor format.  The Contractor shall prepare updated reports to include the data collected and analyzed for any Government directed retesting.  The Contractor shall deliver preliminary test reports within 15 days of completion of the test.  (CDRL:  TES004)
k.
The Government reserves the right to witness or actively participate in all tests, informal or formal, of the CCS system or any subpart thereof, and to review any or all test data and results, including Contractor dry-run tests data.  The Contractor shall permit the Government full and unencumbered access to all CCS related testing activities and related documentation.

3.4.4
Retest

The Contractor shall correct all CCS failures/discrepancies identified during testing. The Government reserves the right to determine the scope of retest, i.e., complete retest, partial retest (e.g., testing to demonstrate discrepancies/failures noted during the test have been resolved/fixed), or no retest.

The Contractor shall document all fixes for the discrepancies/failures discovered during testing, and retest and validate the fixes.  The Contractor shall coordinate the retest start date with the Government.  The Government will determine the actual start date for the retest.  During the coordination, the Contractor shall provide a schedule and the agenda for the retest(s) and copies of the documentation supporting the retest, i.e., identification of the problem, the proposed modification, and the procedures that will be used during the test.

The retest shall be conducted in accordance with the original procedures, or as modified and approved by the Government.  Retest shall be conducted in the presence of the Government.  The Government will witness all tests and validate the test results collected.  (CDRLs:  TES002, TES003, TES004)

3.4.5
FAA Conducted Tests

As ordered by the Government, the Contractor shall provide technical support to Government conducted tests.  It is anticipated that the Government will conduct tests subsequent to SAT.  These tests will validate the interoperability of the CCS with other NAS elements (e.g., telecommunications services) and assess user suitability of the CCS in an operational environment.
This effort shall be ordered via CLIN X011 and a task order issued in accordance with the process described in Section H.11.  Contractor personnel and the materials to perform support tasks shall be available within 24-hours after receipt of notification from the Government.
3.5
Implementation

The Contractor shall deliver to and install, integrate, and test the CCS at the Government designated site.  The Contractor shall provide the personnel, tools and test equipment, software, materials, and services required to meet this requirement.  The Contractor shall provide full-time supervision and direction of Contractor/sub-contractor personnel during all phases of the installation activity.  

3.5.1
Site Survey

As ordered by the Government, the Contractor shall conduct a detailed site survey in conjunction with designated Government representatives to determine the CCS configuration and site preparation requirements.  The Contractor shall conduct the site survey as delineated in Section F.
While performing site survey activities, Contractor personnel shall abide by all Government security requirements in effect at the site.

After the site survey, the Contractor shall deliver a site survey report (CDRL:  IMP001) and site survey worksheets to the Government for approval.  The Contractor shall document the findings of the site survey in the Site Installation Plan (SIP).

(CDRL:  IMP002)
3.5.2
Site Installation Plan (SIP)

The Contractor shall prepare and deliver a Site Installation Plan (SIP) to the Government for approval.  The SIP shall contain the detailed narrative, graphics, and material requirements necessary to receive, install, integrate, check out, and test the CCS, including the site-specific checklist of implementation activities to be completed by the Contractor.  The SIP shall also identify any required Government equipment and resources not previously listed as being provided by the Government (e.g., Government Furnished Equipment/Property, specific site preparation activities such as cable trays or electrical breaker panels).
The SIP shall list any site-specific equipment delivery, equipment installation, and security requirements/restrictions/limitations identified by Government site personnel during the site survey.  (CDRL:  IMP002)
3.5.3
Packing, Shipping, Off-Loading, and Placement

The Contractor shall be responsible for the packing, shipping, and delivery of all CCS equipment and material from the Contractor’s facility to the designated Government site.  The Contractor shall be on-site to accept delivery of the equipment and shall provide any material handling equipment (MHE) required for off-loading and moving the equipment from the receiving dock to the location where it is to be staged/installed.  The Contractor shall remove all CCS equipment packing and shipping materials and other installation generated trash from the site.

The Contractor shall include a copy of each shipment’s packing list and site specific bill of materials (BOM) with each shipment and shall provide a copy of each packing list and site specific BOM to the addressees specified by the Government.   (CDRL:  IMP004)
3.5.4
Equipment Installation

The Contractor shall participate in a Government in-briefing at the CCS facility prior to initiating installation activities.  The Contractor shall physically install all CCS equipment, including backroom equipment racks and position equipment, in the Government designated locations within the facility.  The Contractor shall supply all mounting hardware and tools necessary to attach the CCS equipment to rack assemblies, facility flooring, or other connection points as required.
During the CCS installation, the Contractor shall amend all site-specific Contractor generated drawings to reflect any adds, moves, and changes.  This amending process applies to all site-specific Contractor generated drawings that were site adapted during installation.  The Contractor shall provide a revised/final version of the CCS as built and installation drawings to the Government as part of the site acceptance report (SAR). (CDRL:  IMP003)
The Contractor shall accomplish all installation work  in accordance with the National Earthquake Hazard Reduction Act of 1977, FEMA Handbook #273, NEHRP Guidelines for the SeismicRehabilitation of Buildings, and FEMA Handbook #74, Reducing the Risks of Nonstructural Earthquake Damage.

The Contractor shall remove all CCS related excess materials (e.g., packing materials, cable scraps, containers etc.) prior to site acceptance by the Government. 
The Government will be responsible for the removal and disposal of the displaced switch and ancillary equipment.  
Unless otherwise directed by the Government, after completion of the CCS installation, the Contractor installation personnel shall participate in a Government out-briefing prior to departing from the facility.

3.5.5
Adds, Moves, and Changes

As ordered by the Government, the Contractor shall provide technicians and general labor category personnel to provide services at facilities where CCS hardware is being, has been, or will be installed by the Contractor.  The technicians provided by the Contractor shall be familiar with operation and maintenance of the CCS system and shall be responsible for supervising the general labor category personnel when used.  The services shall include adding, moving, and changing CCS hardware or associated equipment.  These services shall be exclusive of those provisioned under the fixed price provisions of this contract and shall be covered by task orders.

3.5.6
Tools and Test Equipment

The Contractor shall provide all tools, test equipment, and test jigs required to install, test, and maintain the CCS system until it is accepted by the Government.
As ordered by the Government, the Contractor shall prepare and deliver to the Government a list (CDRL:  LOG003) of all the tools and test equipment, and test jigs that will be required to inspect, test, calibrate, service, and repair the CCS.  This list shall include only the tools and test equipment, and test jigs required to perform Contractor recommended site level maintenance tasks (e.g., fault isolation and replacement to the line replaceable unit (LRU) level, periodic maintenance, etc.).  The list shall be in Contractor format, provide a detailed description of each tool and test equipment, and test jigs, the tool/test equipment’s part number and manufacturer’s commercial and government entity code (CAGE), and the quantity required at the site to support the CCS.  The Contractor shall ensure that the tools and data on the list agrees with the tool and test equipment information contained in CCS technical documentation (e.g., BOM, operator’s manual, maintenance manual ,etc.).  (CDRLs:  IMP004, DOC001, DOC002, DOC003)
3.5.7
Electrical Installation and Cabling

The Contractor shall provide and install all cabling, wiring, connectors, and associated hardware within the CCS, and between the CCS and the Government provided demarcation point for connection to external equipment and power.  This includes Contractor furnished electrical cabling and connectors for all special test equipment.  All electrical work shall be accomplished in accordance with NFPA-70, local codes (if applicable), the CCS Specification, and FAA-C-1217F.

3.5.8
Site Installation Constraints

The Contractor shall perform all installation activities in such a way that there will be no impact on the CCS facility’s operations.  The Contractor shall make adequate provisions in personnel staffing and procedures to allow for flexible use of the on-site personnel to avoid conflicts with Government activities.  The Government will endeavor to permit Contractor installation and checkout to proceed during normal facility operational hours, however, the Government cannot guarantee that Contractor CCS installation activities will be accommodated during normal facility operating hours.  The Government’s technical onsite representative (TOR) will determine the Contractor’s work hours and adjustment to said hours on a case-by-case basis.  For planning purposes the Contractor shall plan to:

· Perform installation and checkout activities after normal facility working hours, e.g., 2200 - 0600, local facility time.

· Perform transition installation of CCS equipment during the November through March time frame.

While performing installation activities, Contractor personnel shall abide by all Government security requirements in effect at the site.
The Contractor shall participate in a Government in-briefing at the site prior to initiating installation activities.  The Contractor shall also participate in a Government out-briefing at the completion of the installation prior to departing from the facility.

3.6
Training

As ordered by the Government, the Contractor shall prepare and deliver a Personnel Qualification Report (PQR) to the Government for all personnel involved in the preparation or presentation of CCS training and certify that these individuals are knowledgeable about and qualified to operate or maintain the CCS equipment.
(CDRL:  TNG001)

As ordered by the Government, the Contractor shall prepare and deliver a Tasks and Skills Analysis (TASA) report that identifies the impact the introduction of the CCS equipment and technology will have on the current Government work force and identifies the air traffic (AT) and airway facilities (AF) specialists skills required to operate and maintain the CCS.  (CDRL:  TNG002).
3.6.1
Training Deliverables
As ordered by the Government, the Contractor shall prepare, deliver, and conduct training for Government personnel that will be responsible for operating, testing, and maintaining the CCS.  The Contractor shall revise or supplement the CCS training materials/documentation to correct deficiencies, errors, or omissions identified during the Government’s training review process.

All CCS training materials/documentation shall be free from encumbrances that prohibit the reproduction or use by the Government for training and ‘official Government purposes’ in support of the CCS.  This shall include but not be limited to copyrighted or registered documentation and software delivered under the CCS contract.  The Contractor shall provide a letter of release for copyrighted material that authorizes the Government to reproduce the CCS copyrighted materials for training and other CCS-related functions.  (CDRL:  PGM002)
Unless otherwise directed by the Government, training materials/documentation shall be delivered in both paper and electronic file format (i.e., 3.5” diskette or compact disc read only memory (CD-ROM) compatible with Microsoft Windows suite of products).   All graphics shall be originated in Power Point format compatible with Microsoft Office suite of products.  All electronic file contents shall exactly match the paper/printed versions of submitted materials.  In the event of discrepancies between the paper/printed and electronic versions, the paper/printed version shall prevail.  The electronic submissions shall be free from any restrictions that would prevent the Government from modifying or copying the data.
The Contractor shall use available CSS COTS/NDI training materials and documentation if the materials and documentation:


a.
Satisfy the general course outcomes as determined by the TASA;


b.
Satisfy the requirements identified in the Contractor’s training plan;


c.
Are approved by the Government.
As ordered by the Government, the Contractor shall prepare and deliver a COTS Training Materials Report to the Government.  The Contractor shall provide with the Report two copies of COTS training materials/documentation cited in the Report.  (CDRL:  TNG003)  All CCS documentation and reference materials shall be approved by the Government prior to use in training Government personnel.
As ordered by the Government, the Contractor shall conduct AT and AF training at the Contractor’s facility and at the CCS facility.  When training is conducted at the Contractor’s facility, the Contractor shall provide the equipment required for classroom and laboratory (i.e., hands-on) training, including all required tools, support and test equipment, and reference materials.  When training is conducted by the Contractor at the Government’s facility, the Contractor shall coordinate with the Government for the use of CCS equipment, shall provide the tools, support and test equipment, and the reference materials required to support the training.

a.
For training for Government instructors, the Contractor shall provide each class participant, a copy of all instructor materials (e.g., lesson plans, media materials, student guides, course handouts, etc.,) used in the course.  The class participants shall retain all materials issued to them.  (CDRL: TNG004)


b.
For training for Government AT and AF specialists, the Contractor shall provide each student with a set of instructional materials (e.g., student’s guide and documentation) for the course.  The student shall retain all course and instructional materials issued during the course.


c.
For all training courses conducted, the Contractor shall provide each student with a Certificate of Training (CoT).  The CoT shall be in the Contractor’s format and contain as a minimum:  course title, hours of training completed, location of the training, class start and end dates, student’s name and organization, and course grade (pass/fail) attained.   (CDRL:  TNG005)
3.6.2
Training Courses
All training developed or revised by a Contractor shall meet or exceed the appropriate Occupational Safety and Health Administration (OSHA) regulations (i.e., OSHA 29 CFR 1910.268, 1910.301 through 1910.308, 1910.331 through 1910-335, and 1910.339).  OSHA safety regulations shall be integrated into course content, as appropriate.  All instruction shall emphasize each person’s accident prevention responsibilities, both as an individual and as a representative of the Government.  Safety precautions related to training on the operations, maintenance, and/or troubleshooting of equipment must be a prominent part of the training.

The Contractor shall not conduct any CCS training course until the training courses have been approved by the Government.

3.6.2.1
CCS Air Traffic (AT) Training
As ordered by the Government, the Contractor shall prepare and deliver CCS Air Traffic (AT) training.  This training shall provide detailed technical instructions, including hands-on training for Government trained/certified AT specialists who will be responsible for performing CCS operator functions and tasks.

3.6.2.2
CCS Air Traffic Supervisor Training

This course shall provide detailed instruction, including hands-on training, on the CCS reconfiguration capabilities.  Students will be Government trained/certified air traffic supervisors, support specialists, or controllers-in-charge (CIC) and have completed the CCS AT operator/specialist training.

3.6.2.3
CCS System Administrator (SA) Training

As ordered by the Government, the Contractor shall prepare and deliver CCS System Administrator (SA) training.  This training shall provide detailed instruction, including hands-on training, on the CCS system administration functions and tasks.

3.6.2.4
Information System Security (ISS) Training

As ordered by the Government, the Contractor shall prepare and deliver CCS Information System Security (ISS) training.  This training shall provide detailed technical instructions, including hands-on training, on the system security aspects of the CCS system and shall be incorporated into appropriate AT and AF training modules.  

Upon successful completion of this training, CCS supervisory personnel and AT/AF specialists will be able to accomplish all the security objectives applicable to their areas of responsibility.

3.6.2.5
Airway Facilities (AF) Training

The Contractor shall prepare and deliver CCS training.  This training shall provide detailed technical instructions, including hands-on training for Government trained/certified AF specialists who will be responsible for performing CCS maintenance functions and tasks.  Upon successfully completing the training, the student will have the knowledge and skills to perform site maintenance tasks for the CCS.  Government candidates for this training will be trained electronics technicians with expertise in the repair of communications switching equipment and with a basic knowledge and understanding of voice switching system operation and maintenance.
3.6.2.6
Training Updates for System Refreshes and Upgrades
As ordered by the Government, the Contractor shall provide updates to the training documentation if modifications to the CCS impact the validity of the training.

3.7
Conference Control System (CCS) Warranty

The Contractor shall provide a 12-month warranty for the CCS beginning with Government final site acceptance.  During the warranty period, the Contractor shall repair or replace, at no cost to the Government, all hardware, software, and firmware components that fail (see also H.30).  

The Contractor shall serve as the Government’s single point of contact for repair work that is covered under any and all warranties (i.e., OEM pass through warranty(s), CCS Contractor warranties) provided with the CCS hardware and software.

The Contractor shall establish and staff a toll-free telephone warranty response service through which replacement parts can be ordered by the Contracting Officer or designated representative.  The warranty response service shall be available 24 hours a day, 7 days week, including holidays.  The Contractor shall ship replacement LRU(s) so that it is received at the site within 24 hours after the Contractor receives the telephone request from the Government.

3.8
CCS Failure Summary and Analysis Report

The Contractor shall maintain a record of all failed or faulty units returned to the CCS depot for repair beginning at the completion of Government SAT and continuing for the life of the CCS contract.  The Contractor shall prepare and deliver a CCS Failure Summary and Analysis Report (CDRL:  LOG004) beginning 30 days after Government acceptance of the CCS.  The initial report shall be delivered monthly, however, the Government reserves the right to change the frequency of the report (i.e., less frequently, e.g. bi-monthly, quarterly or semi-annually) depending on the performance of the CCS.  The report shall be in Contractor format and include hardware and software sections as described below:

a.
The hardware section of the report shall include the LRU noun nomenclature, part number (PN), serial number, date and description of the fault reported by the site, date the replacement LRU was shipped by the Contractor, date the Contractor received the failed LRU, and a description of the fault(s) found by the Contractor.


b.
The software section shall include the date and description of the software fault reported by the site, date the Contractor completed the repair and a description of the repair(s) performed by the Contractor.

The report shall include a trend analysis to identify frequently failing hardware components and software;  and planned fixes to improve the reliability/mean-time-between-failure of the hardware/software.

3.9
Maintenance Concept
The CCS shall be supported by three levels of maintenance:  site, engineering support (2d level), and depot in accordance with FAA Order 6000.30C, National Airspace System Maintenance Policy.  This concept assumes the use of modular designed equipment, which enables Government site level personnel to correct equipment failures on-site by fault isolation to and replacement of faulty line replaceable units (LRUs).

3.9.1
Site Level Maintenance

Site maintenance will consists of all the maintenance activities performed on equipment while it is installed in its operating environment and includes both corrective and preventive maintenance actions and the installation of authorized/approved electronic equipment modifications (EEMs).
The Government AF specialists will perform fault isolation to the LRU level and will restore service by replacing the failed LRU(s) using on-site spares.   After restoring service, the site will notify the Contractor’s toll free advisory service that an LRU(s) requiring repair is being returned and request that a replacement LRU be shipped from the Contractor’s E&R stock.  Upon receipt of notification, the Contractor shall provide the site a work order number and notify the Contractor’s depot to ship a serviceable replacement LRU from the CCS E&R stock.

The Contractor shall ship the replacement LRU in a reuseable shipping container within 24-hours of notification via the most expeditious means available, e.g., over-night mail, Federal Express (FedEx), or United Parcel Service (UPS).  The Contractor’s return of repaired items and components shall be free on board (FOB) destination.

Upon receipt of the replacement LRU, the Government site will return the failed LRU to the Contractor using the reusable container in which the replacement LRU was received and affix the Contractor’s prepaid shipping label provided by the Contractor with the replacement LRU.

The Contractor shall be responsible for maintenance at the CCS site until the completion of site acceptance test (SAT) and the Government has the capability to perform the site maintenance tasks.
3.9.2
Engineering and Technical Support Services
As ordered by the Government, the Contractor shall provide technical personnel and the necessary materials to perform a variety of CCS tasks at the Contractor’s plant, Government CCS facility, or other locations as directed by the Government.  Support tasks include and are not limited to:

· Identifying and correcting systemic deficiencies;

· Developing system improvements;

· Developing and maintaining software programs
· Developing and maintaining technical publications;

· Providing on-site maintenance support;

· Providing assistance to system specialists to correct CCS problems;

· Providing on-site troubleshooting of CCS failures, performance, and functional anomalies;

· Providing on-site technical support during Government CCS testing.
Contractor personnel responsible for providing this support shall have a detailed understanding and knowledge of the CCS system’s hardware, software, firmware and functional and performance features sufficient to perform the support tasks.
This effort shall be ordered via CLIN X011 and a task order issued in accordance with the process described in Section H.11.  Contractor personnel and the materials to perform support tasks shall be available within 24-hours after receipt of notification from the Government.

3.9.3
Contractor Depot Logistics Support (CDLS)
The Contractor shall provide Contractor depot logistics support (CDLS) for the CCS and ancillary repairable items provide in accordance with the CCS contract.  A repairable item is defined as a module, circuit card assembly (CCA), line replaceable unit (LRU), and tool and special test equipment.

CDLS shall begin immediately after expiration of the CCS warranty (i.e., one year after the Government acceptance of the CCS).  At the end of the warranty period, the Contractor shall have the capability and expertise necessary to repair all CCS repairable items and components.
During CDLS, the Contractor shall:

· Manage the depot repair program.
· Safeguard, store and manage the CCS exchange and repair (E&R) spares.

The Contractor shall furnish all qualified labor, supervision, materials, equipment, tools, appliances, and services to repair all equipment delivered under the CCS contract.  Under CDLS, the Contractor shall provide E&R services on a per occurrence basis.
3.9.4
Post-Acceptance Maintenance and Technical Assistance

As ordered by the Government, the Contractor shall provide technical assistance to Government personnel responsible for the maintenance of CCS hardware, firmware, and software.  Technical assistance shall consist of the following:

a. Help Desk: Establishment of a 24-hour, 7-days-a-week (24x7), toll-free telephone advisory service through which CCS technical experts (i.e., systems engineer(s), computer programmer(s)/technician(s), hardware maintenance technician(s)) with experience on the Government's CCS hardware, firmware, and software are available to provide assistance to the Government in resolving CCS problems.  Assistance from the Contractor shall be available by telephone within two hours after a request is received from the Government.

b. Onsite Technical Assistance: Establishment of an on-site support capability through which fully qualified Contractor CCS engineers/computer/software technicians/maintenance technicians are available to provide on-site repair and technical assistance within 24 hours, including weekends and holiday periods, after receipt of a request from the Government.  

The Contractor shall provide personnel who have CCS experience in the following specific areas:

1)
Use, capabilities, and limitations of the supplied operating system;
2)
Use, capabilities, and limitations of the software development tools;

3)
Interactions between the software development tools and the supplied operating system;

4)
Accessing failure report information from application software;

5)
Utilizing the communications capabilities of the supplied hardware and software;

6)
CCS hardware design;

7)
CCS software design; and,
8)
CCS functional operations of operator positions, supervisor positions, and maintenance positions.
3.10
Integrated Logistics Support (ILS) Program

The Contractor shall plan, manage and execute an ILS Program in accordance with the requirements contained in this SOW.  The objectives of the Contractor’s ILS program shall be to ensure support for the life of the CCS contract.
3.10.1
ILS Management

The Contractor shall designate a CCS ILS Manager to function as the Contractor’s ILS interface with the Government on all matters related to the management and execution of CCS logistics and training tasks.  The ILS manager shall be responsible to the Contractor’s Program Manager for all ILS related requirements.  The ILS Manager shall serve as the Contractor’s focal point for interface with the Government on all matters relating to the CCS ILS Program.

3.10.2
CCS Hardware Breakdown Structure

As ordered by the Contractor shall provide a CCS top-down hardware breakdown structure to the LRU level.  The Contractor shall update the breakdown structure after Contractor and Government hardware audits.  (CDRL:  LOG001)

3.11
Provisioning Conference

As ordered by the Government, the Contractor shall host and support a provisioning conference (PC).  The PC shall be held at the Contractor’s facility unless otherwise specified by the Government.  

During the PC, the Contractor:

· Shall provide CCS drawings (e.g., rack and component level drawings), both proprietary and non-proprietary, available for Government to use as references.  The Government will not copy or remove any proprietary data from the Contractor’s facility.

· Shall have samples of CCS systems, assemblies, and parts  available for examination for the duration of the conference.

· Shall furnish technically knowledgeable personnel to disassemble the CCS equipment to the extent required by the Government, and such tools as may be needed for disassembly/reassembly.

· Shall provide facilities, e.g., office space, conference room, access to telephone/facsimile, etc., for the Government provisioning team and Contractor personnel.  The number of Government participants in the PC will be provided to the Contractor prior to the conference.

· Shall ensure the participation of Contractor personnel with detailed knowledge of the subject matter they represent, e.g., provisioning, provisioning and technical documentation, hardware/software maintenance, engineering and system design, etc.
· Shall provide copies of the Contractor’s Government approved top-down breakdown structure and recommended site spares list.  (CDRLs:  LOG001, LOG002)
3.11.1
Cataloging
As ordered by the Government, the Contractor shall screen through the Defense Logistics Information Service (DLIS), for national stock numbers (NSNs) all the Contractor’s recommended site replaceable and depot exchange and repair (E&R) spares.  The Contractor shall annotate the DLIS screening results on the Contractor’s recommended site spares lists.  (CDRL:  LOG002)
DLIS screening and annotation to the Contractor’s recommended site spares list shall completed no earlier than 60 days prior to the Provisioning Conference.  The Contractor shall provide the annotated recommended site spares list to the Government in accordance with the schedule identified in Section F.  The Contractor shall identify any items on the site spares list that are “Proprietary”.

3.11.2
Site Spares

As ordered by the Government, the Contractor shall prepare and deliver to the Government a list of recommended site replaceable spare LRU’s and consumables for the CCS.  The list shall be in Contractor format and shall include each LRU’s noun nomenclature, part number, manufacturer’s commercial and government entity (CAGE) code, unit price that will be charged to the Government, mean-time-between-failure (MTBF), and recommended quantity for each LRU.  The Government reserves the right to order all, more than, less than, or none of the items and quantities recommended.  (CDRL:  LOG002)

The Contractor shall deliver the site spares ordered by the Government with the CCS.
3.12
Technical Documentation

3.12.1
Operator’s Manual(s)

As ordered by the Government, the Contractor shall deliver operator’s manual(s) that when used by trained Government specialists will enable the specialist to operate and use the hardware, firmware, and software provided under the CCS contract.
(CDRL:  DOC001)

3.12.2
System Administrator’s Handbook

As ordered by the Government, the Contractor shall deliver a system administrator’s handbook that will assist a trained Government maintenance specialist in performing CCS system administrator functions.  The handbook shall include the information needed by a trained system administration specialists to program, modify, and install unique CCS site configurable data.  (CDRL:  DOC002)

3.12.3
Maintenance Manual

As ordered by the Government, the Contractor shall deliver a maintenance manual that contains the detailed maintenance and checkout procedures required to enable trained Government maintenance specialists to perform all site preventive and corrective maintenance tasks, to identify hardware, software, or firmware failures, and to safely replace faulty line replaceable units.  (CDRL:  DOC003)
3.13
Quality Control Program

The Contractor shall establish and maintain a quality system capable of assuring delivery of equipment compliant with contractually specific hardware and software requirements.  The quality system shall comply with Section E of the contract and ANSI/ISO/ASQC Q9001 or equivalent.

3.14
Security

The Contractor shall follow the applicable security guidance contained in FAA Order 1370.82, Information Systems Security Program, NAS Information System Security Architecture and NAS SR-1000.  The Contractor shall support activities necessary to achieve and sustain certification and authorization by the Government Designated Approval Authority (DAA) in accordance with FAA Order 1370.82.
3.14.1
Physical and Operational Security
As ordered by the Government, the Contractor shall accomplish the following steps to ensure the physical and operational security of the CCS:
a.
Develop a security certification process which enables that only authorized personnel have access to software codes, documentation, authentication process(es), hardware and associated components of the CCS during development, installation and testing.
b.
Maintain CCS system backups at their facility.  

c.
Constrain remote Contractor periodic maintenance to approved diagnostic activities and obtain FAA approval before implementing software, process, or data changes.
d.
Document and review all software configuration changes to ensure that the system is not compromised.
e.
Provide the Government with procedures for testing delivered software to ensure that it is exactly as specified in the master copy.
f.
Develop and deliver to the Government a Security Plan (SEC001) and ensure that all Contractor personnel employed in the development, implementation, installation, maintenance and upgrade of the CCS are managed by the Contractor according to FAA Order 1370.82, Information Systems Security Program, (i.e., Sections 6d, 12i, 12j and 12 r), and comply with the following criteria:
(1)
Are U.S. citizens.

(2)
Have undergone a documented formal process before being deemed “responsible” as defined in FAA Order 1370.82.

(3)
Remote Contractor maintenance and support capabilities shall comply with FAA information, physical, and personnel security.

(4)
The Contractor will have documented policies concerning remote access maintenance.
g.
Provide 24-hours a day, 7-days a week (24X7) response if system backup needs to be performed.
h.
Maintain a system equivalent to CCS for testing of software updates and patches prior to installation into CCS.
i.
Isolate CCS test and development environments from production environment such that development and test activities cannot impact production operations.
3.14.2
Vulnerability Assessment
The Contractor shall provide the FAA with guidance documentation that identifies all possible modes of operation of CCS, their consequences, and their implication(s) for maintaining operations, i.e., Vulnerability Assessment Report.  This documentation shall identify procedures and plans that enable the FAA to test the CCS during operation.  (CDRL:  SEC002)
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