PROGRAM REQUIREMENT:  

The development of a Computer Security Incident Response Center (CSIRC) function for information systems is required by PDD-63, the Computer Security Act, and OMB-Circular Act A-130 to assure the security of the FAA information technology infrastructure which includes: the National Airspace System (NAS) subsystems, NAS Mission Support, Aviation Safety (Regulation and Certification), Lines of Business (LOBs), and administrative systems.  These systems must be afforded the appropriate level of protection required to ensure safe and unimpeded operations.  The appropriate safeguards are essential to ensure the availability, integrity, and confidentiality of the information processes.

The Federal Aviation Administration (FAA) has a critical contractual need to maintain the continuity of on-site services in support of the CSIRC.  More specifically, the FAA intends to enter into a contract for technical and analytical support personnel to provide 24 X 7 X 365 operational and administrative support.

The type of skills should include expertise in the development, operations and maintenance of information systems security (ISS) related systems across the entire spectrum of the FAA’s enterprise.  

The FAA seeks responses from contractors who can immediately provide cleared (Secret or higher), qualified personnel with minimal transition and preparation to support the FAA in meeting its commitments, schedules and deliverables for its various programs that protect the transportation and information critical infrastructure.  

This is a two-step procurement:

· Phase I:
Announce and solicit for “Statement of Capabilities” from qualified vendors.

· Phase II:
Provide a Statement of Work (SOW) and Screening Information Request (SIR) to selected qualified vendors responding to this announcement.

The contractor selected must have information security and infrastructure support personnel with a proven record of subject matter expertise in the following areas:

1. Information systems security

2. Information assurance

3. Interpretation of information systems security incidents, to include Shadow, Sentinel, NIDs, Snort and eTrust data

4. Interpretation of firewall, router, and server data

5. Research, data reduction and analysis and associated technical writing, and documentation tracking and coordination methodologies

6. Plans, policy and procedures development

7. LAN/WAN architecture development and maintenance

8. Database development (Oracle)

9. Web development (Internet and intranet)

10. Systems administration of Windows 2000, NT, Unix, Sun Solaris, Linux, Oracle, and Lotus Notes Server systems

11. Computer Associates e-Trust and Unicenter systems building, deployment and maintenance

12. Systems troubleshooting and recommending of solutions

13. Hands-on use of industry-standard ISS tools and technologies

POINT OF CONTACT:  
John J. Handrahan, ASU-360, (202) 267-9781, jack.handrahan@faa.gov 

This public announcement is being issued in accordance with FAA Acquisition Management System section 3.2.2.4.1.2.  The FAA intends to issue a Firm Fixed Price Contract within 30-45 days from the date the SOW and SIR are provided.  

BACKGROUND: 

The overall mission of the CSIRC is to protect the FAA’s critical Information Systems infrastructure and operations from being negatively influenced, disrupted, or terminated through the exploitation of internal or external automated IS.  The primary objective of the CSIRC is to enhance the security of the FAA’s NAS, mission support systems, and administrative systems.  Its goals are to PROTECT, PREVENT, DETECT, RESPOND, and RECOVER the information technology infrastructure of the FAA.

ASSUMPTIONS: 
1. The FAA will provide all required software and licensing

2. The FAA will provide each contractor employee a suitable workplace. Workstation(s) provided by the FAA will only include a desk, chair, telephone and FAA local area network, email and printer access.

3. The FAA will provide controlled access to required physical workspace(s).

SECURITY REQUIREMENTS:
The contractor shall comply with security requirements outlined in FAA Orders 1600.54B and 1370.79A, FAA Information Systems Security Program, FAA Handbook 1600.1D Personnel Security Program.  

INTERESTED VENDORS:
All interested vendors must submit up to a 4 page Statement of Capability describing how the vendor’s corporate capabilities and applicable experience qualify them to perform the requirements listed previously in this announcement.  This statement of capability must be delivered to the FAA Contracting Officer no later than 2:00 PM, on May 20, 2002.  

The description should be succinct and specific, and must include the following:

1. General statement of corporate history and capabilities.

2. Description of how the vendor would immediately (at time of contract award) provide the support necessary identified above to continue the CSIRC operational mission.

3. Specific experience in developing, implementing, and supporting a large government agency 24-hour technically-oriented operational program that is national in scope.  Provide a contact name and phone number of each agency where such support has been performed.

4. Statement of knowledge of the following LAN/WAN hardware systems and software applications: 

a. NIDS, SHADOW, Sentinel, Snort, and Demarc

b. Windows 2000, NT, 98, XP, Unix, Sun Solaris, Linux, Oracle, and Lotus Notes Server
c. Computer Associates: Unicenter TNG, Helpdesk, eTrust

5. A statement of ability to design and develop, test, debug, field and maintain sophisticated intrusion detection systems.  Ability to collect, analyze, conduct trends analysis, report findings, and make associated recommendations for improvement.

6. Statement of capability to provide qualified LAN, WAN and DBA personnel with an in-depth knowledge of Windows, Unix, Sun Solaris and Oracle functionality.

7. Statement of capability to provide web design personnel to create, update, and maintain internal and external web interfaces.

Vendor’s responses should be addressed to: John J. Handrahan, Contracting Officer, ASU-360, Room 402, Federal Aviation Administration, 800 Independence Avenue, SW, Washington, DC 20591.  Email (for questions only): jack.handrahan@faa.gov at Internet (gateway).

Statements of Capability responses submitted via email will not be accepted.  The FAA will select at least three qualified vendors for the responses submitted.  A SOW and SIR will be issued to selected vendors.

Vendor(s) selected for this contract cannot have an actual or perceived conflict of interest in providing services and support to the FAA.

The FAA will not be responsible for any costs incurred in responding to this announcement. ***


