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1  Background

1.1  Overview  

The En Route automation system is the foundation of the Federal Aviation Administration’s (FAA) air traffic control environment and is key to the FAA’s ability to implement new services, concepts, and traffic flows for users.  The En Route & Oceanic Mission Need Statement (MNS-309) documented the shortfalls of the current En Route and Oceanic automation system.  The MNS’s approval in 1997 led to the development of functional requirements of a new automation system.  In November of 1998, Air Traffic Services (ATS) issued the Initial Requirements Document (iRD) for En Route Domain Automation, dated October 30, 1998.  Both MNS-309 and the iRD were updated in 2001.  

The current En Route Air Traffic Control (ATC) automation system has evolved over several decades.  The result is a mix of hardware and software technologies that has developed in piecemeal fashion.  Although the Host Computer System (HCS) hardware was updated to address maintenance and year 2000 (Y2K) concerns, the National Airspace System (NAS) software has not been replaced.  The long-term utility of the NAS software in its current architecture is of concern, as it is becoming more and more difficult to modify the software to accommodate new requirements.  It is also difficult to find the FAA and contractor staff needed to support the system.   
The En Route Automation Modernization (ERAM) program will replace the current NAS software and add the capabilities needed to support the NAS Architecture, 4.0; Free Flight; ATS needs; and aviation and information security requirements.  In concert with other En Route programs, ERAM will modernize the En Route infrastructure to provide an open, standards based system that will be the basis for future capabilities and enhancements.  An open, standards based system will create a more modern and supportable environment.  It will also be an Information Technology standards based, ICAO-compliant, FAA-owned, secure, modular and expandable system.   

1.2  Needed Capability

The En Route/Oceanic Mission Need Statement (MNS-309) identifies five areas that are deficient in the current system and describes sustainment and enhancement activities that reflect the FAA’s automation goals and objectives in these areas.  These are:

· Safety.  The current automation system has supportability problems that jeopardize the availability of En Route systems and ATC services.  ERAM will increase safety margins by reducing system outages and mitigating sustainment problems.  The new system will incorporate enhanced capabilities for automated detection of sector overloads, detection of conflicts between aircraft, and detection between aircraft and airspace, with the ability to present controllers with conflict resolutions.  ERAM will provide the En Route infrastructure needed to implement facility operational contingency plans during catastrophic failures and will also support new surveillance technologies.  Additionally, ERAM will improve weather displays and facilitate assignment of routes that avoid hazardous weather conditions, which will increase user safety.

· Capacity.  Capacity shortfalls will be addressed through the capability to manage air traffic operations as described in the Air Traffic Services Concept of Operations for the National Airspace System in 2005.  This will include increasing navigable airspace by using new surveillance technology; providing automation that allows more efficient use of airspace through dynamic reconfiguration (see section 2, Operational Concept for more detail) ; and supporting a seamless operation between the Oceanic, Terminal, and En Route ATC facilities.  ERAM will support varying standards of separation and full use of advances in satellite navigation.  ERAM will provide new automation capabilities to reduce controller workload and increase system capacity. 

· Security.  The new automation system will address security shortfalls and provide protection against unauthorized access.  ERAM will also make use of recent measures to increase the physical security of En Route automation systems.

· Efficiency.  ERAM will play a vital role in improving the efficiency of the NAS.  The automation capabilities needed to fully support free flight and more efficient use of airspace are not available in the existing En Route system.  ERAM will support Airline Operations Centers (AOC) and collaborative decision-making, improve evaluation of requests by NAS users, and provide better information on NAS status (weather, Special Use Airspace (SUA), etc.).  Improved processing capabilities will allow the integration of new and improved surveillance products, which will permit a reduction in separation standards.  More accurate calculations of arrival and departure times will improve user resource allocation.

· Productivity.  Multiple hardware and software baselines within the current system decrease productivity and increase operations and maintenance costs.  Modernizing the En Route automation infrastructure will reduce the number of baselines, designs, and maintenance procedures, thereby reducing the costs of providing En Route services.  In turn, this will reduce the number of maintenance concepts and help eliminate duplicate support tasks and consolidate maintenance activities.  ERAM will make it easier to integrate new capabilities into the system and to process unique site needs within a managed baseline.  Reducing the cost of enhancements will allow more enhancements to be covered by a given budget.  ERAM will also reduce the training needed to use and maintain the system, through enhanced simulation, scenario generation, and student testing. 

1.3  Approach  

This requirements document sets out the Air Traffic and Airway Facilities (AF) functional requirements for the En Route automation.  It correlates to the requirements in the En Route Automation Initial Requirements Document and to MNS-309. 
The new En Route system will meet sustainment, capacity, and new capability needs defined herein for En Route domain automation.  It will build on existing En Route capabilities, and a modernized software architecture that will be the basis of future development.  The flexibility provided by a modular, scalable system will facilitate the evolution of the En Route system.  

The ERAM program is scheduled for fielding before 2008. 

2  Operational Concept

2.1  Overview

The ERAM ATC operational concept will migrate toward The ATS Concept of Operations for 2005.  ERAM will provide an open standards-based En Route environment and will provide En Route data to be accessed by essential decision support systems and external customers.  Operating costs and future technology refresh costs will be reduced.  Essential and routine functions such as training, administrative data processing, recording, and input/output data that are currently integrated with critical operational capabilities will be de-coupled to reduce the potential for human error and possible system outages.

The ERAM program will be one of a number of En Route modernization initiatives.  ERAM will be integrated with ongoing projects in a manner that leverages these investments and promotes transparent transitions in the ARTCCs.  A key objective of the ERAM strategy is to establish an En Route Domain baseline to mitigate risk.  Measures that contribute to risk reduction are:

· Identifying critical areas via requirements investigation and early prototyping;

· Engineering the software for deployment as a logical, manageable product;

· Continuing ongoing replacement and sustainment programs;

· Using current investments to migrate from HCS-centric to free flight-centric automation;

· Drawing on the intellectual capital of industry partners to improve system integration; and 

· Deploying new capabilities integrated with technology refresh and sustainment activities to minimize the number of transitions and their impact.

The ERAM architecture will support the managed evolution from today’s ATC operational environment to that defined in the future concept of operations.  ERAM will provide enhanced Surveillance Data Processing (SDP), enhanced Flight Data Processing (FDP), and a supporting infrastructure.  The supporting infrastructure will include independent En Route training and simulation (training and simulation requirements are documented independently of this document) and information display capabilities, enhanced support software, and an integrated monitor and control, see Figure 2-1.


Figure 2-1.  ERAM Program Overview

The ERAM architecture will support Decision Support Systems (DSS), Aeronautical Data Link (ADL), and NAS Infrastructure Management System (NIMS).  It will replace the Host Computer System (HCS), Direct Access Radar Channel (DARC), the Host Interface Device (HID)/NAS Local Area Network (LAN), and the User Request Evaluation Tool (URET) LAN, with redundant full functionality.  ERAM will leverage from ongoing and planned En Route programs such as the Display System Replacement (DSR) and En Route Communications Gateway (ECG), where possible, to reuse deployed equipment, services, and technologies.

2.1.1  ERAM and En Route Air Traffic Operations

En Route ATC services will continue to be provided around-the-clock.  ERAM will contribute to the trend away from FAA-unique functionality and systems and toward greater standardization.  Where beneficial, airspace that is not served by standard surveillance and communication capabilities will be brought up to the domain’s standard.  Facilities will be equipped with a common architecture, which will be adapted to site-unique needs.  En Route ATC services will benefit from faster response to field problems and needs, and the design, development, and deployment of new systems and upgrades will be more efficient and economical.

In addition to the leverage gained from on-going and planned en route programs (as mentioned above) the ERAM program will work in concert with the initiatives of existing En Route systems, such as HID technical refresh and DSR technical refresh.  Figure 2-2 illustrates the ERAM architecture in relation to other En Route and external systems.
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 Figure 2-2.  ERAM Context 

2.2  Air Traffic Operations
2.2.1  Air Traffic Control
An En Route sector will be staffed by two or more controllers, who ensure safe, efficient flow of air traffic through the sector.  Controller tasks include:

· Separating air traffic using surveillance information or manual procedures;

· Sequencing and spacing traffic;

· Detecting and resolving potential conflicts (supported by decision support tools and tactical alert software, e.g., conflict alert, Minimum Safe Altitude Warning);

· Monitoring and updating flight data;

· Scanning flight data for potential conflicts between aircraft inbound to the sector;

· Posting, sequencing, and updating flight information;

· Communicating with pilots;

· Providing inter- and intra-facility coordination;

· Accepting and initiating hand-offs;

· Obtaining and disseminating weather and Notice to Airmen (NOTAM) information;  and

· Supporting routine and special military aircraft operations.  
The ERAM architecture will support the managed evolution from today’s ATC operational environment to the future concept of operations.  Air Traffic operations will include compliance with International Civil Aviation Organization (ICAO) flight plan standards.  Sector-level ATC will continue to be handled as two distinct but highly interrelated activities: strategic and tactical.  Tactical ATC involves monitor and control of the real-time position and movement of aircraft to ensure maintenance of separation standards.  Strategic ATC directly supports the tactical control function by predicting and aiding the resolution of separation conflicts, updating flight plans, and staging traffic for tactical ATC.  The tactical functions focus on safety, while the strategic work focuses on efficiency.  

ERAM will integrate new tools to support tactical and strategic tasks and to help the evolution of En Route ATC.  In particular, it will provide controller and operational supervisory personnel with a seamless Human–Computer Interface (HCI) that integrates basic surveillance and flight data automation capabilities with new and evolving automated decision tools.  ERAM will support the implementation of new operational concepts and their supporting technologies with a human-centered approach.  Effectively integrating the operational functionality provided by a variety of different systems and tools is critical to the ability of controllers to accommodate greater numbers of aircraft operating in less-structured airspace without increasing controller workload or compromising safety.
ERAM will provide all controller positions with access to tactical and strategic tools at the sector.  All inputs at a sector, including flight data, may be made from any position, resulting in no loss of capability when sectors are reconfigured from single to multiple controller operations and vice versa.

The ERAM architecture will support the addition of sophisticated tactical and strategic automated decision support tools for controllers and operational supervisory personnel, as well as improvements to existing automation capabilities.  Such tools will permit long-range coordination with other sectors and facilities to resolve aircraft and airspace conflicts and to facilitate negotiation with traffic management specialists responsible for traffic flow management initiatives.  These include tools under development by the FAA, such as Conflict Probe and elements of the Center-TRACON Automation System (CTAS) program.  This will permit the ATC system to accommodate the expected air traffic growth and support substantially greater flexibility in airspace usage by the airlines, general aviation, and the military.  For example, structured routes will be the exception rather than the rule, used only when required to meet continuous high-density traffic, provide for the avoidance of terrain and active Special Use Airspace (SUA), and facilitate transition between areas with differing separation standards.  

Collaborative decision making support will be provided through an interface with the Enhanced Traffic Management System that supports the Air Traffic Control Systems Command Center (ATCSCC).  This interface will support the real-time data exchange necessary to meet the needs of all collaborative decision-making support units.  This data will include NAS status information, traffic management initiatives and other ATC constraints, and flight progress information.

The FAA is committed to evolving from today’s highly structured En Route airspace use to more flexible airspace use.  Through 2008, ATC will continue to be based on the concept of airspace ownership.  En Route airspace will be subdivided into sectors of airspace, each of which is controlled by a team of controllers.  ERAM will be capable of accommodating more dynamic modification of routes, sectors, and facility boundaries than the current system.  Currently, the En Route automation supports planned, predefined re-sectorization of ARTCC airspace.  This usually involves transferring Fix Posting Areas between sectors.  In the future, controllers will continue to modify sectors in a planned way, but they will also be able to respond to changes in user-preferred routes, weather conditions, and variations in traffic volume by redefining sector boundaries in any desired manner.  This redefinition will include changes to the mapping information, distribution of flight plan data, and redirection of automation support capabilities to the appropriate controller in a manner permitting airspace ownership to change within a few minutes.  In addition, ERAM will support the implementation of these dynamic sector changes by interfacing with off-line analysis tools, which will be used to collect data, implement trial modifications, and analyze the effects of proposed changes. 

The Air Traffic Services contingency planning provides for continuity of ATC services in the event that an ATC facility is unable to continue operations for any reason (i.e., catastrophic system failure, loss of power, loss of communications capability, an event requiring the evacuation of facility personnel, etc).  Contingency planning has two primary goals: to continue to ensure the safety of those flights within the airspace of the failed facility and to reinstate normal service level as quickly as possible.  The current contingency plan provides vertical redundancy, assigning airspace to facilities underlying or overlying the failed facility.  To achieve lateral redundancy, ERAM will both enable adjacent ARTCCs to assume airspace responsibility with relevant flight data processing and increase the size of the surveillance grid to provide surveillance data processing support. 

All planned equipment configurations in the future will provide full service capability and have a common HCI, which will alleviate the current problem of sectors having different HCIs, as well as that of a facility having less capability than that of a failed facility whose responsibilities it is taking on.

En Route ATC services will be provided 24 hours a day, 7 days a week.  The ERAM architecture will provide a full service backup capability to protect against automation failures.  A full functional redundant capability will provide uninterrupted ATC functionality during routine hardware and software maintenance operations.  The ERAM strategy to reduce the probability of failure of a safety critical-system by separating safety-critical systems for surveillance and flight data processing from non-safety-critical systems such as training. 
2.2.2  Air Traffic Support 

Air Traffic support functions will improve the quality of automation support for training, information distribution, and event recreation, while having no adverse effect on NAS operations.   

Controller dynamic simulation training will no longer be limited to a subset of the ATC automation.  ERAM, via the ERTS, will permit an ARTCC training staff to conduct full-fidelity simulation training on all appropriate automation capabilities, without disrupting operations.  Additionally, ERAM (via ERTS) will support more simulation-based controller training, which will lessen reliance on training in the operational environment.

ERAM will provide improved distribution of aeronautical and meteorological information, including graphical display of pertinent data.  Real-time digital weather and NAS status information, geopolitical, and aeronautical charts will be displayed at controller workstations, resulting in improved situational awareness and emergency response.

Search and rescue and incident reporting analysis will be enhanced over current capabilities.  System recording and playback will support controller response to time-critical search and rescue operations, incidents, accidents, and error processing.

ERAM will support both routine and special military aircraft operations by increasing airspace flexibility and information distribution.  The military operations supported include but are not limited to the following: 

· Reservation of airspace for special use, including both permanently dedicated areas and areas temporarily allocated to support specific military missions; 

· Permanently delegated approach control airspace; 

· En route training, refueling, and deployment missions; 

· Aircraft surge launch and recovery missions; 

· Logistic support and administrative missions; 

· Supersonic operations; 

· Remotely piloted vehicle operations; 

· Artillery missile operations; and 

· Other military operations requiring the use of the NAS. 

2.3  Airway Facilities 

2.3.1  Airway Facilities Operational Concept

AF is responsible for the Operational NAS as well as for the facility, environmental, and support systems.  AF is responsible for day-to-day support of the system, ensuring the performance and integrity of the operational system in a real-time environment.  This includes real-time administration and configuration of the system elements, certification of the hardware and operational services, and maintenance and configuration management of the system elements.  

The AF operational concept is to monitor and control all En Route systems from consoles within an integrated Monitor and Control (M&C) system in the ARTCC.  The ARTCC Systems Operations Center (SOC) will be the centralized M&C area for the En Route domain.  The SOC is staffed 24 hours per day, 7 days per week, by National Airspace System (NAS) Operations Managers (NOMs) and NAS Area Specialists (NASs) whose primary responsibilities are to monitor and control the operational status of ARTCC systems and equipment.

2.3.2  Airway Facilities Support Concept

NOMs and NASs will be able to monitor, reconfigure, and restore the system and certify the service from the SOC.  ERAM will be designed to allow maintenance and management functions to occur without affecting system operation.  ERAM will provide network management tools to support maintenance and diagnostics of the system.  ERAM will be designed to allow electronic transfer of data to the NAS Infrastructure Management System (NIMS) as well as to AF at the William J. Hughes Technical Center (WJHTC).  ERAM will be designed to allow AF to provide software updates and monitor any site from the WJHTC.  The ERAM design will have redundancy for all critical and essential functions.  

2.3.2.1  First-Level Maintenance

First-level maintenance responsibilities include:

· NOMs or NASs (service monitor and control): the single AF point-of-contact for AT; performs real-time system monitoring; initiates and coordinates maintenance; conducts configuration, service recovery, restoration and certification.

· AF System Specialist (hardware maintenance): installs, tests, and modifies systems; conducts periodic and corrective hardware maintenance; analyzes interface problems; conducts system failure recovery and verification and certification; coordinates with Second Level Engineering Support; accomplishes maintenance and repair reporting; and manages system administration.

· AF Software System Specialist (software maintenance): implements software modifications/upgrades and conducts periodic and corrective software maintenance.

· Operations Support Service: manages ERAM software. 

2.3.2.2  First-Level Engineering Support

Regional Operations Branches are the central operations ARTCC coordination points for  coordinating maintenance issues with both the field sites and other offices.  They provide field maintenance operations with technical assistance in correcting system and equipment deficiencies, managing the regional configuration management process, and implementing technical changes and improvements.  

2.3.2.3  Second-Level Engineering Support

The Operational Support Service is responsible for developing, delivering, and maintaining software and hardware, and for managing their configuration baselines. 

Second-level engineering support provides system test and evaluation services and diagnostic support that may be beyond site capability.

Second-level software maintenance will develop, maintain, and document operations and support software; distribute and manage new releases and upgrades; and provide site adaptation support.  It will also upgrade the maintenance environment to improve maintenance personnel productivity.  When new products are introduced into the environment, required support tools will also be provided.  

Second-level support includes a centralized development and maintenance support environment at the WJHTC that is capable of supporting the FAAAC and replicating any operational facility. 

2.3.3  Integrated Monitor and Control 

The ERAM integrated M&C system will build on and leverage from the existing Host Oceanic Computer System Replacement (HOCSR) and on the En Route Communications Gateway (ECG) M&C solutions. 

During the transition period from 2003 through 2008, some monitoring and display devices and their respective functions will be incorporated into the baseline architecture.  This will be accomplished by implementing new network management tools that provide open standards and protocols for monitoring and controlling equipment.  The new network management tools will provide end users with a new graphical user interface (GUI) display environment.  Users will have the capability to correlate and manage events, monitor network health, and gather performance data, along with other capabilities.  The integrated M&C system will have configurable M&C monitoring screens that provide a view of the entire ARTCC automation network at a glance.  It will give NOMs and NASs the ability to perform diagnostics on sub-system errors; invoke and use support tools from the SOC; and configure, re-configure, and verify proper hardware operation without the threat of a system outage. 

The ERAM integrated M&C system will use modern technology and procedures for monitoring and controlling devices and provide users with a flexible HCI.  For example, whether they are using next generation monitors or new-technology flat panel displays, the NOMs and NASs may configure the SOC M&C displays for individual users as required.  The integrated M&C system will be configurable for one to several workstations, with sub-system monitoring screens arranged by user logon.  The system will provide NOMs and NASs with the capability to monitor and control individual devices or NAS subsets.  The new system will also allow the NOMs and NASs to remove malfunctioning equipment or systems from operational service as necessary and return them to service after repair and certification without impact to AT operations. 

2.3.4  Support Software 

The operational HCS currently has resident support software tools, grouped into the following categories: Development, Configuration Management, System Administration, Adaptation, System Build, Test, and Data Reduction and Analysis.  These support software applications will reside on separate platforms to ensure separation from the critical operational hardware and software.  The infrastructure needed for support software  will be acquired by leveraging the hardware and software deployments of legacy systems and other programs.

2.3.5  Infrastructure Management Concept

The AF infrastructure management concept is concurrent with the concept described in Section 2.3.1.    

AF specialists will manage the entire end-to-end En Route system.  They will monitor, collect, and analyze data to:  provide timely response to customer needs; make decisions; and anticipate, identify, and, resolve problems before service quality is affected.    

2.3.6  NAS Infrastructure Management 

The AF infrastructure management support concept for the new system is based on the current AF support concept and will retain many of its features in terms of quick response to local outages or degradations in service.  The current methods of providing local support and remote maintenance monitoring will be extended to provide a full and integrated management services capability to the NAS.  This will include a system information management capability for measuring and predicting support activity and network performance.  The real-time nature of air traffic control requires unique approaches to support active and passive system and network management.  These approaches include systems management of the entire end-to-end En Route system, and network management of the physical network media, workstations, and network elements.

As the En Route Domain evolves, updates, modifications, and system changes will be designed and implemented in accordance with the AF support concept and management services capability, while maintaining the in-house capabilities of M&C and maintenance support of the ARTCC. 

ERAM will provide data to support the following:

· Historical archives,

· Trends,

· Outage analyses,

· Alternate path or configuration options,

· Projections of impact from outages or interruptions,

· Recommended corrective actions and priorities,

· Support assets, and

· Scheduling data.

Support subsystem events to be reported are:

· Operating status change (normal, warning, degrading, failure),

· Administrative state change (locked & unlocked),

· Availability status change (power on/off, online/offline, in maintenance, hot/cold standby),

· Configuration change,

· Performance threshold transition,

· Access control rule violation, and

· Completion of requested action.

2.5  System Evolution

En Route automation evolution is a continuous activity that requires on-going infrastructure enhancement and technology refresh. 

This re-engineered en route infrastructure will be open, Information Technology (IT) standards-based, modular, and expandable.  ERAM will include comprehensive re-engineering of certification and test, training, and off-line support and diagnostic tools, including common adaptation for use by En Route applications and Free Flight systems.  These capabilities will be separate from the critical operational system, eliminating the current conflicts among operations, maintenance and training.

The design of ERAM will ensure conformance to the hierarchy of functions outlined in NAS-SR-1000.  Technology has evolved to the point that the availability goals stated in NAS-SR-1000 are achievable.  In ERAM routine hardware or software functions will not adversely affect essential functions; and routine or essential hardware or software functions will not adversely affect critical functions, see Figure 2-3.  This allows testing, certification, and scheduled maintenance, including hardware and software upgrades without adverse affect on air traffic operations.  

The initial systems and applications that are developed for ERAM will have all of the functional capabilities of the systems they replace as well as those needed to enable planned ATC operations.  For example, as weather information becomes more accurate and timely, functionalities, such as providing aircraft-to-weather alerts, will also be incorporated into the system.  ERAM will also provide improvements in tracking, surveillance processing, architectural scalability, and trajectory modeling.


Figure 2-3. Critical, Essential, and Routine Functions

Transitions to the new system will occur in a manner that does not disrupt AT and AF operations.  For example, current approved patch functionality in use at sites will be incorporated into the system baseline eliminating local modifications.  The transition will include an operationally acceptable process for moving from the current to the future system including a fallback capability.  Before the transition to ERAM, the FAA workforce must be trained on system characteristics, new capabilities and the transition process.  Prior to the ERAM transition, new operating procedures, developed AT and AF, and training on them will need to be in place.

Enhancements to the HCI will be integrated with minimal operational impact.  Pre-planned product improvements will be implemented on a schedule determined by operational and technical priorities.

2.6  Security

Security will become a more complicated issue as En route automation is extended to support collaborative processing, flexible airspace structures, and dynamic routes.  En Route technology will transition from relatively closed systems to open systems.  Communications among systems will increase significantly, and data messages will replace many existing air-ground voice communications.  New types of data structures will be implemented, and new classes of users will work with En Route data.

En Route systems will be part of a distributed computing and communications environment that supports applications such as Enhanced Traffic Management System (ETMS), Controller-Pilot Data Link Communications (CPDLC), CTAS, and NIMS.  Some of these systems have additional connectivity outside of the FAA and the NAS. 

En route subsystems and information have very high safety- and operations-critical availability and integrity requirements, and throughout En Route modernization, service providers and users will need to identify appropriate security services.  These services include authentication to protect the system from unauthorized access, integrity to protect messages containing sensitive information from corruption, as well as mechanisms to protect the privacy of data or to enhance authentication.  Additionally, security training and administration will be primary protection mechanisms during the operations and maintenance phase of the life cycle.

The En Route environment will be designed such that a successful attack on a system element does not render any other system elements inoperable.  En Route systems will protect themselves from potential threats that originate from remote systems that might deny or disrupt service, as well as from threats originating within the ARTCC.  Safety-critical operational messages will be strongly protected to ensure their integrity.

Technical and procedural controls will ensure that En Route systems are acquired, delivered, operated, and decommissioned in a secure fashion.  Commercial off-the-Shelf software will have controlled access protection at a baseline level of trust, as specified in FAA Order 1370.82, Information Systems Security Program. 

These controls will be based on a Security Policy that will control and limit access to En Route subsystems and information to authorized users and processes, and hold subsystem users accountable for their accesses and activities, traceable to individual users and remote systems.  The Security Policy will protect En Route and identified airline proprietary information and data from unauthorized access, modification and destruction, and provide for detection, audit and alarm of security breaches and attempted breaches. 

System security features will be designed and implemented to complement security management and operational controls to achieve overall En Route security requirements:

· En Route systems will include the necessary security documentation, such as security plans, designs, test results, vulnerability assessments, and training material, to support the certification and authorization process. 

· System administrative tools will provide cost effective support to local and remote access control and audit management activities.  

En Route design will fully address contingency plans to ensure recovery from failures resulting from information attacks.

2.7  Quantities and Locations

The new En Route system will be deployed at all 20 ARTCCs in the contiguous United States and the Anchorage ARTCC.  Several systems will be deployed at the WJHTC, and at the Mike Monroney Aeronautical Center (FAAAC).  At the Government’s option a system may be deployed at the Honolulu Control Facility.
2.8  Schedule Constraints

The implementation schedule for En Route automation enhancements will be constrained by balancing the need for new capabilities against the ability to develop and acquire those capabilities.

The need for continual technology refresh of En Route automation systems is a significant schedule driver for the implementation of new automation systems.  Supportability-driven system upgrades and replacements present opportunities to expand capacity and add functionality.  These expanded capabilities provided are the priorities defined in FAA directives, including MNS-309, the recommendations of the Task Force on NAS Modernization (i.e., Free Flight Phase One capabilities), the Air Traffic Services Concept of Operations for 2005, FAA Administrator initiatives, and the NAS Architecture.

The nature of the required capacity and functionality improvements engenders a need for a new technical architecture.  The design of the automation used to meet future requirements must not be constrained by the current architecture.  Because the system must evolve gradually, newly developed automation must be designed to work seamlessly with existing equipment.  Architectural features, such as redundancy and diversity, will be driven by engineering solutions, risk analysis, and cost effectiveness, rather than by today’s paradigm.  Each iteration of new system capabilities must incorporate architectural features that provide a clear path for the implementation of additional capabilities, including those specified in this document and those planned for implementation in future iterations.

3  Technical Performance

3.1  En Route General

3.1.1  ERAM shall provide traffic flow management functions and tools.

3.1.1.1  ERAM shall process departure control time information.

3.1.1.2  ERAM shall process and display arrival and en route metering lists. 

3.1.1.3  ERAM shall display selected aircraft position determined by destination.

3.1.1.4  ERAM shall display selected flight plans. 

3.1.1.5  ERAM shall process amendments of selected flight plans.

3.1.2  ERAM shall accept, validate, process, and display aeronautical information.

Note:  Aeronautical information includes Notices to Airmen (NOTAMs), airport runway data, and approach information.

3.1.3  ERAM shall accept, validate, process, and display meteorological information.

Note:  Meteorological information includes Significant Meteorological Information (SIGMET), Airmen’s Meteorological Information (AIRMET), Pilot Reports (PIREPS), and weather sequences. 

3.1.4  ERAM shall process, display, and deliver information in accordance with an associated priority.

3.1.5  ERAM shall provide data to external systems.

3.1.6  ERAM shall process and display active and projected flight restrictions on tactical and strategic displays.   
3.1.7  ERAM shall process and display active and projected SUA and TFR on tactical and strategic displays.

3.1.8  ERAM shall allow the user to create, edit, and exchange messages with selected service providers, aircraft, facilities, and collaborative decision-making units.

3.1.9  ERAM shall allow eligible users to override selected system processing functions.

Note: Examples of this capability would include: a NOM overriding an automated processor switchover; or an ATCS inhibiting conflict alert for military aircraft flying in formation. 

3.1.10  ERAM shall provide flight data processing for the United States flight information region.

3.1.11  ERAM shall provide flight data processing at least 200 miles into adjacent Flight Information Regions (FIRs) and International Civil Aviation Organization (ICAO) regions.

3.1.12  ERAM shall provide surveillance processing for an area 4,000 by 4,000 NM.

3.1.13  ERAM shall provide surveillance data processing from 0 feet Above Ground Level (AGL) to 100,000 feet Mean Sea Level (MSL).

3.1.14  ERAM shall provide consistent results for all calculations regardless of the location processing the information. 

3.1.15  The precision of calculations shall be consistent with the accuracy of the data used in calculations.

Note:  Legacy limitations that require truncating data are to be eliminated.

3.1.16  ERAM shall determine the routing, information content, location, and display eligibility of data to be displayed at operational positions.

3.1.17  ERAM shall allow the user to manually transfer the control of aircraft across sector and facility boundaries.

3.1.18  ERAM shall provide automatic transfer of control of aircraft across sector and facility boundaries.

3.1.19  ERAM shall distribute, coordinate, synchronize, and display Coordinated Universal Time (UCT) to system components.

3.1.20  ERAM shall process input data and messages to initiate, maintain, and terminate data processing. 

3.1.21  ERAM shall provide format, logic, and validity checks for incoming data.

3.1.22  ERAM shall record, archive, and play back data.

Note: Data includes processed information, surveillance data, data exchange, user information, and audit trail activity.

3.2  En Route System Operations

3.2.1  General
3.2.1.2  ERAM shall allow new system functionality to be implemented with no loss to ATC services.

3.2.1.3  ERAM shall allow maintenance of critical and essential hardware and software without reducing to non-redundant operations.

Note: This implies that no single hardware or software failure will fail more than one data path. 

3.2.1.4  ERAM shall allow sector and facility reconfiguration to provide backup ATC services.

Note:  It is intended that ERAM have sufficient size and scope to enable reconfigurations that encompass adjacent ARTCCs.

3.2.1.5  ERAM shall monitor functions and components.

3.2.1.5.1  ERAM shall detect changes of operational status that degrade ATC services.

Note: Changes of operational status include loss of surveillance source, interfacility communications, and data that affect decision support processing.

3.2.1.5.2  ERAM shall provide alerts when a change of operational status  or degradation in performance is detected.

3.2.1.5.3  ERAM shall display alerts at controller, supervisor, NAS Operational Manager, and maintenance positions as determined by the facility.

Note: Positions where alerts are displayed are facility specific decisions. 

3.3  Display System  

3.3.1  General 

3.3.1.1  ERAM shall provide the same display capability in all system modes.

3.3.1.2  ERAM shall display air traffic operational information (such as flight data, surveillance data and aeronautical information) using DSR displays.

3.3.1.3  ERAM shall display all sector relevant information to all positions in a sector.

Note:  The need is driven by the operational concept that all information is available to all members of the sector team.

3.3.2  Status Information

3.3.2.1  ERAM shall display the status of the operational environment.

3.3.2.2  ERAM shall display position-specific status and relief briefing information.

3.3.3  Input Processing 

3.3.3.1  ERAM shall provide message entry and validation functions.

3.3.3.2  ERAM shall provide format, logic, and validity checks for messages originating from operational positions.

3.3.4  Data Entry

3.3.4.1  ERAM shall require users to enter data only once to complete an action.

Note:  The intent is for data to be shared by the multiple ERAM processes rather than requiring redundant data entries by the user.

3.3.4.2  ERAM shall provide feedback for all data entry actions. 

Note:  The purpose of this feedback to inform the user that the data entry action was completed and that it is valid or invalid.

3.3.4.4  ERAM shall allow the user to edit a command string during composition.

3.3.4.5  ERAM shall provide and display a help function.

3.3.4.6  ERAM shall allow the user to enable and disable automatic guidance.

Note: The AF technician should be able to turn off the automatic guidance, such as excerpts from technical manuals, when it is present. 

3.3.4.7   ERAM shall display text error messages that identify the error.

3.3.4.8   ERAM shall display user input until a user action causes its activation or cancellation.

3.3.4.9  ERAM shall provide the user with continuous notification of transaction status while ERAM is performing an action.

3.3.5  Display Output Processing

3.3.5.1  ERAM shall generate a response to each input message.

3.3.5.2  ERAM shall output messages for display.
3.3.5.3  ERAM shall display aircraft position and related data in relation to the displayed geographical information. 

Note:  In the event the dependent form of surveillance for an aircraft is lost, the requirement will be filled by display of the primary radar surveillance information.

3.3.5.4  ERAM shall display aircraft position and related data in relation to the displayed airspace structure information.

3.3.5.5  ERAM shall display aircraft position and related data in relation to corresponding aircraft position and related data of other aircraft.

3.3.5.6  ERAM shall provide operator controls to selectively inhibit display information.

3.3.5.7  ERAM shall provide operator controls to reset display information to operational positions.

3.3.5.8  ERAM shall control individual display attributes and configurations via pre-set preferences and modifications.

3.3.5.9  ERAM shall provide display console preference information.

3.3.5.10  ERAM shall accept and display map and weather outline data in conjunction with surveillance information.
3.3.5.11  ERAM shall display flight data at operational positions according to user selectable criteria.

3.3.5.12  ERAM shall distribute and display aircraft to aircraft alerts. 

3.3.5.13  ERAM shall distribute and display aircraft to airspace alerts. 
3.3.5.14  ERAM shall distribute and display aircraft to terrain alerts. 
3.3.5.15  ERAM shall distribute and display weather information.

3.3.5.15.1  ERAM shall provide for display of graphical formatted and text formatted weather information.

3.4  Support Systems

3.4.1  Monitor and Control

In the following M&C requirements the display of information not only includes the ability review it on a monitor, but also to print it on paper.

3.4.1.1  General

3.4.1.1.1  ERAM shall provide integrated M&C.

3.4.1.1.2  ERAM shall provide a monitoring interface to NIMS in accordance with FAA Order 6000.53 Remote Maintenance Monitoring Interfaces.

3.4.1.1.3  ERAM shall provide monitoring without interfering with the operational mission.

3.4.1.1.4  ERAM shall provide automatic monitoring.

3.4.1.1.5  ERAM hardware and software shall be configurable through specific adaptation and dynamic modification.

3.4.1.1.6  ERAM shall store and manage system data independent from operational data.

3.4.1.1.7  ERAM shall organize identifiable sub-system device information into a Management Information Base (MIB).

3.4.1.1.8  ERAM shall provide automatic fault detection and both manual and automatic isolation.

3.4.1.1.9  ERAM shall provide software maintenance functions and loading functions.

3.4.1.1.10  ERAM shall provide automated tools to perform maintenance activities including: configuration, isolation, testing, verification, and certification of hardware and software.
3.4.1.1.11  ERAM shall allow the user to perform element and system level certification and initiate service level certification from the M&C position.

3.4.1.1.12  ERAM shall provide diagnostic tools to analyze, test, and certify at the element level.
3.4.1.1.13  ERAM shall allow the user to dynamically configure and reconfigure ERAM components.

3.4.1.2  System Status Monitoring

3.4.1.2.1  ERAM shall monitor system status.

3.4.1.2.2  ERAM shall acquire monitoring data.

Note:  Data acquisition is a continuous process that obtains sensor and derived data parameters from all En Route sub-systems.  Data acquisition may operate by simply sampling the parameters of the sub-systems or may involve active stimulation of sub-systems to acquire parameters that otherwise would not be obtained during normal system operation.

3.4.1.2.3  ERAM shall provide sub function monitoring.

3.4.1.2.4  ERAM shall monitor hardware components, software components, and  interfaces.

3.4.1.2.5  ERAM shall monitor parameters to determine the status of operational functions.

3.4.1.2.6  ERAM shall provide data on system performance parameters. 

3.4.1.2.7  Performance parameters on data reports shall be user selectable.

3.4.1.2.8  Alarm/Normal Monitoring  

3.4.1.2.8.1  ERAM shall process system parameters by status monitoring. 
3.4.1.2.8.2  ERAM alarm/normal monitoring shall examine all alarmable parameters to determine if they are operating within tolerance.
3.4.1.2.8.3  ERAM shall examine non-alarmable parameters to determine if there has been a change in state of the monitored subsystem.
3.4.1.2.8.4  ERAM shall declare a change of state event when the value of a parameter of interest has changed during the current data acquisition cycle.
3.4.1.2.8.5  ERAM shall declare an alarm or a normal condition according to pre-established condition status monitoring criteria.

3.4.1.2.8.6  ERAM shall compare declared alarm conditions with normal conditions.

3.4.1.2.9  Reports

3.4.1.2.9.1  ERAM shall report system status monitoring data.

3.4.1.2.9.2  ERAM shall provide performance data reports for a specific set of monitored parameters.

3.4.1.2.9.3  ERAM data reporting functions shall provide automatic notifications and requested reports.

3.4.1.2.9.4  ERAM shall provide data reports from predefined parameters.

3.4.1.2.9.5  ERAM shall provide data reports from specifically requested parameters.

3.4.1.2.9.6  ERAM shall display declared change of state events on occurrence. 

3.4.1.2.9.7  ERAM shall display the current system status.

Note:  The comparison is between previously reported and current conditions and reported if there is a change from the last report.

3.4.1.2.9.8  ERAM shall report sub-system status on request.

3.4.1.2.9.9  ERAM sub-systems shall report control parameters.

Note:  Parameters include thresholds, counters, and timers.

3.4.1.2.9.10  ERAM monitoring parameters and frequency of reporting shall be configurable.

3.4.1.2.10  Alarms

3.4.1.2.10.1  ERAM shall provide visual and audible alarms at configured positions.

3.4.1.2.10.2  ERAM shall generate, validate, acknowledge, and suppress alarms.

3.4.1.2.10.3  ERAM shall provide parameters for alarm activation.

3.4.1.2.10.4  The ERAM alert display shall display an alert status summary.

Note:  The alert status summary is the number of alerts in each level that are still active and uncorrected.

3.4.1.2.10.5  ERAM shall display acknowledged alerts.

3.4.1.3  Monitor and Control Display

3.4.1.3.1  ERAM shall provide monitor and control displays and input/output terminals at System Operations Center (SOC) and maintenance positions.

Note: Maintenance positions will be determined by site requirements.

3.4.1.3.2  ERAM shall provide a service-level summary status display viewable from the SOC operational positions.   

Note: The intent is to provide a large display of sufficient size to contain the status information of all the relevant systems and sub-systems that is viewable anywhere in the SOC area.

3.4.1.3.3  ERAM shall provide multiple dedicated workstations for performing detailed M&C functions.

3.4.1.3.3.1  These workstations shall be accessible by two NOMs simultaneously.

Note:  The intent is for the system to have an integrated M&C with the flexibility for M&C functions to be performed on ERAM by two NOMs at the same time.

3.4.1.3.4  ERAM shall provide a separate workstation dedicated to administrative tasks.

3.4.2  Data Recording and Playback

3.4.2.1  General

3.4.2.1.1  ERAM shall provide a standard format to record, archive, and playback processing information, surveillance data, data exchange, user information and audit trail activity.

3.4.2.1.2  ERAM shall date and time stamp data recording.
3.4.2.1.3  ERAM shall allow data playback at designated positions.

3.4.2.1.4  ERAM shall allow the replay of the aircraft movement data and operator inputs.

Note: The replay is intended to reconstruct events that occurred at an operational position.

3.4.2.1.5  ERAM shall provide analysis reports of aircraft movement, flight data and operator inputs.

Note:  It is intended that the reports be in a printable electronic format.

3.4.2.2  Selection and Extraction 

3.4.2.2.1  ERAM shall allow data selection and extraction of user-selected data.

3.4.2.2.2   ERAM shall extract data from recording categories and integrate the data into a single set of data.

3.4.2.3  Playback

3.4.2.3.1  ERAM shall playback graphical data offline.

3.4.2.3.2  ERAM shall provide operator controls to control the speed at which data is played back.

3.4.2.3.3  ERAM shall playback recorded automation data with date and time stamps.

Note: The intent is to be able to synchronize with voice recordings.

3.4.2.4  External Facilities Data Recording

3.4.2.4.1  ERAM shall record data received from and transmitted to external users.

Note:  External users include, but are not limited to: ARTCCs, Terminal Radar Approach Controls (TRACON), Airport Traffic Control Towers (ATCT), International ATC, and Airlines.

3.4.2.5  Simulation Data

3.4.2.5.1  ERAM shall convert recorded operational data to simulation scenario format.

3.4.2.6  Data Reduction and Analysis

3.4.2.6.1  ERAM shall provide the data reduction and analysis tools needed to generate technical and administrative products and reports. 

Note:  Examples include time on position reports, special interest flights, statistical, and accounting analysis.

3.4.2.6.2  ERAM shall provide radar data analysis programs in accordance with FAA document FAA-4006.  

3.4.2.6.3  ERAM shall provide analysis of system recorded parameters.

Note:  Parameters include response measurements, throughput from local and remote operator and support positions, and capacity and percentage usage.

3.4.2.7  Reports and Data Combinations

3.4.2.7.1  ERAM shall provide reports for user-specified time intervals.

3.4.2.7.2  ERAM shall provide reports for user-specified durations.

3.4.2.7.3  ERAM shall provide user-defined reports.

Note:  User-defined reports are based on data fields, unique attributes, identifications including information from other aviation facilities, and sources.

3.4.2.8  Report Types

3.4.2.8.1  ERAM shall provide user-requested administrative and statistical reports at periodic and user-specified intervals.

3.4.2.8.2  ERAM shall provide statistics in accordance with ICAO DOC 9060, Manual of ICAO Statistics Program, for the United States.

3.4.2.8.3  ERAM shall integrate ARTCC support system data.

3.4.2.8.4  ERAM shall provide resource utilization and performance reports.

Note:  Reports include analysis of device utilization, processor utilization, and hardware and software performance information.

3.4.2.8.5  ERAM shall provide reports in electronic format.

3.4.2.8.6  ERAM shall provide the capability to print reports in text or graphic format on demand.

3.4.2.8.7  ERAM shall generate traffic volume data and traffic flow data.

Note:  These reports will be used to assess the effectiveness of air traffic procedures and traffic management initiatives. 

3.4.2.9  Other Support Systems

3.4.2.9.1  ERAM shall provide a capacity and response measurement tool.

3.4.2.10  Simulation for Testing and Test Support
3.4.2.10.1  Lab Architecture 

3.4.2.10.1.1  ERAM shall provide a Common Centralized Simulation and Test infrastructure. 

3.4.2.10.1.2  The ERAM Simulation and Test infrastructure shall interface with ERAM components and En Route legacy systems.

3.4.2.10.1.2.1  ERAM interfaces shall use a common protocol.

Note:  It is intended that ERAM use common protocol reference to minimize and control variations and change in simulation interface capabilities and redundancy of serial connections at the WJHTC for failure testing. 

3.4.2.10.1.3  ERAM shall provide a Simulation and Test Master Controller.

3.4.2.10.1.3.1  ERAM shall allow the Master Controller to partition test resources. 

3.4.2.10.1.4  ERAM shall provide Master Scenario Initialization Control Consoles. 

3.4.2.10.1.5  ERAM shall provide enhanced lab switching capability at the WJHTC.

3.4.2.10.1.5.1  The ERAM enhanced lab switching capability shall include configurable live and simulated inputs.
3.4.2.10.1.5.2  The ERAM enhanced lab switching capability shall include selectable lab injection points.
3.4.2.10.1.5.3  The ERAM enhanced lab switching capability shall include lab configuration controls to configure or partition lab resources. 
3.4.2.10.1.5.4  The ERAM enhanced lab switching capability shall be expandable to incorporate lab enhancements.
3.4.2.10.2  Simulation Driver 

3.4.2.10.2.1  ERAM simulation driver shall operate in piloted and un-piloted modes. 

Note:  Piloted operations include voice communications and manual human control of the targets.

3.4.2.10.2.2  ERAM simulation driver shall have the ability to operate external to the system under test.

3.4.2.10.2.3  ERAM shall provide multiple simultaneous test and simulation executions.

Note:  It is intended that multiple be at least four sessions.

3.4.2.10.2.4  ERAM shall provide selectable ARTCC airspace definitions for multiple simultaneous test and simulation executions.
3.4.2.10.2.5  ERAM shall provide high fidelity simulated NAS system input.

3.4.2.10.2.6  ERAM shall provide high fidelity simulated interfacility data.

3.4.2.10.2.7  ERAM shall provide high fidelity simulated ATC performance stimulus.
3.4.2.10.2.8  ERAM shall provide high fidelity simulated aircraft characteristic responses.

Note:  The high fidelity in requirements 3.4.2.10.2.5 through .8 is to operational realism. 

3.4.2.10.2.9  ERAM shall provide simulated surveillance data to the system under test.

3.4.2.10.2.10  ERAM shall provide simulated NAS operational interface data to the system under test.

3.4.2.10.2.11  ERAM shall provide simulated positional key stroke input to the system under test.
3.4.2.10.2.12  ERAM shall provide simulated flight data to the system under test.

3.4.2.10.2.13  ERAM shall provide simulated weather data to system under test.

3.4.2.10.2.14  ERAM simulated inputs shall comply with NAS interface requirements.

3.4.2.10.2.15  The ERAM simulation driver shall allow live (real-time) NAS data input on the NAS stimulus to the system under test.

3.4.2.10.2.15.1  ERAM shall simulate NAS responses and inputs for isolated NAS sub systems under test.

3.4.2.10.3  Scenario Development  

3.4.2.10.3.1  ERAM shall allow for automated and manual scenario development from recorded NAS data. 

3.4.2.10.3.2 ERAM shall provide scenario editing tools for automated scenario development.

3.4.2.10.3.3  The scenario editing tool shall be connected to the Simulation and Test LAN.

3.4.2.10.3.4  ERAM shall provide a scenario development GUI application in accordance with the Human Factors Design Guide.

3.4.2.10.3.4.1  ERAM scenario data shall be selected and combined from stored scenario data.

3.4.2.10.3.4.2  ERAM shall provide operator tools to create and compile scenarios. 

3.4.2.10.3.4.3  ERAM shall use graphical maps and adaptation interfaces.

3.4.2.10.3.4.4  ERAM shall provide for selectable surveillance sensor types.
3.4.2.10.3.4.5  ERAM shall provide scenario preview and debug functions.
Note:  Using the preview and debug functions will not require scheduled lab or NAS resources.

3.4.2.10.3.4.6  ERAM shall provide scenario development for site airspace adaptations and configurations 

3.4.2.10.4  Data Reduction and Analysis

3.4.2.10.4.1  ERAM shall provide Data Reduction and Analysis (DR&A) tools.

3.4.2.10.4.2  ERAM shall record simulation driver data.

3.4.2.10.4.3  ERAM shall playback positional display data from active NAS executions.
3.4.2.10.4.4  ERAM shall playback positional display data from simulated NAS executions.

3.4.2.10.4.5  ERAM DR&A, simulation tools and data shall be accessible from each authorized workstation.

3.4.2.10.4.6  ERAM automated DR&A functions shall compare the analysis of simulation input and test session NAS data output to scenario and test data.

3.4.2.10.4.7  ERAM shall provide for the consolidation of NAS ATC and system data.

3.4.2.10.5  Support Tools

3.4.2.10.5.1  ERAM shall provide simulation monitoring and analysis tools.

3.4.2.10.5.2  ERAM shall provide build and adaptation build tools.
3.4.2.10.5.2.1  ERAM shall provide automated system builds and configuration tools for support testing, site mimic builds, and maintenance activities.
3.5  Training  

Note:  Training requirements for ERAM have been developed in the En Route Training and Simulation (ERTS) program.  ERTS is on a separate track from ERAM.  The strategy for decommissioning the HCS and implementing its replacement includes off loading non-safety critical HCS functions, such as dynamic simulation (training) and aeronautical information messaging, thereby isolating and simplifying the replacement of the safety critical FDP and SDP.  

Successfully deploying ERTS will be followed by a rigorous program of ensuring that its capabilities are evolved to remain in step with the ERAM progress in replacing and enhancing ATC capabilities.  The ERTS requirements document is in development and nearing completion.  ERTS training requirements are specific to the air traffic training and simulation capabilities needed in the ARTCC.  

3.5.1  Air Traffic Training

3.5.1.1  ERAM shall evolve the AT training capability (ERTS) to remain current with ERAM development and deployment.

3.5.1.2  The evolving AT training capability shall remain independent of the safety critical ERAM components.
3.5.2  Airway Facilities Training

3.5.2.1  ERAM shall provide an AF M&C simulation training.

3.5.2.2  ERAM shall provide an AF service level diagnostics simulation training. 
3.6  Surveillance Data Processing

Note:  The distinction between surveillance data processing and flight data processing requirements in this document is drawn for the convenience of the Air Traffic operators.  Requirements from each section imply specification level requirements for both flight and surveillance data processing.  A requirement’s placement in either section does not imply a judgment on criticality. 

3.6.1  Surveillance Sources

3.6.1.1  Radar  

3.6.1.1.1  ERAM shall accept, recognize, process, and route messages from Primary Surveillance Radars (PSR).

Note:  PSRs include Airport Surveillance Radars (ASR), Air Route Surveillance Radars (ARSR), and Department of Defense (DOD) Radars.

3.6.1.1.2  ERAM shall accept, recognize, process, and route messages from Secondary Surveillance Radars (SSR).  

Note:  SSRs include SSRs collocated with FAA PSRs, DOD PSRs and stand-alone SSRs.  

3.6.1.2  ADS-B

3.6.1.2.1  ERAM shall accept, recognize, process, and route ADS-B messages.
3.6.1.3  Shared Surveillance Information

3.6.1.3.1  ERAM shall provide surveillance information to internal and external applications.

Note:  ERAM provided surveillance information includes but is not limited to, aircraft identification, aircraft position, beacon codes, ADS-B codes, actual altitudes, reported altitudes, source of altitude information, altitude conformance, aircraft velocity, ground speed, track status, alert special aircraft status, conflict alert, conflict resolution advisory, and MSAW.

3.6.1.3.2  ERAM shall provide aircraft positional, altitude and beacon data for Center Radar ARTS Presentation (CENRAP).

3.6.1.5  Weather

3.6.1.5.1  ERAM shall provide weather processing and display weather products from Long Range Radar (LRR) surveillance sources.

3.6.1.5.2  ERAM shall allow site-specific filtering of weather data.
Note:  It is intended that site- specific filtering be accomplished through adaptation and dynamic modification.

3.6.1.6  Strobe Processing

3.6.1.6.1  ERAM shall provide strobe processing and display strobe products from surveillance sources.

3.6.2  ATC Operations

3.6.2.1  ERAM shall provide aircraft position, direction and track status information and aircraft identification.

Note:  Position and direction are intended to include rate of climb and descent, course, ground speed, vertical and horizontal acceleration (includes turn rate), beacon code, special alert codes text, alert status, suppression status, handoff status, altitude relationship (conformance, transitioning, above or below) beacon establishment status, CID velocity vector, MSAW penetration vector.  Track status includes hold, coast, free, flat, etc.

3.6.2.2  ERAM shall ensure association of the identity code between aircraft and ARTCC to achieve positive identification.   

3.6.2.3  ERAM shall alert controllers when an aircraft will enter the receiving controller’s airspace without transfer of control. 

Note: The alert may be a system-adapted time or distance.

3.6.2.4  ERAM shall initiate automatic hand-offs.

Note:  Automatic handoffs are based on track mode status and the track position within the adapted automatic handoff point.

3.6.2.5  ERAM shall alert controllers when an aircraft loses its transponder operability.

3.6.2.6  ERAM shall alert controllers when an aircraft deviates from its intended or planned route of flight. 

3.6.2.7  ERAM shall alert controllers when an aircraft deviates from its assigned altitude.

3.6.3  Safety Alert Functions.

3.6.3.1  Aircraft Alert 

3.6.3.1.1  ERAM shall provide an alert when two tracked aircraft are predicted or determined to violate the vertical, lateral, or longitudinal alert minima in accordance with NAS SR-1000, NAS System Requirements Specification.

3.6.3.1.2  ERAM shall provide an alert when a potential conflict exists between a controlled aircraft and an uncontrolled Mode C aircraft. 

3.6.3.1.3  ERAM shall calculate and provide time and distance to conflict.

3.6.3.2  Special Use Airspace Alert

3.6.3.2.1  ERAM shall provide an alert when a tracked aircraft is predicted or determined to violate vertical, lateral, or longitudinal separation minima with active SUA.

3.6.3.2.2  ERAM shall calculate time and distance to violation.

3.6.3.3  Terrain and Obstacle Alert

3.6.3.3.1  ERAM shall provide an alert when potential encounters of an aircraft with terrain are predicted or determined.

3.6.3.3.2  ERAM shall provide an alert when potential encounters of an aircraft with obstacles are predicted.

3.6.3.3.3  ERAM shall calculate time and distance to encounter.

3.6.4  Controller Interaction

3.6.4.1  ERAM shall provide operator controls to place a track in and out of coast status.

3.6.4.2  When an aircraft is in coast track, ERAM shall display the aircraft’s status, predicted position, and position symbol IAW NAS MD-314, Local Outputs.

3.6.4.3  ERAM shall allow a track to be placed in and out of  hold status.

3.6.4.4  ERAM shall display aircraft in track hold status. 

3.6.4.5  ERAM shall provide the controls to suppress automatic handoffs.

3.6.4.6  ERAM shall provide the controls to initiate manual handoffs

3.6.4.7  ERAM shall transfer track control upon acknowledgement by the receiving controller.     
3.6.4.8  ERAM shall provide selectable visual display presentation formats for tactical safety alerting functions.

Note:  It is intended that formats be distinct.

3.6.4.9  ERAM shall provide selectable aural formats for tactical safety alerting functions.

Note:  It is intended that formats be distinct.
3.6.4.10  ERAM shall provide selectable alert display durations.
Note:  It is intended that formats be distinct

3.6.5  Processing Functions

3.6.5.1  ERAM shall use surveillance data and expressions of intent to generate predictions and alerts.

Note:  Expressions of intent include flight data and ADS-B.

3.6.5.2  ERAM shall update track information upon receipt of a surveillance input update with the maximum time between updates of 13 seconds.

3.6.6  Accuracy
3.6.6.1  System surveillance accuracy shall exceed that of the existing En Route system. 

3.6.6.2  ERAM shall ensure that nuisance alerts be no more than six percent of the alerts declared  (Threshold).  The objective is for ERAM to ensure that nuisance alerts be no more than two percent of the alerts declared.  
3.6.6.3  ERAM shall correct Mode C altitudes with barometric pressure.

3.6.7  Tracking

3.6.7.1  ERAM shall provide uniform track continuity.

Note:  Target discontinuities (e.g. track jumps or stitching), as a target crosses surveillance sensor coverage boundaries, should not be perceivable to the controller.

3.6.7.2  In the event of the loss of surveillance inputs, ERAM shall continue to predict the movement of aircraft targets.

Note:  It is intended that the prediction time be site-specific.

3.6.7.3  ERAM shall allow for automatic track initiation on positively identified aircraft.

3.6.8  Quality Control of Surveillance Data

3.6.8.1  The accuracy of surveillance outputs shall be demonstrable and certifiable.

3.6.8.2  ERAM shall provide quality checking and out-of-tolerance alerting to designated positions.

3.6.8.3  ERAM shall provide status and error codes for surveillance technologies.

Note: It is intended that status and error codes be provided for each surveillance technology.

3.6.8.4  Error checking shall be consistent with the characteristics of the communications networks.

Note:  Characteristics include line quality and noise hits.

3.6.8.5  Error checking shall be consistent with the characteristics of the surveillance sensors.

Note:  Characteristics include search and quality checks and PE alignment.

3.6.9  Quality Control of Radar Data

3.6.9.1  ERAM shall monitor and report status and test message results from surveillance data.

3.6.9.2  ERAM shall track and report radar data counts.
3.6.9.3  ERAM shall calculate and report permanent echo deviations.

3.6.9.4  ERAM shall calculate and report registration and collimation errors.

3.6.9.5  ERAM shall monitor for degradation in range performance of a radar site.

3.7  Flight Data Processing
3.7.1  Acceptance Processing of Flight Data Messages

3.7.1.1  Data Sources and Eligibility

3.7.1.1.1  ERAM shall accept messages from eligible sources to initiate, modify, and terminate processing flight data.   

Note:  Eligible sources include controllers, operational supervisors, traffic management coordinators, specialists, and fight data specialists.

3.7.1.1.2  ERAM shall accept and process flight data messages from external facilities.

Note:  Eligible sources include adjacent ARTCCs, TRACONs, ATCTs, Military ATC facilities, Oceanic Facilities, ATCSCC, and international ATC facilities.

3.7.1.1.3  ERAM shall accept and process flight data messages from non-NAS sources.

Note:  Non-NAS sources include aeronautical fixed telecommunications network AFN and NADIN service B network or their successors from eligible sources, which includes military, airline operations centers, and law enforcement authorities (e.g. NORAD, FBI , DEA, and INS), FAA- and vendor operated flight planning and filing systems and authorized sources outside the US.

3.7.1.1.4  ERAM shall accept, process, and route bi-directional data link messages exchanged between aircraft and ground processors.

Note:  The scope involves request/reply data link services related to ATC and airspace management services.

3.7.1.2  Acceptance Checking

3.7.1.2.1  ERAM shall check input messages to ensure message completeness and coherency.

3.7.1.2.2  ERAM shall maintain and manage flight data elements based on the criticality of information in that element.

Note:  It is intended that maintaining and managing be based on the criticality of information in that element, to include its differentiation according to the data type, data source, and the severity of the impact resulting from data loss or corruption.

3.7.1.2.3  ERAM shall provide the originator of a flight data message feedback to facilitate the correction of errors.

3.7.1.2.4  ERAM shall allow the user to edit flight data messages without re-inputting the entire message.

3.7.1.2.5  ERAM shall inform the user when a flight data message has been accepted.

3.7.1.2.6  ERAM shall allow the eligibility for inputting and modifying flight data to be determined by the facility, position or device.

3.7.2  Flight Plans and Amendments

3.7.2.1  ERAM shall accept NAS and ICAO flight plans.

3.7.2.2  ERAM shall extend NAS and ICAO flight plan formats with new data and messages.

3.7.2.3  ERAM shall process and retain multiple flight plans for each flight.
3.7.2.4  ERAM shall retain flight plan information for a parameter period of time beyond the projected requirement for service.
3.7.2.5  ERAM flight plan evaluation criteria shall include NAS Equipment status, traffic restrictions, SUA conflicts, weather, and congestion events.

3.7.2.6  ERAM shall evaluate a proposed flight plan prior to acceptance.

3.7.2.7  ERAM shall evaluate a proposed amendment prior to acceptance.
3.7.2.8  ERAM shall evaluate a flight plan against constraints and airspace conflicts.

3.7.2.9  ERAM shall reevaluate flight plans when the evaluation criteria changes.

3.7.2.10  ERAM shall accept and process manually initiated route conversion requests.

3.7.2.11  ERAM shall allow the user to override the application of preprogrammed eligibility and evaluation criteria.

3.7.2.12  ERAM shall allow the user to suspend the application of preprogrammed eligibility and evaluation criteria.

3.7.2.13  ERAM shall process Visual Flight Rule (VFR) flight plans containing VFR and Instrument Flight Rule (IFR) segments.

3.7.2.14  ERAM shall process IFR flight plans containing VFR and IFR segments.

3.7.2.15  ERAM shall accept and store recurring flight plans.

3.7.2.16  ERAM shall accept, store, and maintain user specified default values for selected flight data elements.

3.7.2.17  ERAM shall accept, store, and maintain facility specified default values for selected flight data elements.

3.7.2.18  ERAM shall allow for selected categories of flights that require special security handling.

Note:  Security handling includes limited and restricted flight data distribution and display.

3.7.2.19  ERAM shall store recurring flight plans 180 days or more in advance of the flight.

3.7.3  Other Messages

3.7.3.1  ERAM shall accept and process requests for flight data from eligible users and transmit the data to the originator of the request.

3.7.3.2  ERAM shall provide the operator tools to suspend or restart the processing of a flight plan.

3.7.4  Flight Data Storage and Retention

3.7.4.1  ERAM shall remove a flight plan from system storage based on facility selectable parameters.

3.7.4.2  ERAM shall provide a unique identifier for each flight.

3.7.5  Route Conversion

3.7.5.1  ERAM shall provide and maintain a four-dimensional  trajectory for that portion of the flight plan that corresponds to U.S. domestic ATC responsibility.

3.7.5.2  ERAM shall provide atmospheric modeling for trajectory calculations.

3.7.5.3  ERAM shall process any adapted combination of Airways, Coded Routes, Departure Procedures (DP), Standard Arrival Routes (STAR) and Non-adapted Route Segments.

3.7.6  Flight Plan Position Processing

3.7.6.1  ERAM shall determine when a controlled aircraft’s track position is outside of the preset conformance bounds of its clearance-based trajectory in the lateral direction.

3.7.6.2  ERAM shall determine when a controlled aircraft’s track position is outside of the preset conformance bounds of its clearance-based trajectory in the longitudinal direction.

3.7.6.3  ERAM shall determine when a controlled aircraft’s track position is outside of the preset conformance bounds of its clearance-based trajectory in the vertical direction.

3.7.7  Flight Data Distribution

3.7.7.1  ERAM shall distribute flight data to operational positions and adjacent facilities based on trajectory of flight, time, events, and user-defined criteria.

3.7.8  Transfer of Control

3.7.8.1  ERAM shall provide automated coordination and hand-off  between ATC facilities and internal sectors.

3.7.8.2  ERAM shall allow for manually initiated transfer of control across sector and facility boundaries.

3.7.8.3  ERAM shall transfer control based on a facility-selectable time interval from a boundary crossing.

3.7.8.4  ERAM shall transfer control based on a facility-selectable distance from a boundary crossing.

3.7.8.5  ERAM shall allow the controller to initiate transfer of control to a sector.

3.7.8.6  ERAM shall allow the controller to initiate transfer of control to a facility.

3.7.8.7  ERAM shall allow the controller to inhibit the auto-hand-off function.

3.7.9  Beacon Code Assignment

3.7.9.1  ERAM shall establish and maintain a beacon code allocation system.

3.7.9.1.1  ERAM shall allow for the positive identification of an aircraft for the duration of a flight.

3.7.9.2  ERAM shall restrict beacon code reassignment.

Note:  Restricted beacon code reassignment is based on trajectory and the possibility of a track swap.

3.7.9.3  ERAM shall provide assigned beacons to adjacent ATC facilities.

3.8  General Information Processing

3.8.1  General Characteristics

3.8.1.1  ERAM shall accept, process, validate, and deliver non-safety-critical ATC-related AT data.

3.8.1.2  ERAM shall accept, process, validate, and deliver non-safety-critical ATC-related aeronautical data.

3.8.1.3  ERAM shall accept, process, validate, and deliver non-safety-critical ATC-related meteorological data.

3.8.1.4  ERAM shall allow for external legacy interfaces.   

3.8.1.5  ERAM shall provide a query function for retrieval of ATC-related data.  

3.8.1.6  ERAM shall interface with external systems.

Note:  It is intended that interfaces not require a change to the external protocols.
3.8.1.7  ERAM shall accept user defined preference sets.

Note: User defined preference sets are used to determine size, location, content, sorting precedence, and other defining characteristics.

3.8.1.8  ERAM shall accept inputs from and display to designated operational positions.  

3.8.1.9  ERAM shall distribute graphical and textual reference data to selected users.

Note:  Graphical and textual data includes approach plates, Letters of Agreement, Standard Operating Procedures, SIGMETs, PIREPs, NOTAMs, and dynamically created freeform text and graphics.

3.8.2  Weather Messages

3.8.2.1  ERAM shall collect, process, validate, and deliver ATC related meteorological information.

3.8.2.2  ERAM shall allow weather messages to be input at operational positions.

3.8.2.3  ERAM shall perform logic and format checks on inputs made at operational positions.

3.8.3  Aeronautical Data

3.8.3.1  ERAM shall provide active and projected SUA and TFC status.

3.8.3.2  ERAM shall display operational environmental data.

Note:  Operational environmental data includes NOTAMs, outages, backup in use, runway configurations, and traffic management initiatives. 

3.8.3.3  ERAM shall display graphical information.

Note:  Graphical information includes approach plates and airport diagrams.

3.8.4  General Information Message

3.8.4.1  ERAM shall allow for entering, processing and displaying textual general information messages from designated positions.

3.8.4.2  ERAM shall notify the user when time critical information is received.

Note:  It is intended that the notification be immediate.  Critical information includes INREQs and ALNOTs.

3.8.5  Traffic and Sector Data Analysis and Reporting

3.8.5.1  ERAM shall receive raw traffic count, sector traffic count and sector usage data from the flight plan processor. 

3.8.5.2  ERAM shall display and print reports.

3.8.5.3  ERAM shall accept inputs from designated positions.

3.8.5.4  ERAM shall display information to designated positions.

3.9  Metering

3.9.1  ERAM shall provide traffic flow management metering and sequencing functions.

Note:  It is intended ERAM provide current TFM metering functionality.

3.9.2  ERAM shall provide en route spacing and arrival sequencing metering processing.

3.9.3  ERAM shall determine which flights are eligible for metering processing.

3.9.4  ERAM shall provide sequenced lists of metered aircraft destined to external airports.

Note: Aircraft to external airports-En Route spacing.

3.9.5  ERAM shall provide sequenced lists of metered aircraft destined to internal airports.

Note: Aircraft to internal airports-arrival sequencing.

3.10  Operational and Environmental Adaptation

3.10.1  ERAM shall address site-unique equipment configuration data in site adaptation.

Note: equipment configuration data includes: data associated with the facility’s physical configuration, parameters required for proper computer system operations, system and user preference data, device adaptation (the connections between, the number of, and identifiers of devices), data and message routing and distribution parameters, display preference settings, capacity/implementation, and operational parameters - keyboard mapping, user preferences; parameters used to govern failure, startup, and restart processes.  
3.10.2  ERAM shall address site-unique environmental data in site adaptation.

Note: Environmental data includes Center boundary definitions, fixes, routes (Airways, Coded Routes, PARs, PDRs, DPs, STARs, PDARs, MTRs), airports, radar sites, geographical maps.  
3.10.3  ERAM shall address airspace and procedural restrictions in site adaptation.

Note: ERAM shall codify, store and retrieve, in computer readable form, data associated with Letters of Agreements (LOAs) and Memorandum of Understanding (MOUs), SUAs, hazardous terrain, control areas, and other airspace definitions used to restrict aircraft transition or control the transition of aircraft.   
3.10.4  ERAM shall address ATC operational procedural and functional parameters.

Note: This includes separation standards, conformance bounds, conflict alert threshold values, alert notification parameters, other alert and status threshold values.

3.10.5  ERAM site adaptation shall be re-useable by all en route system components.  

Note: It is intended that all En Route systems that require airspace definition data, aircraft characteristics data, airspace and procedural restriction data shall receive that information from the set of ERAM adaptation data.

3.10.6  ERAM system elements shall be configurable in accordance with facility defined criteria.

3.10.7  ERAM shall be adaptable to local environments.

3.10.8  ERAM shall accept, process and distribute adaptation data in formats used by legacy en route systems.

Note: Legacy systems include Host, URET/CCLD, and DSR.

3.10.9  ERAM adaptation data shall be in accordance with FAA standards.

3.10.9.1  ERAM adaptation data definitions and attributes shall have defined semantics and consistent values across facility boundaries.

Note: Data definitions across facility boundaries are used at multiple locations.

3.10.10  ERAM shall provide configuration management support tools.

Note: The tools will be used for creation, update, distribution, and maintenance of site adaptation.

3.10.11  ERAM shall provide a database that defines the attributes and performance characteristics of aircraft types.

3.10.11.1  ERAM aircraft performance data and airspace definition data shall be consistent among all En Route facilities.

3.11  Product Characteristics and Performance Requirements 

3.11.1  System Performance

3.11.1.1  System performance shall meet or exceed that of current En Route Automation.

3.11.2  Service Levels 

3.11.2.1  ERAM shall provide continuous operational use.

Note:  Continuous operational use is defined as 24 hours per day, seven days a week.

3.11.2.3  ERAM’s functions and services shall be kept in an operable and committable state according to their criticality to safe operation and control of aircraft.

3.11.2.4  ERAM’s functions and services to the controller shall be categorized according to the severity of impact of loss of that service to the separation and control of aircraft.

3.11.3  Reliability, Maintainability and Availability 

3.11.3.1  ERAM shall meet or exceed the Reliability, Maintainability, & Availability (RMA) requirements for critical, essential and routine services in accordance with NAS SR-1000, NAS System Requirements Specification. 

3.11.3.2  Reliability

3.11.3.2.1  ERAM shall ensure that no routine function negatively impacts any essential function.  

3.11.3.2.2  ERAM shall ensure that no essential or routine function negatively impacts any critical function.

3.11.3.3  Maintainability

3.11.3.3.1  ERAM shall perform critical services and functions in accordance with NAS SR-1000, NAS System Requirements Specification.
3.11.3.3.2  ERAM elements shall have a Mean Time to Repair (MTTR) of less than 30 minutes.

Note: MTTR is defined as the average on-equipment corrective maintenance time in the operational environment.  Measurement commences when a technician arrives at the ERAM or equipment for on-equipment service.  Time includes all corrective maintenance activities.  Time excludes delays due to maintenance or supply obstacles.  MTTR includes diagnostic time, removal of the failed LRU, replacement and installation of the new LRU, including any adjustments or data loading necessary to initialize the LRU, and all adjustments required to return the system/subsystem to normal operation. 

3.11.3.3.3  ERAM system restoration time shall have a Mean-Time-to-Restore (MTR) of less than 30 minutes.
Note:  MTR is defined as the average on-equipment restoration time for the element in the operational environment.  Measurement commences when the outage is noted and ceases when element certification is completed.  Time includes diagnostic time, element removal and replacement, adjustments or data loading necessary to initialize the element, and adjustments necessary to return ERAM to full normal redundant service.  Time may include delays due to maintenance or supply obstacles if such obstacles prevent system restoration.  This requirement is intended to ensure that the time to restore an element will be less than 30 minutes from the time of outage.

3.11.3.3.4  ERAM shall provide both automatic and manual reconfiguration and recovery.

3.11.3.3.5  ERAM shall allow preventive maintenance without impacting operational service.

Note: Preventive maintenance means periodic or scheduled maintenance activities.

3.11.3.3.6  ERAM shall allow performance checks without impacting operational service.

3.11.3.3.7  ERAM hardware elements shall not require preventive maintenance more than two times per year.

3.11.3.3.8  ERAM shall be designed to allow physical access to Line Replaceable Units (LRU) in operational and support areas.

3.11.3.3.9  ERAM shall allow removal and replacement of LRUs without requiring the use of unique tools unless approved by the FAA.

3.11.3.3.10  ERAM shall allow removal and replacement of LRUs without requiring the use of unique test equipment unless approved by the FAA.

3.11.3.4  Availability

3.11.3.4.1  ERAM shall meet the required availability probabilities for critical essential and routine services in accordance with NAS SR-1000, (NAS System Requirements Specification table 3-6 and section 3.8.1.B.

3.11.3.4.1.1  Service availability shall be 0.99999 for critical services.

3.11.3.4.1.2  Service availability shall be 0.999 for essential services.

3.11.3.4.1.3  Service availability shall be 0.99 for routine services.

3.11.3.4.2  No single failure of ERAM equipment shall cause loss of critical or essential service.

3.11.3.4.3  No single failure of ERAM software shall cause loss of critical or essential service.
3.11.3.4.4  Any single loss of service to a user shall not exceed six seconds for a critical service.

3.11.3.4.5  Any single loss of service to a user shall not exceed ten minutes for an essential service.

3.11.3.4.6  Any single loss of service to a user shall not exceed 1.68 hours for a routine service.

3.11.3.4.7  The frequency of occurrence for any loss of service shall not exceed one per week.

3.11.3.4.8  ERAM shall provide system reconfiguration and recovery between the primary and redundant systems. 

3.11.4  Response Times

3.11.4.1  ERAM shall meet or exceed the response times specified in NAS SR-1000, NAS System Requirements Specification.

3.11.5  System Capacity

3.11.5.1  ERAM processing, memory, and network capacity shall have a fifty percent or more reserve capacity at full operational capability for maximum stress workload at delivery.

4  Physical Integration

4.1  Real Estate 

4.1.1  No real estate procurement is expected.
4.2  Space

4.2.1  The readiness of physical facilities needed for integration of ERAM shall be ensured.

Note:  The physical facilities need to be modified to accept new equipment

4.2.2  ERAM equipment racks and associated peripherals shall be in accordance with National Fire Protection Association (NFPA) Standard 70, Clearance Requirements. 

4.2.3  Facility space planning shall be completed for each system.

4.2.4  Systems requirements shall be identified in accordance with FAA Standard 25, Preparation of Interface Documentation.

Note:  The facility type iRD should be prepared in draft at a time that supports each investment decision.  A final facility type iRD must be completed as part of the In-Service Review process.

4.2.5  Space shall be provided for prime mission equipment, physical storage, maintenance, M&C, and administrative functions to sustain ERAM throughout its lifecycle

4.2.6  Transition space shall be provided for in-service changes.

4.2.7  Site surveys shall be completed to determine required modifications to assigned space.

4.3  Environmental

4.3.1  FAA-owned facilities design and construction shall comply with national building codes, local building codes, Environmental Protection Agency (EPA), and Occupational Safety and Health Administration (OSHA) standards.

4.3.2  ERAM shall be in accordance with Executive Order (EO) 12088, Federal Compliance with Pollution Control Standards, and EO 12873, Federal Acquisition, Recycling, and Waste Prevention. 
4.3.3  ERAM and its installation shall comply with Title 40 CFR, Environmental Protection, and state, local, Department of Transportation (DOT), and FAA environmental orders and directives. 

4.3.4  Non-FAA-owned facilities shall be in accordance with national, state, and local building codes.

Note:  Non-FAA-owned facilities include the William J. Hughes Technical Center and the Mike Monroney Aeronautical Center.

4.3.5  Non-FAA-owned facilities shall be in accordance with EPA and OSHA standards.

Note:  Non-FAA-owned facilities include the William J. Hughes Technical Center and the Mike Monroney Aeronautical Center.

4.4  Energy Conservation

4.4.1  ERAM shall be in accordance with The National Energy Conservation Policy Act through compliance with EO 12902, Energy Efficiency and Conservation at Federal Facilities, and FAA Order 1053.1, Energy and Water Management Program for FAA Buildings and Facilities.

4.5  Heating, Ventilation, Air Conditioning

4.5.1  ERAM shall use the existing ARTCC Heating, Ventilation, and Air Conditioning (HVAC) design and capacity, unless approved by the government.

4.5.1.1  HVAC system modifications shall be in accordance with the American Society of Heating, Refrigeration and Air Conditioning Engineers, Inc. (ASHRAE) 55, Thermal Environmental Conditions for Human Occupancy; ASHRAE 62, Ventilation for Acceptable Indoor Air Quality; and NFPA Standard 70, National Electric Code.

4.5.2  If approved ERAM needs exceed existing capacity, supplemental comfort heating and cooling systems shall be provided. 

4.5.3  The design of ERAM shall ensure that standalone displays, printers, or personal computer workstations operate at ambient room temperatures, or be provided with internal fans.  

Note: ARTCC automation and ATC operations areas are designed to provide forced air cooling through the raised floor plenum, with cooling air exhausted through the equipment rack into the room.  

4.5.4  ERAM shall document in a facility-type IRD, heat generation parameters (cooling requirements).

4.6  Grounding, Bonding, Shielding, and Lightning Protection

4.6.1  ERAM shall be compatible with facility grounding , bonding, shielding and lightning protection systems. 

4.6.2  ERAM equipment shall be in accordance with FAA –STD-019, Lightning Protection, Grounding, Bonding and Shielding for Facilities; FAA-STD-020, Transient Protection Grounding, Bonding and Shielding Requirements for Equipment;  ANSI/IEEE 1100-1992, Powering and Grounding Sensitive Electronic Equipment: and NFPA Standard 70, National Electric Code.

4.7  Cables 

4.7.1  ERAM cable installation plans and installation shall be in conformance with FAA Order 6650.9, Requirements for Area Control Facility Under the Floor Cabling. 

4.7.2  All ERAM cables shall be sized and installed in raceways, cable trays, or conduits in accordance with NFPA 70, National Electrical Code.

4.7.3  All ERAM cables shall be logically labeled and documented.

4.8  Hazardous Materials 

4.8.1  Handling of hazardous materials shall be in accordance with the 29 Code of Federal Regulations (CFR Title 29, Part 1910), Occupational Safety and Health Standards, and FAA Order 8040.4, Safety Risk Management.

4.8.2  ERAM shall identify, monitor and manage hazardous materials inherent in the technology in accordance with environmental regulations.

4.8.3  ERAM system components shall be delivered free of asbestos, Polychlorinated Bi-Phenols (PCBs), lead, and class 1 ozone depleting substances.

4.8.4  ERAM shall develop equipment disposal plans that address the identification, handling, storage, and disposal of hazardous materials.

4.9  Power Systems and Commercial Power 

4.9.1  ERAM power systems and commercial power usage shall be in accordance with FAA-G-2100, Electronic Equipment, General Requirements, as tailored in Appendix I, Applicability to Procurements, for COTS/NDI equipment, or NFPA 70, National Electrical Code, and other national standards related to the specific needs of emerging technical requirements for ATC automation systems.  

Note: Contractors are encouraged to propose the use of alternative technical specifications and standards, where a net benefit to the government will be realized, as long as existing standards are met or exceeded.

4.9.2  ERAM shall modify or upgrade affected ARTCC power systems and commercial power to ensure full compatibility with the COTS/NDI and emerging ATC automation system technologies.

4.9.3  ERAM shall not introduce power profile characteristics that degrade the operation of other equipment located within the facility.  

Note: These potentially harmful characteristics include but are not limited to those that cause electrical current or voltage distortion, radio frequency interference, harmful in-rush currents, and degradation of the true power factor of the servicing grid network.

4.9.4  ERAM power sources or a combination of sources and equipment power supply characteristics shall provide the degree of overall service reliability which is compatible with the assigned function of the system.

4.10  Telecommunications 

The En Route domain will need to establish seamless, secure, controlled, communications capabilities among all NAS domains, systems users and international ATC facilities to provide improved information sharing concerning the status of the NAS infrastructure, Special Use Airspace, weather movements, aircraft movement/status, winds, etc.  Using state-of-the-art technologies and products enables increased automated data communication among air traffic control facilities and airspace users.  The goal is to provide rapid access and error-free transfer of data (especially safety-critical data) for authorized users.  The following conditions and guidelines are essential to developing the telecommunications services for the advanced En Route operations.

4.10.1  Planning

4.10.1.1  ERAM telecommunications architecture shall be capable of sustaining existing services while accommodating new interfaces and devices.

4.10.1.2  Where necessary, expansion and incremental upgrades to existing telecommunications shall be designed to provide a common infrastructure that lends itself to insertion of added services, changing rates, or new capability requirements with common management, configuration control, and monitoring.

4.10.2  Telecommunications Protocols 

4.10.2.1  ERAM telecommunications design shall incorporate individual protocols for ports such that changes to the protocols do not adversely affect other interfaces.

4.10.3  Design Features for User Applications 

4.10.3.1  ERAM shall provide a common application interface or other device of open system interfaces that allows all authorized users to access data.

4.10.3.2  ERAM shall provide configuration services to isolate port-specific requirements while ensuring interoperability through control of compatible compression and encryption methodologies.

4.10.3.3  ERAM system performance monitoring shall include identification of errors and generation of pertinent statistics for all telecommunications links within the system domain. 

4.10.3.4  ERAM shall provide an alternate-path control that makes redundant and diverse paths for data services available whenever the current path becomes unavailable or errors exceed thresholds.

4.10.4  Telecommunications Data Archiving Services 

4.10.4.1  The ERAM archiving service shall be capable of selectively using system recording capabilities, off-line analysis, or playback.

4.10.5  New or Upgraded Services 

4.10.5.1  ERAM shall implement new, or upgraded internal telecommunications services, using a coordinated system-level approach that takes into account interoperability, interdependency, functionality, and economy.

Note:  Telecommunications external to the ARTCC are not included in this requirement and will be provided for outside of the ERAM program.

4.11  Special Considerations 

4.11.1  ERAM shall plan and install fiber optical cable in conformance with FAA Order 6650.9, Requirements for Area Control Facility Under the Floor Cabling.

5  Functional Integration

5.1  Integration with other NAS and Non-NAS Elements

5.1.1  ERAM shall be designed to integrate with NAS systems in development.
5.1.2  Integration shall address software interfaces, hardware interfaces, and functional requirements.

5.1.3  Interface Control Documents (ICD) shall be developed in accordance with FAA Standard 025, Preparation of Interface Control Documents.
5.1.4  ERAM shall sustain the uninterrupted exchange of information.

Note:  Information includes flight data, SUA, resources, and operational conditions to both internal and external NAS and non-NAS elements, e.g., internal ARTCC applications, ARTCCs, towers, TRACONs, pilots, airports, and airlines.

5.1.5  ERAM shall receive, store, process, and display data from internal and external systems.

5.1.6  ERAM integration and processing shall meet or exceed the requirements of  NAS-SS-1000, Functional and Performance Requirements for the NAS.

5.1.7  ERAM shall not degrade the capacities, response times, functional capabilities, and performance of the interfacing systems.

5.1.8  ERAM interface shall allow for in-service transition and implementation of systems.

5.1.9  ERAM hardware, application software, operating system software and other ERAM components shall be replaceable independently of each other. 

Note:  It is intended that ERAM’s design and the embedded commercially available software and COTS hardware and software pose no impediments to ERAM’s technology refresh compatibility. 

5.1.10  ERAM shall interface with maintenance processing.

5.1.11  ERAM shall display and exchange status with interfacing systems.

5.1.12  ERAM design shall allow for installation, testing, and operation without adversely affecting the operation of NAS elements.

5.2  Software Integration

5.2.1  The integration of ERAM’s software shall not adversely affect the performance of other systems.

5.2.2  ERAM software shall be portable between various hardware platforms.

5.3  Standardization

5.3.1  ERAM hardware and software shall enable the exchange of commonly defined data with automation systems.

5.3.2  ERAM design shall use open system standards. 

5.3.3  ERAM shall sustain services to external systems.
Note:  Services include tracking, common adaptation management, trajectory modeling, and recording.

5.3.4  ERAM shall store, access, and transmit data in a uniform and consistent format for NAS elements.

5.3.5  ERAM shall receive, process, and forward new and existing information content via legacy communications protocols.  

5.3.6  ERAM shall receive, process, and distribute new and existing information content simultaneously via legacy communications protocols and new communications protocols.  

5.3.7  ERAM shall provide open system interfaces for the interchange of data.

5.3.8  ERAM shall be maintained in accordance with FAA Order 6000.15, General Maintenance Handbook for Airway Facilities. 

5.4  Interfaces

5.4.1  ERAM shall be capable of two-way communication with NAS elements.

5.4.1.1  ERAM shall exchange data with all external systems currently interfaced with the En Route system. 

5.4.2  ERAM shall exchange En Route information with authorized non-NAS elements. 

5.4.3  ERAM two-way data communications interface processing shall include but not be limited to exchanging flight information and performing inter facility conflict detection, notification, and automated coordination.

5.4.4  ERAM shall interface with air traffic management data sources.

5.4.5  ERAM shall interface with weather system(s) for wind and temperature data.

5.4.6  ERAM shall interface with CMCC and the OCC in accordance with FAA Order 6090.1, Rev A, Development and Implementation and Remote Subsystems within the NAS.

5.4.7  ERAM shall provide data exchange between ERAM components and legacy En Route systems.

Note:  Legacy systems include metering and sequencing applications, Enhanced Traffic Management System (ETMS) and Collaborative Decision Making (CDM) applications.

5.4.8  ERAM interfaces shall provide data exchange with Traffic Flow Management Decision-Support Systems in the ARTCC. 

Note:  Support systems include metering and sequencing applications, Enhanced Traffic Management System (ETMS) and Collaborative Decision Making (CDM) applications.

5.4.9  ERAM shall interface and synchronize to a coded time source and GPS UTC time signals.

5.5  Interface Requirements

5.5.1  ERAM shall provide redundant communications paths to external interfaces.

5.5.2  ERAM shall ensure the same input from an external interface will not cause failure of multiple data paths.

5.5.3  Failure in one communications path shall not cause failure in another.
5.5.4  ERAM shall allow maintenance to be performed on any of the data paths without causing or requiring an outage on any of the other paths.

5.5.5  ERAM shall ensure information delivery time and quality  to ARTCC data storage subsystems is consistent with the needs of the receiving application.  

6  Human Integration

ERAM includes disparate human integration requirements for Air Traffic and Airway Facilities users.  For Air Traffic, the ATS intent is to standardize future research and development systems and to take a disciplined approach to the upgrades of the En Route controller workstations, continuing the process instituted under the Display System Replacement (DSR) program.  The HCI for En Route automation affecting Air Traffic will evolve in accordance with the work of the Air Traffic DSR Evolution Team (ATDET) and its charter.  ATDET applies lessons learned from operational evaluations of the FAA systems and experience with the deployed HCI of DSR, to derive En Route HCI principles.  Accordingly, the subsidiary paragraphs in this section only apply to the design of the Airways Facilities aspects of the ERAM system.

For Airway Facilities, ATS’s intent is to promulgate a standardized M&C HCI design, and to begin integration of the M&C capabilities for en route systems into a highly effective and usable HCI.  AF HCI development will use FAA human factors guidelines and involve user representatives in design and evaluation through a joint working group, the Airway Facilities Integration Team (AFIT).  AFIT will apply the same discipline as ATDET to derive AF Air Transportation System Specialist HCI principles.

6.1  Human Factors

6.1.1  A human factors evaluation approach shall be documented and approved in the Human Factors Evaluation Plan.

6.1.2  Human Factors shall be addressed in the design, development, and verification of ERAM.  

6.1.3  The DOT/FAA/CT-96/1 Human Factors Design Guide for Acquisition of Commercial-Off-the-Shelf Subsystems, Non-Developmental Items, and Developmental Systems (HFDG), as modified by DOT/FAA/CT-TN00/30 Computer-Human Interface Guidelines: A Revision to Chapter 8 of the Human Factors Design Guide, shall apply.  

6.1.4  Sections 5.6, 5.7, and 5.9 of MIL-STD-1472F Human Engineering shall apply.  

6.1.5  A human factors program shall be implemented using process guidance contained in MIL-HDBK-46855 Department of Defense Handbook Human Engineering Program Process and Procedures.

6.2  Human–Computer Interface

6.2.1  HCI Integration

6.2.1.1  ERAM shall meet critical human integration objectives for HCI design including simplicity, standardization, human performance considerations, and system interaction rules as given in the HFDG.

6.2.1.2  The HCI shall be designed in accordance with the HFDG section 5, Maintenance Automation and Section 8 Human-computer interfaces.

6.2.1.3  System display font size, color, and contrast shall be user selectable.

6.2.2  Operator Input Actions

6.2.2.1  ERAM shall provide system-wide update and distribution of data.

Note:  System wide data update and distribution will minimize duplicative data inputs.

6.2.2.1  The number of actions required to execute any operational command shall be based on the command’s criticality and frequency of use.

Note:  Actions include keystrokes and pointing device selections.

6.2.2.2  ERAM shall provide a reduced syntax and implied command set for critical and frequently used operational, maintenance, and support commands.

Note:  The more critical or more frequent the command, the lower the number of actions required to execute it, the goal being suitability to the user.

6.2.2.3  ERAM shall provide an integrated graphical user interface.

6.2.2.4  Maintenance and support application commands shall be executed by user action only.

Note:  This precludes automation-initiated maintenance and support commands.  The use of macros and implied commands is consistent with this requirement.

6.2.2.5  ERAM shall allow the initiator of a command to suspend, interrupt, cancel, recall, or edit a command in the process of composition for any operational, maintenance, or support application.
Note: The intent is to ensure the automation does not impede controllers and Airway Transportation Specialists from switching to higher priority duties.  For example, ERAM should not prevent controllers from abandoning a flight plan reroute when the same input device is needed to acknowledge a time-critical coordination message.

6.2.2.6  ERAM shall notify the user when selected user actions result in a change in stored data and require a confirmation prior to execution.

Note:  Stored data changes requiring confirmation are specified in facility directives. 

6.2.3  System Output HCI

6.2.3.1  ERAM shall provide feedback after a maintenance or support command has been entered.

6.2.3.2  ERAM shall provide error messages with specific information on the type of error.

6.2.3.3  ERAM shall provide specific information for the correction of all operational, maintenance, and support command errors.

6.2.4  Airway Facilities Human/Product Interface

6.2.4.1  ERAM equipment shall be designed for maintenance in accordance with the HFDG, Section 6 Designing equipment for maintenance.

6.2.4.2  Human Error

6.2.4.2.1  The system and support equipment shall be designed to be fault tolerant in maintenance performance.

6.2.4.3  Diagnostics

6.2.4.3.1  ERAM maintenance diagnostics and fault isolation shall be designed for a 30-minute or less mean time to repair (MTTR).

6.2.4.4  Alignment Aids

6.2.4.4.1  System equipment shall incorporate alignment aids to assist AF maintainers in achieving correction installation.

6.2.4.5  Labeling

6.2.4.5.1  ERAM equipment shall be labeled to:

a) identify the equipment,

b) provide warnings or caution messages, and 

c) supply inspection requirements, and 

d) provide calibration, weight, center of gravity and lift information.

6.2.4.5.2  Safety related labeling shall meet the requirements of the HFDG, Section 12.16 Safety labels and placards.

6.2.4.6  Alerts

6.2.4.6.1  Audio Signals used to alert a maintainer to different conditions shall be discriminable from other alerts in the intended operational environment.

6.2.4.6.2  Audio Signals shall be designed in accordance with the HFDG, Section 7.3 Audio Displays.

6.2.4.6.3  The system shall not permit critical alert information to be obscured, hidden, or otherwise masked from the maintainer’s attention.

6.3  Employee Safety and Health

6.3.1  Personnel Safety Requirements

6.3.1.1  The system shall comply with OSHA personnel safety requirements defined in FAA-G-2100 and FAA Order 3900.19, 29CFR 1910, General Duty Standards, and 29CFR 1926 Construction Standards.

6.3.2  Maintainer Workspace

6.3.2.1  Workspace shall be provided around system equipment (e.g. consoles, cabinets, racks) to allow unrestricted physical and visual access during the performance of maintenance operations and performance checks in accordance with the HFDG, Section 6.3.4.1 Physical accessibility.

6.3.3  Access to Serviceable Components

6.3.3.1  Equipment location

6.3.3.1.1  System LRUs shall be accessible and removable at the equipment’s operational location.

6.3.3.1.2  Items most critical to system operation and which require rapid maintenance attention shall be most accessible.

6.3.3.1.3  High failure-rate items shall be accessible without moving or dismantling non-failed items.

6.3.3.1.4  ERAM equipment that is mounted in drawers, sliding racks, or have hinged equipment covers shall be in accordance with the HFDG, Section 6.3.3 Mounting in drawers, on racks, and on hinges.

6.3.3.2  Reach, Visual Envelope, and Lift

6.3.3.2.1  Equipment shall be designed to be maintainable by a work force with anthropometric characteristics and biomechanic tolerances in accordance with the HFDG Section 14 Anthropometry and Biomechanics.

6.3.3.2.2  Weight of equipment for removal, replacement, handling, and carrying by AF personnel shall meet the weight criteria and labeling requirements of the HFDG, Section 6.2.2 Weight.

6.3.3.2.3  Handles or suitable grasping areas shall be provided on equipment units that require lifting, removal, carrying or handling in accordance with the HFDG Section 6.2.5 Handles.

6.3.4  Working Environment

6.3.4.1 Ambient and supplemental illumination (as appropriate) shall be provided in accordance with the HFDG, Section 13.5 Illumination.
6.3.4.2  The contribution of the ERAM equipment noise levels shall be such that the ambient noise level in the equipment room shall not exceed 65 dB(A) or 57 dB PSIL-4 in accordance with the HFDG, Section 13.5.2.8 Equipment Areas.

6.4  Disability Access Compliance

6.4.1.  The system shall comply with applicable provisions of the Rehabilitation Act of 1973.

6.4.2.  The system shall comply with the Uniform Federal Accessibility Standard (UFAS) FED-STD-795.

6.4.3  The system shall comply with 36CFR 1194 implementation of electronic and information technology (EIT) accessibility standards provided in Section 508 of the Rehabilitation Act of 1973, as amended (29USC 794d).  

Note:  This regulation addresses EIT products that store, process, transmit, convert, duplicate, or receive electronic information; and copiers, computers, fax machines, information kiosks, software, operating systems, websites, and telecommunications products.

7  Security

7.1 Security Laws and Policies

The security of En Route systems shall be in accordance with the following key federal laws and policies:

· Public Law 100-235, Computer Security Act of 1987 

· Presidential Decision Directive 63, Critical Infrastructure Protection

· Executive Order for Critical Infrastructure Protection in the Information Age 

· OMB Circular A-130, Management of Federal Information Resources

· DOT H 1350.250, Information Systems Security Guide

· DOT H 1350.251, Network Security Guide

· FAA Order 1600.69, FAA Facility Security Management Program

· FAA Order 1370.82, Information Systems Security Program

· FAA Order 1600.1, Personnel Security Program

· FAA Order 1600.8, Communications Security (COMSEC) and Electronic Key Management Systems (EKMS)

7.2  Physical Security

7.2.1  The system shall be located in a facility with controlled access, in accordance with site security plans and FAA policy  (FAA Order 1600.69, FAA Facility Security Management Program.)

7.3  Personnel Security

7.3.1  Personnel security controls shall be implemented in accordance with FAA policy (FAA Order 1600.1, Personnel Security Program)

7.4  NAS Information Security

7.4.1  ERAM shall ensure information integrity throughout the ERAM system lifecycle. 

7.4.2  ERAM shall ensure information availability throughout the ERAM system lifecycle.

7.4.3  ERAM shall ensure information confidentiality throughout the ERAM system lifecycle.

7.4.4  ERAM shall provide security functionality protection at a baseline level of trust, in accordance with FAA Order 1370.82, Information Systems Security Program 

7.4.5  ERAM system security shall be certified and approved in accordance with FAA Order 1370.82, Information Systems Security Program 

7.4.6  ERAM shall be capable of interfacing with open security standards and protocols for strong authentication, public key infrastructure, and encryption.

7.4.7  ERAM design shall ensure that a successful attack on a system element does not render any other system element inoperable.

7.4.8  ERAM shall provide centralized, remote security administration of access control rules, authentication mechanisms, audit selection and review, and security alerts.

7.4.9  ERAM shall control access to En Route subsystems and information to authorized users and processes, to the level of individual users and remote systems

7.4.10  ERAM shall limit grants of access to En Route subsystems and information according to mission/business need.

7.4.11  ERAM shall protect En Route information/data from unauthorized modification and destruction.

7.4.12  ERAM shall detect security breaches or attempted security breaches of the En Route automation. 

7.4.13  ERAM shall provide alarms security breaches or attempted security breaches of En Route automation.

7.4.14  ERAM shall detect and trace all security relevant events to specific users, devices, or processes for online or off-line review.

7.4.15  ERAM shall implement system file backup and archiving to support recovery from security related events.

7.4.16  ERAM access control and authentication shall not be disruptive to the provision of ATC services.

7.4.17  ERAM shall provide audit recording to collect information for deterrence, detection, and damage assessment objectives without compromising system performance or capacity.

8  In-Service Support

Logistic support requirements identify the support required to maintain the operational availability (A0) at minimum life cycle cost.  

8.1  Support staffing for ERAM shall be in accordance with FAA Order 1380.34, Staffing Standards Procedures, and FAA Order 1380.40, Airway Facilities Sector Level Staffing Standard System.

8.2  AF training shall be developed to support the maintenance concept and specifically address certification in accordance with FAA-STD-028, Contract Training Programs.

8.3  ERAM manuals, specifications, drawings, and operational test procedures shall be provided in accordance with FAA Order 1320.58, Equipment and Facility Directives – Modification and Maintenance Technical Handbooks.

8.4  ERAM training shall be designed and provided in accordance with the FAA Personnel Management Directive (FAPM) 410, Training and Development; FAA Order 3000.10, Airway Facilities Maintenance Technical Training Program; FAA Order 3000.22, Air Traffic Services Training; FAA-STD-028, Contract Training Program; 29 CFR 1910, Occupational Safety and Health Standards; and 29 CFR 1926, Construction Standard.

8.5  Disposal of excess ERAM equipment and displaced equipment shall be in accordance with FAA Order 4800.2, Utilization and Disposal of Excess and Surplus Personal Property.

8.6  ERAM equipment shall be bar coded in accordance with FAA-BCATS-96-001, Bar Code Asset Serial Number Symbology, Quality, and Format Specifications.
8.7  ERAM equipment shall be maintained in accordance with FAA Order 6000.30, National Airspace System Maintenance Policy.

8.8  AF personnel shall conduct on-site maintenance for ERAM in accordance with FAA Order 6000.15, General Maintenance Handbook for Airway Facilities.

8.8.1  Maintenance and logistics support shall be provided at Government Acceptance (GA) for each site.
8.9  Depot-level maintenance shall consist of repair or replacement of failed LRUs that are shipped from sites.

8.9.1  A life cycle cost trade off analysis shall be performed to determine the repair policy for ERAM components. 

Note: The analysis would determine for example whether LRU repair is to be accomplished at the FAA Logistics Center (FAALC) or at a commercial vendor site.  The FAALC facility will manage all succeeding vendor repair contract(s).
8.10  ERAM shall be certified in accordance with FAA Order 6000.15, General Maintenance Handbook for Airways Facilities.
8.11  ERAM site and depot sparing shall be determined in accordance with FAA Order 6000.38, Policy to Determine NAS Equipment Sparing Requirements for Airway Facilities Work Center.
8.12  Technical manuals shall be in accordance with the maintenance concept and FAA-D-2494, Technical Instruction Book Manuscript. 

8.13  Technical manuals and COTS documentation shall be delivered at each site at the time of the site Government Acceptance. 

8.14  ERAM shall employ FAA approved bar coding from the major assembly to the LRU level.

9  Test and Evaluation

9.1  General

9.1.1.  ERAM test and evaluation shall consist of a Development Test (DT), Operational Test (OT), Site Acceptance Test (SAT), Field Familiarization, Independent Operational Test and Evaluation (IOT&E), and applicable Test and Evaluation for System Modification and Preplanned Product Improvements in accordance with the Acquisition Management System Test and Evaluation Process.

9.1.2  As part of the solution implementation phase of ERAM acquisition, prototype test and evaluation shall be conducted as required by the product team. 

9.2  System Test Requirements

9.2.1  DT and OT shall be conducted at the WJHTC and at locations approved by the FAA.

9.2.2  The DT shall be conducted to verify that ERAM complies with approved specifications.

9.2.3  The OT shall demonstrate that ERAM is operationally suitable for use in the NAS.
9.2.4  The OT shall demonstrate that the NAS infrastructure is ready to accept ERAM.

9.2.5  The OT test procedures shall be based on developed measures of effectiveness (MOE) and measures of suitability (MOS), which are derived from the Critical Operational Issues (COI) contained in Section 9.5.

9.2.6  A SAT shall be conducted at each site.

Note:  The SAT is intended to verify that the system is correctly installed, functions according to specifications, and is ready to support NAS operations.

9.2.7  Simulation and test scenarios shall be compiled from legacy baseline simulations and test scenarios.

9.2.8  Legacy baseline simulations and scenarios used to sustain NAS subsystems shall be updated and consolidated to a reduced set of new baseline and simulation scenarios. 

Note: NAS subsystems include DSR, HOST, DARC, CPDLC, and URET. 

9.2.9  New baseline simulations and scenarios shall be delivered to system sites with supporting documentation.

9.2.10  Operational Capability Demonstrations (OCD) and Operational Capability Tests (OCT) shall be conducted for operational validity and feasibility analysis of system requirements, maintainability, and human factors criteria prior to the DT.

9.3  Field Familiarization

9.3.1  A Field Familiarization test shall be conducted at each site to verify that ERAM is ready for operational service.

Note: AT and AF personnel will verify that ERAM has been properly installed and interfaced to the NAS and that operational procedures are in place, system documentation is in place, logistics and support are available, and personnel are trained and ready to use ERAM.

9.4  Independent Operational Test and Evaluation

9.4.1  IOT&E shall be conducted after key site Government Acceptance of ERAM.

Note:  It is intended that the IOT&E can be conducted in parallel with Field Familiarization.

9.4.2  The IOT&E shall provide an assessment report on the operational readiness of ERAM based on the COIs.

9.5  Critical Operational Issues

9.5.1  Does ERAM provide for ATC operations, utilizing current ATC procedures/methods to provide safe, orderly, and expeditious flow of traffic with at least the same effectiveness as the current system?

9.5.2  Is ERAM’s reliability, maintainability, and availability of critical services equivalent to that of the current system?

9.5.3  Does ERAM interface and operate with existing equipment and systems (e.g., radars, other ATC facilities, display systems)?

9.5.4  Does ERAM have the capability to accommodate planned system interfaces and enhancements without degrading performance?

9.5.5  Can ERAM’s first- and second-level hardware and software maintenance, including certification, be performed without interruption of ATC operations and in a timely manner (equal or less time) than the current system?

9.5.6  Do ERAM design and site adaptation procedures allow ERAM to be transitioned and adapted safely and expeditiously to all sites to which it will be deployed?

9.5.7  Are facilities available and processes defined to provide second-level engineering and to provide logistical support for ERAM?

9.5.8  Are processes defined with documentation to perform first level maintenance, system administration and certification for ERAM?

10  Implementation and Transition

10.1  Transition Plan

10.1.1  The Transition Plan shall allow for facility equipment, space, operations, and personnel impacts and procedures. 

10.1.2  The Transition Plan shall ensure against adverse impact on ATC operations.

10.1.3  The Transition Plan shall allow for the installation, integration, and acceptance testing of the equipment.

10.1.4  The Transition Plan shall provide procedures for transition switch integration and removal. 

Note:  The procedures are intended to reduce the risk to ATC operations caused by loss of services.

10.2  Site Implementation Plans

10.2.1  Implementation plans shall be developed in accordance with the Product Information Plan template.
Note: It is intended that plans be generic and site-specific.

10.3  Transition and Implementation

10.3.1  Operations

10.3.1.1   A transition and implementation approach for Operations, Physical Equipment, and Facilities shall be provided. 

10.3.1.2  ERAM program transition approach shall provide for the continuity of full ATC services.

10.3.1.3  AT operational capability shall be maintained during transition and implementation activities.

Note:  Activities include installation and/or removal of any equipment used for transition between old and new operations.

10.3.1.4  AT and AF site personnel shall have consent authority over site-specific system operational issues.

10.3.2  Redundancy, Fallback, and Simultaneous Operation

10.3.2.1  Redundancy and fallback capabilities shall be provided throughout the transition and implementation process.

10.3.2.2  ERAM shall provide for in-service transition activities with related systems.

Note:  Related systems include DARC, Display System Replacement (DSR), HID/LAN, and Host and Oceanic Computer System Replacement (HOCSR), as well as software and hardware upgrades. 

10.3.2.3  ERAM shall provide for automatic and manual switching between itself and the existing system.

10.3.2.4  Transition Equipment and Software

10.3.3.1  ERAM shall interface with towers, TRACONs, and radars, regardless of the transition state or level of technical evolution at the site. 

10.3.4  Physical Equipment and Facilities

10.3.4.1  Construction Engineering

10.3.4.1.1  The FAA shall provide site preparation engineering support and prepare generic and site-specific engineering packages to support ERAM.

10.3.4.2  Site preparation

10.3.4.2.1  Contractors and program offices shall provide revisions to specific site preparation activities in time to allow their incorporation prior to system delivery.

10.3.4.2.2  Contractors and program offices shall provide revisions to specific site requirement activities in time to allow their incorporation prior to system delivery.

10.3.4.2.3  The FAA shall arrange for and oversee construction of site-specific facility modifications.

10.3.4.2.4  Site preparation for ERAM shall be accomplished by the FAA.

Note: Site preparation is based on the requirements received by the Integrated Product Team (IPT) responsible for the project.  These requirements are derived and expanded from the Facilities Interface Requirements Document.

10.3.4.2.5  Office, administrative, contractor, and FAA workspace shall be identified.

Note:  Workspace identification is accomplished through system specifications and site surveys.

10.3.4.3  Fit-Up

10.3.4.3.1  Fit-up activities shall not degrade AT operations.

Note:  Fit-up activity controls and minimizes noise, dust, disturbing light, and excessive traffic in critical areas.

10.3.4.3.2  Equipment Delivery

10.3.4.4.1  Equipment delivery shall be coordinated to ensure that internal and external space, and personnel to accept deliveries are available at established times.

10.3.4.4.2  Contractors shall be responsible for determining the conditions necessary for interim storage and security of delivered equipment and supplies.

10.3.4.5  Initial System Activation

10.3.4.5.1  Initial power compatibility and power up testing shall not be accomplished at operations-active Critical Power Centers.

10.4.1.5.2  Electrical equipment shall be tested for power compatibility prior to connection to FAA critical power panels. 

10.3.4.6  Integration/Test

10.3.4.6.1  The FAA shall provide human resources for integration and test activities.

10.3.4.6.2  Required operational interruptions or changes in operational procedures shall be defined, examined, evaluated, and managed through a cut-over plan.

10.3.4.7  Equipment Removal/Site Restoration

10.3.4.7.1  Equipment removal and site preparation activities shall not degrade AT operations.

10.3.4.7.2  Equipment removal and site preparation activities shall not  impede  access to critical areas. 

10.3.4.7.3  Equipment removal and site preparation activities shall control noise, dust, disturbing lighting, and excessive traffic in critical areas. 

10.3.4.8  Equipment Disposal

10.3.4.8.2  Disposal shall be in accordance with FAA Order 4800.2, Utilization, and Disposal of Excess and Surplus Property; FAA Order 4660.8, Real Property Management and Disposal; and 40 CFR, RCRA Standards. 

Note:  A disposal plan is required when physical equipment, real property, or system components are to be removed.

10.3.4.8.3  The disposal plan shall include a check for precious metals.

11  Quality Assurance  

11.1  ERAM shall be produced in accordance with ANSI/ISO/ASQC Q-9001 Quality Systems – Model for Quality Assurance in Design, Development, Production, Installation and Servicing, and ANSI/ISO/ASQC 9000-3:1997, Quality Management and Quality Assurance Standards.

11.2  The Quality Assurance (QA) program shall provide a QA organization that has the responsibility and authority to identify and evaluate quality problems and to initiate, recommend, or provide solutions. 

11.3  The QA program shall provide procedures and controls to assure adequate configuration management during all operations through final acceptance.
11.4  The QA program shall provide controls to assure that all inspection and testing is performed in compliance with contract requirements and that all test data is complete, correct, traceable, repeatable, and acceptable. 

11.5  The QA program shall provide maintenance of a proper record-keeping function to provide objective evidence and traceability of operations performed. 

11.6  The QA program shall provide procedures and controls for assuring that all software products and services procured from subcontractors conform to contract requirements.

11.7  The QA program shall provide procedures and controls to assure that all documentation is adequately reviewed and meets contract requirements. 
11.8  The QA program shall provide procedures and controls for the prevention of software and system deficiencies; detection and analysis of deficiencies when they do occur; and procedures for corrective action.  

12  Configuration Management 
12.1  Configuration Management Policies, Activities, and Conventions 

12.1.1  Configuration Management (CM) policies, activities, and conventions that are specific to a particular program shall be defined in a Configuration Management Plan (CMP). 

12.1.2  CM policies, activities, and conventions that are specific to a particular  project shall be defined in a CMP.

12.1.3  Written procedures shall be used to describe policies, activities, and conventions related to the CM process. 

12.1.4  CM shall be applied to all aspects of development, including Software, Hardware, Facilities, Documentation, Data, Interfaces, and Tools.

12.1.5  CM shall be accomplished by using the integrated activities of Configuration Identification, Configuration Control, Configuration Status Accounting (CSA), and Configuration Audits.

12.1.6  Configuration Identification shall determine the product structure, select the Configuration Items (CIs), document the CIs physical and functional, and allocate identification characters or numbers to the CIs and their documents.  

12.1.6.1  A CI shall be an aggregation of hardware, software, processed materials, services, and discrete portions there of that are designated for configuration management.

12.1.6.2  CIs shall be treated as a single entity in the configuration management process.

12.1.6.3  A process of decomposition (top-down) shall be used to select CIs.

12.1.6.4  Functional and physical characteristics of designated configuration items, including interfaces, changes, and deviations, shall be documented.
12.1.6.5  Configuration Identification shall consist of creating and formally releasing the complete technical documentation.

Note: Documentation includes but is not limited to specifications, drawings, and data lists that define the approved configuration (baseline) and all approved changes to the configuration item.
12.2  Configuration Control 

Configuration Control is the process used to manage preparation, justification, evaluation, coordination, disposition, and implementation of proposed changes and deviations to affected CIs and baselined configuration documentation.  Following the initial release of configuration documents, all changes will be controlled.  
12.2.1  Configuration Control shall be accomplished using a systematic, measurable change process. 

12.3  Configuration Status Accounting

12.3.1  Configuration Status Accounting (CSA) shall provide access to accurate, timely information about a product and its documentation throughout the product life cycle.  

12.3.2  CSA shall include the storage and maintenance of the configuration documentation, information about the configuration documentation (such as document identifiers and effective dates), information about the product’s configuration (such as part numbers or changes installed in a given unit), information about the product’s operational and maintenance documentation (such as the documents affected by each change and their update status), and information about the CM process (such as the status-of-change requests).  
12.4  Configuration Audits

12.4.1  Configuration audits shall be performed according to documented, agreed-upon procedures, which include required methods of recording and reporting. 

12.4.2  The Functional Configuration Audit shall verify the performance (function) of the initial configuration of a configuration item, as well as the incorporation of approved engineering changes, to ensure that the configuration item meets its required performance and documented configuration requirements.    

12.4.3  The Physical Configuration Audit shall verify the design of the configuration item by examining the “as-built” and tested configuration item and comparing it to its configuration documents to ensure compliance.   

13  In-Service Management  

13.1  A system performance plan that includes measurable performance goals, resource needs, performance indicators, evaluation bases, and audit trails for measures shall be developed.

Note:  If setting measurable goals is not feasible, alternatives that either describe program success levels or state why performance goals are not practical should be presented. 

13.2  A system performance measurement process shall provide accurate data for monitoring system performance; use an effective management control system that does not impose specific cost and schedule management control systems; and ensure internal management control processes with data that:

e) Indicate work progress;

f) Properly relate cost, schedule, and technical accomplishment;

g) Are valid, timely, and auditable; and

h) Provide system managers with information at a practical level of summarization.
13.3  The performance measurement process for the system shall include an automated tool for In-Service Management (ISM) support that tracks all items established under the plan as criteria.

Note: Criteria include but are not limited to cost, schedule, and technical accomplishment.  

13.3.1  The automated tool shall interface with FAA information management systems.
13.3.2  The automated tool shall be maintained and operated in accordance with FAA Order 6000.27 and FAA Order 6000.30B, Policy for Maintenance of the National Airspace System (NAS) Through the Year 2000, and Acquisition Management System policy. 

13.3.3  The automated tool shall be available to FAA Headquarters, the WHJTC, FAAAC, Regional Offices, and other authorized field facilities to support ISM.
Appendix A – Definitions 

Adapted Altitude:

An altitude derived from adaptation.

Adapted Altitude Range:

An adapted range of altitudes associated with an adapted route.

Adapted Fix:

Defines by name, a geographic point in the format of latitude and longitude, a fix name, or an FRD.
Adapted Route:

A route defined in adaptation as a series of adapted fixes.  Adapted routes can be Airways, Coded Routes, Preferential Departure Routes (PDRs), Preferential Arrival Routes (PARs), Preferential Departure Arrival Routes (PDARs), Departure Procedure (DPs), or Standard Terminal Arrival Routes (STARs).

Alarm:

A high-priority (critical) alert.

Alert:

A visual or audible warning, or both.
Approach Control Coordination Fix:

A converted fix used for coordination with an approach control facility.
Arrival Altitude:

The altitude determined to be the processing altitude for adapted or non-adapted arrival routes.
ARTS Coordination Fix:

Used as the coordination fix for flights departing from, arriving in, or traversing ARTS airspace on adapted or non-adapted route segments.

Boundary Crossing:

The point at which a flight enters the airspace of one ARTCC and leaves the airspace of another ARTCC. 

Connect Fix:

An adapted fix that is used to connect an airport or an airport’s adapted satellite airport with a coded route or an airway that does not pass directly over that airport or satellite airport.  A connect fix may also be used to connect two airways or coded routes that do not intersect.

Converted Fix:

A fix developed by the system from the filed route.
Critical Services:

Functions or services which if lost would prevent ATCs from exercising safe separation and control over aircraft.
Current Plan (Conflict Probe):

The Plan for a flight that ATC has specified as the plan the aircraft is currently expected to fly.  The Current Plan includes flight plan data, trajectory, and conformance bounds.

Departure Altitude:

The altitude determined to be the processing altitude for adapted or non-adapted departure routes.

Departure Coordination Fix:

A fix used for printing departure coordination strips for proposed flights in designated FPAs and adapted for coded routes, PDRs, PDARs, and DPs.

Departure Procedure (DP):

A preplanned instrument flight rule (IFR) air traffic control departure procedure published for pilot use (formerly Standard Instrument Departure (SID)).  DPs apply to transition from the terminal to the appropriate en route airspace.

En Route Altitude:

The altitude determined to be the processing altitude for route segments between departure and arrival processing or an online altitude used for overflights.

Essential Services: 

Functions or services which if lost would reduce the capability of controllers to exercise safe separation and control over aircraft.

Fix:

A geographic point specified by a latitude and longitude, a Fix Radial Distance, or a name, defined by adaptation.
Fix Radial Distance (FRD):

Identifies a geographic point in terms of a fix name, a radial (in degrees) from that fix name, and a distance (in nautical miles) from that fix name.

Full-Fidelity Training System:

A training system that accurately reproduces the environment in which ATCSs and pilots operate.  It replicates real-world conditions, such as aircraft performance and meteorological conditions.  Thus a full fidelity training system will provide:

· Sector consoles with the same physical (i.e., displays, input devices, voice communication capabilities) and ergonomic characteristics of the operational system.

· A HCI with display features and input interaction methods identical to those of the operational system.

· The ability to interact via voice and/or data transmission, as operators do in the operational environment, with individuals acting as pilots, interfacility and intrafacility sector controllers, Traffic Management personnel, and supervisory personnel

· A geographic context that is identical to that used at the facility.

· A simulation of weather situations indistinguishable from actual weather conditions in the operational system.

· A simulation of air traffic that resembles real-world situations and at the workstation is indistinguishable from real world situations.

· The system capabilities or simulation thereof that are used by controllers.  Simulations will provide data that is indistinguishable from data provided by the operational system.

Implied Fix:

The geographic point where two adapted routes intersect.

Instrument Flight Rules (IFR):

Rules governing the procedures for conducting instrument flight.

Intercenter Coordination Fix:

A fix used as a common reference point for traffic between centers.

Lateral Association Checking

Currently, lateral association checking determines whether a flight’s track position is laterally close enough to the appropriate flight plan route segment to allow flight plan aided tracking.

Line Replaceable Unit (LRU):

The lowest replaceable component at the site.
Longitudinal Association Checking:

Determines whether a flight’s track position is ahead of or behind the flight’s flight plan extrapolated position by a distance that requires fix time updating.

Metering Reference Point:

A location or point (e.g., fix) used in calculations associated with metering.

Metering Resource:

The location or point (e.g., vertex, fix, runway outer marker/threshold) being measured against.

Non-Adapted Route Segments:

Direct route segments for which no direct route has been adapted and specified in adaptation as either direct routes or Great Circle routes.

Online Altitude:

An en route altitude sent or received from an adjacent facility and used to coordinate flight data between facilities.
Operational Position:

Workstation consisting of displays, computer processors, input devices, and communications devices used by sector air traffic controllers, traffic management specialist, and operations coordinators.

Operations Supervisor:

An en route controller who performs intermediate-range planning for one or more sectors within an area of specialization.  The duties of the Operations Supervisor are midway between those of the Radar Associate Controller and the Traffic Management Coordinator (TMC) and similar to the functions performed by the “hand-off” or “tracker” position today.

Plan (Conflict Probe):

Information about a flight and the pilot and controller intentions regarding that flight.  Such Plans include Flight Plans, Current Plans, and Trial Plans.  Plan also is used to refer generically to all of the preceding.

Primary Eligibility:

A controller has primary eligibility if the controller can amend flight data without using an /ok override.

Printed Altitude:

Altitude printed on the flight strip.

Preferential Arrival Route (PAR):

A specific arrival route from an appropriate en route point to an airport or terminal area.  It may be included in a Standard Terminal Arrival Route (STAR) or a Preferred IFR Route.  The acronym PAR is used primarily within the ARTCC and should not be confused with the acronym for Precision Approach Radar.

Preferential Departure and Arrival Route (PDAR):

A route between two terminals that are within or immediately adjacent to one ARTCC’s area.  PDARs are not synonymous with Preferred IFR Routes but may be listed as such as they do accomplish essentially the same purpose.

Preferential Departure Route (PDR):

A specific departure route from an airport or terminal area to an en route point where there is no further need for flow control.  It may be included in a Departure Procedure (DP) or a Preferred IFR Route.

Preferential Routes:

Routes (PDRs, PARs, and PDARs) are adapted in ARTCC computers to accomplish inter/intrafacility controller coordination and to ensure that flight data are posted at the proper control positions.

Processing Altitude:

The altitude used to determine route conversion and postability.

Radar Associate Controller:

The en route controller responsible for coordination, referred to today in ARTCCs as the D-controller.  This position is co-located at the sector, with the ability to monitor the radios and with a full set of dedicated input and display devices.

Radar Controller:

The air traffic controller responsible for overall traffic handling and for conducting radio communications, referred to today in ARTCCs as the R-controller.

Requested Altitude:

An altitude that is amendable prior to departure and must be filed with a proposed flight plan.

Route Segment:

Part of a route of flight, consisting of two fixes and the route between them.

Routine Services:

Functions or services which if lost would not significantly degrade the capability of controllers to exercise safe separation and control over aircraft.

Sector Team:

An inclusive term for the controllers operating an en route control sector.

Standard Instrument Departure (SID):

See Departure Procedure.

Standard Terminal Arrival Route(STAR): [this was defined under adapted route]
A preplanned instrument flight rule (IFR) air traffic control arrival procedure and path [??]published for pilot use.  STARs provide transition from the en route structure to an outer fix or an instrument approach fix/arrival waypoint in the terminal area.

Substitute Altitude:

An adapted value for flight strip printing at a fix associated with PAR, STAR, or PDAR adaptation.  The substitute altitude is not used for processing.

Traffic Management Coordinator:

Service provider whose role is to manage major air traffic flow using the NAS-wide information system to predict demand profile for the day.  This includes coordinating dynamic airspace structuring, new trajectories, and using the same tools as those provided for separation assurance and identifying areas and times of high density.
Trajectory:

Continuous four-dimensional flight profile (described in three dimensions, fourth dimension is time).  The trajectory always encompasses the flight plan (aircraft intent) and is augmented by surveillance/track data.

Transition Fix:

A transition fix designates the demarcation point between the en route phase of flight and the arrival or departure phase of flight.

Visual Flight Rules (VFR):

Rules that govern the procedures for conducting flight under visual conditions.
Appendix B – Acronyms  and Abbreviations

ACES
Adaptation-Controlled Environment System

ADIZ
Air Defense Identification Zone

ADS-B
Automatic Dependent Surveillance Broadcast

AF
Airway Facilities

AGL
Above Ground Level

AID
Aircraft ID

AIM
Aeronautical Information Manual (formerly Airman’s Information Manual)

AIRMET
Airmen’s Meteorological Information

ANSI
American National Standards Institute

AOS
Operational Support Service

APD
Automated Problem Detection

ARR
Air Traffic System Requirement Development

ARS
Air Traffic System Requirement Service

ARSR
Air Route Surveillance Radar

ARTCC
Air Route Traffic Control Center

ARTS
Automated Radar Terminal System

ASCII
American Standard Code for Information Interchange

ASHRAE
American Society of Heating, Refrigerating and Air Conditioning Engineers

ASP
Arrival Sequencing Program

ASR
Airport Surveillance Radar

AT
Air Traffic

ATC
Air Traffic Control

ATCSCC
Air Traffic Control System Command Center

ATCT
Air Traffic Control Tower

ATIS
Automatic Terminal Information Service

ATM
Air Traffic Management

ATN
Aeronautical Telecommunications Network

ATS
Air Traffic Services

CA
Conflict Alert

CAS
Commercially Available Software

CDR
Continuous Data Recording

CENRAP
Center Radar ARTS Presentation

CERAP
Combined Center/Radar Approach Control

CFR
Code of Federal Regulations

CI
Configuration Item

CID
Computer Identification Number

CM
Configuration Management

CMS
Common Message Set

COMSEC
Communications Security

CONUS
Continental United States

COTS
Commercial off-the-Shelf

CP
Conflict Probe

CPDLC
Controller-to-Pilot Data Link Communications

CRT
Cathode Ray Tube

CTAS
Center TRACON Automation System

DARC
Direct access Radar Channel

DEWIZ
Distance Early Warning Identification Zone

DOC
Document

DOD
Department Of Defense

DP
Departure Procedure

D-Position
Data - Position

DR&A
Data Reduction and Analysis

DSR
Display System Replacement

DSR
Display System Replacement

DSSC
DSR System Support Complex

DT
Development Test

DYSIM
Dynamic Simulation

ECG
En Route Communications Gateway

EDARC
Enhanced Direct Access Radar Channel

EDI
Enhanced DSR Infrastructure

EKMS
Electronic Key Management Systems

EMI
Electromagnetic Interference

E-MSAW
En Route MSAW

EO
Executive Order

EPA
Environmental Protection Agency

ESP
En Route Sequencing Program

ESSC
En Route System Support Complex

ESSF
En Route System Support Facility

ETMS
Enhanced Traffic Management System

FAA
Federal Aviation Administration

FDB
Full Data Block

FDIO
Flight Data Input/Output

FDP
Flight Data Processor

FIR
Flight Information Region

FPA 
Fix Posting Area

FSP
Flight Strip Printer

FSS
Flight Service Station

GFE
Government Furnished Equipment

GI
General Information

GPS
Global Positioning System

HCI
Human–Computer Interface

HCS
Host Computer System

HID
Host Interface Device

HOCSR
Host and Oceanic Computer System Replacement

HVAC
Heating, Ventilation and Air Conditioning

I/O
Input/Output

ICAO
International Civil Aviation Organization

ICD
Interface Control Document

IEEE
Institute of Electrical and Electronics Engineers

IFR
Instrument Flight Rules

IOT&E
Independent Operational Test and Evaluation

IPT
Integrated Product Team

IRD
Initial Requirements Document

km
kilometer

LAN
Local Area Network

LOA
Letter of Agreement

LPGBS
Lightning Protection, Grounding, Bonding and Shielding

LRR
Long Range Radar

LRU
Line Replaceable Unit

M&C
Monitor and Control

MCI
Mode C Intruder

MEARTS
Micro-EARTS

MIB
Management Information Base

Micro-EARTS
Microprocessor En Route Automated Radar Tracking System

MNS
Mission Need Statement

MOA
Military Operations Area

MSAW
Minimum Safety Altitude Warning

MTBCF
Mean Time Between Critical Failures

MTBF
Mean Time Between Failures

MTTR
Mean Time to Repair

NADIN
National Automated Data Interchange Network

NAS
National Airspace System

NASs               
NAS Area Specialists

NAVAID
Navigational Aid

NDI
Non Developmental Item

NEMA
National Electrical Manufactures Association

NEXRAD
Next-Generation Radar

NFDC
National Flight Data Center

NFPA
National Fire Protection Association

NIMS
NAS Infrastructure Management System

nmi
nautical miles

NOAA
National Oceanographic and Atmospheric Administration

NOMs
NAS Operations Managers

NORAD
North American Air Defense

NOTAM
Notice to Airmen

NWIS
NAS-Wide Information System

NWS
National Weather Service

OSHA
Occupational Safety and Health Administration

OT
Operational Test

PAMRI
Peripheral Adapter Module Replacement Item

PAR
Preferential Arrival Route

PDAR
Preferential Departure Arrival Route

PPI
Preplanned Product Improvements 

PSR
Primary Surveillance Radar

PSR
Primary Surveillance Radar

PVD
Plan View Display

QA
Quality Assurance

RAM
Random-Access Memory

RDP
Radar Data Processor

RMM
Remote Maintenance Monitoring

RMMS
Remote Maintenance Monitoring System

RTQC
Real-Time Quality Control

RUC
Rapid Update Cycle

SAA
Special Activities Airspace

SAR
System Analysis Recording

SAT
Site Acceptance Test

SDP
Surveillance Data Processor

SIGMET
Significant Meteorological Information

SIM
Simulation

SMC
System Monitor Console

SMMC
System Maintenance and Monitor Console

SNMP
Simple Network Management Protocol

SOC
Systems Operations Center

SOP
Standard Operating Procedures

SSR
Secondary Surveillance Radar

STAR
Standard Terminal Arrival Route

SUA
Special Use Airspace

T&E
Test and Evaluation

TFR
Temporary Flight Restrictions

TMU
Traffic Management Unit

TRACON
Terminal Radar Approach Control

UCT
 Coordinated Universal time

URET
User Request Evaluation Tool

VFR
Visual Flight Rules

VHF
Very High Frequency

VSCS
Voice Switching and Control System

WARP
Weather and Radar Processor

WJHTC
William J. Hughes Technical Center

WMSCR
Weather Message Switching Center Replacement
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Appendix D –  ERAM Data Exchange.

External Facility / System
Data from External System
Data to External System

ATC Facilities



Adjacent ARTCC
Flight Data, Coordination and Control Data, Traffic Management Data
Flight Data, Coordination and Control Data, Traffic Management Data

TRACON  (ARTS /STARS)
Flight Data, Coordination and Control Data
Flight Data, Coordination and Control Data, CENRAP

TRACON / FDIO
Flight Data, Weather Data, Altimeter Settings
Flight Data, CENRAP, Weather Data

Tower /FDIO, PDC
Flight Data
Flight Data

Manual US Center
Flight Data
Flight Data

US Oceanic
Flight Data, Coordination and Control Data, Traffic Management Data
Flight Data, Coordination and Control Data, Traffic Management Data

Non-US Automated ATC Facilities
Flight Data, Coordination and Control Data
Flight Data, Coordination and Control Data

Non-US Manual ATC Facilities
Flight Data
Flight Data

Traffic Flow Management



Legacy TFM
General Information, NOTAMs, PIREPs, metering data 
General Information, NOTAMs, PIREPs

ETMS
Flight plan requests, Collaborative Decision Making data , metering data, cancellations, delays, reroutes
Flight data, General Information, NOTAMs, PIREPs

DSP

Flight data

Airspace Users



Airline Operations
Flight Plans, Amendments, Cancellations
Acknowledgement/Feedback, Constraints/Restrictions

Military Operations
Flight Plans, Amendments, Cancellations
Acknowledgement/Feedback, Constraints/Restrictions

Flight Service Stations
Flight Plans, Amendments, Cancellations, Search and Rescue (SAR) Data Requests
Acknowledgement/Feedback, Constraints/Restrictions, SAR Alerts

Flight planning and filing systems, e.g., OASIS, authorized commercial systems
Flight Plans, Amendments, Cancellations
Acknowledgement/Feedback, Constraints/Restrictions

Surveillance Data Sources



RADARs
Target Reports, Weather Returns, Radar Status 


ADS-B
Surveillance Data


Other



NORAD
General Information, Data Requests
Flight Data

Law Enforcement Agencies
General Information, Data Requests
Flight Data

Search and Rescue

Flight Data

Coded Time Source
coordinated universal time 


Global Positioning System
coordinated universal time 


Non-Surveillance Weather Sources
NEXRAD Weather Products, RUC Gridded Atmospheric Data, Surface Observations


Conflict Probe
Conflict Predictions
Flight Data, Trajectory Data, Airspace Data

Decision Support Systems in external facilities, e.g., URET, CTAS
Flight Data, Conflict Predictions
Flight data, surveillance tracker data, airspace data

CPDLC
Pilot requests and responses, Connection status
Connect-disconnect messages, controller - pilot communication

Support



NIMS

Monitoring and Control data

COTS / CAS Facilities
Software / OS updates


Charting Facilities, e.g., NFDC, DACS
Charts, Airspace Definitions


TS - Training Simulation


MC - Monitor and Control


SS - Support Software








URET, TFM





HID 


HADDS, CTAS, ETMS, CRU-Data





Host


Sustain





ECG





HOCSR


Phase 4





DSR


Refresh





SDP - Surveillance Data Processing


FDP - Flight Data Processing


ID - Information Display
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DR&A -  Data Reduction and Analysis


ECG – En Route Communications Gateway
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