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1.
SCOPE

1.1
Scope

This IRD defines the requirements for the interface between Federal Aviation Administration (FAA) Aeronautical Telecommunications Network (ATN) ground-to-ground routers and ATN boundary intermediate systems (BIS) of aeronautical data link (ADL) service providers. This interface is required to support Controller–Pilot Data Link Communications (CPDLC) and Context Management (CM) traffic in the National Airspace System (NAS) environment. 

This document addresses the network, data link, and physical layers of the International Organization for Standardization (ISO) Information Processing Systems Open Systems Interconnection (OSI) Basic Reference Model (ISO-7498) as required for this interface. Specifications for the implementation of the CPDLC and context management application entities (AEs) are given in ICAO 9705 Sub-Volume II, and general specifications for the ATN implementation of upper-layer OSI services are given in ICAO 9705 Sub-Volume IV. Sub-Volume V of ICAO 9705 contains general specifications for ATN implementations of the OSI network layer and transport layer.

This interface is a close loop connection. All connection(s) is within CPDLC domain, no physical connection to other NAS system, e.g. HNL

1.2
Overview

The FAA has been an active participant in the development of the Aeronautical Telecommunications Network (ATN) - a global inter-network that will provide for digital communications between ground users, and aircraft. The requirements for the ATN have been defined as Standards and Recommended Practices (SARPs) by the International Civil Aviation Authority (ICAO) and are published in ICAO DOC 9705, which also contains specifications for several aeronautical applications designed to communicate using the ATN.  The CPDLC and CM applications operating within the NAS environment will support air traffic services provided by the FAA and assist in controlling the safety and regularity of flight. These applications will utilize both ground-to-ground (G/G) communications and air-to-ground (A/G) communications. 

The CPDLC program is designed to enhance the National Airspace System (NAS) En Route environment by providing the capability for controllers and pilots to communicate through the exchange of digital messages. CPDLC is being implemented in stages. The first stage, CPDLC Build 1 (CPDLC-1), will serve to verify the operational concept of CPDLC using a limited set of air traffic services in a single-site deployment. Subsequent builds of CPDLC will be deployed nationally and will use more comprehensive sets of messages.

Air to ground data link communications for Build 1A and Build 2 of CPDLC will be provided by one or more service providers. This IRD addresses the requirements for the interface between routers of the FAA ATN Administrative Domain and routers of the ATN administrative domains of aeronautical of data link service providers in Build 1A and beyond.  

1.3
Document Organization

The interface requirements are organized using the seven-layer International Organization for Standardization (ISO) Information Processing Systems Open Systems Interconnection (OSI) Basic Reference Model (ISO-7498). 

This document is organized as follows:

· Section 1, SCOPE, identifies the interfacing systems and provides a summary of the contents this document.

· Section 2, APPLICABLE DOCUMENTS, provides a list of referenced documents, including both Government and non-Government documents.

· Section 3, INTERFACE REQUIREMENTS, provides both functional and physical information about the interface.

· Section 4 QUALITY ASSURANCE PROVISIONS provides a description of the process for verification of the requirements presented in Section 3.

· Section 5, PREPARATION FOR DELIVERY, no special preparation requirements for delivery. 

· Section 6, NOTES, provides a listing of terms, acronyms, and abbreviations used in this document.

· Appendix A contains ATN Profile Requirements Lists (APRLs); these specify in detail the requirements for the protocols referenced in this document.

1.4
Subsystem responsibility list

	Subsystem Name
	Responsible Organization

	FAA ATN Ground to Ground Router
	AOS-900

	Service Provider ATN Ground to Ground Router
	

	National Airspace Data Interchange Network (NADIN) Packet Switched Network (PSN)
	AOS-700

	Aeronautical Data Link Program Office 
	AUA-200


2.
APPLICABLE DOCUMENTS

2.1
Government documents

Federal Aviation Administration

Standards:

FAA-STD-025e
U.S. Department of Transportation, Federal Aviation Administration, Preparation of Interface Documentation, May, 2002

Interface Control Documents:

NAS-IC-43020001
NADIN Packet Switched Network (PSN) X.25 Packet Mode Users, April, 1996

2.2 Non-government documents

International Organization for Standardization (ISO) / International Electro-technical Commission (IEC):

ISO 7498-1
Information processing System – Open System Interconnection – Basic Reference Model, 1984

ISO/IEC 7776:1995
Information technology -- Telecommunications and information exchange between systems – High-level data link control procedures – Description of the X.25 LAPB-compatible DTE data link procedures

ISO 8208:2000
Information technology – Data communications – X.25 Packet Layer Protocol for Data Terminal Equipment 

ISO/IEC 8348:1996
Information technology – Network Service Definition.

ISO/IEC 8473-1:1998
Information technology – Protocol for providing the connectionless-mode network service: Protocol specification 

ISO/IEC 8473-2:1996
Information technology – Protocol for providing the connectionless-mode network service: Provision of the underlying service by an ISO/IEC 8802 subnetwork

ISO/IEC 8473-3:1995
Information technology – Protocol for providing the connectionless-mode network service: Provision of the underlying service by an X.25 subnetwork

ISO/IEC 8473-4:1995
Information technology – Protocol for providing the connectionless-mode network service: Provision of the underlying service by a subnetwork that provides the OSI data link service

ISO 8648:1988
Information processing systems – Open Systems Interconnection – Internal organization of the Network Layer, 1988

ISO/IEC 10747:1994
Information technology – Telecommunications and information exchange between systems – Protocol for exchange of inter-domain routing information among intermediate systems to support forwarding of ISO 8473 PDUs 

International Civil Aviation Organization:

ICAO 9705/AN/956
Manual of Technical Provisions for the Aeronautical Telecommunications Network (ATN) – Edition 2 1999

2.3
Document Sources

Technical society and technical association specifications and standards are generally available for reference from libraries. They are also distributed among technical groups and users in federal agencies. The following sections provide a list of sources from which documents may be obtained.

2.3.1
FAA Documents

Copies of FAA specifications, standards, and publications may be obtained from the Contracting Officer, Federal Aviation Administration, 800 Independence Avenue, SW, Washington, DC  20591. Request should clearly identify the desired material by number and date, and should state the intended use of the material.

2.3.2
ISO Documents

Copies of ISO standards may be obtained from the American National Standards Institute, 11 West 42nd Street, New York, NY. 10036.

2.3.3
ICAO Documents

Copies of ICAO standards may be obtained from the International Civil Aviation Organization, 100 Sherbrooke Street, West, Suite 400, Montreal, Quebec, Canada, H3A 2R2.

3.
INTERFACE REQUIREMENTS

3.1
General Requirements

This interface shall provide requirement between FAA Boundary Intermediate System (BIS) and ADL service providers BIS in accordance with routing protocols and policies defined in ICAO 9705. Communication between the FAA Domain and the Service Provider (SP) Domain shall be provided by at least one ATN Boundary Intermediate System (BIS) in each domain. There shall be no single point of failure in the interface. The FAA BIS and the SP BIS shall exchange routing information using the Inter-domain Routing Protocol (IDRP) in accordance with ICAO 9705, section 5.8.3.

Connection(s) between BIS(s) in the FAA Domain and BIS(s) in a SP Domain shall be provided either by an X.25 PSDN or with point-to-point circuits between the FAA Domain and the SP domain, as depicted in Figure 3.1-1. 


3.1.1
Computer-human interface Requirements

Not Applicable

3.1.2
ATN Compatibility 

a. Both FAA BIS and SP BIS, shall comply with the requirements for a Class 4 ATN Ground BIS as defined in ICAO 9705 edition 2.

b. Neither an FAA BIS nor a SP BIS shall use the Mobile SNDCF on this interface

3.2
Functional Requirements

This section describes the data formats and protocol layers that are applicable to the interface between the FAA Domain and the SP Domain. The functional components of this interface are shown in Figure 3.2-1. 
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3.2.1
Application Processes

Not Applicable

3.2.2
OSI-type (Data) Interface

3.2.2.1
Application Layer  

This IRD imposes no explicit Application Layer requirements.

3.2.2.2
Presentation Layer

This IRD imposes no explicit Presentation Layer requirements.

3.2.2.3
Session Layer

This IRD imposes no explicit Session Layer requirements.

3.2.2.4
Transport Layer

This IRD imposes no explicit Transport Layer requirements.

3.2.2.5 Network Layer

As depicted in Figure 3.2-1, the Network Layer may be regarded as consisting of three sub-layers. The Connectionless-mode Network Protocol (CLNP) in the middle sub-layer shall be used to exchange CPDLC messages, CM messages and Inter-Domain Routing Information Exchange (IDRP) Protocol Data Units (PDUs) between a FAA BIS and a SP BIS.

CLNP PDUs shall be transmitted between an FAA BIS and a SP BIS over a sub-network, which shall be either, a packet switched data network (PSDN) conforming to the CCITT X.25 Recommendation (1988) or a point-to point circuit.

3.2.2.5.1. Inter-domain Routing Protocol 

The IDRP operating across this interface is defined in Section 5.8 of ICAO 9705 Sub-volume V. 

a. The FAA BIS shall conform to the APRL defined in Section A.3 of Appendix A.

b. The SP BIS shall conform to the APRL defined in Section A.3 of Appendix A.

3.2.2.5.1.1 IDRP Connection Establishment

The FAA BIS shall attempt to establish/re-establish an IDRP connection to a SP BIS in response to management inputs, receipt of certain BISPDUs, or on certain events signaled by the sub-network.

a. The FAA BIS shall be responsible for initiating an IDRP connection with an adjacent SP BIS.

b. The FAA BIS shall re-initiate an IDRP connection upon detection of an IDRP Connection failure.

c. The FAA BIS shall re-initiate an IDRP connection upon detecting that the sub-network service has been restored following a period of outage.

d. The SP BIS shall be capable of receiving an IDRP connection request from an adjacent FAA BIS.

3.2.2.5.1.2 IDRP Connection Termination

The FAA BIS shall terminate IDRP connections in response to management inputs, receipt of certain BISPDUs, or on events signaled by the sub-network. 

a. The FAA BIS shall be capable of terminating an IDRP connection.

b. The SP BIS shall be capable of terminating an IDRP connection.

3.2.2.5.1.3 Routing Information Base (RIB) Attributes

The FAA BIS and the SP BIS shall support the following Distinguishing Attributes as defined in ISO/IEC 10747: 

a. Empty Attribute

b. Security Attribute

The FAA BIS and the SP BIS shall support the DIST_LIST_ INC attribute as defined in ISO/IEC 10747:

The FAA BIS and the SP BIS shall support the Multi-Exit Disc attribute as defined in ISO/IEC 10747:

3.2.2.5.1.4 Routing Policies

3.2.2.5.1.4.1 FAA BIS

a. The FAA BIS shall advertise to the SP BIS a route to all FAA ATN ground ATSC systems.

b. The FAA BIS shall advertise to the SP BIS a route to the CM domain

c. The FAA BIS shall include, in the advertisement of a route to all FAA ATN ground ATSC systems, a security tag indicating support for all class C ATSC Traffic, as defined in section 5.6.2.2.6.6.

d. The FAA BIS shall not advertise to a SP BIS any routes other than routes supporting Operational ATSC traffic.

e. When multiple FAA BISs are connected to a BIS or BISs in a SP network, the FAA BISs shall include (in the advertisements of a route to all FAA ATN ground ATSC systems) the MULTI-EXIT DISC attribute, indicating a preferred ordering of the FAA BISs for reception of traffic from the SP.

f. The FAA BIS shall include (in the advertisements of a route to all FAA ATN ground ATSC systems) the DIST_LIST_INCL attribute with an RDI value corresponding to all mobile ATSC domains. 

g. The FAA BIS shall recognize the MULTI-EXIT DISC attribute in a route advertisement received from a SP BIS.

h. The FAA BIS shall recognize the DIST_LIST_INCL attribute in a route advertisement received from a SP BIS.    

3.2.2.5.1.4.2 SP BIS

a. The SP BIS shall advertise to the FAA BIS a route to every aircraft that is reachable through the transmission.

b. The SP BIS shall include, in the advertisement of the route to each aircraft, a security tag indicating support for class 3 ATSC Traffic.

c.  The SP BIS shall not advertise to an FAA BIS any routes other than routes to aircraft for the ATSC Traffic Type.

d. When multiple BISs of the same SP are connected to a BIS or BISs in the FAA network, the SP BISs shall include (in the advertisements of a route to each aircraft) the Multi-Exit Disc attribute, indicating a preferred ordering of the SP BISs for reception of traffic from the FAA BIS(s). 

e. The SP BIS shall recognize the MULTI-EXIT DISC attribute in a route advertisement received from an FAA BIS.

f. The SP BIS shall recognize the DIST_LIST_INCL attribute in a route advertisement received from an FAA BIS.    

3.2.2.5.1.5 Maximum PDU Size

This interface shall support a maximum BISPDU size of 3000 octets.

3.2.2.5.1.6 Routing Information Base (RIB) Refresh 

a. The FAA BIS shall support the RIB refresh function on request from an adjacent SP BIS

b. The SP BIS shall support the RIB refresh function on request from an adjacent FAA BIS

3.2.2.5.1.7 IDRP Protocol Version

The FAA BIS shall negotiate an IDRP version number with the SP BIS as described in ISO 10747 section 7.8. A version number less than 1 shall not be supported. 

Note: This version number will be specific to the ATN. Values in excess of 1 may be required to allow modification of IDRP to meet ATN specific requirements.

3.2.2.5.1.8 Routing Domain Confederations

Routing Domain Confederations shall not be used across this interface.

3.2.2.5.1.9 Timers

This interface shall support the timer values specified in table 3.2-1.

	Table 3.2-1, IDRP Timer Settings



	Timer
	Units
	Initial Value
	Range
	Increment

	Keep Alive
	Seconds
	Hold/3
	-
	-

	Hold 
	Seconds
	60
	1 – 65535
	1

	Retransmission 
	Seconds
	5
	1 – 65535
	1

	Minimum Route Advertisement
	Seconds
	10
	1 – 65535
	1


3.2.2.5.2 Connectionless-mode Network Protocol

The CLNP operating across this interface is defined in Section 5.6 of ICAO 9705 Sub-volume V. 

a. The FAA BIS shall conform to the ATN Profile Requirement List (APRL) defined in Section A.2 of Appendix A.

b. The SP BIS shall conform to the APRL defined in Section A.2 of Appendix A.

3.2.2.5.3 Sub-network Interface 

CLNP PDUs shall be transmitted between an FAA BIS and a SP BIS over a sub-network which shall be either an FAA packet switched data network (PSDN) conforming to the CCITT X.25 Recommendation (1988) or a GFE point-to point circuit. The loss of a single sub-network connection shall not cause the loss of the interface between the FAA domain and the SP domain.

3.2.2.5.3.1 Sub-network Service Provided by an FAA PSDN

3.2.2.5.3.1.1 Sub-network Protocol

The CLNP sub-layer shall access the services of the sub-network iaw the specifications in ISO/IEC 8473-3 and ISO/IEC 8208. Use of the ISO/IEC 8208 protocol shall conform to the specifications in NAS-IC-43020001.

· The FAA BIS shall conform to the ATN Profile Requirement List (APRL) defined in Section A.4 of Appendix A.

· The SP BIS shall conform to the APRL defined in Section A.4 of Appendix A.

3.2.2.5.3.1.2 Sub-network Interface Roles

The FAA BIS and the SP BIS shall operate as Data Terminal Equipment (DTE) as specified in ISO/IEC 8208 and the FAA PSDN shall operate as Data Circuit-Terminating Equipment (DCE) as specified in ISO/IEC 8208.

3.2.2.5.3.1.3 Sub-network Connection Establishment

a. Either the FAA BIS or the SP BIS shall be capable of initiating a sub-network connection.

b. When the interface between the FAA domain and a SP domain is provided via more than one SP BIS, each SP BIS shall subscribe to the Call Redirection facility and shall list the other SP BISs as alternate DTEs.

c. When the interface between the FAA domain and a SP domain is provided via more than one FAA BIS, each FAA BIS shall subscribe to the Call Redirection facility and shall list the other FAA BISs as alternate DTEs.

d. An FAA BIS or a SP BIS receiving a network originated termination of a sub-network connection shall attempt to re-establish the sub-network connection a (parameter) number of times

3.2.2.5.3.1.4 Sub-network Connection Termination

a. Either the FAA BIS or the SP BIS shall be capable of terminating a sub-network connection.

b. An FAA BIS or a SP BIS that receives a termination of a sub-network connection originated by the other BIS shall not attempt to re-establish that sub-network connection. 

3.2.2.5.3.1.5 Sub-network Facilities

The FAA BIS and the SP BIS shall subscribe to the following facilities at the PSDN interface:

· Non-standard Default Packet Size

· Call Re-Direction

· Closed User Group

· Called Line Address Modified Notification

3.2.2.5.3.2 Sub-network Service Provided by a Point-to-Point circuit

3.2.2.5.3.2.1 Sub-network Protocol

The CLNP sub-layer shall access the services of the sub-network iaw the specifications in ISO/IEC 8473-4 and the specifications contained in ISO/IEC 8208 for operation in the DTE-DTE packet mode. 

· The FAA BIS shall conform to the ATN Profile Requirement List (APRL) defined in Section A.5 of Appendix A.

· The SP BIS shall conform to the APRL defined in Section A.5 of Appendix A.

3.2.2.5.3.2.2 Sub-network Interface Roles

The FAA BIS and the SP BIS shall both operate in the Data Terminal Equipment (DTE) role defined in ISO/IEC 8208.

3.2.2.5.3.2.3 Sub-network Connection Establishment

Either the FAA BIS or the SP BIS shall be capable of initiating a sub-network connection.

 An FAA BIS or a SP BIS receiving a network-originated termination of a sub-network connection shall attempt to re-establish the sub-network connection a (parameter) number of times.

3.2.2.5.3.2.4 Sub-network Connection Termination

c. Either the FAA BIS or the SP BIS shall be capable of terminating a sub-network connection.

d. An FAA BIS or a SP BIS that receives a termination of a sub-network connection originated by the other BIS shall not attempt to re-establish that sub-network connection. 

3.2.2.6
Data Link Layer

3.2.2.6.1 Sub-network Service Provided by an FAA PSDN

The data link layer interface shall conform to the Link Access Procedures for Balanced Mode (LAPB) operation as defined in ISO/IEC 7776. The FAA BIS and the SP BIS shall operate as DTEs as specified in ISO/IEC 7776. 

3.2.2.6.2 Sub-network Service Provided by a Point-to-Point Circuit

The data link layer interface shall conform to the Link Access Procedures for Balanced Mode (LAPB) operation as defined in ISO/IEC 7776. The FAA BIS shall operate as DTE as specified in ISO/IEC 7776, and the SP BIS shall operate as DCE as specified in ISO/IEC 7776.

3.2.2.6.3 Link-Level Parameters

For connection using a PSDN or point-to-point circuits, the LAPB protocol shall operate within the bounds of the parameters given in Table 3.2-2.

Table 3.2-2 Data Link Level Parameters

	Parameter
	Lower to Upper Limits
	Increments

	T1 (seconds)   
	1 To TBD
	1

	T2 (1/10 seconds)
	0 To 100
	0.1

	T3 (seconds)
	1 To 437
	1

	N1 (bits)
	312 To TBD
	8

	N2 (retries)
	1 To 20
	1

	K   (Modulo 8)
	1 To 7
	1

	K   (Modulo
 128)
	1 To 127
	1


3.2.2.7
Physical Layer

The physical layer shall be provided by a digital circuit operating at a minimum speed of 56 Kbps, adjustable in increments up to 512 Kbps. The timing and signaling characteristics of this interface shall be in conformance with EIA-530A and with the specifications given in section 3.3.1 of this IRD. Both Category I and Category II EIA-530 circuits shall be provided. When a FAA PSDN provides the sub-network interface, it shall provide clocking to the FAA BIS and to the SP BIS. When the connection is via a point-to-point FAA transmission facility, that facility shall provide clocking to the FAA BIS and to the SP BIS. 

3.2.3 Information System Security

The Service Provider shall provide Information System Security Program in accordance with FAA-Order 1370.82 (Information System Security Program). The ISS programs are intended to ensure availability of service, access control, system authentication, confidentiality and integrity, contingency measure, countermeasure, threat and vulnerability

3.2.3.1 Access Control

The FAA BIS shall always initiate IDRP connections between an FAA BIS and SP BISs. An FAA BIS shall include an authentication type code of 2 when attempting to open a connection with a SP BIS.  

3.2.3.2 Authentication of a Peer-BIS

Subsequent to the successful exchange of OPEN PDUs between a FAA BIS and a SP BIS, both BISs shall authenticate the origin of IDRP PDUs received from a peer BIS iaw the procedures for Type 2 authentication specified in ISO 10747 section 7.7. Type 2 authentications will provide both peer-BIS authentication and data integrity for the contents of the PDU. The mechanisms by which these two functions are achieved shall be specified in a secure codicil to the MOU between the FAA and the SP. 

3.2.3.3 Authentication of IDRP Update PDUs 

FAA BISs and SP BISs shall ensure correct routing between the FAA SP and other ATN routing domains by validating, to the extent possible, the origin of Update PDUs received from a peer BIS, and the routing information contained in the PDU. FAA or a SP BIS should ensure that every Update PDU received from a peer BIS was sent by the peer BIS, was intended for the receiving BIS, was not modified after or during transmission from the peer BIS, and contains routing information no less recent than the routing information previously received for the destinations indicated in the Update PDU received from the peer BIS.

3.2.3.3.4 Confidentiality and Integrity

The service provider shall provide confidentiality security services to protect against unauthorized access to the system, and integrity security services to prevent and detect unauthorized modification of data.

3.2.3.3.1 Validation of Routes in Update PDUs received by an FAA BIS

Since the SP routing domain is not an End Routing Domain (ERD), when a FAA BIS receives an Update PDU from a SP BIS it should additionally ensure, to the extent possible that:

· the SP BIS is authorized to advertise routing information for the reachable destinations contained in the PDU;

· the BIS that originated the route - i.e. that originally included the list of reachable destinations within the Update PDU – is authorized to advertise a route to those destinations;

· when the Update PDU contains a route withdrawal, the BIS that is withdrawing the route was previously authorized to advertise a route to those destinations.

3.2.4
Analog-type interface

Not Applicable

3.2.5
Discrete-type interface

Not Applicable

3.2.6 Interface requirements table

Table 3.2-3 gives estimates of the message traffic that is expected to be generated across this interface when the CPDLC 1A application is fully deployed by the FAA and in airline avionics. These figures will be reduced over a specific interface in proportion to the actual number of connections between the FAA domain and SP domains.

Table 3.2-3.   Interface Traffic Estimates

	PDU Type
	Size (octets)
	Frequency

(per/second)

	
	
	

	Update
	110
	5

	
	
	

	
	
	


3.3
Physical Interface Requirements

3.3.1
Electrical power/electronic characteristics

The pin configuration, electrical and electronic characteristics of the physical interface shall conform to the electrical power/electronic characteristics requirements specified in EIA-530A.
3.3.1.1
Connectors

The FAA BIS connector shall have a male contact and a female shell as specified in FED-STD-1030. When this interface is provided by the FAA PSDN, the SP BIS shall also use a connector with a male contact and a female shell as specified in FED-STD-1030.
3.3.1.2
Cable

The cable used on this interface to connect the FAA BIS or the SP BIS to the PSDN or GFE circuit equipment shall be shielded, with the cable shield connected to pin 1 of the connector. 
3.3.1.3
Electrical power/electronic referencing (grounding)

Not Applicable.

3.3.1.4
Fasteners

Fastener hardware shall be as specified in FAA-G-2100f. Male and female connectors shall be provided with captive jackscrew fasteners for mating.

3.3.1.5
Electromagnetic compatibility

Shielding and grounding for reducing electromagnetic interference shall comply with the requirements in FAA-STD-019a.  Electromagnetic compatibility shall comply with the requirements in FAA-G-2100f and FCC Part 15, Subpart J.

4.
QUALITY ASSURANCE PROVISIONS

4.1
General

The interface requirements imposed by section 3 of this IRD shall be verified by use of the verification methods specified in paragraph 4.4. Verification methods and levels shall be applied in accordance with Table 4-I, Verification Requirements Traceability Matrix (VRTM).

4.2
Responsibility for verification

FAA management has the responsibility for developing and implementing the verification of requirements for each project. FAA management may also delegate verification activities to other FAA organizations, independent contractors, and/or the prime project contractor.

4.3
Special Verification Requirements

Special verification requirements shall include, but are not limited to, the requirements specified in the following subparagraphs.

4.3.1
ATN Conformance

a. The contractor shall provide proof of ATN conformance. 

b. Proof of conformance shall include Protocol Implementation Conformance Statements (PICS) generated based on all the functions indicated (in order of preference) within APRLs, PRLs, or ISO PICS Proforma as available for any function called out in this IRD. 

c. Specific APRLs called out by this IRD shall be used to generate PICS in conforming Interface Control Documents (ICD) and to be used for testing implementations.

4.3.2
ATN Interoperability

a. Suitable documentation shall be provided showing the testing and results for ATN interoperability testing performed using the ATN Testbed at the WJHTC.

4.4
Verification levels and methods

The following subparagraphs define the levels and methods of verification used in the Table 4-I, VRTM. Requirements not subject to formal verification at a particular phase are marked with an “X” (Not Applicable) in Table 4-I.

4.4.1
Verification levels

The three levels of verification are: Subsystem, Integration, and Site. All requirements imposed by section 3 of this IRD shall be verified at one or more of the following three levels of verification.

a. Subsystem Level verification – This verification is usually accomplished at the contractor’s facility and culminates in the formal acceptance of a contractual end item.

b. Integration Level verification – This verification is conducted at the FAA Technical Center or key site. It determines whether the hardware to be deployed at a site will perform in a NAS environment in accordance with NAS system level operational and functional requirements.

c. Site Level verification – This verification is usually performed at the designated site. The verification portion of the subsystem installation and checkout emphasizes the demonstration of the overall system performance requirements. It includes the demonstration of an end-item, subsystem and/or system, the final acceptance demonstration, and commissioning activities.

4.4.2
Verification Methods

The four verification methods that can be used at any of the three verification levels are as follows.

a. Inspection – Inspection is a method of verification to determine compliance without the use of special laboratory equipment, procedures, or services and consists of non-destructive static-state examination of hardware, software, and/or technical data and documentation.

b. Test – Test is a method of verification wherein performance is measured during or after the controlled application of functional and/or environmental stimuli. Quantitative measurements are analyzed to determine the degree of compliance. The process uses standardized laboratory equipment, procedures and/or services.

c. Demonstration – Demonstration is a method of verification where qualitative determination of properties is made for a configuration item, including software and/or the use of technical data and documentation. The items being verified are observed, but not quantitatively measured, in a dynamic state.

d. Analysis – Analysis is a method of verification where hardware or software designs are compared with known scientific and technical principles, procedures, and practices to estimate the capability of the proposed design to meet the mission and system requirements.

	Table 4-I. Verification Requirements Traceability Matrix

D=Demonstration;  I=Inspection;  A=Analysis;  T=Test;  X=Not Applicable



	Requirements Paragraph Reference for Document
	Verification Level and Method



	
	Subsystem Level
	System Level
	Site Level
	Remarks

	3. Interface Requirements
	X
	X
	X
	Title

	3.1. General Requirements
	X
	X
	X
	

	3.1.1 Computer-human interface
	X
	X
	X
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	3.2.2. OSI-type (Data) interface
	X
	X
	X
	Title

	3.2.2.1. Application Layer
	X
	X
	X
	

	3.2.2.2. Presentation Layer
	X
	X
	X
	

	3.2.2.3. Session Layer
	X
	X
	X
	

	3.2.2.4. Transport Layer
	X
	X
	X
	

	3.2.2.5. Network Layer
	X
	X
	X
	Title

	
	
	
	
	Title

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	3.2.2.5.1.2.4 Routing Policies
	X
	X
	X
	Title

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	3.2.2.5.2 Subnetwork Interface Requirements
	X
	X
	X
	Title

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	3.2.2.6 Data Link Layer
	T
	T
	T
	

	3.2.2.7 Physical Layer
	T
	T
	T
	

	3.2.3 Analog-type interface
	X
	X
	X
	

	3.2.4 Discrete-type interface
	X
	X
	X
	

	3.2.5 Interface requirements table
	X
	X
	X
	

	3.3 Physical Interface Requirements
	I
	I
	I
	


5.
PREPARATION FOR DELIVERY

Not Applicable.

6
NOTES

6.1
CPDLC-IA Architecture

6.1.1
Architecture Description

Figure 6.1.1-1 depicts ATN Architecture that will support CPDLC1A service. At the highest level, there are at least two Administrative Domains, the FAA Administrative Domain and one or more Administrative Domain(s) of Service Providers. The FAA domain is connected to each SP Administrative Domain either via a PSDN or via point-to-point circuits provided as GFE. The interconnections between the FAA domain and the service provider(s) domain(s) allows the FAA ATN systems to communicate with aircraft through the use of the VDL-2 A/G communication services provided by the SP(s). In CPDLC Build 1A, these FAA systems are the Data Link Applications Processor (DLAP) and the Context Management Application (CMA) Processor (CMP).    

The FAA Administrative Domain contains multiple Routing Domains. One domain contains a Routing Area for the Backbone Routers and an EnRoute Routing Area for each ARTCC. Other domains are assigned to the Context Management systems, one for each CMP. The Backbone Routing Area contains five ATN BIS Routers executing IDRP. These Backbone Routers are responsible for maintaining routing information on all ATN Mobile RDs (i.e. aircraft). The Backbone Routers are interconnected via the FAA PSDN or GFE point-to-point circuits. Each CMP is connected to the Backbone Routing area and is adjacent to one of the Backbone Routers.
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The CMA receives Logon messages from ATN-equipped aircraft that intend to communicate with a ground-based ATN application such as CPDLC. The CMA therefore contains a list of all aircraft that are reachable (via the a SP’s VDL-2 A/G network) and the ATN addresses of the ATN applications that are supported by the aircraft’s avionics and with which the aircraft intends to communicate.

The architecture, by assigning a group of domains to the CM function, avoids the need for every CM system in the CONUS to be separately addressable from aircraft avionics, and allows the automatic re-direction of a Logon from a failed CMP to an alternate one. 

Note that this technique is equally applicable to the entire global population of CMPs.

6.2
Definitions

Administrative Domain – A collection of end systems, intermediate systems, and subnetworks operated by a single organization or administrative authority. An administrative domain may be internally divided into one or more routing domains.

Aeronautical Telecommunications Network (ATN) – The ATN is an internet work architecture which allows ground, air-to-ground, and avionics data sub networks to interoperate by adopting common interface services and protocols based on the OSI reference model.

Aeronautical Operational Control (AOC) – Communication required for the exercise of authority over the initiation, continuation, diversion, or termination of flight for safety, regularity and efficiency reasons.

Air Traffic Services Communications (ATSC) – Communications related to air traffic services including air traffic control, aeronautical and meteorological information, position reporting, and services related to the safety and regularity of flight. This communication must involve one or more air traffic service administrations. This term is used for the purpose of address administration.

Boundary Intermediate System (BIS) – An Intermediate System that is able to relay data between two separate routing and administrative domains.

Domain – A set of end systems and intermediate systems that operate according to the same routing procedures and that is wholly contained within a single administrative domain.

End System (ES) – A system that contains the seven OSI layers and contains one or more end user application processes.

Intermediate System (IS) – A system comprising the lower three layers of the OSI reference model and can perform relaying and routing functions.

Network Service Access Point (NSAP) Address – A hierarchically organized global address, supporting international, geographical and telephony-oriented formats by way of an address format identifier located within the protocol header. Although the top level of the NSAP address hierarchy is internationally administered by ISO, subordinate address domains are administered by appropriate local organizations.

Routing Domain – A set of end systems and intermediate systems that operate the same routing protocols and procedures and that are wholly contained within a single administrative domain. A routing domain may be divided into multiple routing subdomains.

Routing Domain Confederation – A set of routing domains and/or routing domain confederations that have agreed to join together. The formation of a routing domain confederation is done by private arrangement between its members without any need for global coordination.

Subnetwork – An actual implementation of a data network that employs a homogeneous protocol and addressing plan, and is under the control of a single authority.

6.3
Abbreviations and acronyms

A/G 

– Air/Ground

AOC 

– Aeronautical Operational Control

APRL 

– ATN Profile Requirements List

ARTCC
– Air Route Traffic Control Center

ATSC 

– Air Traffic Services Communications

ATN 

– Aeronautical Telecommunications Network

BIS

– Boundary Intermediate System

BISPDU 
– Boundary Intermediate System Protocol Data Unit

CIPT 

– Communications Integrated Product Team

CLNP 

– Connectionless Network Protocol

CM 

– Context Management

COTP 

– Connection Oriented Transport Protocol

CPDLC 
– Controller-Pilot Data Link Communications

DCE 

– Data Circuit Terminating Equipment

DLAP 

– Data Link Application Processor

DTE 

– Data Terminal Equipment

ES 

– End System

FAA 

– Federal Aviation Administration

FDDI 

– Fiber Distributed Data Interface

G/G 

– Ground/Ground

HCS 

– Host Computer System

HID 

– Host Interface Device

HNL 

– HID NAN LAN

ICAO 

– International Civil Aviation Authority

IDRP 

– Inter-Domain Routing Protocol

ICD 

– Interface Control Document

IRD 

– Interface Requirements Document

IS 

– Intermediate System

ISO 

– International Organization for Standardization

LAPB 

– Link Access Procedures Balanced

LAN 

– Local Area Network

NADIN 
– National Airspace Data Interchange

NAS 

– National Airspace System

NLRI 

– Network Layer Reachability Information

NSM 

– Network System Manager

OSI 

– Open Systems Interconnection

PDU 

– Protocol Data Unit

PICS 

– Protocol Implementation Conformance Statements

PSN 

– Packet Switched Network

RD 

– Routing Domain

RIB 

– Routing Information Base

SARPS 
– Standards and Recommended Practices

SNDCF 
– Subnetwork Dependent Convergence Function

TSM 

– Telecommunications System Management

ULCS 

– Upper Layer Communications Services

U.S. 

– United States

VDL-2 

– VHF Digital Link Mode 2

VHF 

– Very High Frequency

VRTM
 
– Verification Requirements Traceability Matrix
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