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1.0
SCOPE

1.1
Scope.  This specification establishes the performance, design, and verification requirements for Stand Alone (SA) Explosives Detection Systems (EDS). Specification requirements are provided for SA EDS configured as Pass Through and Single Entry EDS.  The SA Pass Through and SA Single Entry EDS configurations are intended to permit lobby inspection of checked passenger bags.
1.2
Overview.  The Federal Aviation Administration (FAA) is charged with countering the terrorist threat to aviation security with technologies and procedures that will prevent, deter, or render ineffective any attempt to sabotage civil aviation.  Congress has directed the FAA, through legislation, to promote and strengthen aviation security efforts by initiating an aggressive program to deploy new explosive detection equipment and provide training and screening systems at the nation’s airports.  A critical element of this program is the acquisition and deployment of certified automated EDS equipment at airports to screen checked baggage for both international and domestic flights.

2.0
APPLICABLE DOCUMENTS

2.1
FAA Documents

DOT/FAA/AR-97/67 - “Functional Requirements for Threat Image Projection Systems on X-ray Machines”, August 1997

DOT/FAA/CT-96/1 - “Human Factors Design Guide for Acquisition of Commercial Off-the-Shelf, Non-developmental, and Developmental Systems (1996).”

FAA Order 1370.82 - Information Systems Security program - June 9, 2000

2.2
Non-FAA Government Documents

14 CFR Part 108
Airplane Operator Security [FAR 108.17 (a)(5)]
14 CFR Part 191
Protection of Sensitive Security Information

21 CFR 1020.40
FDA:  Performance Standards for Ionizing Radiation Emitting Products

29 CFR 1910.1096
OSHA:  Ionizing Radiation

47 CFR 15
FCC:  Radio Frequency Devices

Federal Register
April 13, 1998: “Criteria for Certification of Explosives Detection Systems”, Volume 63, Number 70

MIL-STD-973
April 17, 1992: Military Standard Configuration Management

2.3
Non-Government Documents

American Society for Testing and Materials (ASTM) Standard F792-82

International Electrotechnical Commission (IEC) 60950- Safety of Information Technology Equipment
International Electrotechnical Commission (IEC) 61010 - “Safety requirements for electrical equipment for measurement, control, and laboratory use”.

Underwriters Laboratories (UL) 187 - Standard for X-ray Equipment

Underwriters Laboratories 310 - Electrical Quick-Connect Terminals

Underwriters Laboratories 3101-1 - Safety for Electrical Equipment for Laboratory Use

2.4
Order of precedence.  In the event of a conflict between the text of this document and the references cited herein, the text of this document takes precedence.  Nothing in this document, however, supersedes laws and regulations unless a specific exemption has been obtained.

3.0
REQUIREMENTS

3.1
System.  The SA EDS is intended to be an inspection system for screening checked passenger bags.  During passenger bag inspection, the Pass Through SA EDS shall allow bags to enter the system through one side and exit from the other side.  The Pass Through SA EDS is further defined as an SA EDS meeting all the requirements contained herein with the exception of section 3.1.1.4.2 and 3.2.1.3.2.  The Single Entry SA EDS shall be configured to allow passenger bags to enter and exit the system through a single portal. The Single Entry SA EDS is further defined as an SA EDS meeting all the requirements contained herein with the exception of 3.1.1.4.1, 3.1.2.5, and 3.2.1.3.1.  In general, the SA EDS is a publicly seen, lobby installation.


3.1.1
Functional Requirements.  The SA EDS shall meet all FAA EDS Certification Criteria for automated bag inspection, with the exception of throughput, as set forth in Federal Register, Volume 63, Number 70, April 13, 1998: “Criteria for Certification of Explosives Detection Systems”.  The SA EDS shall have a cold start time of no more than 15 minutes.  The SA EDS shall have a warm start time or fault reset time of no more than 4 minutes.




3.1.1.1.
Imaging Capability.  The SA EDS image quality and performance capabilities shall:
(a)
Permit a screener/operator to distinguish a 24-gauge wire under the 5/16 inch of 1100 aluminum using a Test Step Wedge specified in American Society for Testing and Materials (ASTM) Standard F792-82, and satisfy Federal Acquisition Regulation (FAR) Part 108.17 (a)(5);

(b)
Provide the imaging quality to meet the applicable human factors requirements found in DOT/FAA/CT-96/1, “Human Factors Design Guide for Acquisition of Commercial Off-the-Shelf, Non-developmental, and Developmental Systems (1996),” Section 7.2;

(c)
Indicate incomplete scans, such as corrupted images or split bags, and display a message indicating the appropriate action required.  The SA EDS shall not allow corrupted or missed bag events to occur more than 1.0% of bags.  The SA EDS shall permit a screener/operator and/or baggage handler at low rate and peak throughput operation to unambiguously identify and control the corresponding bag;
(d)
Permit a screener/operator, utilizing an Operational Test Kit (OTK), to verify proper system operation on a daily basis;

(e)
Provide an image archiver that:

1. records, in color, a minimum of 50 bag image files;

2. Records on command by a screener/operator; 

3. Records automatically when an alarm bag is detected; and

4. Displays archive image files in color on the Baggage Viewing Station (BVS) upon screener/operator command.

(f)
Provide images on the BVS that will be sufficient to assist alarm bag resolution by hand search by providing general reference location of alarm object(s) within the bag, general shape, and a means to correlate it with the bag that caused the alarm.




3.1.1.2
Automated Detection Success Rate.  The SA EDS shall meet all FAA explosive detection requirements.  The SA EDS shall detect all categories of threats at the levels specified in Federal Register, Volume 63, Number 70, April 13, 1998: “Criteria for Certification of Explosives Detection Systems”.  The SA EDS shall meet all FAA EDS certification criteria detection rates for 75% threat explosive masses.



3.1.1.3
Machine Alarm Rate.  The SA EDS shall meet FAA false alarm rate requirements as stated in the FAA EDS certification criteria when tested against 75% threat explosive masses.




3.1.1.4
Throughput




3.1.1.4.1  Pass Through Throughput.  The Pass Through SA EDS shall meet baggage throughput requirements when deployed at airport locations.  The Pass Through SA EDS shall:
(a) Provide an average effective throughput of 130 bags per hour irrespective of screener/operator intervention; and 

(b) Permit direct access to the main inspection enclosure, including entrance and exit conveyors, to manually clear a bag jam in less than 1 minute from time of discovery to resumption of inspection.





3.1.1.4.2  Single Entry Throughput.  The Single Entry SA EDS shall meet baggage throughput requirements when deployed at airport locations.  The Single Entry SA EDS shall:

(a) Provide an average effective throughput of 100 bags per hour irrespective of screener/operator intervention; and 

(b) Permit direct access to the main inspection enclosure, including entrance conveyor, to manually clear a bag jam in less than 1 minute from time of discovery to resumption of inspection.




3.1.1.5
Automated Data Collection.  The SA EDS shall provide automated data collection and local/remote upload/download capability.  The SA EDS shall provide networking capabilities for networking the SA EDS machines via a common vendor-interface to a Local Area Network (LAN) deployed at each airport.  The SA EDS shall provide a wireless modem and an analog modem for the purpose of automated data collection in the event a LAN is not deployed at an airport.






3.1.1.5.1

Field Data Reporting System.  The SA EDS shall include a Field Data Reporting System (FDRS) that can collect, analyze, display, store, and print EDS system, baggage and screener/operator processing data/information in accordance with Appendix A.  The SA EDS shall:

(a) Provide internal storage so that the FDRS data elements are stored for a minimum of one year without being overwritten;

(b) Allow only User Access Level 1 users (FAA) to delete FDRS data records during the required one year retention period; 

(c) Ensure that all data recorded in the FDRS is a 100% accurate record of the data events required to be recorded by Appendix A and that all data in each and all of the tables is correspondent throughout; 

(d) Provide bag counts that are accurate to within 1%; and

(e) Display FDRS data identified in Appendix A on the BVS. The SA EDS shall print FDRS Reports to the SA EDS printer using menu commands provided on the BVS.  Reports shall print in the same format as the data displayed on the BVS. The SA EDS shall provide User Access data view and print authority in conformance to the access levels defined in Appendix B.






3.1.1.5.2

Uploading/Download Capability.  Uploading means loading data/information into the SA EDS either locally or remotely.  Downloading means retrieving data/information from the SA EDS either locally or remotely.  The SA EDS shall:

(a)
Provide secure remote uploading/downloading of data/information from/to a local or remote server in compliance with FAA Information Security Order 1370.82;

(b)
Provide all required FDRS data/information with appropriate headers in comma delimited format in accordance with Appendix A.  Download procedures shall have a feature to allow for the selection of a subset of the data/information by or within a given table, thus limiting the size of downloads when necessary; and

(c)
Make all computer(s) operating system log files available for downloading.






3.1.1.5.3

Data Collection Support Software.  The SA EDS shall include the necessary software to provide network connectivity, firewall protection, virus protection, file compression, and file encryption.









3.1.1.5.3.1
Network Connectivity.  The SA EDS shall employ Transmission Control Protocol/Internet Protocol (TCP/IP).  File Transfer Protocol (FTP) shall be utilized for transferring data files, image files, and operational parameter updates, between the FAA server and the SA EDS.  The SA EDS shall be configured as a FTP server and support FTP initiation request from the FAA server, which will function as a FTP client.  The SA EDS FTP server shall restrict access to FAA provided usernames/ passwords.  The SA EDS FTP server shall respond to data request and accept incoming file transfers from the FAA server (FTP client).









3.1.1.5.3.2
The SA EDS FTP Server Function.  The SA EDS software shall:

(a)
In the root directory on the internal hard drive, designate a directory named “pub”, where all FDRS data files will be located once compressed and encrypted;

(b)
Compress all files in the "pub" directory. The compressed file size shall be 30% or less than that of the uncompressed file size for files larger than 5k bytes.  The compressed files shall be capable of being decompressed on the FAA server via the current version of WINZIP.  FDRS files contained in the “pub” folder shall conform to the following file-naming scheme:

Naming convention of Compressed files shall be:

<machine_ID><year><month>.ZIP
where:

<machine_ID> 
the identification (ID) number of the SA EDS;

<year> 


four-digit year identifier, such as “2001”;

<month> 
two digit identifier, such as “03” for March or “11” for
November.

Naming convention of Table files contained within the Compressed file shall be:

<machine_ID><year><month><table_number>.TXT
where:

<machine_ID> 
the identification (ID) number of the SA EDS;

<year> 


four-digit year identifier, such as “2001”;

<month> 
two digit identifier, such as “03” for March or “11” for
November; and,

<table_number> 
The FDRS Table number (i.e., 1,2,3,4,5,6, or 7), indicating which FDRS Table is  
contained in the file.

(c)
Encrypt FDRS files and other data prior to FTP transmission or transfer to other types of medium, e.g., floppy disk, read/write CD/DVD, zip drive, or tape drive.  The encryption shall be no less than 128-bit key encryption.  The encrypted file shall be encrypted/decrypted using a single password to be supplied by the FAA;

(d)
In the root directory on the internal hard drive, designate a directory named “config” that will accept and store machine configuration changes (e.g., operational parameter updates, Threat Image Projection (TIP) image files);

(e)
Use usernames and passwords to:

(1)
Authenticate client to server (via the USER and PASS commands), and

(2)
Restrict access to the “pub” and the “config” directories;

(f)
Remove the "anonymous user" capability;

(g)
Log the date, time, FTP client IP address and commands that occurred during an FTP session in the FTP log file.  The FTP log file shall be available for review locally for a period no less than 6 months;

(h)
Provide real-time anti-virus protection software that is capable of being remotely updated regularly to ensure that it can detect and clean newly identified/created viruses.  The anti-virus software shall provide protection against viruses and be capable of detecting boot sector, file, and macro viruses and performing signature based scanning.  If a signature virus is detected, the anti-virus software shall place an entry in the event log and record the name of the infected file(s) and shall attempt to clean, delete, or quarantine the file containing the virus.  During the cleaning procedure, the anti-virus software shall attempt to permanently remove the virus from the infected file(s).  During the delete procedure, the anti-virus software shall delete the infected file(s) from the internal hard drive.  The event log file shall be available for review locally for a period of no less than 6 months; and

(i)
Provide at least a network layer level firewall that shall:

(1)
Examine IP packets and makes decisions to accept or deny packet traffic based upon criteria such as source and destination IP addresses and source and destination TCP/UDP port numbers;

(2)
Provide auditing or logging of access request;

(3)
Verify the destination port of the same connection and then match it against its configuration to allow or deny a connection request;

(4)
Protect the data from unauthorized user attacks, meet or exceed the following software rule-base:

[a]
Restrict the use of domain name system (DNS),

[b]
Restrict the use of the bootstrap protocol (Bootp) service (Bootp enables a computer to discover its own IP address),

[c]
Restrict the use of the NetBIOS name service and the NetBIOS datagram service used in file sharing on a Microsoft Network,

[d]
Permit inbound and outbound loopback connections to the local host address of 127.0.0.1,

[e]
Restrict all types of inbound ICMP messaging (ICMP messages provide status and control information), and

[f]
Automatically enable firewall rules that protect from known remote-access hostile attacks; and

(5)
Provide counters that record the:

[a]
Number of inbound TCP connections that were blocked,

[b]
Number of outbound TCP connections that were blocked; and

[c]
Sum of blocked TCP connections (both inbound and outbound).









3.1.1.5.3.3
The SA EDS FTP Data Transfer Process.  The SA EDS FTP data transfer process shall occur in the following order:

(a)
The SA EDS FTP server software shall "listen" at all times on the available data ports for a connection from the active transfer process in order to open a data connection.  The data port connection shall be available through a wireless modem, analog modem, and Ethernet network interface card (NIC); and

(b)
The FAA server acting as the FTP client will initiate a control connection specifying the parameters for the data connection (data port, transfer mode, representation type, and structure).  Once the connection is opened, the FAA server (FTP Client) will send a username and password to the SA EDS to access its FTP server file system.  The SA EDS shall authenticate the the FAA server by verifying/validating the username and password.  The SA EDS shall execute FTP commands upon authentication of the FAA Server.  The SA EDS server shall close the open FTP connection after disconnect from the FAA server and return to a ready/normal state.




3.1.1.6
Security





3.1.1.6.1

Security Controls.  Because the majority of the SA EDS are used in areas accessible to the public, the SA EDS shall:

(a) Provide the means to:

(1) physically protect its sensitive components; and

(2) 
password protect collected data from theft and sabotage in both operational and non-operational modes;

(b)
Include a screener/operator console with a mechanical key-actuated control for locking/unlocking the console.  The SA EDS shall only operate when the key is in the unlocked position.  The key shall only be removable when in the locked position;

(c)
Include maintenance and repair access doors that can be locked; and

(d)
Include tamper-evident seals on internal assemblies that contain sensitive components/data.






3.1.1.6.2

Software Controls.  The SA EDS shall include a means to alert the screener/operator of any configuration or data change (see FAA Information Systems Security Program - Order 1370.82).  The SA EDS software shall:

(a)
Allow user access and capabilities per Appendix B.  User accounts shall be password protected and provide for authorized user access verification.  The SA EDS software shall permit access to the system by authorized users only.  The SA EDS software shall allow authorized users to access only those functions for which they are authorized.  Null passwords shall not be allowed;

(b)
Deny access to the SA EDS after three failed logon attempts for all user levels.  The next higher user level shall be permitted to reset the password;
(c)
Record/log unauthorized system access attempts (see Appendix B);

(d)
Deny access to unauthorized users to direct operating system (OS) functions/commands (see Appendix B); and

(e)
Restrict access to system/OS files/data (see Appendix B).






3.1.1.6.3

Bag Tracking and Controls.  The SA EDS shall:

(a)
Allow the screener/operator to physically isolate and maintain control over a bag identified as suspicious either inside the SA EDS or inside an enclosed conveyor system integral to the EDS until resolution of alarm is complete; and

(b)
Not clear a bag image immediately after a screener/operator presses Suspect.  The current bag image shall remain on the screen until the screener/operator responds appropriately to the prompt, “You have suspected this bag.  Press the X button to erase the image and view the next bag.”  The current bag image shall remain on the screen until another bag is scanned.




3.1.1.7
Threat Image Projection (TIP) Capability.  The SA EDS shall comply with the functional requirements defined in Appendix C.  TIP for the SA EDS shall allow user access per Appendix B.  Uploading, downloading, printing, and scanning of TIP images to/from the TIP library shall only be allowed by a User Access Level 1 user.  Authorized username and password shall be required to operate the SA EDS TIP system.




3.1.1.8
On the Job Training (OJT) / Operator Qualification Test (OQT) Function.  The SA EDS shall operate in an OJT mode and an OQT mode.  Activating the OJT mode or the OQT mode shall automatically disable the SA EDS operational mode, disable the in-feed conveyer belt, and enable the screener/operator display screen.  SA EDS shall simultaneously store one OJT stored image library and one OQT stored image library.  The OQT shall be expandable to provide up to 1000 OJT bags, and up to 500 OQT bags.  The OQT images will be provided by the FAA.  The OQT stored image library shall be up loadable to the SA EDS using a network connection, modem, disk, or other means.

3.1.1.8.1

On the Job Training (OJT).  The SA EDS shall operate in an OJT mode using a stored image library.  Any authorized user level shall be allowed to activate the OJT mode by pressing a button or turning a key to a designated position.  The OJT function shall: 

(a)
Display images on the screener/operator display screen from the stored image library in sequence order;

(b)
Display sequence number (not image number) on the screener/operator display screen.  This display feature shall be selectable (ON/OFF);

(c)
Display on the screener/operator display screen the results of the screener/operator decision for each image (hit, miss);

(d)
Record machine identification number, time-in, time-out, site, airline, and screening company for each screener/operator, and detailed training results; 

(e)
Prevent images from being printed; and

(f)
Allow the screener/operator to exit from the training at any time.

3.1.1.8.2

Operator Qualification Test (OQT).  The SA EDS shall operate in an OQT mode using a stored image library.  Only User Access Level 1 users shall be allowed to activate the OQT mode by pressing a button or turning a key to a designated position.  The OQT function shall:

(a)
Allow the access level 1 user to input relevant test conditions for later use in creating a test report - site, air carrier, screening company, screener/operator username, response time-out is configurable (default is "unlimited");

(b)
Display images from the stored image library in random order;

(c)
Display sequence number (not image number) on the screener/operator display screen.  This display feature shall be selectable (ON/OFF);

(d)
Not show the results of the screener/operator decision for each image (hit, miss);

(e)
Automatically tabulate the score for each test taken;

(f)
Record access level 1 user test conditions, machine identification number, time-in, time-out, site, airline, and screening company for each screener/operator, and detailed testing results;

(g)
Prevent images from being printed; and

(h)
Allow the access level 1 user to exit from a test at any time.




3.1.1.9
Human Factors.  The BVS shall provide alarm resolution tools for the screener/operator to systematically screen suspect bags.  The SA EDS shall allow screeners/operators and maintainers to use/maintain the SA EDS, including all system functions and alarm resolution techniques.  The Contractor should consider the human factors guidelines found in Chapters 7 and 8 of DOT/FAA/CT-96/1 and in the revision to chapter 8 (DOT/FAA/CT-01/08), “Human Factors Design Guide for Acquisition of Commercial Off-the-Shelf, Non-developmental, and Developmental Systems.”  The SA EDS shall:
(a)
Be operable by screeners/operators meeting personnel requirements specified in FAR Part 108.17 (a) (5) in terms of auditory and visual acuity, dexterity, English proficiency, and educational level (high school diploma, General Educational Development (GED) or combination of education and experience);

(b)
Be designed so that all critical tasks related to its operation, which will be performed by screeners/operators, do not require greater aptitudes and abilities than are found in the prospective screener/operator population at the time of deployment;

(c)
Provide informative and actionable screener/operator displays on system status, alarm resolution, OTK results (pass/fail), and bag jams or incomplete scan events.  It shall include sufficient displays, controls and inspection aides to permit trained screeners/operators to correctly detect threats while minimizing the false hand search rate;
(d)
Provide start-up and power-down procedures or functions at the BVS such that:

(1)

Upon completion of start-up (cold and stand-by) a login window is displayed;

(2)
Cold start-up procedures shall complete in 15 minutes or less.  Cold start is defined as a SA EDS that has been turned off/shut down but is still connected to a power source;

(3)
Warm/Standby start-up procedures shall complete in five minutes or less. Warm/Standby start-up is defined as a SA EDS that is turned on but is in a sleep or stand-by state;

(4)
The login process requires no more than 30 seconds to complete.  Login process is defined as the time from when the screener/operator enters user information and password to the time the operator is able to scan bags;

(5)

Power-down procedures complete in five minutes or less.  Power down is defined as the transition from operational mode with the operator logged in to system shut down.

(e)
Use a graphical user interface that is viewable on the BVS and a screener/operator console that meet the following criteria:

(1)
It shall take the system no more than 1 second from the time that a key or icon is selected to the time that the screener/operator receives feedback that it was successfully selected;

(2)
Trained screeners/operators shall be able to correctly identify and distinguish between labels, icons, and colors;

(3)
Icons, labels, and colors shall be used consistently across displays;

(4)
It shall display a message or icon to indicate when the system is busy processing a screener/operator-initiated or machine-initiated command;

(5)
Text labels and messages should be presented in mixed case format (i.e., as “Text” not as “TEXT” or “text”);

(6)
The minimum character height shall be 2.3mm (0.1 in);

(7)
Images shall be colored using the following conventions:

[a]
Red for potential explosives;

[b]
Orange for potential explosives materials less than the certification mass threshold;

[c]
Yellow for shielded/opaque/non-penetrable materials;

[d]
Cyan/blue for metallic objects; and

[e] Green for metallic objects inside potential explosives.

(8)
The SA EDS shall have the capability to remove the color-coding present on the images;

(9)
If the same function keys or icons are available on more than one screen, then those functions should appear in the same location across screens;

(10)
The system shall indicate when a function has been activated or disabled on any screen or console;

(11)
Function keys and icons should be assigned a single function.  If a function key or icon must be used for more than function, then the system shall distinguish which function is available at all times;

(12)
If an action requires the use of an embedded menu system or a multi-step process, then there shall be available at all times a menu selection, key, or icon that allows the screener/operator to cancel the last action or return to the starting position;

(13)
The screener/operator console shall have separate, dedicated keys or icons for the screener/operator to make the final decision (i.e., clear or suspect).  These keys or functions icons shall be spaced at least one key-width or icon-width apart from all other keys or function icons; and

(f)
The system should keep track of the threats that the screener/operator has viewed, and prompt the screener/operator if he/she presses “Suspect” or “Clear” without viewing all threat objects.  The prompt should inform the screener/operator that he/she has only viewed n# of m# threats and ask the screener/operator to press the X button to view remaining threats or the Y button (Suspect or Clear) to continue with decision.  The "number of threats viewed" shall be data that is recorded in the FDRS.

3.1.1.10
Radiation Survey Function.  The SA EDS shall provide a mode of operation that permits maintenance personnel, utilizing a scatter block that will cause worst case scatter conditions, to perform a field/site radiation compliance test to verify compliance with 21 CFR 1020.40.  The radiation survey mode shall:

(a)
Be menu driven at the BVS;

(b)
Be accessible by Level 1 Users only;

(c)
Correctly position the scatter block in the plane of the X-ray;

(d)
Provide user selectable X-ray generation;

(e)
Display X-ray tube current measurements on the BVS; and

(f)
Display X-ray tube voltage measurements on the BVS.

3.1.2 Major Components.  



3.1.2.1
Scanner.   The SA EDS Pass Through scanner shall be designed to allow bags to enter on one side of the machine and exit from the other side. The SA EDS Single Entry scanner shall be designed for single sided entrance, allowing bags to enter and exit the system through a single portal.  The scanners shall be designed to minimize the lift-height for bags, and efficiently and effectively adapt to airport operations.


3.1.2.1.1

Data Collection Devices.  A high capacity read/write drive, Ethernet NIC, wireless modem, and analog modem shall be installed to permit local/remote uploads/downloads at any time, whether or not the system is screening bags or is in the standby mode.  All necessary software drivers and operating system services to support the data collection devices shall be installed and configured.  This capability shall be available even if the main components are powered down.





3.1.2.1.1.1
High Capacity Read/Write Drive.  The SA EDS shall provide a high capacity read/write with a minimum capacity of 100 MB.

3.1.2.1.1.2
Ethernet NIC.  The SA EDS shall contain an internal Ethernet NIC that provides the following:

(a)

IEEE compliance:  802.3, 802.2, 802.1p, 802.1Q, 802.1 GMRP; and

(b)

Connector:  RJ-45.

3.1.2.1.1.3
Wireless Modem.  The SA EDS shall contain a wireless modem that is capable of receiving/transmitting data using either Circuit Switched Cellular (CSC) Communication or Cellular Digital Packet Data (CDPD) Communication, e.g., Sierra Wireless MP210 wireless modem.  The SA EDS shall provide all necessary wireless modem configuration software to include:

(a)
An application that displays current radio channel and signal strength when in circuit switched mode, e.g., CSC Watcher;

(b)
An application that displays current radio channel and signal strength when in CDPD mode, e.g., CDPD Watcher;

(c)
An application that attaches account information to the wireless modem, e.g., WirelessExpert; and

(d)
An application that provides advanced configuration options beyond those available in (c) above, e.g., Toolkit.  This application shall provide options for those users with more than one CDPD or circuit switched account.

3.1.2.1.1.4
Analog Modem.  The SA EDS shall contain analog internal modem that operates at a minimum of 56k bps using standard industry protocol, e.g., V.90.

3.1.2.2
Operational Test Kit.  Each SA EDS shall be supplied with an Operational Test Kit (OTK) as a component.  The OTK shall be configured with sufficient objects/items to verify proper detection performance, critical image quality parameters, and SA EDS operation.




3.1.2.3
Bag Viewing Station.  The SA EDS shall include a Bag Viewing Station (BVS), which consists of a monitor(s), screener/operator console, and any other necessary screener/operator input devices.  The BVS shall (1) provide controls for start-up and power-down, (2) permit only authorized users to logon to the system, (3) provide alarm resolution tools, and (4) all controls required for the screener/operator to resolve alarm images.  The BVS shall display or indicate the following:

(a)
Current state of the system;

(b)
Pass/fail diagnostic results;

(c)
Bag jam and incomplete scans; and

(d)
Bag images.




3.1.2.4
Baggage Entrance Conveyor.  The SA EDS shall be designed to feed bags with a powered entrance conveyor for semi-automated bag loading.  The conveyor shall be controlled and powered by the SA EDS.  The SA EDS shall permit the screener/operator to physically isolate and maintain control over a bag identified as suspicious either inside the SA EDS or inside an enclosed conveyor system integral to the SA EDS until resolution of alarm is complete.  The conveyor shall permit the screener/operator to start, stop, pause, reverse, and restart the conveyor from the BVS and directly at the SA EDS entrance.

3.1.2.4.1

Powered Inclined Conveyor .  The conveyor shall be sloped from floor level (maximum 23 cm from the floor) to the SA EDS entrance.  

3.1.2.4.2

Powered Flat Conveyor.  A flat conveyor shall be level to the SA EDS entrance and shall be a maximum of five feet in length.  




3.1.2.5
Baggage Exit Slide/Conveyor .  A bag exit slide or conveyor shall be provided.  The exit slide or conveyor shall be sloped from the SA EDS Pass Through exit to ground level with a bag stop.




3.1.2.6
Field Image Archiver.  The SA EDS shall provide a Field Image Archiver that will record bag images and redisplay on demand a minimum of 50 bag image files for near-real-time playback to support routine operations, data collection, and testing.  The redisplay shall support hand search so as not to significantly impact inspection throughput.  The Field Image Archiver shall capture screener/operator selected images and suspect images as viewed on the BVS.




3.1.2.7
Printer.  The SA EDS shall provide a printer that will print on demand bag image files, collected data, and test data to support routine operations.  The printer shall print in color screener/operator selected screen images as viewed on the BVS.  Hard copy images shall provide general references to location, shape, content and other appropriate information to assist hand searches.




3.1.2.8
Standalone Training Simulator.  An SA EDS Standalone Training Simulator shall be provided that includes the same screener/operator interface as the SA EDS.  The training simulator shall be a Commercial Off-The-Shelf (COTS) platform that simulates real time operation of the SA EDS.


3.1.3
Government Furnished Information (GFI).  FAA will provide TIP,OQT, and OJT Images to allow the Contractor to create Image Libraries.

3.2
Performance.

3.2.1
Physical.    The SA EDS shall incorporate basic design aesthetics and shall be designed to facilitate routine system maintenance with minimal movement of the system.




3.2.1.1
Bag Size.  The SA EDS shall accept bags with minimum lengths of 100 cm, minimum widths of 60 cm, and minimum heights of 50 cm.  Minimum cross sections accepted shall be 60cm X 30cm and 50cm X 50cm.



3.2.1.2
Floor Loading.  The SA EDS shall not exceed 18 kg per square centimeter.




3.2.1.3
Footprint.  





3.2.1.3.1  Pass Through Footprint.  The Pass Through SA EDS shall not exceed 800 cm x 210 cm.





3.2.1.3.2  Single Entry Footprint.  The Single Entry SA EDS shall not exceed 500 cm x 210 cm.




3.2.1.4
Height.  The SA EDS shall not exceed 215 cm.




3.2.1.5
Power.  The SA EDS shall be compatible with existing airport electrical infrastructure and not exceed 20 kW.




3.2.1.6
Voltage.  The SA EDS shall be capable of operating on commercially available power.




3.2.1.7
Curtains.  Dark color should be used for system curtains.




3.2.1.8
Alarm Indicator Light.  The SA EDS shall incorporate alarm indicator light(s) visible from a minimum distance of five meters.  The indicator light(s) shall be visible by individuals standing within 360 degrees around the scanner.  The indicator light(s) shall provide the following color display:

(a)
White steady

machine decision is alarm on current displayed bag;

(b)
White flashing

screener/operator selects “SUSPECT; or

(c)
No light

screener/operator selects “CLEAR”.




3.2.1.9
Mobility.  The SA EDS and associated conveyors shall be designed to allow ease of movement of the equipment without lifting.  Wheels, casters, rollers, or other similar mechanisms shall be provided.


3.2.2
Availability/Reliability




3.2.2.1
Operational Availability (Ao).  The SA EDS shall demonstrate Operational Availability Ao threshold of at least 96% for each 6 month period during its entire life-cycle.  As a computational example the cumulative downtime per system during inspection duty hours for all maintenance would not exceed 233.6 duty hours annually assuming an average duty day of 16 hours for 365 days each year.  Ao is defined as:






Uptime


Ao
=
---------------------------

for any single the SA EDS on any duty day




Uptime + Downtime

Downtime is the total amount of time the system is not available for use during the duty day.  Downtime can be caused by three events:

(a)
A critical failure (Any failure where the SA EDS cannot perform its mission for greater than 10 minutes and maintenance is contacted);

(b)
A non-critical failure (Problem occurs and the fault condition is cleared within 10 minutes or is cleared without contacting maintenance); and

(c)
Recalibration (Following either critical or non-critical failure, time spent restoring the SA EDS to operational status, including running through calibration or checkout sequence/procedure.)





3.2.2.2
Mission Reliability.  The SA EDS shall meet the mission reliability (MR) threshold of at least 98% where MR is defined as:

MR = e-(Failure Rate)(Mission Duration)
where:

failure rate is the ratio of number of critical failures/total operating time (hours),

mission duration is the length (hours) of the mission, and

e is the natural logarithmic base.

MR is the probability that a given the SA EDS will be able to complete a day's work without suffering any critical failures.  A MR of 98% implies a mean-time-between-critical failure (MTBCF) of approximately 792 hours, assuming 16-hour mission duration.

3.2.3  Maintainability.  The SA EDS shall be designed to minimize the number of maintenance access areas and external clearance distance required for those access areas.  The SA EDS shall be designed to provide simplified maintenance operations.  The SA EDS shall be designed so that minimum tools are required for preventive/scheduled maintenance.  The SA EDS shall have:
(a)
A critical failure (CF) MTTR of not more than 24 hours; and

(b)
A mean-time-between-maintenance-action (MTBMA) of at least 7 days.


Where MTTR and MTBMA are defined as follows:

MTTR:

Following a CF, the mean time required to restore the system to a fully operational state.  This includes technician travel time to the SA EDS location.

MTBMA:
The mean time between both corrective and preventive maintenance actions, expressed in days.  This will be determined using the uptime and downtime from operational availability measurements.


3.2.4
Safety.  The SA EDS shall comply with OSHA 29 CFR 1910.1096 and FDA 21 CFR 1020.40 during all modes of operation and non-operating states, clearing bag jam, and performing screener/operator-level maintenance actions.  The SA EDS shall have a physical emergency-stop button present at the BVS.  The SA EDS shall have a lock-down mode of operation so that when activated by the screener/operator:

(a)
No portion of the system shall move under power; and

(b) If ionizing radiation is employed, no radiation shall be produced.

3.2.4.1 Certification of Conformance.  The SA EDS shall conform with UL 187, UL 310, or IEC 61010-1 (references 2.14, 2.15, and 2.16 respectively), UL 3101-1 and IEC 60950.  The SA EDS Contractor is solely responsible for obtaining certification from an independent audit/test agency.


3.2.5
Date Change Anomaly-Free.  The SA EDS shall not contain any date change anomalies, such as Year 2000, that could cause the system to fail to operate.


3.2.6
Environments



3.2.6.1
Electromagnetic Compatibility






3.2.6.1.1

Personal Electronic Devices.  The SA EDS shall not alter or damage personal electronic devices (PEDs) in checked baggage.  A PED is defined to include any PED, which in the user non-operational mode utilizes electronic circuitry to maintain computer clock and data storage functions.






3.2.6.1.2

Emission Control.  All the SA EDS radio frequency emissions shall be constrained to non-restricted bands in accordance with 47 CFR 15.






3.2.6.1.3

Power Transients.  The SA EDS shall not introduce transients into the airport power supply generation system above the limits specified in 47 CFR 15 - FCC Part 15, Subpart B for Class A equipment.






3.2.6.1.4

Susceptibility








3.2.6.1.4.1
RF Sources.  The SA EDS shall have minimum susceptibility to environmental or bag-source electromagnetic interference (EMI).









3.2.6.1.4.2
Power Transients.  The SA EDS shall accommodate airport-supplied power.
4.0

VERIFICATION.  Unless otherwise specified within this specification verification will be accomplished through inspection, test, demonstration, and analysis.  To support compliance with the requirements within this specification inspection, test, demonstration, and analysis shall be performed on an SA EDS that is representative of the approved production design that has been placed under configuration control.

4.1

Test Planning/Procedures.  The test and evaluation process shall be used to assure that the SA EDS has met the requirements of the SA EDS specification, associated interface requirements and control documents, and algorithm description.  Requirements verification shall be performed in accordance with the Contract Statement of Work (SOW).  All Contractor testing shall be conducted according to Government approved test plans, test cases, and test procedures and may be witnessed by an authorized Government representative.


4.1.1
Contractor DT&E.  Contractor DT&E testing includes test and evaluation of the engineering design and developmental process by determining incrementally the degree to which functional engineering specifications are attained.  Verification shall proceed from the unit level through integrated verification of functional areas and interfaces within the complete system, and to the complete system, in as near an operational configuration and environment as practical.
4.1.2
Government Certification Testing.  The Government will conduct certification testing to verify compliance to all FAA EDS Certification Criteria for automated bag inspection as set forth in Federal Register, April 13, 1998: “Criteria for Certification of Explosives Detection Systems”, Volume 63, Number 70.

4.1.3
First Article Test and Evaluation.  A First Article Test and Evaluation (FAT&E) shall be performed on the Contractor’s initial, pre-production model to verify compliance with all contract requirements.

4.1.4
Factory Acceptance Test.  The Contractor shall conduct a Factory Acceptance Test (FAT) at the factory on each SA EDS to be delivered.  Hardware burn-in, system tests, and system configuration verification are examples of testing that may be included during FAT testing.

4.1.5
Site Acceptance Test.  A Site Acceptance Test (SAT) will be performed by the Government to verify each delivered and installed SA EDS conforms to specifications.  The SAT is performed at each field site before FAA acceptance of the SA EDS system.

4.2

Operational Test and Evaluation.  The Government will conduct Operational Testing on production representative systems to assess operational effectiveness and suitability when used by representative field operators in the intended operational environment.
4.3

Continuous Assessment.  The Government will perform continuous assessment of fielded SA EDS to verify the operational effectiveness and suitability of the equipment.  Continuous assessment includes the collection of data from fielded SA EDS for the purpose of assessing the field performance over time.
4.4

Verification Methods.  All SA EDS development will undergo test and evaluation to verify that the SA EDS meets system specification requirements.  The verification methods (Analysis, Demonstration, Inspection, and Test) described below are mandatory for SA EDS requirements verification.

4.4.1

Analysis

4.4.1.1
Hardware.  Hardware analysis shall encompass any or all of the following:

(a)
Engineering Analysis is usually an engineering design function involving study, calculation, or modeling of the known or potential failure modes, and reaction or interactions of the specified parts, materials, and the design configuration with the known function, performance and/or probable effects of the operational environments.

This analysis is normally used to verify margin when it is not desirable to test to failure.

(b)
Similarity Analysis is a method applied to end-items or components that are identical in design and manufacturing processes to end-items or components that have been previously qualified to equivalent or more stringent requirements.  This method can be applied to COTS equipment for the same manufacturer's models based upon the manufacturer's engineering specifications.  For COTS equipment, use of manufacturer's published materials that contain test conformance information relating to materials construction, commercial reliability test data, internal performance capabilities and environmental conditions (heat, power consumption, etc.) are acceptable.

(c)
Validation of Records Analysis is a method of verification wherein manufacturing records are used to verify compliance of concealed construction features or processes of manufacturing (e.g., contractor items).  This method shall be applied to COTS equipment for the same manufacturer's models based upon the manufacturer's engineering specifications.

4.4.1.2
Software.  Software analysis shall encompass the processing of accumulated results and conclusions to provide proof that the verification of requirements has been accomplished.  The analytical results may be composed of interpretation of existing information or derived from lower level tests, demonstrations, analyses, or examinations.

4.4.2

Demonstration.  The Demonstration verification method is used to indicate a general "pass/fail" condition.

4.4.2.1
Hardware.  Hardware demonstration shall determine the qualitative characteristics of end-item or component properties by observation.  Demonstration shall not require special test equipment or instruction to vary characteristics such as operational performance, human engineering features, service, access features, and transportability.

4.4.2.2
Software.  Software demonstration shall determine compliance with requirements (e.g., the proper response at a site as a result of a specified interrogation or command to be processed by the program) through observation of functional operation.  Demonstration shall be used primarily for activities where data gathering is not appropriate, such as display image verification.

4.4.3

Inspection

4.4.3.1
Hardware.  Inspection of hardware shall include verifying physical characteristics to determine compliance with requirements without the use of special laboratory equipment, procedures, items, or services.  Inspection shall verify workmanship, physical condition, construction features, and document/drawing compliance.  For COTS hardware, use of manufacturer's published materials that contain test conformance information pertaining to commercial reliability test data, Office of Safety Health Administration regulations, Military Standards, or Federal Communications Commission licensing is acceptable.

4.4.3.2
Software.  Inspection shall be an examination that includes review of software source and object listings to verify compliance with software documentation, requirements, and coding standards, as well as verification of the implementation of required algorithms.

4.4.4

Test

4.4.4.1
Hardware.  Hardware testing shall measure hardware performance during or after the controlled application of functional and/or environmental stimuli.  Test equipment required for measurements shall be calibrated.  Test software shall be validated.

4.4.4.2
Software.  Software testing shall employ technical means, including evaluation of functional operation by use of special equipment or instrumentation, software and/or simulation techniques, to determine compliance of the system with requirements.  Test equipment required for measurements shall be calibrated.  Test software shall be validated.  Data derived from software testing shall be reduced for analysis of software/system performance under the test specified.

4.5
Verification Requirements Traceability Matrix.  The Verification Requirements Traceability Matrix (VRTM), shown in Table I, defines the verification method to be used to validate each SA EDS specification requirement.  Formal verification tests shall encompass the following range of conditions, when applicable:

(a)
Normal data flow or condition,

(b)
Minimum and maximum conditions,

(c)
Below minimum and above maximum conditions, and

(d)
System failures and recovery.

TABLE I.  Verification Requirements Traceability Matrix.

	Requirement
	Paragraph
	Paragraph Title
	Contractor FAT&E
	Contractor
FAT
	Remarks

	
	3.0
	Requirements
	X
	X
	No shall

	1
	3.1
	System
	D
	D
	

	2
	3.1
	System
	D
	D
	

	3
	3.1.1
	Functional Requirements 
	C-T
	X
	

	4
	3.1.1
	Functional Requirements 
	T
	T
	

	5
	3.1.1
	Functional Requirements 
	T
	T
	

	6
	3.1.1.1(a)
	Imaging Capability
	D
	D
	

	7
	3.1.1.1(b)
	Imaging Capability
	D
	X
	

	8
	3.1.1.1(c) [1]
	Imaging Capability
	D
	X
	

	9
	3.1.1.1(c) [2]
	Imaging Capability
	D
	D
	

	10
	3.1.1.1(c) [3]
	Imaging Capability
	D
	D
	

	11
	3.1.1.1(d)
	Imaging Capability
	T
	T
	

	12
	3.1.1.1(e) [1]
	Imaging Capability
	T
	X
	

	13
	3.1.1.1(e) [2]
	Imaging Capability
	D
	D
	

	14
	3.1.1.1(e) [3]
	Imaging Capability
	D
	D
	

	15
	3.1.1.1(e) [4]
	Imaging Capability
	D
	D
	

	16
	3.1.1.1(f)
	Imaging Capability
	D
	D
	

	17
	3.1.1.2 [1]
	Automated Detection Success Rate
	T
	T
	C-T

	18
	3.1.1.2 [2]
	Automated Detection Success Rate
	T
	T
	C-T

	19
	3.1.1.2 [3]
	Automated Detection Success Rate
	T
	T
	C-T

	20
	3.1.1.3
	Machine Alarm Rate
	T
	T
	C-T

	
	3.1.1.4
	Throughput
	X
	X
	No Shall

	21
	3.1.1.4.1
	Pass Through Throughput
	T
	X
	

	22
	3.1.1.4.1 (a)
	Pass Through Throughput
	T
	X
	

	23
	3.1.1.4.1 (b)
	Pass Through Throughput
	T
	X
	

	24
	3.1.1.4.2
	Single Entry Throughput
	T
	X
	

	25
	3.1.1.4.2 (a)
	Single Entry Throughput
	T
	X
	

	26
	3.1.1.4.2 (b)
	Single Entry Throughput
	T
	X
	

	27
	3.1.1.5 [1]
	Automated Data Collection
	T
	T
	

	28
	3.1.1.5 [2]
	Automated Data Collection
	T
	T
	

	29
	3.1.1.5 [3]
	Automated Data Collection
	T
	T
	

	30
	3.1.1.5.1
	Field Data Reporting System
	T
	T
	

	31
	3.1.1.5.1(a)
	Field Data Reporting System
	T
	X
	

	32
	3.1.1.5.1(b)
	Field Data Reporting System
	T
	X
	

	33
	3.1.1.5.1(c)
	Field Data Reporting System
	T
	T
	

	34
	3.1.1.5.1(d)
	Field Data Reporting System
	T
	T
	

	35
	3.1.1.5.1(e) [1]
	Field Data Reporting System
	D
	D
	

	36
	3.1.1.5.1(e) [2]
	Field Data Reporting System
	D
	D
	

	37
	3.1.1.5.1(e) [3]
	Field Data Reporting System
	D
	D
	

	38
	3.1.1.5.2(a)
	Upload/Download Capability
	D
	X
	

	39
	3.1.1.5.2(b) [1]
	Upload/Download Capability
	D
	X
	

	40
	3.1.1.5.2(b) [2]
	Upload/Download Capability
	D
	X
	

	41
	3.1.1.5.2(c)
	Upload/Download Capability
	D
	X
	

	42
	3.1.1.5.3
	Data Collection Support Software
	T
	X
	

	43
	3.1.1.5.3.1 [1]
	Network Connectivity
	T
	X
	

	44
	3.1.1.5.3.1 [2]
	Network Connectivity
	T
	X
	

	45
	3.1.1.5.3.1 [3]
	Network Connectivity
	T
	X
	

	46
	3.1.1.5.3.1 [4]
	Network Connectivity
	T
	X
	

	47
	3.1.1.5.3.1 [5]
	Network Connectivity
	T
	X
	

	48
	3.1.1.5.3.2(a)
	SA EDS FTP Server
	T
	X
	

	49
	3.1.1.5.3.2(b) [1]
	SAEDS FTP Server
	T
	X
	

	50
	3.1.1.5.3.2(b) [2]
	SAEDS FTP Server
	T
	X
	

	51
	3.1.1.5.3.2(b) [3]
	SAEDS FTP Server
	T
	X
	

	52
	3.1.1.5.3.2(b) [4]
	SA EDS FTP Server
	T
	X
	

	53
	3.1.1.5.3.2(b) [5]
	SA EDS FTP Server
	T
	X
	

	54
	3.1.1.5.3.2(b) [6]
	SA EDS FTP Server
	T
	X
	

	55
	3.1.1.5.3.2(c) [1]
	SAEDS FTP Server
	T
	X
	

	56
	3.1.1.5.3.2(c) [2]
	SAEDS FTP Server
	T
	X
	

	57
	3.1.1.5.3.2(c) [3]
	SAEDS FTP Server
	T
	X
	

	58
	3.1.1.5.3.2(d)
	SAEDS FTP Server
	T
	X
	

	59
	3.1.1.5.3.2(e)(1)
	SAEDS FTP Server
	T
	X
	

	60
	3.1.1.5.3.2(e)(2)
	SAEDS FTP Server
	T
	X
	

	61
	3.1.1.5.3.2(f)
	SAEDS FTP Server
	T
	X
	

	62
	3.1.1.5.3.2(g) [1]
	SAEDS FTP Server
	T
	X
	

	63
	3.1.1.5.3.2(g) [2]
	SAEDS FTP Server
	T
	X
	

	64
	3.1.1.5.3.2(h) [1]
	SAEDS FTP Server
	T
	X
	

	65
	3.1.1.5.3.2(h) [2]
	SAEDS FTP Server
	T
	X
	

	66
	3.1.1.5.3.2(h) [3]
	SAEDS FTP Server
	T
	X
	

	67
	3.1.1.5.3.2(h) [4]
	SAEDS FTP Server
	T
	X
	

	68
	3.1.1.5.3.2(h) [5]
	SAEDS FTP Server
	T
	X
	

	69
	3.1.1.5.3.2(h) [6]
	SAEDS FTP Server
	T
	X
	

	70
	3.1.1.5.3.2(h) [7]
	SAEDS FTP Server
	T
	X
	

	71
	3.1.1.5.3.2(i) [1]
	SAEDS FTP Server
	T
	X
	

	72
	3.1.1.5.3.2(i) [2]
	SAEDS FTP Server
	T
	X
	

	73
	3.1.1.5.3.2(i) [3]
	SAEDS FTP Server
	T
	X
	

	74
	3.1.1.5.3.2(i) [4]
	SAEDS FTP Server
	T
	X
	

	75
	3.1.1.5.3.2(i) [5]
	SAEDS FTP Server
	T
	X
	

	76
	3.1.1.5.3.3
	SAEDS FTP Data Transfer Process
	T
	X
	

	77
	3.1.1.5.3.3(a) [1]
	SAEDS FTP Data Transfer Process
	T
	X
	

	78
	3.1.1.5.3.3(a) [2]
	SAEDS FTP Data Transfer Process
	T
	X
	

	79
	3.1.1.5.3.3(b) [1]
	SAEDS FTP Data Transfer Process
	T
	X
	

	80
	3.1.1.5.3.3(b) [2]
	SAEDS FTP Data Transfer Process
	T
	X
	

	81
	3.1.1.5.3.3(b) [3]
	SAEDS FTP Data Transfer Process
	T
	X
	

	
	3.1.1.6
	Security
	X
	X
	No shall

	82
	3.1.1.6.1(a) [1]
	Security Controls
	I
	X
	

	83
	3.1.1.6.1(a) [2]
	Security Controls
	D
	X
	

	84
	3.1.1.6.1(b) [1]
	Security Controls
	I
	I
	

	85
	3.1.1.6.1(b) [2]
	Security Controls
	I
	I
	

	86
	3.1.1.6.1(b) [3]
	Security Controls
	I
	I
	

	87
	3.1.1.6.1(c)
	Security Controls
	I
	I
	

	88
	3.1.1.6.1(d)
	Security Controls
	I
	I
	

	89
	3.1.1.6.2
	Software Controls
	D
	X
	

	90
	3.1.1.6.2(a) [1]
	Software Controls
	D
	X
	

	91
	3.1.1.6.2(a) [2]
	Software Controls
	D
	X
	

	92
	3.1.1.6.2(a) [3]
	Software Controls
	D
	X
	

	93
	3.1.1.6.2(a) [4]
	Software Controls
	D
	X
	

	94
	3.1.1.6.2(a) [5]
	Software Controls
	D
	X
	

	95
	3.1.1.6.2(b) [1]
	Software Controls
	D
	X
	

	96
	3.1.1.6.2(b) [2]
	Software Controls
	D
	X
	

	97
	3.1.1.6.2(c)
	Software Controls
	D
	X
	

	98
	3.1.1.6.2(d)
	Software Controls
	D
	X
	

	99
	3.1.1.6.2(e)
	Software Controls
	D
	X
	

	100
	3.1.1.6.3(a)
	Bag Tracking and Controls
	T
	T
	

	101
	3.1.1.6.3(b) [1]
	Bag Tracking and Controls
	T
	T
	

	102
	3.1.1.6.3(b) [2]
	Bag Tracking and Controls
	T
	T
	

	103
	3.1.1.6.3(b) [3]
	Bag Tracking and Controls
	T
	T
	

	104
	3.1.1.7[1]
	Threat Image Projection (TIP) Function
	T
	D
	

	105
	3.1.1.7 [2]
	Threat Image Projection (TIP) Function
	D
	D
	

	106
	3.1.1.7 [3]
	Threat Image Projection (TIP) Function
	D
	D
	

	107
	3.1.1.7 [4]
	Threat Image Projection (TIP) Function
	D
	D
	

	108
	3.1.1.8 [1]
	On the Job Training (OJT)/ Operator Qualification Test (OQT)
	D
	D
	

	109
	3.1.1.8 [2]
	On the Job Training (OJT) / Operator Qualification Test (OQT)
	D
	D
	

	110
	3.1.1.8 [3]
	On the Job Training (OJT) / Operator Qualification Test (OQT)
	D
	D
	

	111
	3.1.1.8 [4]
	On the Job Training (OJT) / Operator Qualification Test (OQT)


	D
	D
	

	112
	3.1.1.8 [5]
	On the Job Training (OJT) / Operator Qualification Test (OQT)
	D
	D
	

	113
	3.1.1.8.1 [1]
	On the Job Training (OJT)
	D
	X
	

	114
	3.1.1.8.1 [2]
	On the Job Training (OJT)
	D
	X
	

	115
	3.1.1.8.1 (a)
	On the Job Training (OJT)
	D
	X
	

	116
	3.1.1.8.1 (b) [1]
	On the Job Training (OJT)
	D
	X
	

	117
	3.1.1.8.1 (b) [2]
	On the Job Training (OJT)
	D
	X
	

	118
	3.1.1.8.1 (c)
	On the Job Training (OJT)
	D
	X
	

	119
	3.1.1.8.1 (d)
	On the Job Training (OJT)
	D
	X
	

	120
	3.1.1.8.1 (e)
	On the Job Training (OJT)
	D
	X
	

	121
	3.1.1.8.1 (f)
	On the Job Training (OJT)
	D
	X
	

	122
	3.1.1.8.2 [1]
	Operator Qualification Test (OQT)
	D
	X
	

	123
	3.1.1.8.2 [2]
	Operator Qualification Test (OQT)
	D
	X
	

	124
	3.1.1.8.2 (a)
	Operator Qualification Test (OQT)
	D
	X
	

	125
	3.1.1.8.2 (b)
	Operator Qualification Test (OQT)
	D
	X
	

	126
	3.1.1.8.2 (c) [1]
	On the Job Training (OJT)
	D
	X
	

	127
	3.1.1.8.2 (c) [2]
	On the Job Training (OJT)
	D
	X
	

	128
	3.1.1.8.2 (d)
	Operator Qualification Test (OQT)
	D
	X
	

	129
	3.1.1.8.2 (e)
	Operator Qualification Test (OQT)
	D
	X
	

	130
	3.1.1.8.2 (f)
	Operator Qualification Test (OQT)
	D
	X
	

	131
	3.1.1.8.2 (g)
	Operator Qualification Test (OQT)
	D
	X
	

	132
	3.1.1.8.2 (h)
	Operator Qualification Test (OQT)
	D
	X
	

	133
	3.1.1.9 [1]
	Human Factors
	D
	X
	

	134
	3.1.1.9 [2]
	Human Factors
	D
	X
	

	135
	3.1.1.9(a)
	Human Factors
	D
	X
	

	136
	3.1.1.9(b)
	Human Factors
	D
	X
	

	137
	3.1.1.9(c) [1]
	Human Factors
	D
	X
	

	138
	3.1.1.9(c) [2]
	Human Factors
	D
	X
	

	139
	3.1.1.9(d)(1)
	Human Factors
	D
	D
	

	140
	3.1.1.9(d)(2)
	Human Factors
	D
	D
	

	141
	3.1.1.9(d)(3)
	Human Factors
	D
	D
	

	142
	3.1.1.9(d)(4)
	Human Factors
	D
	D
	

	143
	3.1.1.9(d)(5)
	Human Factors
	D
	D
	

	144
	3.1.1.9(e)
	Human Factors
	D
	X
	

	145
	3.1.1.9(e)(1)
	Human Factors
	D
	D
	

	146
	3.1.1.9(e)(2)
	Human Factors
	D
	X
	

	147
	3.1.1.9(e)(3)
	Human Factors
	D
	X
	

	148
	3.1.1.9(e)(4)
	Human Factors
	D
	X
	

	
	3.1.1.9(e)(5)
	Human Factors
	X
	X
	Should

	149
	3.1.1.9(e)(6)
	Human Factors
	D
	X
	

	150
	3.1.1.9(e)(7)
	Human Factors
	D
	D
	

	151
	3.1.1.9(e)(7)[a]
	Human Factors
	D
	D
	

	152
	3.1.1.9(e)(7)[b]
	Human Factors
	D
	D
	

	153
	3.1.1.9(e)(7)[c]
	Human Factors
	D
	D
	

	154
	3.1.1.9(e)(7)[d]
	Human Factors
	D
	D
	

	155
	3.1.1.9(e)(7)[e]
	Human Factors
	D
	D
	

	156
	3.1.1.9(e)(8)
	Human Factors
	D
	D
	

	
	3.1.1.9(e)(9)
	Human Factors
	X
	X
	Should

	157
	3.1.1.9(e)(10)
	Human Factors
	D
	D
	

	
	3.1.1.9(e)(11) [1]
	Human Factors
	X
	X
	Should

	158
	3.1.1.9(e)(11) [2]
	Human Factors
	D
	X
	

	159
	3.1.1.9(e)(12)
	Human Factors
	D
	X
	

	160
	3.1.1.9(e)(13) [1]
	Human Factors
	D
	D
	

	161
	3.1.1.9(e)(13) [2]
	Human Factors
	D
	D
	

	
	3.1.1.9(f) [1]
	Human Factors
	X
	X
	Should

	
	3.1.1.9(f) [2]
	Human Factors
	X
	X
	Should

	162
	3.1.1.9(f) [3]
	Human Factors
	T
	T
	

	163
	3.1.1.10
	Radiation Survey Function
	T
	T
	

	164
	3.1.1.10 (a)
	Radiation Survey Function
	T
	T
	

	165
	3.1.1.10 (b)
	Radiation Survey Function
	T
	T
	

	166
	3.1.1.10 (c)
	Radiation Survey Function
	T
	T
	

	167
	3.1.1.10 (d)
	Radiation Survey Function
	T
	T
	

	168
	3.1.1.10 (e)
	Radiation Survey Function
	T
	T
	

	169
	3.1.1.10 (f)
	Radiation Survey Function
	T
	T
	

	
	3.1.2
	Major Components
	X
	X
	No shall

	170
	3.1.2.1 [1]
	Scanner
	D
	D
	

	171
	3.1.2.1 [2]
	Scanner
	D
	D
	

	172
	3.1.2.1 [3]
	Scanner
	I
	X
	

	173
	3.1.2.1.1 [1]
	Data Collection Devices
	T
	I
	

	174
	3.1.2.1.1 [2]
	Data Collection Devices
	T
	I
	

	175
	3.1.2.1.1 [3]
	Data Collection Devices
	T
	I
	

	176
	3.1.2.1.1.1
	High Capacity Read/Write Drive
	I
	X
	

	177
	3.1.2.1.1.2 (a)
	Ethernet NIC
	I
	X
	

	178
	3.1.2.1.1.2 (b)
	Ethernet NIC
	I
	X
	

	179
	3.1.2.1.1.3
	Wireless Modem
	T
	T
	

	180
	3.1.2.1.1.3 (a)
	Wireless Modem
	T
	X
	

	181
	3.1.2.1.1.3 (b)
	Wireless Modem
	T
	X
	

	182
	3.1.2.1.1.3 (c)
	Wireless Modem
	T
	X
	

	183
	3.1.2.1.1.3 (d) [1]
	Wireless Modem
	T
	X
	

	184
	3.1.2.1.1.3 (d) [2]
	Wireless Modem
	T
	X
	

	185
	3.1.2.1.1.4
	Analog Modem
	T
	X
	

	186
	3.1.2.2 [1]
	Operational Test Kit
	I
	I
	

	187
	3.1.2.2 [2]
	Operational Test Kit
	T
	T
	

	188
	3.1.2.3
	Bag Viewing Station
	I
	I
	

	189
	3.1.2.3 (1)
	Bag Viewing Station
	D
	D
	

	190
	3.1.2.3 (2)
	Bag Viewing Station
	D
	D
	

	191
	3.1.2.3 (3)
	Bag Viewing Station
	D
	D
	

	192
	3.1.2.3 (4)
	Bag Viewing Station
	D
	D
	

	193
	3.1.2.3 (a)
	Bag Viewing Station
	D
	D
	

	194
	3.1.2.3 (b)
	Bag Viewing Station
	D
	D
	

	195
	3.1.2.3 (c)
	Bag Viewing Station
	D
	D
	

	196
	3.1.2.3 (d)
	Bag Viewing Station
	D
	D
	

	197
	3.1.2.4 [1]
	Baggage Entrance Conveyor 
	D
	D
	

	198
	3.1.2.4 [2]
	Baggage Entrance Conveyor 
	D
	D
	

	199
	3.1.2.4 [3]
	Baggage Entrance Conveyor 
	T
	T
	

	200
	3.1.2.4 [4]
	Baggage Entrance Conveyor 
	D
	D
	

	201
	3.1.2.4.1
	Powered Incline Conveyor
	I
	X
	

	202
	3.1.2.4.2 [1]
	Powered Flat Conveyor
	I
	X
	

	203
	3.1.2.4.2 [2]
	Powered Flat Conveyor
	I
	X
	

	204
	3.1.2.5 [1]
	Baggage Exit Slide/Conveyor
	I
	X
	

	205
	3.1.2.5 [2]
	Baggage Exit Slide/Conveyor
	I
	X
	

	206
	3.1.2.6 [1]
	Field Image Archiver
	T
	T
	

	207
	3.1.2.6 [2]
	Field Image Archiver
	I
	X
	

	208
	3.1.2.6 [3]
	Field Image Archiver
	D
	X
	

	209
	3.1.2.7 [1]
	Printer
	D
	D
	

	210
	3.1.2.7 [2]
	Printer
	D
	D
	

	211
	3.1.2.7 [3]
	Printer
	D
	D
	

	212
	3.1.2.8 [1]
	Standalone Training Simulator
	T
	T
	

	213
	3.1.2.8 [2]
	Standalone Training Simulator
	T
	T
	

	
	3.1.3
	Government Furnished Information (GFI)
	X
	X
	Will

	
	3.2
	Performance
	X
	X
	No shall

	214
	3.2.1 [1]
	Physical
	D
	X
	

	215
	3.2.1 [2]
	Physical
	D
	X
	

	216
	3.2.1.1 [1]
	Bag Size
	D
	X
	

	217
	3.2.1.1 [2]
	Bag Size
	D
	X
	

	218
	3.2.1.2
	Floor Loading
	I
	X
	

	219
	3.2.1.3.1
	Footprint
	I
	X
	

	220
	3.2.1.3.2
	Footprint
	I
	X
	

	221
	3.2.1.4
	Height
	I
	X
	

	222
	3.2.1.5
	Power
	T
	X
	

	223
	3.2.1.6
	Voltage
	T
	T
	

	
	3.2.1.7
	Curtains
	X
	X
	Should

	224
	3.2.1.8 [1]
	Alarm Indicator Light
	I
	X
	

	225
	3.2.1.8 [2]
	Alarm Indicator Light
	I
	X
	

	226
	3.2.1.8(a)
	Alarm Indicator Light
	D
	D
	

	227
	3.2.1.8(b)
	Alarm Indicator Light
	D
	D
	

	228
	3.2.1.8(c)
	Alarm Indicator Light
	D
	D
	

	229
	3.2.1.9 [1]
	Mobility
	D
	X
	

	230
	3.2.1.9 [2]
	Mobility
	D
	X
	

	
	3.2.2
	Availability/ Reliability
	X
	X
	No shall

	231
	3.2.2.1 
	Operational Availability (Ao)
	A
	X
	

	232
	3.2.2.2
	Mission Reliability
	A
	X
	

	233
	3.2.3 [1]
	Maintainability
	I
	X
	

	234
	3.2.3 [2]
	Maintainability
	I
	X
	

	235
	3.2.3 [3]
	Maintainability
	A
	X
	

	236
	3.2.3(a)
	Maintainability
	A
	X
	

	237
	3.2.3(b)
	Maintainability
	A
	X
	

	238
	3.2.4 [1]
	Safety
	T
	T
	

	239
	3.2.4 [2]
	Safety
	T
	T
	

	240
	3.2.4(a)
	Safety
	T
	T
	

	241
	3.2.4(b)
	Safety
	T
	T
	

	242
	3.2.4.1
	Certification of Conformance
	X
	X
	

	243
	3.2.5
	Date Change Anomaly-Free
	T
	X
	

	
	3.2.6
	Environments
	X
	X
	No shall

	
	3.2.6.1
	Electromagnetic Compatibility
	X
	X
	No shall

	244
	3.2.6.1.1
	Personal Electronic Devices
	T
	X
	

	245
	3.2.6.1.2
	Emission Control
	T
	X
	

	246
	3.2.6.1.3
	Power Transients
	T
	X
	

	
	3.2.6.1.4
	Susceptability
	X
	X
	No shall

	247
	3.2.6.1.4.1
	RF Sources
	T
	X
	

	248
	3.2.6.1.4.2
	Power Transients
	T
	X
	

	249
	A.1 [1]
	Field Data Reporting System (FDRS)
	T
	T
	

	250
	A.1 [2]
	Field Data Reporting System (FDRS)
	D
	D
	

	251
	A.1 [3]
	Field Data Reporting System (FDRS)
	D
	D
	

	252
	A.1 [4]
	Field Data Reporting System (FDRS)
	D
	D
	

	
	A.1 [5]
	Field Data Reporting System (FDRS)
	X
	X
	Should

	253
	A.2 [1]
	Primary Data Field
	T
	D
	

	254
	A.2 [2]
	Primary Data Field
	T
	X
	

	255
	A.3 [1]
	FDRS Report Display/Printout
	D
	D
	

	256
	A.3 [2]
	FDRS Report Display/Printout
	D
	D
	

	257
	A.3.1 [1]
	Equipment Summary Report
	D
	D
	

	258
	A.3.1 [2]
	Equipment Summary Report
	D
	D
	

	259
	A.3.1 [3]
	Equipment Summary Report
	D
	D
	

	260
	A.3.1 [4]
	Equipment Summary Report
	D
	D
	

	261
	A.3.1 [5]
	Equipment Summary Report
	D
	D
	

	262
	A.3.1 [6]
	Equipment Summary Report
	D
	D
	

	263
	A.3.1 [7]
	Equipment Summary Report
	D
	D
	

	264
	A.3.1 [8]
	Equipment Summary Report
	D
	D
	

	265
	A.3.1 [9]
	Equipment Summary Report
	D
	D
	

	266
	A.3.2 [1]
	Operator Summary Report
	D
	D
	

	267
	A.3.2 [2]
	Operator Summary Report
	D
	D
	

	268
	A.3.2 [3]
	Operator Summary Report
	D
	D
	

	269
	A.3.2 [4]
	Operator Summary Report
	D
	D
	

	270
	A.3.2 [5]
	Operator Summary Report
	D
	D
	

	271
	A.3.2 [6]
	Operator Summary Report
	D
	D
	

	272
	A.3.2 [7]
	Operator Summary Report
	D
	D
	

	273
	A.3.3 [1]
	TIP Reporting
	T
	D
	

	274
	A.3.3 [2]
	TIP Reporting
	D
	D
	

	275
	A.3.3 [3]
	TIP Reporting
	D
	D
	

	276
	A.3.3 [4]
	TIP Reporting
	D
	D
	

	277
	A.4 Table I
	FDRS Data
	T
	X
	

	278
	A.4 Table II
	FDRS Data
	T
	X
	

	279
	A.4 Table III
	FDRS Data
	T
	X
	

	280
	A.4 Table IV
	FDRS Data
	T
	X
	

	281
	A.4 Table V
	FDRS Data
	T
	X
	

	282
	A.4 Table VI
	FDRS Data
	T
	X
	

	283
	A.4 Table VII
	FDRS Data
	T
	X
	

	284
	B.1
	User Access Levels and Capabilities
	T
	D
	

	285
	C.1
	Overview
	D
	D
	

	
	C.2
	Remote Downloading/ Uploading
	X
	X
	No shall

	
	C.3
	Functional Requirements
	X
	X
	No shall

	286
	C.3.1(a)
	System
	T
	X
	

	287
	C.3.1(b)
	System
	T
	D
	

	288
	C.3.1(c)
	System
	D
	D
	

	289
	C.3.1(d)
	System
	D
	D
	

	290
	C.3.1(e)
	System
	D
	D
	

	291
	C.3.1(f)
	System
	D
	D
	

	292
	C.3.2(a)
	Image
	D
	D
	

	293
	C.3.2(b)
	Image
	D
	D
	

	294
	C.3.2(c)
	Image
	D
	D
	

	295
	C.3.2(c)(1)
	Image
	D
	D
	

	296
	C.3.2(c)(2)
	Image
	D
	D
	

	297
	C.3.2(c)(3)
	Image
	D
	D
	

	298
	C.3.2(c)(4)
	Image
	D
	D
	

	299
	C.3.2(d)
	Image
	D
	D
	

	300
	C.3.3
	Threat Image Modification
	T
	X
	

	301
	C.3.3(a)
	Threat Image Modification
	D
	X
	

	302
	C.3.3(b)
	Threat Image Modification
	T
	X
	

	303
	C.3.3(c) [1]
	Threat Image Modification
	T
	X
	

	304
	C.3.3(c) [2]
	Threat Image Modification
	I
	I
	

	
	C.3.4
	User Interface
	
	
	No Shall

	305
	C.3.4(a)
	User Interface
	D
	D
	

	306
	C.3.4(b)
	User Interface
	D
	D
	

	307
	C.3.4(c) [1]
	User Interface
	D
	D
	

	308
	C.3.4(c) [2]
	User Interface
	D
	D
	

	309
	C.3.4(c) [3]
	User Interface
	D
	D
	

	310
	C.3.4(d)(1) [1]
	User Interface
	D
	D
	

	311
	C.3.4(d)(1) [2]
	User Interface
	D
	D
	

	312
	C.3.4(d)(2) [1]
	User Interface
	D
	D
	

	313
	C.3.4(d)(2) [2]
	User Interface
	D
	D
	

	314
	C.3.4(d)(3) [1]
	User Interface
	D
	D
	

	315
	C.3.4(d)(3) [2]
	User Interface
	D
	D
	

	316
	C.3.4(d)(4) [1]
	User Interface
	D
	D
	

	317
	C.3.4(d)(4) [2]
	User Interface
	D
	D
	

	318
	C.3.5
	Scheduling
	D
	D
	

	319
	C.3.5 (1)
	Scheduling
	D
	D
	

	320
	C.3.5 (2)
	Scheduling
	D
	D
	

	321
	C.3.5 (3)
	Scheduling
	T
	X
	

	322
	C.3.5(a) [1]
	Scheduling
	T
	X
	

	323
	C.3.5(a) [2]
	Scheduling
	T
	X
	

	324
	C.3.5(a) [3]
	Scheduling
	T
	X
	

	325
	C.3.5(a) [4]
	Scheduling
	A
	X
	

	326
	C.3.5(a) [5]
	Scheduling
	A
	X
	

	327
	C.3.5(a) [6]
	Scheduling
	A
	X
	

	328
	C.3.5(b) [1]
	Scheduling
	T
	D
	

	329
	C.3.5(b) [2]
	Scheduling
	T
	D
	

	330
	C.3.5(b) [3]
	Scheduling
	D
	D
	

	331
	C.3.5(c)
	Scheduling
	D
	D
	

	332
	C.3.5(d)
	Scheduling
	D
	D
	

	333
	C.3.5(e)
	Scheduling
	D
	D
	

	334
	C.3.5(f)
	Scheduling
	D
	D
	

	335
	C.3.5(g)
	Scheduling
	D
	D
	


LEGEND

	
	Tests

	DT&E
	Developmental Test and Evaluation

	FAT&E
	First Article Test and Evaluation

	FAT
	Factory Acceptance Test


	Verification Methods
	Remarks

	A
	Analysis
	See paragraph 4.4.1

	D
	Demonstration
	See paragraph 4.4.2

	I
	Inspection
	See paragraph 4.4.3

	NV
	Not verifiable
	

	T
	Test
	See paragraph 4.4.4

	X
	Not applicable
	


	
	Certifications

	C-C
	Certification by the Contractor

	C-I
	Certification by an independent evaluator (UL Listing or Equivalent is a certification performed by Underwriter’s Laboratories or equivalent independent agency)

	C-T
	Certification by the FAA Technical Center


5.0
Delivery and Transition.  Delivery site will be specified in individual delivery orders.
6.0
Notes


6.1
Definitions

“Suspect bag”:  A suspect bag as discussed in this contract is a bag that would cause the EDS to automatically alarm, and subsequently could not be resolved by the screener/operator using the EDS resolution tools.  Declaring a bag suspect would invoke additional security procedures.


6.2
Acronyms and Abbreviations

	Ao
	Operational Availability

	ASTM
	American Society for Testing and Materials

	
	

	BVS
	Bag Viewing Station

	
	

	CDPD
	Cellular Digital Packet Data

	
	

	CF
	Critical Failure

	CFR
	Code of Federal Regulations

	COTS
	Commercial Off-The-Shelf

	CSC
	Circuit Switched Cellular

	CT
	Computed Tomography

	CTI
	Combined Threat Image

	
	

	DT&E
	Developmental Test and Evaluation

	
	

	EDS
	Explosives Detection System

	EMI
	ElectroMagnetic Interference

	
	

	FAA
	Federal Aviation Administration

	FAR
	Federal Acquisition Regulation

	FAT
	Factory Acceptance Test

	FAT&E
	First Article Test and Evaluation

	FCC
	Federal Communications Commission

	FDA
	Food and Drug Administration

	FDRS
	Field Data Reporting System

	
	

	GED
	General Educational Development

	
	

	ID
	Identification

	IEC
	International Electrotechnical Commission

	IED
	Improvised Explosive Device

	
	

	MR
	Mission reliability

	MTBCF
	Mean-Time-Between-Critical-Failure

	MTBF
	Mean-Time-Between-Failure

	MTBMA
	Mean-Time-Between-Maintenance-Action

	MTTR
	Mean-Time-To-Repair

	
	

	OJT
	On the Job Training

	OQT
	Operator Qualification Test

	OS
	Operating System

	OSHA
	Occupational Safety and Health Administration

	OTE
	Operational Test & Evaluation

	OTK
	Operational Test Kit

	
	

	PED
	Personal Electronic Device

	
	

	SAT
	Site Acceptance Test

	SOW
	Statement of Work

	
	

	TIP
	Threat Image Projection

	
	

	UL
	Underwriters Laboratories Inc.

	
	

	VRTM
	Verification Requirements Traceability Matrix


Appendix A

Automated Field Data Recording System Requirements

A.1  Field Data Reporting System.  The SA EDS shall include a Field Data Reporting System (FDRS) that can collect, store, analyze and display baggage and screener/operator-processing data.  Download procedures shall have a feature to allow for selecting a subset of data or tables, thus limiting the size of downloads when necessary.  All data to be transmitted or downloaded shall be comma delimited and readable by Microsoft Office applications.  The collected FDRS data shall be formatted, compressed, and encrypted prior to (1) transmitting to the FAA server at the National Data Repository via a network connection or modem or (2) downloading to floppy disks (1.44 MB capacity), Iomega-compatible zip disks (100 MB capacity), or read/write CD/DVD (minimum 650 MB capacity).  Media chosen by the Contractor should allow for at least two months of data to be stored on one disk, tape, or CD/DVD.

A.2  Primary Data Field.  A Primary Data Field, the combination of Machine_ID and Bag_ID, shall separately identify each bag scanned and link data from other tables and for each SA EDS.  The Bag_ID shall not repeat within a one-year period.

A.3  FDRS Report Display/Printout.  The FDRS Report options shall allow an authorized user to select data by FDRS Table and date range.  The Report format shall include selected start date, end date, time period and FDRS data.  

With input parameters of Start Date, End Date, and Time Period where:

	Input Field
	Description
	Format

	Start Date
	Date to begin report calculations
	mm-dd-yyyy

	End Date
	Date to end report calculations
	mm-dd-yyyy

	Time Period
	Time period which report data is to be calculated.
	(Pull Down Menu)

Day, Week, Month, Year


A.3.1
Equipment Summary Report

An equipment summary report shall be available as described below.  The report shall provide, at a minimum, the following data.  This report shall be able to be viewed on the BVS monitor, and shall be able to be printed on the SA EDS printer.  The printout shall be in the same format as displayed on the monitor.  The output shall be in tabular format with the output field or output field abbreviation in the column header.  There shall be one row in the table for each time period (day, week, month, year) in the date range.  The first column in the table shall contain the date or dates corresponding to the specific row.

	Output Field
	Description
	Format

	Date Range
	Date range applicable to the specific output row
	mm-dd-yyyy thru

mm-dd-yyyy

	Bags
	Number of bags for each time period
	Numeric

	Auto Alarms
	Number of auto alarms for each time period
	Numeric

	Suspect Bags
	Number of bags suspected by the operator for each time period
	Numeric

	False Alarm Rate
	False Alarm rate for time period
	Numeric to 1/10

	Peak Hour
	Peak number of bags run at any hour during the time period
	Numeric

	Emergency Stops
	Number of emergency stops during the time period
	Numeric

	Software Restarts
	Number of software restarts required during the time period
	Numeric


The last row in the table shall contain the total or average for the date range based on the following definitions.

	Output Field
	Description
	Format

	Report Range
	Date range for report
	mm-dd-yyyy thru

mm-dd-yyyy

	Bags
	Total number of bags run for report range
	Numeric

	Auto Alarms
	Total number of auto alarms for report range
	Numeric

	Suspect Bags
	Total number of bags suspected by the operators during the report range
	Numeric

	False Alarm Rate
	Average False Alarm rate for report range
	Numeric to 1/10

	Peak Hour
	Peak number of bags run at any hour during the report range
	Numeric

	Emergency Stops
	Total number of emergency stops during the report range
	Numeric

	Software Restarts
	Total number of software restarts required during the report range
	Numeric


A.3.2
Operator Summary Report

An operator summary report shall be available as described below.  The report shall require a Start Date and End Date to be generated.  This report shall be able to be viewed on the BVS monitor, and shall be able to be printed on the SA EDS printer.  The printout shall be in the same format as displayed on the monitor.  A report with the following data shall be generated for each day in the selected date range.  Start Date and End Date shall be inclusive.

	Output Field
	Description
	Format

	Machine ID
	Serial Number of the L-3 EDS
	Numeric

	Login ID
	Unique Logon ID of the user
	Numeric

	Login Date
	Date session started
	mm-dd-yyyy

	Login Time
	Time session started
	hh:mm:ss

	Logout Date
	Date session ended
	mm-dd-yyyy

	Logout Time
	Time session ended
	hh:mm:ss

	Bags
	Number of bags for each time period 
	Numeric

	Auto Alarms
	Number of machine alarms during the time period
	Numeric

	False Alarm Rate
	Machine False Alarm rate for time period
	Numeric to 1/10

	Operator Suspects
	Number of operator suspects during time period
	Numeric

	Operator False Alarm Rate
	Operator False Alarm Rate during time period
	Numeric to 1/10


A.3.3
TIP Reporting.  Contractors shall provide TIP reporting in accordance with paragraph 3.7.2 of DOT/FAA/AR-97/67 Functional Requirements for Threat Image Projection Systems on X-ray Machines. Report formats may be modified as appropriate to accommodate SA EDS technology and TIP, as long as the substance of the reports remains. These reports shall be able to be viewed on the BVS monitor, and shall be able to be printed on the SA EDS printer.  Printouts shall be in the same format as displayed on the monitor.  
A.4  FDRS Data.  The collected data shall include the following seven tables:

	Table
	Title
	Content

	I
	Bag Information
	Information for each scanned bag.

	II
	System Events Information
	Information for each system event.  Prior to the downloading of the SA EDS FRDS data, a record with event "Current TIP Settings" shall be created.

	III
	Threat/Alarm Information
	Information for each threat/alarm identified by the SA EDS.

	IV
	Threat Image Projection (TIP) Information
	Information for TIP images.

	V
	User Function Keystroke Information
	Information for each function keystroke made by an SA EDS user.

	VI
	On the Job Training (OJT) Information
	Information for each OJT session

	VII
	Operator Qualification Test (OQT)
	Information for each OQT 


TABLE I.  Bag Information.

	Field Name
	Field Description
	Field Format
	Field Values/Comments

	Machine_ID
	Identification number of the EDS
	String
    (length = 8)
	Upon contract award a Contractor identifier will be assigned by FAA.  The field format is a total length of eight (Contractor identifier plus EDS serial number).

	Bag_ID
	Identification number of the bag
	Integer
    (8 digits)
	Bag_ID shall not repeat within a one-year period.

	Bag_Type
	What type of bag?
	String
    (length = 2)
	Use
    FA for False Alarm TIP
    IE for IED TIP
    IQ for OTK bag
    RE for Real

	Version
	EDS software version identification
	String
    (length = 10)
	Contractor assigned software version identification for the software running on the EDS

	Bag_Start_Date_Stage_1
	On what date did the bag enter the first scanner?
	String
    (length = 10)
	mm-dd-yyyy

	Bag_Start_Time_Stage_1
	At what time did the bag enter the first scanner?
	String
    (length = 8)
	hh:mm:ss

	Bag_Start_Date_Stage_2


	On what date did the bag enter the second scanner?
	String
    (length = 10)
	mm-dd-yyyy

Used only for EDS that employ two stages.

	Bag_Start_Time_Stage_2


	At what time did the bag enter the second scanner?
	String
    (length = 8)
	hh:mm:ss

Used only for EDS that employ two stages



	Operator_Bag_Start_Date
	On what date did the screener/operator receive the image file?
	String
    (length = 10)
	mm-dd-yyyy

	Operator_Bag_Start_Time
	At what time did the screener/operator receive the image file?
	String
    (length = 8)
	hh:mm:ss

	Num_Slices_User
	Number of additional scanner images (e.g., CT slices) taken by the screener/operator, if applicable
	Integer
	Used for Operator performance evaluation.  Applies only to systems using CT slices.

	Num_Slices_Machine
	Number of scanner images (e.g., CT slices) taken by the machine, if applicable
	Integer
	Applies only to systems using CT slices.

	Num_Threats
	Number of threats identified by the EDS
	Integer
	

	Num_Threats_Viewed
	Number of threats viewed by the screener/operator
	Integer
	

	Num_Keystrokes
	Number of keystrokes used by screener/operator to resolve bag
	Integer
	

	Machine_Decision
	What decision did the EDS make?
	String
    (length = 1)
	Use
    A for Alarm
    C for Clear
    F for Fault

	Logon_ID
	Identification login of the screener/operator
	String
    (length = 15)
	

	Operator_Bag_End_Date
	On what date did the screener/operator make the decision?
	String
    (length = 10)
	mm-dd-yyyy

	Operator_Bag_End_Time
	At what time did the screener/operator make the decision?
	String
    (length = 8)
	hh:mm:ss

	Operator Decision
	What decision did the screener/operator make?
	String
    (length = 1)
	Use
    C for Clear
    S for Suspect


TABLE II.  System Event Information.
	Field Name
	Field Description
	Field Format
	Field Values/Comments

	Machine_ID
	Identification number of the EDS
	String
    (length = 8)
	Upon contract award a Contractor identifier will be assigned by FAA.  The field format is a total length of eight (Contractor identifier plus serial number).

	Event_Date
	On what date did the event occur?
	String
    (length = 10)
	mm-dd-yyyy

	Event_Time
	At what time did the event occurred?
	String
    (length = 8)
	hh:mm:ss

	Event
	What event occurred?
	String
    (length = 25)
	At a minimum, possible choices include:
    account creations,
    "Current TIP Settings"
    failed startups,
    machine fault resets,
    screener/operator logoff
    screener/operator logon,
    software restart,
    system errors,
    system startup,
    system shutdown,
    TIP setting change

	Event_Detail

	Detail event information
	String
    (length = 100)
	As appropriate, include information such as:
    screener/operator name,
    screener/operator user level, 
    TIP settings,
    TIP Library Version for
        "Current TIP settings".


TABLE III.  Threat Alarm Information.
	Field Name
	Field Description
	Field Format
	Field Values/Comments

	Machine_ID
	Identification number of the EDS
	String
    (length = 8)
	Upon contract award a Contractor identifier will be assigned by FAA.  The field format is a total length of eight (Contractor identifier plus serial number).

	Bag_ID
	Identification number of the bag
	Integer
    (8 digits)
	Bag_ID shall not repeat within a one-year period.

If multiple threats are identified in a bag, an entry shall be made in this table for each threat identified and the Bag_ID shall repeat.

	Threat_Category
	What type of threat was presented?
	String
    (length = 2)
	Use 
    BL for bulk.
    CO for commercial
    MI for military
    SH for shield
    ST for sheet

	Operator_Name
	Operator Name 
	String
    (length = ___)
	Use “Last Name, First Name” format

	Weight
	What was the weight of threat presented?
	Decimal
	As measured by the system.


TABLE IV.  Threat Image Projection (TIP) Information.
	Field Name
	Field Description
	Field Format
	Field Values/Comments

	Machine_ID
	Identification number of the EDS
	String
    (length = 8)
	Upon contract award a Contractor identifier will be assigned by FAA.  The field format is a total length of eight (Contractor identifier plus serial number).

	Bag_ID
	Identification number of the bag
	Integer
	Bag_ID shall not repeat within a one-year period.

	TIP_ID
	What TIP image was presented?
	String
    (length = 10)
	As appropriate, use FAA or Contractor assigned name for the TIP image.

	Threat_Category
	What type of threat was presented?
	String
    (length = 2)
	Use 
    BL for bulk.
    CO for commercial
    MI for military
    SH for shield
    ST for sheet

	Threat_Subcategory
	For bulk explosives, what type of item was presented?
	String
    (length = 2)
	Use
    BB for bag as bomb
    CE for contained electronic
    CO for contained other
    OP for open
    SP for sympathetic

	Weight_Category
	For bulk explosives, what was the weight of explosive mass presented in IED TIP?
	String
    (length = 2)
	Use
    LT for less than 100%,
    EQ for 100%,
    GT for greater than 100%

	Threat_Ratio
	Percentage of current Threat (IEDs and Shields) TIP images presented relative to all other TIP images
	Integer
	Percentage

	FA_Ratio
	Percentage of non-threat false alarm TIP images presented relative to all other TIP images
	Integer
	Percentage


TABLE V.  User Function Keystroke Information.

	Field Name
	Field Description
	Field Format
	Field Values/Comments

	Machine_ID
	Identification number of the EDS
	String
    (length = 8)
	Upon contract award a Contractor identifier will be assigned by FAA.  The field format is a total length of eight (Contractor identifier plus serial number).

	Bag_ID
	Identification number of the bag
	Integer
	Bag_ID shall not repeat within a one-year period.

If multiple keystrokes are used for a given bag, an entry shall be made in this table for each function keystroke used and the Bag_ID shall repeat.

	Operator_Name
	Operator Name 
	String
    (length = ___)
	Use “Last Name, First Name” format

	Which_Keystroke
	Which function key was used?
	String
    (length = 2)
	Contractor defined.

For example:
    CT for color of threat
    SI for  sharpen image
    etc.

	Keystroke_Time
	At what time was the function keystroke used?
	String
    (length = 8)
	hh:mm:ss


TABLE VI.  On the Job Training Information.

	Field Name
	Field Description
	Field Format
	Field Values/Comments

	Machine_ID
	Identification number of the EDS
	String
    (length = 8)
	Upon contract award a Contractor identifier will be assigned by FAA.  The field format is a total length of eight (Contractor identifier plus serial number).

	Operator_Name
	Operator Name 
	String
    (length = 50)
	Use “Last Name, First Name” format

	Time-In
	At what time did the OJT session begin?
	String
    (length = 8)
	hh:mm:ss

	Time_Out
	At what time did the OJT session end?
	String
    (length = 8)
	hh:mm:ss

	Site
	FAA Airport code
	String
    (length = 3)
	

	Airline
	FAA Airline code
	String
    (length = 3)
	

	Screening_
Company
	Screening company name
	String
    (length = 15)
	

	Num_Questions
	Number of OJT questions submitted
	String
    (length = 3)
	

	Num_Correct
	Number of OJT questions answered correctly
	String
    (length = 3)
	


TABLE VII.  Operator Qualification Test Information.

	Field Name
	Field Description
	Field Format
	Field Values/Comments

	Machine_ID
	Identification number of the EDS
	String
    (length = 8)
	Upon contract award a Contractor identifier will be assigned by FAA.  The field format is a total length of eight (Contractor identifier plus serial number).

	Operator_Name
	Operator Name 
	String
    (length = ___)
	Use “Last Name, First Name” format

	Time-In
	At what time did the OJT session begin?
	String
    (length = 8)
	hh:mm:ss

	Time_Out
	At what time did the OJT session end?
	String
    (length = 8)
	hh:mm:ss

	Site
	FAA Airport code
	String
    (length = 3)
	

	Airline
	FAA Airline code
	String
    (length = 3)
	

	Screening_
Company
	Screening company name
	String
    (length = 15)
	

	Num_Questions
	Number of OQT questions submitted
	String
    (length = 3)
	

	Num_Correct
	Number of OQT questions answered correctly
	String
    (length = 3)
	


Appendix B

USER ACCESS LEVELS AND CAPABILITIES

B.1  User Access Levels and Capabilities.  User access and associated capabilities, based on username/password/user access level, shall be as follows:
	USER ACCESS LEVEL
	USER
	CAPABILITIES

	1
	Federal Aviation Administration 

Federal Security Manager


Contractor Maintenance Technician (see Note 1)
	Upload New Images and Data

Download Data (see Note 1)

Set and Alter Passwords (see Note 1)

Maintain Employee Records

View/Print Data Reports

Logon and Logoff

Modify baselined/fielded software (see Note 1)

Note 1: Contractor Maintenance Technicians shall not set or alter passwords and shall download data only without alteration.  Contractor “superuser” passwords will be disabled by FAA rep. after site acceptance.  Only FAA approved software changes shall be made to the baselined/fielded software.

	2
	Station Manager

Ground Security Coordinator

Screening Company Manager

Corporate Security Officials (Air Carrier, Screening Company)
	Download Data without Alteration

Set and Alter Passwords

Maintain Employee Records

View/Print Data Reports

Logon and Logoff

	3
	Checkpoint Security Supervisor / Screener-in-Charge
	Set and Alter Passwords

Maintain Employee Records

View Data Reports

Logon and Logoff

	4
	Screener/Operator
	Logon and Logoff
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Appendix C

Threat Image Projection Requirements

C.1
Overview.  The Federal Aviation Administration (FAA) developed Threat Image Projection (TIP) systems for X-ray machines in the mid-1990’s to increase screener/operator threat image recognition performance and to provide a tool to measure this performance.  TIP for X-ray machines can either (1) project a stored image of a threat onto the real X-ray image of a passenger’s bag (Fictional Threat Image), or (2) project a stored image of a bag that contains a threat (Combined Threat Image (CTI)) in between the X-ray images of two passenger bags.  Primarily, TIP systems have been incorporated into X-ray equipment used for the screening of carry-on baggage at airport passenger screening checkpoints.  The principal FAA document outlining the TIP requirements for X-ray equipment is, “Functional Requirements for Threat Image Projection Systems on X-ray Machines,” DOT/FAA/AR-97/67, August 1997.

The SA EDS TIP shall only project a stored image of a whole bag (CTI) to a screener/operator. The SA EDS TIP bags can either contain a threat object or a non-threat false alarm object.  Even when screeners/operators know a TIP image is present, they do not know whether the TIP image contains a threat or a non-threat false alarm.

C.2
Remote Downloading/Uploading.  FAA intends to, using a network connection or modem, (1) download performance data from each SA EDS and (2) upload TIP images, TIP schedules, and ratios settings.  See Appendix A for Field Data Recording System (FDRS) data formats.

C.3
Functional Requirements
C.3.1
System
(a)
The SA EDS TIP shall exist on the same SA EDS system as the algorithm software used for passenger bags.

(b)
The SA EDS TIP shall be capable of being operated with all SA EDS functions and features for image manipulation (e.g., color, image enhancement, additional slicing).

(c)
The SA EDS shall record the same information in the FDRS for TIP images, in real time, as is recorded for real passenger bags processed by the SA EDS.

(d)
User access and associated capabilities shall be per Appendix B.

(e)
TIP performance data shall only be available to authorized users per Appendix B.

(f)
TIP databases and libraries shall be password protected.

C.3.2
Image

(a)
The SA EDS TIP shall project CTIs, (i.e., prefabricated images of an entire bag that is clear, contains a threat, or contains a non-threat alarm object).

(b)
The SA EDS shall project clear, uncorrupted TIP images that are of a quality equal to the actual images produced by the SA EDS (e.g., resolution, color, size) from scanning real bags.

(c)
The SA EDS shall be delivered with an initial Contractor TIP image library containing a minimum of 50 TIP images, for testing purposes, that contains the following:

(1)
A minimum of 5 CTIs with shield alarms,

(2)
A minimum of 10 CTIs with improvised explosive devices (IEDs), and

(3)
A minimum of 35 CTIs of non-threat false alarms.

(4)
TIP image filenames shall have seven characters (i.e., IE00001, SH00001, FA00001)

Where:

The first two characters are letters, with the first letter representing the threat category (i.e., IE - Improved Explosive Device, SH - Shield, FA - non-threat false alarm object); and

The last five characters are numeral, starting with 00001.

(d)
All TIP images shall be 14 CFR Part 191 restricted.

C.3.3
Threat Image Modification.  Uploading, downloading, printing, and scanning of TIP images to/from the TIP library shall only be performed by a User Access Level 1 user.

(a)
The SA EDS TIP library shall be capable of storing up to 2,000 CTI images at one time for Operator Qualification Testing (OQT), and for On the Job Training (OJT).  These images may consist of clear bag images, simulated threat bag images, or non-threat false alarm bag images.

(b)
The SA EDS TIP shall be capable of having TIP images added via network connection, modem, disk, or other means.

(c)
The SA EDS shall be capable of scanning new threat images.  If any special tools are required, the Contractor shall provide the tools with each system.

C.3.4
User Interface
(a)
The username of the screener/operator who is logged onto the system shall be displayed.

(b)
The SA EDS TIP shall be capable of being operated with all SA EDS functions and features for image manipulation (e.g., color, image enhancement, additional slicing.)

(c)
The filename of the TIP image shall not be displayed to the screener/operator.  Each displayed TIP image shall receive a unique number.  Displayed TIP images shall be numbered sequentially.

(d)
Text feedback shall be provided to the screener/operator as follows:

(1)
For a threat TIP hit:  “You have correctly identified a fictional IED / IED shield (either IED or IED shield is presented as appropriate).  Press X button to see the next image.”  The message background shall be green.

(2)
For a threat TIP miss:  “You did not identify the fictional IED / IED shield (either IED or IED shield is presented as appropriate).  Press X button to see the next image.”  The message background shall be red.

(3)
For a non-threat TIP false alarm:  “The alarm object was not an IED.  Press X button to see the next image.”  The message background shall be yellow.

(4)
For a non-threat TIP correct rejection:  “You have correctly decided that the alarm object was not an IED.  Press X button to see the next image.”  The message background shall be white.

C.3.5
Scheduling.  Scheduling requirements shall be modifiable only by a User Access Level 1 user.  Scheduling shall be capable of being set (1) via the keyboard, (2) screener/operator console, or (3) remotely from the FAA server.

(a)
Each TIP category (Threat and False Alarm) shall be assigned a presentation frequency (percentage).  The sum of all TIP categories shall equal 100%.  Each bag presented shall be selected from one of the TIP categories with a probability equal to the specified frequency.  These probabilities shall be the same for every bag (i.e., by using a random number generator).  The vendor shall document the algorithms from which the schedule distribution is determined and shall provide proof of function.

(b)
Authorized users shall be able to specify the percentages of each Threat Subcategory (sheet, military, commercial, shield) to be used, which shall total 100%, as well as the percentages of each IED Subcategory (open, contained electronic, contained other, sympathetic, bag as bomb).  The ability to select and deselect individual threat names shall also be available.

(c)
TIP images shall be menu selectable by TIP Type (IED/shield and false alarm).

(d)
Threats shall be menu selectable by Threat Subcategory (sheet, military, commercial, shield).

(e)
TIP images shall be menu selectable by IED subcategory (open, contained electronic, contained other, sympathetic, bag as bomb).

(f)
TIP images shall be menu selectable by Weight Category (Less than 100%, 100% or Greater than 100%).

(g)
Individual threats shall be capable of being selected/deselected.
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