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EXECUTIVE SUMMARY

This document contains user requirements that support the acquisition process for a messaging capability to replace the FAA's current e-mail system.  The approaching life-cycle end of cc:Mail, the system now used by the agency, drives consideration of this acquisition.  Product support by the vendor will end in less than 16 months, leaving the agency vulnerable to declining reliability and increasing maintenance costs.

The workgroup that developed these requirements sought to address the broadest view of user needs.  Thus, these requirements support an enterprise-wide system acquisition, wherein the scope of the enterprise can be FAA-wide or broadened to a Department of Transportation-wide perspective.  If viewed at the Department level, this document serves to define the requirements of the FAA that must be met in order to support the effective and efficient execution of the agency's mission.

These requirements consider all classes of users ranging from conventional, office-based knowledge workers to highly mobile technicians.  Further, the requirements incorporate messaging technology advancements that promise increases in productivity and the opportunity to leverage information assets.

The users seek to preserve a uniform messaging environment that provides all of the capabilities of the current system and is easy to use. The users need a reliable, secure, high performance system that interoperates well with frequently used applications and data resources.  Users also require new capabilities in the areas of collaboration, workflow, and calendaring.  

Notably, users have several requirements that are best supported by a public key infrastructure (PKI).  These requirements include the ability to sign, encrypt, and decode messages, and to interoperate with the Defense Messaging System.  They also include the use of directory and public/private key capabilities to simplify and streamline access to network and information resources via single sign-on access controls.

Along with requirements that detail system functionality, users have established requirements for training, documentation, and on-line help and tutorials.  Users also established requirements for an orderly transition to the new system.  This document contains a list of those standards believed necessary to be met in order to assure the highest degree of interoperability with other information technology systems.

PURPOSE

The FAA’s existing messaging capability is supported with an application known as cc:Mail.  The vendor of cc:Mail has announced that the product will not be supported beyond January 1, 2001.  The FAA recognizes the need to replace the current the e-mail system with a next generation messaging capability.  The Associate Administrator for Research and Acquisitions, ARA-1, requested the Assistant Administrator for Information Services and Chief Information Officer prepare a requirements document for the agency’s next generation messaging service.  

The FAA is seeking an enterprise-wide solution to its electronic messaging requirement.  This document presents a compilation of user requirements where user is defined as writer-to-reader of both organizational and individual messaging.  The requirements in this document should be considered in total when evaluating message system designs or implementations.  Many of the characteristics are interdependent and provide the necessary assurances only when applied in combination with one another.

This document establishes user requirements that are the functional capabilities the messaging system must provide to an FAA employee who uses messaging to perform work-related tasks in an office setting, telecommuting, or "on the road" (i.e., remotely).  In order to define user requirements without specifically stating messaging system design criteria, a service-level approach is used to define some user requirements.  

The goal is to clearly detail the types and terms of service, or level of service, that users can expect within the parameters of messaging.  The terms of service are usually provided in a "Service Level Agreement" between the users and the system provider.  An example of specifying service availability might be: "Service availability is defined as the amount of time the messaging system is available and capable of receiving, sending, and archiving messages from users."  The minimum service level requirement might be: "The system must be available 99% of the time on an agreed upon schedule of service."

This Initial Requirements Document focuses on user requirements.  The infrastructure requirements to operate and maintain the messaging system will be incorporated during the alternative analysis phase.  There will be a final requirements document with the full set of requirements for the messaging system in February 2000.

1.  BACKGROUND

The FAA's use of e-mail has matured and expanded considerably in the last half-decade.  Indeed, e-mail is one computer-based application that is used by nearly every employee and contractor. 

The agency has enjoyed many benefits from consolidating its varied e-mail applications to the single system in use today, cc:Mail.  Before consolidation, each FAA Regional Office and the Washington Headquarters operated its own chosen system.  Field office and various regional division personnel that communicated via e-mail frequently had to use two different systems, making it difficult to effectively communicate. 

The FAA became a model for best practices through its decision to standardize on a single system.  After implementation was completed agency-wide, the number of users grew over 20% per year and message volumes more than doubled annually.  What started out as an effort to simplify communications has since fundamentally altered the way the agency does business.  Messaging has become a key tool of agency communications.

The use of a unified system has contributed to organizational cohesiveness and broken down communications barriers across the agency.  Regional and headquarters business units are working together much more effectively and field office personnel are able to coordinate across geographic boundaries in ways that were unimaginable less than a decade ago.

The FAA is now in a position to significantly extend the utility and reach of its messaging infrastructure.  Cc:Mail has achieved satisfactory levels of reliability and usefulness, however, not all users benefit from the current releases of the cc:Mail product.  The users seek a uniform delivery of upgrades, when they become available, to all users as we move forward with the next generation of messaging.

Fortunately, technological advances in electronic messaging and collaboration products offer capabilities that the agency can implement in order to increase efficiency, lower operational costs, and meet external requirements and expectations.  

2.  OPERATIONAL CONCEPT  

The goal for the next generation of FAA messaging services is to preserve the functions that our users rely upon while delivering new capabilities needed to advance agency practices and processes and to stay aligned with emerging messaging capabilities. 
The Next Generation Messaging System (NexGen) will continue to provide a uniform messaging environment to support the broad variety of users that constitute the agency enterprise.  It will provide the infrastructure to meet user requirements in areas such as e-mail, group calendars and scheduling, and support for a collaborative workplace among staff members working at geographically distributed locations.  

The following diagram depicts the relationship of the messaging infrastructure to the underlying systems necessary for its operation and the services it supports.
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User requirements are a way to focus on the services provided by the messaging system and are the first step in defining its architecture and technical requirements.  The user interface is a particularly important component of user requirements.  "Ease of use" is difficult to describe but it defines or establishes the quality of experience that users will be subject to as they perform duties using messaging as a workplace tool.

There are also administrative considerations on how the system will be operated in order to meet user requirements.  Such a consideration is a policy of how the system will be operated to meet the federal requirements for record retention.

The FAA requires the support of two predominant types of user services – network-based and stand-alone.  Users may employ each type of service in the performance of their work.  Requirements in this document will generally apply to both messaging types.

FAA users are familiar with network-based messaging services; it is the predominant method of interacting with the messaging system.  Most often, users will access their messaging system accounts from the workstation assigned to them. Typically, a user will have the messaging client application running simultaneously with other applications so the user can be notified when new messages arrive.

Stand-alone messaging services are for a large number of FAA users that travel frequently, domestically or abroad, or have a need to obtain access during off-duty hours when they are at 

home.  Other messaging users work full-time in foreign or domestic locations that are not serviced by a network or telecommuting center.  

Stand-alone users connect via dial up from devices ranging from conventional desktops and laptops to sub-notebooks.  Some dial into the Agency Data Telecommunications Network 2000 (ADTN2000) and its international extensions using a local phone number.  Others use local and long distance commercial carriers to connect to agency-operated remote access services.  

Users that travel or are based overseas often encounter slow connection speeds, older protocols, poor or no Internet service, and high long distance costs.  Some users remotely deployed in the U.S. encounter similar obstacles.

3.  USER REQUIREMENTS

These requirements represent the broadest view of users.  These requirements are for an enterprise-wide system. The 'enterprise' is considered to be either the FAA or, more broadly, the Department of Transportation.  At the FAA level, the system must meet the requirements described herein in a manner that fosters interoperability with the Department.  At the Department level, this document serves to define the requirements of the FAA that a Department-wide solution should meet in order to support FAA users.

The messaging system user requirements are defined into five major categories: 

· Core requirements are those features that exist in the current system and have been ranked as critical in conducting the FAA's day-to-day business.  

· New requirements are those features, such as collaboration, that are presently in limited use or are not supported in the current system but were ranked as highly important by a large majority of users.  

· Enhanced requirements are those that were ranked high by a smaller segment of the FAA and generally employ technologies that are still emerging in the marketplace or are not yet supported by open standards.  

· Migration requirements are those the FAA believes are essential for the orderly transition to another messaging system while minimizing the impact upon users. 

· Training requirements address training needs necessary to effectively train users and implement the next generation messaging system within the FAA’s diverse workplace.  

Of the five requirement categories, Core and New requirements are considered to be those that are mandatory in evaluating any proposed system or service that is to replace the current e-mail system.  Enhanced requirements are considered as non-mandatory but have a strong potential to influence product selection and become an optional feature that some organizations may elect to implement.

3.1.  Core Messaging Requirements

3.1.1.  Messaging System Features

The messaging system shall provide users access to their messaging accounts from anywhere inside or outside the FAA’s enterprise messaging system via available connection methods (providing that they use their assigned identification and authentication methods), from any conventional desktop and laptop computers, at any time.

Further, the system shall have the ability to send/receive messages to/from anyone who uses a different messaging system, either inside or outside the FAA.  

The system will provide easy methods for users to delegate, or redirect, their inbox processing to others.

3.1.2.   Legacy System Features

The FAA currently deploys the cc:Mail product agency-wide.  Users require that all features within cc:Mail Version 8.4 be retained in the next messaging system.  A partial list of existing messaging system features that shall be provided include:

· An encrypted data store

· Personal, user created folders

· User archives 

· Message attachments

· Ad hoc searches

· User created address lists

· Forward and auto reply capability

· Message forwarding history

· Selectable return receipts

· Remote access, off-line message management, and mailbox synchronization

· Message preview

· Spell check

· User controlled filtering/server-based rules

· Remote access to the mail system using a variety of communications vehicles, methods, and protocols

Remote access to the mail system using complex and older telecommunications sources and protocols, including X.25, by providing a robust scripting capability that minimizes the need for manual entries

Rules-based message manipulation shall provide automated archiving, forwarding of, and response to, messages, etc., whether the client is off-line or on-line. The rules features shall support user initiation and be server-based.

Message addressing shall include type-ahead addressing.

Client shall be able to access an event log of actions that have been accomplished (either in the background or by the system).

The system shall interoperate with existing office automation applications. 

The system shall provide the capability for interoperating with non-messaging system applications.  This capability may be implemented using either of the following methods:

· Launching the application seamlessly from within the messaging application, and/or

· Converting or capturing external application data and, after manipulation, saving the data in the originating external application's format or by providing facilities to return the data to its original form.

The system shall provide the ability for users to view attachments from within the messaging application even if the attachment is in a foreign application format and the foreign application is not installed or available to the user.  All attachments shall retain their original names and formatting unless prevented by operating system limitations on filename size.

The system shall support ad hoc search capabilities. Users shall have query-building features that assist the user in finding the desired information.  The search capability shall include all database fields in the message store, including text string searches across the database, within individual messages and any attachments.

The user interface shall support Windows 95+, NT 4+, and Macintosh OS 8+.

3.1.3.  Access/Connectivity

The system shall be capable of providing messaging service 24 hours, 7 days per week and meet the availability requirements defined in this document.

All users in the current cc:Mail environment shall have equal or better performance with the next generation capability to include:

· Displaying a message summary screen within 2 seconds after entry of login information, and

· Viewing a message within 2 seconds of selecting it from summary screen.

Message system administration and maintenance functions shall not impact the users' ability to create, send, and receive messages or execute other functions deemed important to conduct business.  The impact of any such functions shall not noticeably reduce performance for the user and shall be a measurable performance quality, managed as a service level requirement. 
The system shall provide the following:

· On-line Access

Users must have access from a desktop via a local area network (LAN), TCP/IP protocol, and dial-up through modems using conventional Internet browsers or thin-clients.

· Mobile/Off-line Access

The ability to conveniently work with e-mail off-line is necessary.  Connectivity for mobile users shall be robust and reliable.  A choice of connections shall be available allowing users to work off-line as well as on-line, from anywhere in the world.  The system will provide the same functions and features available in either mode, including access to the current directory and all messages.

The system shall have the ability to synchronize a user's messages from the central message store to multiple mobile computers (i.e., laptop, desktop, palm pilot).  The system shall allow users to select for synchronization read or unread messages, or both.  The synchronization of messages and directory names shall be rapid and easy for users to accomplish.

The user must have the option of reviewing other inbox messages in the foreground while an attachment is being downloaded in background.  The user must also have the ability to view messages with or without attachments or the attachments by themselves. 

The system shall provide laptop users with the ability to support multiple user profile accounts, i.e., one for home, hotel, or office.  The mobile user shall be 

able to select the type of connection as needed.  The mobile client shall be flexible and have configurable settings for customizing to each user’s preference

· Browser access to e-mail account

Users shall have the option to access their account using a web browser.  

· External messaging system connectivity

The system shall provide standards-based support to exchange messages with external messaging systems. There shall be no loss of functionality when messages transit between different providers and users shall be able to interconnect seamlessly with multiple service providers.  

· Universal In-box:  

One client application shall provide for access to e-mail via:

1. Web/Intranet

2. POP3 and IMAP

3. Desktop/LAN

The stand-alone client shall be able to provide the following capabilities:

· Monitor progress of data exchange with server

· A "selective" data exchange based on user criteria that can be preset and include an ad hoc option that can be recalled as necessary

· Ability to put synchronization with server in background process

Standards to be supported are further described in Section 6., Standards.

3.1.4.  Scheduling and Calendaring 

The system shall provide a scheduling/calendaring capability that permits a user’s individual, group, or resource schedule to be accessible at any time from any medium.

The system shall provide the ability to schedule services and resources throughout any level of the FAA.  Included is the ability to set up appointments for individuals, groups, or events and reconcile appointment conflicts automatically.

3.1.5.  Directory

The messaging directory shall provide a means of assuring that all users see the same content agency-wide.  The system shall provide a means for users to add addresses from non-FAA organizations or individuals to their private directory.  

The system shall support multiple Internet access points.  The FAA currently has at least four domains for Internet messaging with a goal to get to one domain. The system shall support the FAA's established naming convention in accordance with Internet addressing standards, i.e., john.smith@faa.gov.

The directory shall have the ability to create and store a variety of mail distribution lists, including private lists, departmental group lists, or project user lists and have the ability to nest lists.  The system shall allow mail lists to contain an unlimited number of addressees and accurately deliver messages to large address lists.

Users shall be able to synchronize their mobile devices with the central directory using a minimum of time on-line.  The system shall provide delta updates or full directory synchronization.

3.1.6.  Delivery and Message Notification  

The system shall provide for return receipts when requested by a sender.  The system shall notify message originators of non-delivery of their messages.  The system shall notify a user visually or by sound, at the users choice, when a new message arrives.

3.1.7.  Message Retention and Organization

There are three reasons to preserve messages: to support the decision-making needs of the agency, to preserve the intellectual assets of the agency for possible future reference, and to comply with legal and regulatory requirements.

Users shall be able to automatically move, delete, forward, and/or respond to messages based on user and administrative criteria, regardless of status of their client workstation.

· Routine Preservation

The system shall support the routine preservation of messages and attachments.

Users shall be able to selectively move messages in or out of the message store or delete messages based on criteria of their choosing.

They shall also have the ability to schedule management tasks for automatic execution.

· Message Organization

Users shall have the ability to organize messages (both sent and received) into folders and/or archives, including the ability to copy to and from, move between, and delete from all such locations.

Users shall have the ability to sort messages and query by any defined field and to search any storage locations by query definition.

Users shall also be able to retain deleted messages in temporary storage locations and recover such messages within user or administrative defined period of time.

3.1.8.  Interoperability

The system shall provide connectivity to a variety of gateways and interoperability with other vendors messaging solutions and have the ability to exchange messages and interoperate with external organizations' systems.

Interoperability requirements include support for the full range of operating systems, network operating systems, and server platforms in use or planned for by the FAA.

The FAA recognizes that it is not reasonable to require interoperability with the broad range of proprietary and niche products on the market. Therefore, the agency requires the capability to interoperate with open, non-proprietary standards.  The standards the agency is currently aware of are listed in Section 6., Standards. 

3.1.9.  Security

Confidentiality and security of all message traffic shall be an integral part of the system. The system shall provide encrypted message stores and encrypted message transport for all messages.

The messaging system shall maintain, and permit user review of, all recipient lists, originator postmarks, and forwarding histories as a part of the message.  This information shall be non-erasable and exist as an integral part of the message when it resides within the messaging store and be available when the message is exported or stored separately from the message store.

The system shall provide access controls for individual mail accounts that prevent unauthorized use.

3.2.  New Messaging System Requirements 

The FAA requires new capabilities not found in cc:Mail. In particular, the agency requires the new system to support digital signatures, encryption, and a robust directory service, all of which can interoperate with systems used by external organizations and individuals. Further, the majority of agency organizations have new requirements for scheduling, calendaring, collaboration, workflow, and document sharing support.  Some new requirements arise from the FAA's need to facilitate its compliance with regulations governing electronic message record retention and archiving.

3.2.1.  Messaging System Features

The system shall extend the core messaging features to support collaborative activities, faxing, and scheduling and use a single (unified) user interface (UI).  The system shall additionally support a UNIX workstation client.

The system shall support ad hoc search capabilities that include text proximity searches across the database, within individual messages, and any attachments.

The system shall have the ability to use a mouse to make a selection and to call up a tutorial or hyper-link to a Web site.  The system shall be able to bookmark and save preferred selections for easy recall at a later time.  On-line help (documentation) and tutorials shall be available within the client and via Web interfaces.

3.2.2.  Performance Levels

3.2.2.1.  Reliability 

The system shall be capable of providing at least 99.5% reliability as measured by subtracting the failure rate from 100% (scheduled availability).  The failure rate is the failed time divided by scheduled available time, expressed as a percentage.  Thus, the system shall be capable of not exceeding 50.4 minutes of interruption weekly or 43 hours, 48 minutes annually.  Downtime cannot be programmed into electronic messaging capability.

Upon failure of an individual user's mailbox, the system must support restoration within 30 minutes, regardless of post office size.

3.2.2.2.  Delivery Performance

The size of the message store, individual user accounts size, volume of traffic, or message size shall not adversely affect system responsiveness.

The system shall provide a capability of delivering messages throughout the FAA system or to/from external gateways within the following criteria:

· Low priority messages, within one hour

· Normal messages, within 15 minutes

· Urgent messages, within 5 minutes

3.2.3.  Access/Connectivity

· Support for pager notification and pager messaging

The system shall support user-controlled pager notification that alerts them when new messages arrive.

A user capable of receiving text pages shall be able to elect that the message, message sender, and/or subject be forwarded.

Browser access to e-mail account

The look and feel that the system provides to web browsers shall closely emulate 

the normal workstation application user interface, to the extent allowed by the browser in use, with no loss of functionally.

· External messaging system connectivity

The system shall support least-cost routing for messages that transit through multiple messaging services.

· Mobile/off-line access

A mobile user shall be able to selectively view a portion of the text of messages without downloading attachments.  Mobile users shall have access to all messages, including those previously opened and read.

· Universal in-box  

The system shall support a single client application that provides for access to   e-mail via Web/Intranet in addition to POP3, IMAP, and Desktop/LAN.

3.2.4.  Collaboration, Workflow

3.2.4.1.  Calendaring and Scheduling

A majority of FAA users require the system to support collaboration, workflow, discussion groups, scheduling, calendaring, and document sharing. The features provided to meet this requirement shall integrate seamlessly into the user interface and use the same directory service. 

The agency objective is to establish a single, uniform, agency-wide capability.  The scheduling functions shall be scaleable enough to support all FAA users.  Stand-alone users or users in a remote field office shall have the same level of support that exists for network-based users. The stand-alone client shall be able to provide free time scheduling of other users for meetings.

The system shall support the ability to schedule individuals, groups, and resources using other vendor applications during migration or when coordinating activities with those outside of the FAA.

A user shall be able to see a users "free time" and availability when scheduling a meeting.  Users shall have the option to limit the visibility of scheduled time and access to a single user, group of users, project, or anonymous users.  The system shall support accepting, declining, delegating, and rescheduling of requested meetings.

The system shall support standards-based calendaring.

A scheduled event shall be able to send notification of availability and to notify users of time conflicts.

3.2.4.2.  Shared Folders

The system shall provide support for shared folders.  The system shall have:

· System folders

· Private folders, with the options to share a folder with one person or a group

· Shared bulletin board style folders, with the ability to selectively subscribe

The shared folders shall be able to support access controls for folder creation and deletion, content creation, modification removal, navigation, and searching, remote access and synchronization, and control delegation. The system will have the ability to automatically send notification when documents change or are added.

Users shall be able to easily replicate folders and to contribute content without requiring format conversion.

3.2.4.3.  Document Management

The system shall provide for the efficient team authoring of documents and revision tracking database tools, including digital certificate-based authorization, revision control, and multi-user document access and editing controls.

The system shall support ad hoc searches throughout the messaging, directory, schedule, calendaring, and collaboration databases.

The document management features shall include, but are not limited to the ability to:

· Mark documents and messages by project, organization, and user

· Maintain a revision history of all changes and addressees

· Store and retrieve managed items stored in off-line facilities

· Include all media as a managed document:  fax, video, scanned items, messages, threaded discussions, and calendars 

3.2.4.4.  Forms and Routing

The system shall provide the ability to create, store, route, and manage forms.

Users shall be able to create forms that have features such as:  error checking, field validation, criteria lists, selectable routing, security, and inclusion as a managed document.  The design of a form shall not be limited to the number of fields or customizable fields.

The system shall provide for non-sequential routing and exception handling that can redirect routing if time-sensitive actions are not completed within set parameters.  The system shall support role-based routing and form numbering uniqueness.

The messaging system shall allow users to add functions to the messaging system and directory services via standards based (API) enhancements.

When exchanging data between servers that have shared data, the exchange shall not require the entire form (and all the data in the form) to be transmitted.  Only the "changed data" shall be transmitted. This is in order to save time and telecommunications costs.

The system shall execute forms data exchanges (transfers) with the server at same time as messages.  For example, forms data exchange should not require a separate data exchange process especially for mobile clients.

The user shall be able to do full text searches of workflow and document databases on the host as well as remote servers with full security intact.

3.2.4.5.  Workflow

The system shall support workflow processing and take advantage of digital signatures in order to provide integrity, assure data privacy, and eliminate the need for physical signatures. The system shall support the routine preservation of collaborative work products.

Workflow routing shall offer all core functionality as defined by the industry, offer process-definition tools that allow the user to use their preferred process-flowcharting paradigm, and shall allow for a common definition of process modeling.

Users shall be able to send tasks sequentially and/or simultaneously to multiple addressees and have the option to block forwarding of the document/message to persons or mailboxes not defined in the workflow process.  The system's functionality shall include the ability to specify deadlines and priorities, determine whether tasks have been accepted, rejected, delegated, or completed, and build automated context trails that link objects to actions as they are performed on.

Users shall be able to query and track task assignments and be notified if scheduled deadlines are not met.  The system shall be configurable to automatically redirect tasks.

The system shall provide for rapid synchronization of calendaring, workflow, and documents in a manner that is easy for users to accomplish.

The system shall be able to support sending and obtaining multiple approvals (digital signatures) from multiple individuals of a workflow item.

Web clients shall be able to fully participate (as a desktop client) in workflow sequences/applications. 

The system shall have the ability to host discussion databases.

3.2.4.6.  Threaded Message Handling 

The system shall provide the ability for users to view messages in order of subject and in the sequence they were generated. This feature eliminates the need for users to include the content of the message they are responding to, reducing overall message traffic. Users shall be able to easily select the preceding or following messages.

3.2.5.  Directory

It is the FAA's objective to establish a reliable directory service that has the effect of a single directory.  That means that messaging system users must see the same directory contents agency-wide.  The directory service will present accurate and current information to those using various messaging client interfaces, scheduling/calendaring, and workflow applications.  The directory service shall be accessible and easy to search from all messaging system applications.  

For mobile device synchronization, the system shall provide users the option to choose delta updates or full directory synchronization.   The system shall provide users with the option to perform either type of synchronization using compressed files.

The directory shall be standards-based, support X.500 (DAP), and be interoperable with Lightweight Directory Access Protocol (LDAP) standards.  The directory must be compatible with and able to access other messaging directories and data systems that support these standards.

The system shall provide for convenient transfers of non-FAA organizations' or individuals' addresses to a user's private directory.  Those transfers include message originator and all message addressees. 

It is reasonable to expect that different organizations and individuals will maintain various attributes (fields) in the directory.  Most FAA organizations require a single directory, at least from the users' view. 

The directory service shall provide robust support to enable digital signatures and security capabilities.  See Section 3.2.8., Security, for additional information.

In order to prevent bottlenecks in maintaining directory contents and to avoid organizational disputes over data ownership, the directory system shall support attribute-level access controls.  Those controls shall allow data owners to update only those attributes they are responsible for and provide users the ability to search and view only those attributes they hold authority to view.

The system shall be able to support mutually authenticated Web pages and user single sign-on for access control to information management resources based upon the user's roles in the FAA.

The directory system and certificate path processing capabilities shall provide for the use of trusted parties and hierarchically superior certificate authorities for verification endorsements, authentication services, and trusted date/time stamping.

Stand-alone users needing to synchronize their directories shall have the option to perform delta updates or a full directory replacement with the option for either type of download to be via compressed files to minimize time on line.

3.2.6.  Delivery and Message Notification

· Non-Delivery Notification

The system shall automatically provide users notification of message non-delivery or delay beyond the delivery performance of Section 3.2.2.2.  The delivery time of the notification itself shall meet the same delivery performance requirements for the priority level of the message in question.  This notification must be capable of being disabled, enabled, or selectively initiated by the user on specific messages.  The system shall clearly describe the reason for non-delivery or not meeting the established service level.

The system shall provide a non-messaged based, single view to determine delivery notification and receipt, such as a unique icon that is displayed next to the sent message.

· Out of the Office Notification

The system shall provide an automatic response capability that users may activate when they will not be answering messages for a period of their choosing, for example, when the user will be on leave or out of the office.  The capability shall allow users to author a customized response and select filters that determine which message senders are to receive the notification. 

· Inadvertent Spam Control

The system shall be able to filter address lists, list-servers, and newsgroups in order to avoid loop processing in which the automatic response capability responds to it's own message. This capability shall support notification that the receiver is delegating their mail to be accessed by another user.

3.2.7.  Interoperability

The system shall provide interoperability with external organizations' messaging, directories, Public Key Infrastructures, and calendaring/scheduling applications, if they are standards-based. 

3.2.8.  Security

The electronic messaging capability shall support digital signatures, encryption, and virus prevention.  The security capability shall be based on existing open standards.

The author shall have the ability to restrict the reader's ability to copy, print or forward a message if the author has identified it to be restricted.

The system shall support "single sign-on" capabilities, so that users do not have to enter multiple or repetitive IDs and passwords to gain access to different functions of the messaging system (i.e., not requiring additional user IDs/passwords).  Databases and documents within the data store shall be integrated with messaging security login processes and use single sign-on authentication.

Knowledge management applications (integrating databases and documents within the data store) shall be integrated with messaging and document management and support single-sign-on authentication and access controls.

The system will not require repeated entry of user ID/passwords for digital signatures during a single continuous active session not to exceed 30 minutes. 

The system shall maintain the encrypted state of incoming encrypted mail and not allow routine system administrator de-encryption of such mail. However, the system must support de-encryption by a non-recipient in a controlled manner by individuals or applications (in the case of virus checking of encrypted payloads) that have specific authorizations to do so.

Portions of an e-mail message (i.e., in forms) shall be able to be restricted from viewing.

Due to multiple operating systems using the messaging system, the "authentication" should not be tied to the operating system.  It should be "certificate" based (X.509) and not be dependent on any operating systems security (i.e., NT Trust domains).

3.2.8.1.  Virus Prevention

The users shall be guaranteed that messages and attachments are virus free before they are delivered.
Address/Message Filtering

The system shall have the capability of filtering message traffic based upon sender or receiver addresses, message title, or message content.  The purpose of the requirement is to provide users the capacity for blocking spam, denial of service attacks, and preventing the exchange of information with individuals or sites that are clearly inappropriate for the conduct of agency business.

3.2.8.2.  Defense Messaging System Conformance 

The system shall be interoperable with the Department of Defense's (DOD) Defense Messaging System (DMS).  The majority of FAA users that communicate with DMS users will be able to interface with Medium Grade Messaging (MGM) components of DMS.  

A small set of users will require the ability to interface with high-level security features of the DMS.  The system, for this set of users, shall employ security-hardened hardware and software and network components that are approved by the DOD and can pass acceptance testing required by the DOD, including service level performance specifications.

3.2.8.3.  Certificate/Key Issuance

The system shall be able to generate digital certificates and issue appropriate keys within 15 minutes from a central authority.

3.2.8.4.  Revocation

The system shall be able to process certificate revocations within 5 minutes of notification and be able to publish Certificate Revocation List updates within 15 minutes of revocation.  The system shall be able to respond to an Online Certificate Status Protocol (OCSP) status request within 5 seconds.

3.2.9.  Mobile Maintenance 

The stand-alone user, particularly the user who never connects other than by dial up, must administer/maintain his/her own message and directory stores.  This requires these users, who are not computer professionals, to maintain their own system.  Often this must be done with infrequent or nonexistent technical support.  

Therefore, stand-alone user messaging system applications shall provide menu-driven maintenance utilities (including directory updates from compressed files).  These utilities shall have well documented on-line help and also exist in a printed form that is easily transportable by a traveler.   Maintenance software and documentation shall be updated periodically in order to parallel the capabilities of the network-based users.

3.3.  Enhanced Messaging System Requirements

3.3.1.  Messaging System Features

· Message Recall

For internal FAA messages, the system shall provide the ability to recall a sent message if the recipient has not opened the message or, for stand-alone users, has not synchronized or downloaded from their message server.  For messages that are addressed to individuals beyond the FAA, the system shall provide the ability to recall a sent message as long as it is still within the agency routing system. 

3.3.2.  Access/Connectivity

· Unified Inbox 

The system shall be able to provide standards-based support, when available, for external mail systems and gateways to external communications systems.  Capabilities to be supported include:

Text-to-voice, voice-to-text

· Fax-to-text, fax-to-inbox, message-to-fax

· Voice mail handling

· External Messaging System Connectivity

The user shall have the option to specify a mandatory route and be provided a list of interconnections.  This feature may also be used for problem resolution/escalation.  

· Mobile User Messaging Support and Support for Non-Traditional Client Interfaces

The system shall support portable devices that are emerging in the marketplace.  The system shall have the ability to redirect messages to alternate client devices such as text pagers, handheld digital assistants (PDAs), smart-phones, cellular phones, and other (smaller than laptop/notebook) portable messaging devices that can receive and display limited text.

The system shall have the ability to support communications to wireless devices through an appropriate service provider.

3.3.3.  Collaboration/Workflow

The system shall support the adoption of open standards, when available, that expand the use of collaboration technologies to external organizations.  The intent is to provide a capability to streamline practices and processes with industry organizations the FAA has regulatory oversight of, with other regulatory bodies (domestic, state, local, and foreign), and with other aerospace industry stakeholders.

· Instant Messaging Support

The system shall support instant messaging and presence detection within the FAA. Optionally, it shall be able to interoperate with external systems. Presently there is no standard in place, but the system shall be capable of being enhanced to accommodate the Internet Messaging and Presence Profile (IMPP) that is being developed by the Internet Engineering Task Force.

· Whiteboard/Networking and Conferencing

The system must support the on-line creation, editing, and saving of presentations, using dedicated presentation applications and simple drawing tools (a shared whiteboard) in a multi-user conference.

· Integrated Video 

The system must support the creation, editing, and distribution of video content as an attachment to messages for "video mail" and distance learning.  In addition, it must support real-time video transport as an adjunct to instant messaging and on-line conferencing.

3.3.4.  Directory

The directory service shall support security protocols, based upon PKIX standards, that have the ability to interoperate with non-messaging system applications.  Examples include Virtual Private Networks (VPNs), entry control systems, Enterprise Resource Planning (ERP) systems, and single sign-on access to other applications, networks, firewalls, and extranets.

3.3.5.  Delivery and Message Notification

· Support for Pager Notification and Pager Messaging

For two-way text pagers, user controlled pager notification of new message arrival shall be granular enough to allow the user to filter out unimportant messages or base notification on the message priority or sender.

3.3.6.  Message Retention and Organization

· National Archives and Records Administration (NARA)

NARA requires ability to retain/store messages that are official records.  Recent rulings have nullified a previous judgment that required the digital form of messages be retained.  While the current regulatory requirement can be met by printing applicable messages, including their routing information and attachments, and storing them in a physical record-keeping system, the FAA has chosen to continue toward meeting the regulatory requirements via digital means. 

Therefore, the system shall support the NARA General Records Schedules provisions for maintaining and protecting relevant records. There shall be a secure, indexable, retrievable location for these records, accessible to all system users.  Ideally, the system shall be configurable in such a way that users can activate a decision support capability that assists them in properly classifying the message (record) for preservation, including the establishment of a destruction time.

· Freedom of Information Act

Since electronic messages are subject to the Freedom of Information Act (FOIA), the system shall provide an effective means of searching and retrieving information throughout the enterprise system.

3.3.7.  Interoperability

· Fax Support

Many contemporary messaging systems have the capability to integrate fax support.  Currently, these are point solutions and proprietary in nature, although standards work is underway that is likely to influence vendors.  The system shall support and adopt open standards protocols for the following, when available:

Receiving faxes by e-mail

Sending faxes from the messaging system

· Support for Electronic Data Interchange

The system shall support, via its workflow capabilities, the ability to interface with Electronic Data Interchange and Electronic Commerce services and support Message Transfer Agents (MTAs).  

3.3.8.  Performance Levels
· Message Tracking 

The system will provide a means for a message sender to query as to the status of their sent messages based upon criteria such as addressee, subject, or sent within a selected date span.  This requirement does not have to be supported until after all FAA users have migrated to the new system.  Thereafter, the system will support message tracking to those addressees within the FAA's messaging system.
4.  TRAINING REQUIREMENTS

As stated earlier, the system shall emulate, as much as possible, the user interface currently in use. If the user interface of the selected system does not sufficiently emulate the existing mail system, comprehensive user training on any differences shall be provided as a part of the acquisition.

Features provided to meet the new or enhanced message system requirements shall include comprehensive user training that is delivered on a timely basis to maximize learning transfer.  The time elapsed between completion of training and the user's transfer to the new system shall not exceed 5 workdays.

The training requirements shall also apply to stand-alone-based user client software.  Because the stand-alone users may potentially be required to perform maintenance on their directory and message stores, additional training shall be provided for the unique needs of this type of user. 

· On-Line Help

On-line help shall be easily selectable and, to the maximum extent, be within the context of the task a user is trying to execute.

On-line help shall have an index and search engine for quickly finding a subject and use hyperlinks and bookmarks to quickly display and save references to desired information.

On-line help shall be available for all tasks, functions, and features of the messaging application.

· User Manuals

A printed set of user manuals shall be provided to every FAA location.  The vendor shall also provide administrative, user, and supporting documentation on a separate CD-ROM and provide a hypertext search engine for quickly locating topics, information, and tutorials as needed by the user. 

Additionally, user manuals shall be accessible at each site in electronic form.

The FAA shall have rights to copy for its use all documentation provided by the vendor.

Electronic manuals shall be updateable and revisable by the vendor or the FAA. 

Separate, easily transportable manuals shall be available for stand-alone users that include unique maintenance functions. 

· On-Line Tutorials

Tutorials shall cover the most common tasks and be interactive in order to maximize learning transfer.  Tutorials shall provide hypertext on-line help files.  The user shall have the ability to bookmark, or preserve, a stopping point within the tutorial and easily return to that section.

Each major function of the messaging application shall be accompanied by an on-line tutorial showing visually (movie or animation) how to perform the task.

Web-enabled documentation shall have similar features.

5.  MIGRATION REQUIREMENTS

The overall requirement is to migrate to the new system without losing user information.  During migration, all legacy and next generation clients (network-based and stand-alone) shall be able to access any available system (cc:Mail and/or next generation).

· Include cc:Mail Messages and Archives

Migration from cc:Mail: Users' messages and individual archives shall be imported into the new system without losing user information, attachments, addressee, content, formatting, and folder location and have the ability to import existing archiving.  Migration shall not impact the user or mail administrator, where the existing “cc:Mail” message store would require “pre-conversion.”  The new system shall accept the existing messaging store and archives and directly import them.

· Collaboration

The system shall provide "connectors" or tools that provide interoperability between the NexGen scheduling and calendaring features and the various scheduling and calendaring applications in use by agency organizations.

Mobile clients shall be able to participate in all bulletin board, distribution list, and shared folder updates.

· Directories

The system shall provide a directory synchronization capability to assure that legacy and NexGen directories maintain alignment throughout the transition.  The synchronization capability shall also support multiple Internet addresses for individuals throughout the transition.

Conversion of personal address books and mail lists shall result in no loss of information and shall retain similar references (names), i.e., personal address book and mail lists.

Mobile clients shall be able to participate in all directory updates.

· Reliability

Reliability levels, as stated in Section 3.2.2.1., shall be achievable during migration to the legacy system, including the conversion of legacy system messages in inbox, folders, and archives.

· Interoperability

The system shall have the ability to exchange messages with existing FAA legacy messaging systems to provide for an orderly migration.  The new messaging system shall have the 

ability to exchange messages in concurrence (parallel) with cc:Mail while systems are being migrated.

The system shall support the orderly transition from the legacy system's multiple domain gateway structure to multiple Internet entry points under a single domain.

6.  STANDARDS

· X.400 Messaging Standard Protocol - a standard messaging application layer protocol that has been defined to run over various network transports including Ethernet, X.25, TCP/IP (Internet), and dial-up lines. 

· X.500 directory access (1993 version) - a protocol for managing on-line directories of users and resources. It can be used to support X.400 and other messaging systems, but it is not restricted to e-mail usage. It provides a hierarchical structure that fits the world's classification system: countries, states, cities, streets, houses, families, etc. The goal is to have a directory that can be used globally.

· Simple Mail Transport Protocol (SMTP) - a TCP/IP protocol that defines the message format and the message transfer agent (MTA), which stores and forwards the mail. 

· Multipurpose Internet Mail Extensions (MIME) - a common method for transmitting non-text files via Internet e-mail, which was originally designed for ASCII text. MIME encodes the files using one of two encoding methods and decodes it back to its original format at the receiving end.

· Secure Multipurpose Internet Mail Extensions (S/MIME) - a version of MIME that adds encryption for secure transmission.

· Post Office Protocol (POP3) - a standard mail server commonly used on the Internet. It provides a message store that holds incoming e-mail until users log on and download it. POP3 is a simple system with little selectivity. All pending messages and attachments are downloaded at the same time. POP3 uses the SMTP messaging protocol.

· Mail Application Programming Interface (MAPI) - a programming interface from Microsoft that enables a client application to send to and receive mail from Exchange Server or a Microsoft Mail messaging system. Simple MAPI is an enhanced version of the Common Messaging Calls X.400 standard. Enhanced MAPI adds full calendaring and workgroup capabilities. 

· X.509 Public Key Certificates - a specification for digital certificates that is the digital equivalent of an ID card used in conjunction with a public key encryption system. Trusted third parties, known as certificate authorities (CAs), issue a digital certificate after verifying that a public key belongs to a certain owner. The digital certificate is actually the owner's public key that has been digitally signed by the CA. 

· Lightweight Directory Access Protocol (LDAP) - a protocol used to access a directory listing. It is used to query an LDAP compliant directory (including an X.500 directory). It is expected that LDAP will provide a common method for searching e-mail addresses on the Internet, eventually leading to a global white pages.

· Internet Message Access Protocol version 4 (IMAP4) - a standard e-mail server expected to be widely used on the Internet. It provides a message store that holds incoming e-mail until users log on and download it. IMAP4 is the latest version.  Messages can be archived in folders, mailboxes can be shared, and a user can access multiple mail servers. There is also better integration with MIME, which is used to attach files. For example, users can read only the headers in the message without having to automatically accept and wait for attached files they do not want to download.

· VCard - a standard format for an electronic business card from Versit that is being incorporated into an Internet Engineering Task Force (IETF) standard. It includes fields for photos, sound, and company logos. 

· VCalendar - a standard protocol for exchanging calendaring and scheduling information from Versit that is being incorporated into an IETF standard.
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� This allows the messaging directory to be accessed by databases like Oracle and Microsoft SQL for applications in workflow and EDI solutions.
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