Application and Security Monitoring Tool

for 

NexGen Lotus Notes Messaging System

The FAA plans to purchase the NetIQ Software product from Fed Tek of Woodbridge, Virginia, on a single source basis to meet this requirement.  

BACKGROUND:  

The FAA’s agency-wide e-mail and messaging system is known as NexGen.  The NexGen Program Office has the requirement and commitment to provide NexGen Systems Statistics to ASU500 Management as well as the Lines Of Business.

Phase I of NexGen was to migrate all users to Lotus Notes.  However, the NexGen system is unable to gather real-time statistics for the network as well as security.  Therefore, in a phased approach, the NexGen Program Office would like to implement a tool that would have the capability of performing network management functions for the NexGen system as well as security audits of the system.  Likewise, the tool would need to have the ability to automate logs specific to Domino and present statistics via real-time reporting.

Part of the requirement is to automate the Quarterly PCA (Physical Configuration Audit). Today, the work is done manually and requires tremendous resources, effort and time to accomplish the tasks.

Another requirement is to provide NexGen security a means to audit security settings for the NexGen baseline. It is extremely difficult for NexGen security to look into the large Operating system logs or the Domino log to trace back an incident or changes that occurred.

SPECIFIC REQUIREMENTS:  

A specific list of the FAA’s requirements for this auditing and security tool include the following functions (which must be performed from a remote location for servers that are deployed throughout the United States and overseas):  

	OS Monitoring Requirements

	The Tool shall be able to monitor the OS Real Time

	The Tool shall be able to monitor all aspects of Server performance 

	The Tool shall be able to monitor the OS for the Mail Gateways (windows and/or Unix)

	The Tool shall be able to monitor OS Replication in a domain

	The Tool shall be able to monitor OS Log Files (Security, Application, and System Event Log)

	The Tool shall be able to monitor specified performance levels for the OS (per System Level Agreements)

	The Tool shall be able to monitor the Server Disk space thresholds

	The Tool shall be able to monitor Performance of CPU/Memory

	The Tool shall be able to monitor processing occurring on one server or multiple

	The Tool shall be able to monitor server Traffic Analysis (Network card , I/O port …)

	The Tool shall be able to monitor Permon

	The Tool shall be able to monitor implementation of ACL (Access Control List) Limitations 

	

	Domino Monitoring Requirements

	The Tool shall be able to monitor the DominoReal Time

	The Tool shall be able to monitor the Domino on the Mail Gateways

	The Tool shall be able to monitor Domino Replication within the Domino domain

	The Tool shall be able to monitor Domino Log Files and parse it for specific key words 

	The Tool shall be able to monitor specified performance levels for the Domino 

	The Tool shall be able to monitor the domino database file Disk space thresholds

	The Tool shall be able to monitor Domino processing occurring on one server or multiple

	The Tool shall be able to monitor sever Domino e-mail Traffic Analysis

	The Tool shall be able to monitor the Domino ACL (Access Control List)

	

	E-Mail Database Management Requirements

	The Tool shall be able to manage/administer the Mail and database file (upall, compact, …)

	The Tool shall offer the capability of performing Security Management from a global level and down to the file level

	The Tool shall be capable of performing Storage Management analysis

	

	Reporting Tool Requirements

	The Tool shall be capable of providing reports “per server” and for “all servers”

	The Tool shall offer the capability to create Custom Reportings

	The Tool shall be capable of creating and matrixing the Domino Replication report

	The Tool shall be capable of assessing General Server Health for every server in the NexGen system

	The Tool shall be capable of performing Security audits 

	The Tool shall be capable of providing Traffic Analysis report 

	The Tool shall be capable of performing Infrastructure Resource Analyses

	The Tool shall be capable of providing Graph reports

	

	Monitoring Tool Installation

	The Tool shall be installed on one server

	The Tool shall be capable of  Autodiscovering new or changed servers

	

	What is the maintenance period of the product?

	Yearly S/W maintenance (initial year included in the purchase price of the product) 

	Routine Maintenance schedule

	

	Alert Function requirements

	The Tool shall be capable of sending notifications via e-mail 

	The Tool shall be capable of alerting personnel via Wireless devices

	

	Auditing (CM) Requirements

	The Tool shall be capable of detecting configuration changes

	The Tool shall be capable of assessing and Reporting System HW and SW configurations

	The Tool shall be capable of providing Delta reports between servers of the same type

	The Tool shall be capable of performing Security Auditing - security exception reporting

	

	System Monitoring and Reporting (to include Daily, Weekly, and Monthly): The tool shall be able to assess the system for the following issues and provide reports on the noted issues:  

	1.      Network Summary

	        List any network outages that occurred during the week.

	2.      Operational availability

	        The calculation in percentages for every region’s operational availability (by server as well as by region) 

	3.      Status of all major NexGen links

	        NexGen link status is reported here.

	4.      Network Bandwidth Utilization

	        Message Volume Summary for NexGen Mail Servers

	        Printouts of Message Volume Summary for NexGen Hub Servers 

	        Most Popular Next Hop (on which server did the hub most often route mail)

	        Top 25 Largest Messages

	5.      Critical Issues Summary

	        Details of server outages or hardware replacements or any issues that are critical to NexGen systems.

	

	Training Requirements

	Training shall be available from the vendor

	Training Shall be available from the vendor On site

	Training Shall be available from the vendor Off site

	

	Source Code.

	Source code shall preferably be Free of charge

	The vendor shall support changes made by customer

	

	Real Time Statistics Requirements

	The monitoring tool shall preferably perform Real Time data collection

	The monitoring tool shall perform at Near Real time data collection

	

	Administration

	The monitoring tool shall offer administrative tasks via one Console

	The monitoring tool shall be Web enabled

	The monitoring tool shall be capable of performing basic Troubleshooting

	The monitoring tool shall also be a Preventive tool (ie, be able to call a script, or stop and restart a service when a condition is met)

	The monitoring tool must be user friendly (versus cumbersome or awkward user interface)


Based on significant market analysis, the FAA has concluded that the only currently commercially available product that meets most of the above-noted requirements is NetIQ.  However, if a company considers that they have a product (or products) that is currently available on a commercial basis, other than the noted NetIQ product, that will in fact perform the functions noted above, please respond to the Contracting Officer (via e-mail) on or before close of business on Thursday September 4, 2003.  Such responses must clearly describe the capabilities of the proposed product(s) and provide pricing information as well.  If you have any questions, contact Jim McNulty at (202) 267-3626 or via e-mail at Jim.McNulty@faa.gov.  Should the FAA receive adequate information from companies (or a company) that truly describe other products that appear to meet this requirement, the FAA will consider pursuing a competitive procurement versus a single source procurement.  

