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1.0 Introduction 

1.1 Overview

Contractors supporting the Next Generation Air/Ground Communications (NEXCOM) Rapid Preliminary Development Effort (RPDE) contract will develop production system requirements documentation.  They will also design, develop, test, and demonstrate engineering models of the ground network/switching communications components required to integrate the NEXCOM Multimode Digital Radio (MDR) with the existing Federal Aviation Administration (FAA) voice switches and backbone network data routers in accordance with (IAW) the requirements identified in this Statement of Work (SOW).  The resulting integrated system, consisting of subsystems such as the Radio Interface Unit (RIU) and the Ground Network Interface (GNI), will ultimately provide the FAA air/ground communication ground transmission system with backward compatible analog voice capabilities.  Digital voice, based upon current Very High Frequency (VHF) Digital Link Mode 3 (VDL-3) standards, and the Aeronautical Telecommunication Network (ATN) subnetwork for VDL-3 based data communications (Aeronautical Datalink) will also be provided. 

The Contractor will develop a preliminary architecture for the production of a NEXCOM ground system based upon the NEXCOM System Requirements Document (SRD), FAA-E-2958.  The Contractor’s architecture should be considered the preliminary reference architecture upon which that Contractor will develop its technical documentation in the efforts described below.  This architecture will demonstrate the Contractor’s understanding of the existing FAA air/ground communications infrastructure and the transition challenges in proceeding from analog to digital voice and datalink communications.  Producibility, logistics supportability, planned system expansion, technology refresh, and reliability, maintainability, and availability (RMA) issues should be included in this architectural framework.  Additionally, the architecture will serve to demonstrate the Contractor’s knowledge of requirements needed to design and develop hardware and software covering all subsystems in the FAA’s air/ground communications infrastructure.  

The NEXCOM Program Office’s acquisition strategy is divided into two (2) phases in order to satisfy the short-term goals of the NEXCOM program in the 2004 goals and to reduce risk to the implementation of FAA’s scheduled production ground systems Initial Operational Capability (IOC) in 2007.  These phases are identified as Phase 1, Rapid Preliminary Development Effort (RPDE), and Phase 2, Full Scale Development Program (FSDP).  These two program phases will be contracted as two separate competitive awards, although only Contractors participating in Phase 1 will be eligible to submit proposals for Phase 2.

The Phase 1 development efforts are divided into the two parallel segments described below:

RPDE Phase 1A-TDP: This phase will consist of a Contractor-developed Technical Document Package (TDP) that will include the development of a subsystem specification (SSS) based on all requirements of the NEXCOM SRD, FAA- E-2958, interface documents, and other technical documentation as ordered.  The FAA intends to collaborate with the Contractor(s) in the development of this documentation on NEXCOM specific technical issues.  In preparation of the FSDP contract award, the TDP data developed during the RPDE phase will be used exclusively by that Contractor in the development of its Phase 2 FSDP proposal.  Prior to RPDE contract expiration, the Contractor will develop and conduct a Preliminary Design Review (PDR) detailing the functions and characteristics of its proposed FSDP system design and architecture. 
RPDE Phase 1B-EDM:  The Contractor will develop and demonstrate an Engineering Design Model (EDM) of the NEXCOM ground systems based upon the Minimum Threshold Document (MTD), FAA-P-2959.  The EDM will be used to demonstrate that the NEXCOM systems can be produced and supported and that there is a clear program path to the FSDP.  The Contractor will conduct a technical demonstration/verification of its EDM systems at the FAA’s William J. Hughes Technical Center (WJHTC).  The FAA’s EDM evaluation results will be incorporated into the source selection evaluation of Offeror’s FSDP proposals.  All Contractor equipment necessary for EDM demonstration/verification will be delivered to the FAA WJHTC IAW the RPDE contract delivery schedule.  

The functional and performance requirements for the EDM development are described in detail in the NEXCOM MTD.  These requirements are a subset of the NEXCOM system requirements provided in the System Requirement Document (SRD).

In order to reduce risk in the transition from RPDE to FSDP and support the timely completion of the FSDP effort, the Contractor should focus upon maximizing reusability of the EDM design in the FSDP systems.  Accounting for such concerns as software reuse, interoperability, planned system performance and functional growth, processor overhead, parts obsolescence, etc., would do this.  

FSDP Phase 2:  During the base period of the Phase 2 contract, the NEXCOM final production system design will be developed based on the subsystem specifications, architecture, interfaces, and system design developed in RPDE Phase 1.  Based on FAA approved designs, a full system that is capable of being fielded will be built and installed at an FAA-designated operational keysite.  IOC will be established during Independent Operational Test and Evaluation (IOT&E) of the keysite.

Note:  This SOW applies to Phase 1 of the NEXCOM program only.  It does not apply in any way, in whole or part, to Phase 2 (FSDP) of the NEXCOM program.  The information regarding Phase 2 (FSDP) is provided for informational purposes only and may change.  Offerors are directed to consult the FSDP SIR, when available for information concerning that procurement.

1.2 Purpose 

This SOW delineates the Contractor tasks required to fulfill the requirements of the NEXCOM RPDE Phases 1A-TDP and 1B-EDM described above.  The work performed under this contract will lead to and be in support of the commissioning of the NEXCOM System into the FAA's National Airspace System (NAS).

1.3 Scope 

This SOW defines the requirement to provide NEXCOM System program management, develop a TDP for the NEXCOM System FSDP, produce an EDM, and demonstrate its compliance with a specified subset of system requirements.

2.0   APPLICABLE DOCUMENTS

The following documents form a part of this contract to the extent specified herein.  Secondary references, or those documents referenced by documents contained in this section, also form a part of this contract to the extent specified by applicable sections of the documents referenced directly in this section.

2.1   Government Documents

2.1.1   FAA Specifications

	DOC NO.
	DOCUMENT TITLE
	VERSION / DATE


	FAA-G-2100G
	Electrical Equipment, General Requirements 
	October 22, 2001

	FAA-E-2958
	Next Generation Air/Ground Communications (NEXCOM) System Requirements Document
	April 16, 2002

V1.0

	FAA-P-2959
	Next Generation Air/Ground Communications (NEXCOM) Minimum Threshold Document (MTD) for the Engineering Design Model (EDM) Purchase Description
	April 6, 2002

V0.0

	FAA-E-2938
	Multimode Digital Radio (MDR) Subsystem Specification
	April 16, 2002

V5.0

	FAA-E-2944
	Multimode Digital Radio (MDR) Maintenance Data Terminal (MDT) Maintenance Application Software Requirements Specification
	July 23, 2001

V1.0

	FAA-E-2961
	Radio Interface Unit (RIU) Maintenance Data Terminal (MDT) Maintenance Application 

Software Requirements Specification
	April 6, 2002

V0.0


2.1.2   FAA Orders

	DOC NO.
	DOCUMENT TITLE
	VERSION / DATE

	FAA Order 1370.82
	Information Systems Security Program
	June 9, 2000


2.1.3  Other FAA Documents

	DOC NO.
	DOCUMENT TITLE
	VERSION / DATE

	NEXCOM Requirements Document
	Requirements Document for Next Generation Air/Ground Communications System (NEXCOM), Segment 1
	May 4, 1998

	CPDLC Requirements Document
	Requirements Document for the Controller-Pilot Data Link Communications
	October 28, 1998

	Mission Need Statement 137
	Next Generation A/G Communications System
	March 6, 1995

	FAA-STD-026A
	Software Development for the National Airspace System (NAS)
	June 1, 2001

	FAA-STD-025D
	Preparation of Interface Document
	October 1995

	DOT/FAA/CT-96/1
	Human Factors Design Guide for Acquisition of Commercial Off-the-Shelf Subsystems, Non-Developmental Items, and Developmental Systems
	January 15, 1996

	NAS-IR-41044210
	Ground Network Interface (GNI) to Voice Switching and Control Equipment (VSCE)

Interface Requirements Document (Attach. J-8)
	April 16, 2002

V0.0

	NAS-IR-41044201
	Ground Network Interface (GNI) to Voice Switching and Control System (VSCS)

Interface for the NEXCOM Engineering Design Model Interface Requirements Document (Attach. J-7)
	April 16, 2002

V0.0

	NAS-IC-41034105
	UHF Radio Equipment/ Radio Interface Unit Interface Control Document (Attach. J-14)
	April 16, 2002

V0.0

	ACT330-ID-0001
	ATN Air/Ground Router Sub-Network Service Provider to Primary Ground Network Interface Data Port Information Document (Attach. J-12)
	April 16, 2002

V0.0

	
	FAA System Safety Handbook
	December 30, 2000

	NAS-IC-41033502
	Multimode Digital Radio/Radio Interface Unit Interface Control Document 
	July 23, 2001

V3.0


2.1.4   Other Government Documents

	DOC NO.
	DOCUMENT TITLE
	VERSION / DATE

	DOD 5000.4-M-1
	Contractor Cost Data Reporting
	April 16, 1999

	MIL-HDBK-46855A
	Human Engineering Program Process and Procedures
	May 17, 1999

	MIL-HDBK-881
	DoD Handbook Work Breakdown Structure
	January 2, 1998

	MIL-STD-882D
	DoD Standard Practice for System Safety 
	February 10, 2000

	FAA Policy Memorandum ACP-300-01-001
	Safeguarding and Control of Sensitive Security Information
	January 30, 2002


2.2   Non-Government Documents

2.2.1   Industry Standards

	DOC NO.
	DOCUMENT TITLE
	VERSION / DATE

	ANSI/EIA/IS-649
	National Consensus Standard for CM
	March 27, 1996

	ANSI/EIA-748 
	Earned Value Management Systems
	June 1998

	EIA-310-E
	Cabinets, Racks, Panels, and Associated Equipment
	March 17, 1999

	IEEE/EIA 12207
	Standard for Information Technology – Software Life Cycle Processes
	March 1998

	ISO 9001
	Quality Management Systems-Requirements, International Organization for Standardization 
	December 15, 2000

	NISTIR 6462 

	Guidance for COTS Security Protection Profiles (CSPP)
	January 2000

	NIST-xxxx (draft)
	COTS Security Protection Profile - Operating System (CSPP-OS) 
	February 2001

	RTCA-DO-279
	Next Generation Air/Ground Communications Principles Of Operations, VDL Mode 3
	DATE: TBD

	RTCA-DO-278
	Guidelines for CNS/ATM Systems Software Integrity Assurance
	Plenary Release V5.0

DATE: TBD

	RTCA SC198 WG5
	System Performance Requirements
	Draft

	RTCA SC198 WG6
	Interoperability Requirements
	Draft


2.3   Order of Precedence

When the requirements of Section J, Attachment J-1 and referenced applicable documents are in conflict, this document shall have precedence over all documents referenced herein.

If either two or more referenced applicable documents are in conflict or two or more sections of this document are in conflict, the Contracting Officer shall be notified to resolve the conflict.

2.4   Availability of Documents

2.4.1   FAA Documents

Copies of FAA specifications, standards, and publications may be obtained from the NEXCOM Contracting Officer, FAA, 800 Independence Avenue SW, Washington  DC 20591.  Requests should clearly identify the desired material by number and state the intended use of the material.  FAA-G-2100G may be downloaded from the FAA at http://www.faa.gov/asd/standards/index.htm.
2.4.2   Federal Documents

Copies of federal publications may be obtained from the U. S. Government Printing Office, 710 North Capitol Street, Washington, DC  20401, by calling (202) 512-0132, or through the web site http://bookstore.gpo.gov/.

2.4.3   International Civil Aviation Organization (ICAO) Documents

Copies of ICAO documents may be obtained from the ICAO Library, 999 University Street, Montreal, Quebec H3C 5H7, Canada.  

Note:  For current working documents that are not final products, inquire at ICAO web site http://www.icao.org.
2.4.4   RTCA, Inc. Documents

Copies of RTCA, Inc. documents may be obtained from RTCA, Inc., 1828 L Street NW, Suite 805, Washington, DC 20036-4001, by phone (202) 833-9339, or through the web site http://www.rtca.org. 

Note:  For current working documents that are not final products, inquire at RTCA web site http://www.rtca.org. 

2.4.5   IEEE Documents

Institute of Electrical and Electronics Engineers (IEEE) documents may be ordered from the IEEE Computer Society Press.  Ordering information is available over the Internet at http://www.computer.org/cspress/order.htm or by calling (800) 272-6657.

2.4.6   ANSI Documents

American National Standards Institute (ANSI) and International Organization for Standardization (ISO) documents may be obtained from the American National Standards Institute, 11 West 42nd Street, New York, NY  10036, or through the web site http://www.ansi.org.

2.0 Requirements

This section is organized as follows:


Section 3.1 applies to Phase 1A-TDP and 1B-EDM


Section 3.2 applies to Phase 1A-TDP only


Section 3.3 applies to Phase 1B-EDM only

2.1 Program management [phase 1a & 1B]

The Contractor shall submit a Program Management Plan (PMP) for Government approval.  Upon approval of the PMP, the Contractor shall comply with this plan.  The PMP shall identify the Contractor's management, organization, authority, responsibility, controls, and the extent to which these components apply to this contract.  The Contractor shall not deviate from the approved PMP until the Contractor submits and the Government approves changes to the PMP.  The PMP shall detail the Contractor's methodology to ensure that the requirements set forth in this SOW are met.  At a minimum, the Contractor shall perform the following tasks in managing the NEXCOM RPDE Contract:

(a) Produce the schedules of work that reflect and track the delivery of products as specified by this SOW;

(b) Use methods and metrics for assessing the schedule, technical performance of the work, and risks of this program;

(c) Use procedures for relating costs and risks to schedule and technical performance, to assess the impact of risks and costs on successful completion of the RPDE work efforts; and

(d) Designate a Program Manager (PM) who is responsible for integrating and maintaining the total Contractor effort as described in this SOW.  The PM shall be prepared at all times, given reasonable notice, to present and discuss with the FAA the status of contract activities.

CDRL    A001

Program Management Plan

2.1.1. Project Control

The Contractor shall use a schedule performance measurement and reporting system and related management procedures.  The Contractor shall maintain the system and related procedures throughout the program.  The Contractor's management methods and procedures shall ensure that they provide visibility into, and timely progress reporting on, all contracted efforts for internal management and Government oversight purposes.

The Contractor shall provide a monthly Contract Status Report (CSR) IAW the CDRL A002.  
The Contractor shall use the CSR to identify updates and changes to document slippages to the Integrated Contract Master Schedule (ICMS).  Government acceptance of CSR does not assume Government concurrence with its content or changes to schedules presented therein.
The Contractor shall use a software application to prepare and report RPDE contract metrics.  These metrics shall include Project Software Cost and Schedule (Contract Performance Measurement), Project Staffing (Software Effort), and Project Requirements (Stability Measure).  The Contractor shall prepare metrics as part of its PMP (CDRL A001) specific to Phase 1A-TDP and 1B-EDM.
CDRL    A002 
Contract Status Report
2.1.2. Meetings, Reviews, and Conferences

Meetings, Reviews and Conferences shall be scheduled to best use Government and Contractor resources.  When feasible, events shall be consolidated.  Video teleconferences and teleconferencing may be used to minimize costs associated with travel and hosting these events.
At each management review or audit, the Contractor shall provide backup data regarding assumptions made and methodologies used in arriving at specific recommendations or conclusions.  For the Program Management Reviews (PMRs), the Government may identify entry and exit criteria for evaluating the content and quality of those reviews.  The Contractor shall provide evidence that all identified criteria are satisfied before the Government will approve the PMR.  The Contractor shall host technical reviews and audits.  In addition to the agenda for each management review, the Contractor shall include current efforts to maintain requirement traceability and architectural integrity.  Management and formal reviews and audits shall not be considered complete until approval by the Government is granted in writing.  The Contractor shall propose an overall strategy for conducting each set of reviews.

Support provided by the Contractor shall include, but is not limited to, facilities, materials, office equipment, clerical personnel, mockups, technical data, and Subcontractor participation (when requested by the Government).  The Contractor shall provide an agenda for each management and formal meeting.  The Contractor shall provide the minutes, accompanied by a summary of action items and all presentation materials used, for Government approval. 

All Agendas are due fourteen (14) calendar days prior to the scheduled event.

CDRL    A003 
 Meeting Agenda and Presentation Material

CDRL    A004

 Meeting Minutes

2.1.2.1 Post-Award Conference

The Contractor shall plan for, host, support, and participate in a Post-Award Conference.  The Post-Award Conference shall be held within two (2) months after contract award.  The FAA will notify the Contractor of the Post-Award Conference date.  At this conference, the Contractor shall address the issues, plans and schedules for the NEXCOM RPDE work efforts.

2.1.2.2 Integrated Baseline Review (IBR)

The Contractor shall present the contents and underlying assumptions of its time-phased performance measurement baseline to an A/G Product Team within four (4) months after contract award, as mutually agreed.  The IBR will include, but are not limited to: 

(a) A review of the initial assessment of key program risks and proposed mitigation approaches,

(b) Developing a technical assessment of high risk areas,

(c) Verifying the technical content of work packages, 

(d) Ensuring the logical sequence of planned efforts, 

(e) Assessing the validity and time phasing of resources, 

(f) Assessing appropriateness of earned value methodologies used, 

(g) Developing an understanding of the latest revised estimate (LRE) update process, and 

(h) Ensuring the validity of performance measurement data included in the Cost Performance Report (CPR).  

At the IRB, the Contractor shall present the CPR and ICMS for baselining, and upon Government approval, the CPR and ICMS shall be baselined.  IBRs will also be conducted at each of the Subcontractor’s facilities, as appropriate.  

2.1.2.3 Program Management Reviews (PMR)

Program Management Reviews will be held monthly at either the Contractor’s facility or a location in the Washington, DC metropolitan area on a rotating basis.  The purpose of the PMR is to provide a forum in which the Contractor can formally present to the Government the Contractor’s progress in meeting the requirements of the contract.  The Contractor shall report on both the TDP and EDM effort.  The reported status for both shall be against the approved PMP.  Additionally, the PMR affords both the Government and the Contractor an opportunity to discuss existing or potential barriers to successful Contractor performance of contract requirements.

The PMR shall include, but not be limited to:

(a) Presentation of cost, schedule, and technical performance status of the contract, including specific coverage of problem areas and any known or anticipated variances in contract milestones, schedules, or technical performance parameters;

(b) Accomplishments since the last PMR;

(c) Expected accomplishments prior to the next PMR; and

(d) Program risks and status of risk-mitigation measures.

Each PMR will consist of two separate sessions.  The first session is a General session, which may be attended by any Product Team member or member of the Contractor’s staff, as required, in the performance of their duties.  The second session is the Executive session.  This session is attended by those FAA and Contractor personnel required by their organizations to conduct executive business between the FAA and the Contractor.  All discussions of costs and risks will be held at the Executive sessions.

2.1.2.4 Technical Interchange Meetings (TIM)

All working level meetings held during this contract shall be referred to as TIMs and are agenda-driven.  The agenda for each TIM shall be developed by the Contractor and submitted for Government approval.  All TIMs require FAA approval.  Each TIM will last an average of one working day.  The agenda will determine the topics and what participants from the Government and Contractor organizations are necessary to support the meeting or review.  TIMs shall be monthly. 
2.1.3. Cost Management

The Contractor shall perform the contract technical effort using a criteria-compliant Earned Value Management System (EVMS) that correlates cost and schedule performance with technical progress.  Progress and problems shall be presented and discussed at PMRs.  Technical issues shall be covered in terms of performance goals, schedule progress, and/or cost impact.  The data presented in monthly cost reports must be derived from the Contractor’s mainstream accounting system.  To accommodate the mapping of this data, report requirements shall be tailored at the Integrated Baseline Review (IBR) to maximize consistency with the Contractor’s in-house system.  The Contractor’s in-house management control system shall comply with the 32 Industry Standard EVMS Guidelines of ANSI/EIA-748.
The Contractor shall submit Cost Performance Reports (CPR) to keep the government informed of the cost, schedule, and technical status of the program.   The CPR shall report the data and provide narrative to measure cost and schedule performance variances and other contract issues.  Discussion of cost and schedule variances shall provide specific information regarding the disposition, overall impact, and plans of action (with projected dates of implementation).  The Contractor shall also provide a Contract Funds Status Report (CFSR), which supports the CPR.

CDRL    A005 
 Cost Performance Report

CDRL    A006

 Contract Funds Status Report

2.1.4. Risk Management Program 

The Contractor shall implement a formal joint Contractor/Government risk management process.  This process will be described in a Risk Management Plan (RMP) as part of the PMP that will be approved by the Government.  The risk management process will be closely integrated with existing cost, schedule and systems engineering management processes and metrics, and be consistent with the program management structure.  The risk management process will provide for:

(a) Continuous assessment of program cost, schedule and performance plans and objectives in order to identify risk at the earliest practical point.

(b) Development of risk mitigation alternatives that support decision-making by clearly identifying cost, schedule, performance and risk trades; success criteria and measurement processes; and control mechanisms.

(c) Implementation of risk mitigation plans via a process that supports regular reviews of progress.

(d) Periodic review of risk and risk mitigation status at appropriate program levels. (NOTE:  These periodic reviews shall be part of the monthly program management reviews.)

2.1.5. Data Management Program

The Government requires full visibility into the Contractor’s systems engineering and development processes.  The Contractor shall provide the Government access to all data generated under this contract.  Data shall include, but are not  limited to, program metrics, software development folders, source code with software documentation and design information, hardware (HW) and software (SW) test procedures, engineering or logistics documentation, and databases used or generated by the Contractor in the performance of this contract.  The most recent version of all released data shall be made available within five working days of being updated.  The Contractor shall archive all current and previous versions of documentation.  Any restrictions on the use of electronic data shall be as prescribed in the Data Rights Clause of the contract.  For electronic documents, the Contractor shall provide on-line web site access for reviewing documents to authorized FAA personnel (read-only mode) via a secure socket layer using 128-bit encryption.  The Contractor will allow access to the site only to individuals authorized by the Contracting Officer Technical Representative (COTR).

Data items referenced throughout by their CDRL titles shall be performed IAW the CDRL of the same name, even when the CDRL number is not specified, and all data deliverables shall be prepared and delivered IAW the corresponding CDRL items specified under the SOW requirement. 

The Contractor shall perform this contract IAW all Government-approved plans developed in response to this SOW.  All reference to the "Government" in this SOW shall mean by authority of the Contracting Officer or designee.  Throughout this SOW, the requirement to "record" information or data shall be interpreted to mean, "set down in a manner that can be retrieved and viewed.”  The result may take many forms, including, but not limited to, hand-written notes, hard copy or electronic documents, and data recorded in computer-aided software engineering (CASE) and project management tools.  All CDRL items identified in this SOW shall be delivered to the Government in digital media (Compact Disc Read Only Memory (CDROM) for more than 1.4 MB) compatible with the Microsoft Office suite of products, (unless otherwise specified), as well as hard copy.

2.1.5.1 Document Library

The Contractor shall maintain a document library with all documents developed by the Contractor and Subcontractors as well as any FAA Government Furnished Information (GFI).  The list of documents included in the library shall be available upon FAA request.  At a minimum, the Contractor's Document Library shall contain:

(a) Copies of all correspondence between the Contractor and the FAA;

(b) The latest internally controlled version of all specifications, drawings, databases and software that define or implement the system;

(c) A list of all tools used to generate documents;

(d) Copies of all briefings to the FAA;

(e) All CDRL documentation; 
(f) All documents and their electronic versions that address the security architecture and other security aspects of the system design, operation and maintenance shall be stored in a secure manner with controlled access.  The security and access control level shall be agreed upon by the Government and the Contractor; and

(g) Access to this information shall be read-only mode and subject to the restrictions on use as prescribed in the Data Rights clause of the contract.

2.1.5.2 Controls over Subcontractor Data

The Contractor shall control the generation, receipt, approval, storage, and delivery of Subcontractor data.  The Contractor shall assume responsibility for Subcontractor data and shall ensure that the Subcontractor data meets requirements of the contract.  Integration of Subcontractor data into contract deliverables shall be the responsibility of the Contractor.  Deliverables shall be the sole responsibility of the Contractor.

2.1.6. Contract Work Breakdown Structure (CWBS)

The Contractor shall maintain a Contract Work Breakdown Structure (CWBS), using MIL-HDBK-881 as guidance and Attachment J-3, based on a logical and efficient sequence of tasks designed to accomplish the effort described in this contract.  The WBS will be at a minimum to the third level of detail.

2.1.7.  Integrated Contract Master Schedule (ICMS)

The Contractor shall establish, maintain, and use an ICMS.  The Contractor shall provide the ICMS to the Government.  The ICMS will define in greater detail the effort necessary to comply with Delivery or Performance Schedules set forth in Section F of the contract.  Any other schedules that may be generated during the contract shall not conflict with ICMS.  The ICMS shall integrate all significant events and deliverables.  The ICMS includes significant dates for events and deliveries required during the Phase 1A-TDP and 1B-EDM of the contract.  The Contractor shall provide a list of updates and changes to the ICMS in the CSRs.  The Contractor shall submit the ICMS CDRL A027.

CDRL    A027
Integrated Contract Master Schedule

2.2 SYSTEMS Engineering and design development [phase 1a]

The Contractor shall assume total systems engineering and integration responsibility for all deliverables under this contract.

The Contractor shall execute a systems engineering program following the process for engineering a system contained within EIA-632 or equivalent for the definition, development, verification, integration, and testing of the NEXCOM System requirements as allocated to NEXCOM System Computer Software Configuration Items (CSCIs) and Hardware Configuration Items (HWCIs).  Systems engineering efforts shall consider all aspects of performance, quality, life cycle cost, maintainability, reliability, schedule, data processing reserves, and future growth requirements. 

The Contractor shall maintain effective control over the systems engineering and design development process, including subcontract items and services, to ensure that cost, performance, and schedule are met, to provide early detection and resolution of problems, and to reduce risk.  

The Contractor shall not be responsible for meeting SRD requirements allocated to the MDR.  The Contractor shall ensure that the system being proposed conforms to the requirements stated in the MDR-RIU Interface Control Document (ICD).  The Contractor shall notify the Government of any proposed changes to SRD requirements allocated to other subsystems not being developed as part of the RPDE effort.

The Contractor shall specify a single authority that will serve as a point of contact (POC) for systems engineering issues.

2.2.1. Reserved
2.2.2. Technical Document Package (TDP) Reviews

Program Reviews shall be held to assess progress and to accomplish specific program needs during the TDP Phase.  The Contractor shall provide all materials and perform all tasks to document the system design for the following milestones:

(a) System Requirements Review (SRR)

(b) System Design Review (SDR)

(c) Preliminary Design Review (PDR)

The Contractor shall use Commercial-Off-the-Shelf (COTS) items to meet the NEXCOM requirements to the maximum extent possible.  The Contractor shall provide and present justification, during the System Design Review (SDR), for any use of non-COTS items for Government approval.  Government approval of non-COTS items shall be reflected in the SDR minutes.

The Contractor shall include a requirements traceability matrix in each level of design documents.  The traceability matrix shall show the links between higher-level requirements and each functional element of the design.

2.2.2.1 System Requirements Review (SRR)

The Contractor shall host a System Requirements Review (SRR) to ascertain the adequacy of the Contractor’s efforts in defining system requirements.

The SRR shall confirm that the user’s requirements have been translated into system-specific technical requirements, that critical technologies are identified and required technology demonstrations are planned, and that risks are well understood and mitigation plans are in place. The SRR shall present an overview of the system requirements that the Contractor has derived from the Contractor’s review of all NEXCOM requirements and guidance material, which include, but are not limited to, the NEXCOM SRD, NEXCOM / NAS interface requirements, the RTCA SC198 Principle of Operations, FAA Order 1370.82, RTCA SC198 WG5 System Performance Requirements, and RTCA SC198 WG6 Interoperability Requirements.

The draft subsystem specification(s) are verified to reflect the operational requirements.

All relevant topics should be reviewed, including, but not limited to:

(a) System Requirements,

(b) Functional Analysis (top-level block diagrams), 

(c) Preliminary System Architecture, 

(d) System Maintenance Concept, 

(e) Significant system design criteria (reliability, maintainability, logistics requirements, etc.), 

(f) System-Engineering Planning,

(g) Draft top-level Technical Performance Measurement, 

(h) System design documentation (layout drawings, conceptual design drawings, selected supplier components data, etc.),

(i) Ground System Operational Concept,

(j) Information Security, and

(k) System Safety.

The SRR confirms that the system-level requirements are sufficiently well understood to permit the developer (Contractor) to establish an initial system level functional baseline.  Once that baseline is established, the effort begins to define the functional, performance, and physical attributes of the items below system level and to allocate them to the physical elements that will perform the functions.

2.2.2.2 System Design Review (SDR)

The Contractor shall host a System Design Review (SDR) to evaluate the optimization, correlation, completeness, and risk associated with the allocated technical requirements.  This review will also include a summary review of the systems engineering process, which produces the allocated technical baseline and system architecture for the NEXCOM System.  Basic manufacturing and lifecycle considerations will be reviewed.  This review will be conducted when the system definition effort has proceeded to the point where system characteristics are defined and configuration items identified. 

The NEXCOM System Allocated Baseline shall be established upon the successful completion of this review.  All documents necessary for the establishment of the allocated baseline will be reviewed and approved as a result of this review.  

The following topics, as a minimum shall be required at the SDR:

(a) System Architecture

(b) System Requirements (update)

(c) System Safety

(d) Subsystem Requirements

(e) Subsystem Hardware Requirements

(f) Subsystem Software Requirements

(g) Subsystem Interface Requirements

2.2.2.3 Preliminary Design Review (PDR)

The Contractor shall host a System Preliminary Design Review (PDR) to: 

(a) Evaluate progress, technical adequacy, and risk resolution (on technical, cost, and schedule basis) of the selected design approach; 

(b) Determine compatibility of the design approach and technical requirements;

(c) Evaluate the degree of design definition and assess the technical risk associated with development;

(d) Assess test strategies; and

(e) Review impact of design on supportability and cost.

The following topics, as a minimum, shall be required at the PDR:

(a) Preliminary Database Design

(b) Hardware Design

(c) Preliminary Computer Systems Operator’s Manual

(d) Life Cycle Cost Information

(e) Phase I of the Logistics Support Study

(f) System Design Review (update)

(g) Preliminary Subsystem Hardware Design 

(h) Preliminary Subsystem Software Design 

(i) Preliminary Interface Design 

2.2.3. Quality Assurance

The Contractor shall provide and maintain a documented Quality System Program as a means of assuring compliance with the hardware, software, firmware, documentation, and support requirements of the contract.  The Contractor shall base its Quality System Program on ISO-9001 “Quality Systems- Model for Quality Assurance in Design, Development, Production, Installation and Servicing”, as included in the Contractor’s Quality System Plan (QSP), attached to this contract as Section J, Attachment J-17.  The Contractor shall be held accountable for its implementation.  The QSP shall assure, as a minimum, that the following items and guidelines are included in the Contractor's Quality System Program:

(a) Sufficient, independent responsibility and authority are granted to assigned quality personnel so that quality problems can be identified and evaluated, reported upon, and solutions recommended without fear of reprisal, intervention, or adverse action.

(b) Software quality evaluations and internal in-process reviews are conducted, results are documented, and recommendations acted upon.

(c) Adequate configuration management is performed throughout the life cycle.

(d) All tests and inspections are performed in compliance with contract requirements and all test data is complete, correct, traceable, repeatable, and acceptable.

The Contractor shall require of subtier suppliers a quality system achieving quality control of the services and supplies provided.  The Contractor shall report its quality metrics monthly during the PMR or in the CSR (CDRL A002) if a PMR is not held.
2.2.4. Configuration Management Program

The Contractor shall use an internal Configuration Management (CM) system for the control of all configuration documentation, software, physical media, and physical parts representing or comprising the NEXCOM System.  The Contractor shall implement a CM program that meets the requirements contained within EIA/IS-649 or equivalent.  The detailed requirements are included in these subparagraphs.

2.2.4.1 Contractor's Configuration Management Plan (CMP)

The Contractor shall implement and maintain the Configuration Management program described in the Program Management Plan, CDRL A001.

2.2.4.2 Configuration Identification

The Contractor shall use and maintain a definitive basis for control and status accounting for a Configuration Item (CI) throughout the NEXCOM System life cycle.

2.2.4.2.1 Developmental Configuration

The Contractor shall use an internal developmental CM system.  The documentation and repositories for this developmental configuration shall remain the Contractor's responsibility until the Government accepts the NEXCOM System. 

2.2.4.2.2 Configuration Baselines

The Contractor shall use and maintain configuration baselines and their documentation.  Incremental product baselines shall be permitted if proposed and approved via the CMP.  The Contractor shall implement formal configuration control beginning with the establishment of the approved Requirements Baseline (RBL).  The following baselines shall be maintained.  

2.2.4.2.2.1 Requirements Baseline (RBL)

The Contractor shall establish the RBL for the NEXCOM System.  The RBL is defined as those engineering documents listed in this paragraph.  The RBL shall be established after successful completion of the System Design Review (SDR) and after the FAA approves the documents listed below.  The Contractor shall implement formal configuration control beginning with the establishment of the approved RBL.  

The following documents make up the RBL:

(a) System Architecture (CDRL A009)

(b) Subsystem Specification (updated) (CDRL A010)

2.2.4.2.2.2 Allocated Baseline (ABL)

The Contractor shall develop the ABL for each Configuration Item (CI) with a design specification.  The formal ABL is established after successful completion of the Preliminary Design Review and after the FAA approved documents that comprise the ABL.

The ABL is composed of the following documents:

(a) Software Requirement Specification (CDRL A015)

(b) Interface Requirement Specifications (CDRL A011)

(c) Hardware Requirement Specifications (CDRL A025)

2.2.5. Human Factors Engineering Design

2.2.5.1  Human Factors Engineering Approach, Objective, and Scope

The Human Factors Engineering (HFE) approach shall be structured to assure that maintainer human factors are adequately addressed in design specifications and requirements generated by the Contractor during RPDE, and that an appropriate HFE program is planned for full-scale development. The objective of the HFE effort shall be to assure that the system design is consistent with the capabilities and limitations of the maintainer in the operational environment. To attain this objective, the scope of the HFE analytical, design, and test activities shall include accountability for the variations in site operational conditions and workload variations. The impact of equipment, software, and procedures on personnel availability, skill levels, proficiency, and maintenance shall be assessed to assure that the demands on personnel resources are consistent with requirements.
2.2.5.2 Human Factors Engineering Planning and Execution 

An HFE program shall be planned for full-scale development in accordance with MIL-HDBK-46855 as tailored by the Contractor and agreed upon by the Government. The HFE efforts shall address maintainer interfaces to NEXCOM system equipment and NEXCOM maintenance and monitoring equipment.  The HFE program plan shall specify the steps that will be taken to determine user needs and functional requirements that have an impact on human performance, and describe how the Contractor will identify and address HFE issues associated with human-machine interfaces (HMIs). The plan and management approach should enable the HFE staff to have direct input to system design. 

The HFE program shall include the analyses required to support the effectiveness of maintainer control/display/communication/environment integration for accomplishment of maintenance tasks, and suitability of maintainer/ hardware/ software/ procedures for all system and maintenance/support equipment.  HFE analyses shall facilitate performance of maintenance activities involving cognition and perception (monitoring, decision-making, control-display dynamics for information acquisition and insertion, etc.), as well as manual operations (access, lifting, carrying; and compatibility of tools with tasks, hand wear, etc.). The HFE program plan shall specify the process by which HMI will be designed, and shall specify conventions, style guides, and design constraints that will be applied.  The impact of legacy systems and compatibility with the NEXCOM Multimode Digital Radio (MDR) Maintenance Data Terminal (MDT), and transfer of training shall be addressed.

The HFE program plan shall contain a schedule showing the major HFE activities such that products of the analysis are used during system design. The plan shall specify the tasks the HFE staff will perform. The plan shall specify points in the program design cycle where HFE risks are identified. Human factors engineering requirements shall be integrated into system test and evaluation to demonstrate the capability of the HMI to attain required system performance characteristics. The HFE program schedule shall show how the results of the HFE tests will be used to influence system design. 
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2.2.5.3 Reserved 

2.2.5.4 Human Factors Engineering in Design Reviews 

HFE design review shall be conducted as part of the Preliminary Design Review. The HFE review shall cover: Human Performance and HFE design requirements analyses, integration of HFE requirements into design documents, HFE design issues (including Manpower, Personnel, and Training (MPT) issues), and Health Hazard or Safety Implications.

2.2.6. Systems Engineering Documentation

The Contractor shall provide the following engineering documents.

2.2.6.1  System Architecture

The Contractor shall develop and submit a System Architecture that conforms to the NEXCOM  ground system as defined in the SRD.  

CDRL   A009

System Architecture Description

2.2.6.2 Subsystem Specification (SSS)

The Contractor shall develop and submit a Subsystem Specification (SSS) and Interface Requirements Specification(s) (IRS) for the NEXCOM System.  The SSS will specify the requirements for each NEXCOM subsystem and the methods used to ensure that each of the NEXCOM requirements specified in the System Requirements Document (FAA-E-2958) have been met. 

CDRL
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Subsystem Specification
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Interface Requirements Specification

3.2.6.3  System/Subsystem Design Description 

The Contractor shall provide System/Subsystem Design Descriptions for the NEXCOM System.  The System Design Description (SDD) shall describe the system architectural design, the system design concept of execution, the system interface design (internal and external interfaces), and decisions about the selection and design of system and subsystem components that are decomposed, or derived, from the System Architecture (CDRL A009) and the NEXCOM System Requirements.  The Subsystem Design Descriptions (SSDD) shall describe the decomposition, or derivation, of the Subsystem Requirements (CDRL A010) into HWCIs and CSCIs.  The SDD and the SSDD shall contain an explicit trace of each system requirement (in the NEXCOM SRD and other system requirements as derived) to the CI to which it is allocated by the Contractor.  Note that the SDD and SSDD may be integrated into a single document or published as separate documents.
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2.2.6.3 Interface Control Documentation 

The Contractor shall develop draft interface control documentation, based on an analysis and decomposition of the requirements contained in the interface documents listed in Part I, Section C.  ICDs are not required for those interfaces unique to the EDM.  The Contractor shall participate in TIMs with FAA and Contractor personnel who support or develop the systems to which the NEXCOM System interfaces.  The Contractor shall submit ICDs to the Government for review and approval.  The Contractor shall analyze Government-provided Interface Requirements Documents (IRDs) and ICDs for discrepancies.  The Contractor shall inform the FAA of any inconsistencies among the ICDs, IRDs, or design documentation.  The results of the inconsistency analysis shall be presented at the PMRs and in the ICD Discrepancy Report.  The Contractor shall use and document external and internal engineering interfaces IAW the interface requirements of NEXCOM System functional baseline documentation.  Interface controls shall be established, coordinated, and maintained for interface requirements and documents, and include applicable Contractor, Subcontractor, and vendor contract items, and GFP/GFE computer programs, facilities, and data.  The Contractor shall develop physical and functional interfaces of the system, equipment, software, communications, and facilities using FAA-STD-025D as guidance.  
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2.2.7. Hardware Design and Development 

2.2.7.1 Hardware Identification and Selection

The Contractor shall provide a detailed design of the NEXCOM System hardware and provide requirements traceability to the NEXCOM SRD and other derived system requirements.  This design and development shall be IAW, and meet the requirements of, the entire NEXCOM SRD.  The Contractor shall make maximum use of readily available COTS hardware systems that satisfy the functional, and performance requirements of the NEXCOM System.  Hardware subsystems, assemblies, or components to be procured shall meet applicable FAA regulations and orders.  COTS hardware shall remain consistent across all sites (same manufacturer, type, and hardware family) and upon completion of any hardware upgrade of NEXCOM System equipment/design.  
2.2.7.2 Hardware Requirements Analysis and Specification

The Contractor shall conduct a complete hardware requirements analysis, tracing hardware requirements to system requirements, to ensure all system requirements (e.g., simultaneity requirements, requirements for timing services, etc.) of the NEXCOM SRD and derived system requirements are met.  For each hardware product, the Contractor shall analyze the requirements and provide the Government with a requirement specification that organizes the requirements, presents anomalies, and discusses a high-level approach for implementing the requirements.

The Contractor shall document the hardware's functional requirements, external interfaces, performance requirements, quality goals, and design constraints.  The Contractor shall allocate the hardware requirements to be met by each system component, shall allocate performance requirements, and shall provide traceability between the component requirements and the system requirements.  The Contractor shall conduct analyses to identify requirement anomalies such as redundancy and non-testability.  The Contractor shall identify risky or critical requirements.  If incremental implementation is employed, the hardware product’s requirements shall be allocated to each increment of hardware development.

External interface requirements shall cover both user interface requirements and the requirements for interfacing to NAS.  Hardware quality requirements shall be established for the all hardware products IAW system requirements for portability, configurability, interoperability, reusability, and maintainability.  The Contractor shall also identify design constraints imposed by the NAS.  The Contractor shall develop a mechanism for requirement traceability throughout all phases of the hardware development life cycle.  The Contractor shall consider all source requirements for hardware.  

The Contractor shall prepare a Hardware Requirements Specification in accordance with CDRL A025.

CDRL 
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Hardware Requirements Specification.

2.2.8. Software Development

The Contractor shall produce a single Software Development Plan (SDP).  Additionally, for each software product, the Contractor shall perform the following software development tasks, and shall produce the indicated deliverables in the subparagraphs below.  The Contractor shall perform software development IAW FAA-STD-026A.

2.2.8.1 Software Requirements Analysis

The Contractor shall conduct a complete software requirements analysis, tracing software requirements to system requirements, to ensure all system requirements (e.g., simultaneity requirements, requirements for timing services, derived requirements, etc.) of the NEXCOM System are met.  For each software product, the Contractor shall analyze the requirements and provide the Government with a requirement specification that organizes the requirements, presents anomalies, and discusses a high-level approach for implementing the requirements.

The Contractor shall document the software's functional requirements, external interfaces, performance requirements, quality goals, and design constraints.  The Contractor shall allocate the software requirements to be met by each system component, shall allocate performance requirements, and shall provide traceability between the component requirements and the system requirements.  The Contractor shall conduct analyses to identify requirement anomalies such as redundancy and non-testability.  The Contractor shall identify risky or critical requirements.  If incremental implementation is proposed in the SDP, the software product’s requirements shall be allocated to each increment of software development proposed in the SDP.

External interface requirements shall cover both user interface requirements and the requirements for interfacing to NAS.  The Contractor shall specify any software performance requirements necessary to address selectivity, sensitivity, emission characteristics, I/O control, and simultaneous operation of multiple waveform instantiations.  Software quality requirements shall be established for the all software products IAW system requirements for portability, configurability, interoperability, reusability, and maintainability.  The Contractor shall also identify design constraints imposed by the NAS.  The Contractor shall develop a mechanism for requirement traceability throughout all phases of the software development life cycle.  The Contractor shall consider all source requirements for software.

2.2.8.2 System Software Design

Where NEXCOM System requirements cannot be met by using commercially offered software packages, the Contractor shall develop the required computer software.  Firmware (software that resides on programmable memory) shall be treated as software.  NEXCOM System software shall be IAW the operating system and COTS application manufacturer recommendations and applicable industry standards to assure compatibility with future releases of the operating system and related COTS software applications.  All Operating System and COTS application changes shall require Government approval. 

For standard commercial product software used to satisfy NEXCOM System requirements, the Contractor shall submit corresponding commercial documentation, licensing agreements, and usage limitations to the Government for approval.  

2.2.8.3 Software Documentation

The Contractor shall provide the documentation for requirements, design, test, quality assurance, delivery, installation, operation, maintenance, and support of each computer resource CI and Computer Software Configuration Item (CSCI).  The Contractor shall submit software documentation to the Government for review and approval.  The following paragraphs are the tailored list of software documentation.

2.2.8.3.1 Software Development Plan (SDP)

The Contractor shall prepare, comply with, maintain, and update the Software Development Plan (SDP) throughout the contract. The Contractor shall not deviate from the approved SDP until the Contractor submits and the Government approves changes to the SDP. The SDP shall describe the Contractor’s plans for conducting the NEXCOM System software development effort. The plan shall identify a single focal point of management responsibility for accomplishment of the software development activities. The SDP shall not relieve the Contractor from complying with all other requirements of the NEXCOM SRD and this SOW.  The Contractor shall ensure that software products developed by Subcontractors are IAW all prime contract requirements.  The Contractor shall specify in the SDP the means by which Subcontractor compliance with the prime contract is to be accomplished.

Throughout this contract, the Contractor shall collect metrics and make them available to the Government in the CSR.  Software metrics shall be collected and reported during all phases of the TDP effort in which the metric applies.  These metrics shall include but shall not be limited to:

(a) Software requirements volatility – number of software requirements and number of unsolved requirement issues; 

(b) Software size – planned number of components, new and reused source lines of code, etc.;

(c) Software complexity – complexity of the code (e.g., using McCabe metric); 
(d) Software development progress - planned and actual number of software components designed, coded, tested, integrated;
(e) Software project management progress – estimates vs. actuals (i.e., schedule, cost, performance, etc.);
(f) Testing progress - planned vs. actual software tests completed, number of open and closed problem reports; 
(g) Computer resource utilization - planned and actual utilization of  Central Processing Unit (CPU), memory, and communications;
(h) Lines of Code (LOC), Function Points or equivalent software sizing and complexity metrics per Unit of Code (e.g., software function containing approximately 100 LOCs); and

(i) Percentage of Comments per Unit of Code.
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2.2.8.3.2 Software Requirements Specification (SRS)

The Contractor shall provide a Software Requirements Specification (SRS) for each CSCI within the Line Replaceable Unit (LRU).  The SRS shall document and allocate each requirement applicable to the software.  The SRS shall provide a complete allocation matrix of all software requirements (explicit and derived) from the entire NEXCOM SRS and System Design Description (SDD).  The SRS shall also contain a cross-matrix tracing each SRS requirement to its NEXCOM System (or subsystem) requirement.  The SRS shall identify external and internal interfaces (i.e., outward and downward links).  It shall contain estimates of timing and sizing requirements.  The SRS shall reference and not duplicate GFI software documentation; however, the Contractor shall document any modifications to GFI made by the Contractor.  Following delivery to the Government, the SRS shall be subject to configuration control.
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 Software Requirements Specification

2.2.8.3.3 Software Design Description (SwDD)

To the extent of software developed under the contract associated with this SOW, the Contractor shall provide a Software Design Description (SwDD) for each CSCI.  The SwDD shall describe the architectural design of the CSCI (identify software units, interfaces, and the concept of execution (among them)) plus the allocation of requirements from a CSCI to its Computer Software Units (CSU).  The SwDD shall reference and not duplicate GFI software design documentation; however, the Contractor shall document any modifications to GFI made by the Contractor.  Upon completion of the Physical Configuration Audit (PCA), the SwDD, as part of the Software Product Specification (SPS), shall be entered into the product baseline for the CSCI.  Subsequent to approval, the SwDD shall be subject to formal configuration control and shall not be changed without prior Government approval.
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2.2.9. Reserved

2.2.10. Information Security

The Contractor shall follow the applicable security guidance contained in FAA Order 1370.82, Information Systems Security Program, and the NIST COTS Security Protection Profile, promulgated via NIST Interagency Report 6462.  Implemented security shall be subject to Government approval and the system may be subject to independent penetration testing. 

The Contractor shall implement security functions and conduct security assurance activities to protect the NEXCOM System Target of Evaluation (TOE).  The TOE includes the NEXCOM system, its interfaces, and its associated documentation; a description of the TOE security environment; the TOE security objectives; technical security requirements; and the rationale behind those requirements.  The Information System Security (ISS) technical requirements for the NEXCOM TOE are defined in Section 3.2.8 of the NEXCOM System Requirement Document.  Management performance requirements are identified in the following subsections.

The Contractor shall support activities necessary to achieve and sustain NEXCOM certification and authorization by the Government Designated Approving Authority (DAA) IAW FAA Order 1370.82, Information Systems Security Program.

The Contractor shall generate, safeguard, control and dispose of FAA sensitive security information in accordance with the guidance stated in FAA Policy Memorandum ACP -300-01-001.  Any generation or disposal of sensitive security information shall be immediately reported to the Government.

Details of how the Contractor’s security requirements will be implemented shall be contained in the Contractor’s response to the SOW, in a document known as the Security Target (ST). 

The ST shall be prepared and delivered IAW CDRL A018.  When complete, the ST will be included in the Government’s Security Certification and Authorization Package (SCAP).
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2.2.10.1 Security Measures

The Contractor shall accomplish the following steps to ensure the physical and operational security of the NEXCOM System.

(a) Develop a security certification process that ensures that only authorized personnel have access to software codes, documentation, passwords, authentication processes, hardware, and associated components of the NEXCOM System during development, installation, and testing.

(b) Safeguard NEXCOM System components, including hardware, software, and documentation not yet installed in Government facilities against damage, pilferage, and unauthorized access or modification.

(c) Deliver, install, and test NEXCOM System components in a manner that maintains security against damage, pilferage, and unauthorized access or modification.

(d) Protect sensitive data, software, and hardware from unauthorized disclosure, access, or corruption at all times during production, storage, delivery, and installation.  Notify the Government immediately if unauthorized disclosure, access, or corruption occurs or is suspected.

(e) Document and review all software changes to ensure that security is not compromised.

(f) Provide the NEXCOM System with secure installation defaults during delivery and installation.

(g) Provide NEXCOM System administrators authorized by the Government with the capability of customizing the default security parameters at any time during the installation process.

(h) Provide the Government with procedures for testing delivered software to ensure that it is exactly as specified in the master copy.

(i) Develop an Information System Security Plan (ISSP) IAW CDRL A019.

CDRL A019
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2.2.10.2 Contractor User Accountability

Under the guidance provisions of FAA Order 1370.82, all Contractor users of systems and data employed for the development, integration, interfacing, testing, delivery or storage of NEXCOM hardware or software components shall be accountable for their actions while using information systems that meet the following criteria:

(a) Are owned or leased by the Contractor and used for preparing software or documentation to be delivered to the Government,

(b) Are connected to information systems via a network interface, and

(c) Are owned or leased by the Government.

User accountability shall be documented in security audit logs generated by the operating systems of NEXCOM development, integration, interface, testing, delivery, and storage systems.  Security audit logs shall be protected as “Read Only” from modification, destruction, and substitution by operating system access control mechanisms and shall be readable only by privileged system or security administrators.  Audit logs shall be archived on removable storage media on schedules that prevent them from being automatically overwritten.  When in storage, archived audit logs shall be physically protected from unauthorized access.  On-line audit logs and archives shall be delivered to the Government with the final delivery of NEXCOM products in Phase 2 of the NEXCOM program.
2.2.10.3 Security Training

The Contractor shall develop an in-house training program for Contractor and Subcontractor personnel that includes ISS awareness for all personnel and specialized training by job category for Contractor and Subcontractor personnel supporting the NEXCOM program.

2.2.10.4 Access to System Development Environment

The Contractor shall fully cooperate and provide the FAA full and timely access to the NEXCOM System development environment.  Such access shall include, but is not limited to, data, documentation, draft CDRLs, source code, and the physical plant.  FAA access shall include access for FAA employees and FAA Contractor support personnel.  Access to this information shall be read- only mode and subject to the restrictions on use as prescribed in the Data Rights clause of the contract.

2.2.10.5 Vulnerability Assessment  
The Contractor shall provide the Government with guidance documentation that identifies all possible modes of operation of the NEXCOM System, their consequences, and their implications for maintaining secure operation.

This documentation shall identify procedures and plans that enable the Government to test the security of the NEXCOM System during operations.  Possible modes of operation shall include, but are not limited to, those that occur following failure or operational error.  (CDRL A026)
The guidance documentation shall identify means of identifying and testing for new and/or additional vulnerabilities that appear during the operational life cycle of the NEXCOM System.
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Vulnerability Assessment Plan

2.2.11. Safety Program

The Contractor shall develop and execute a system safety program IAW the FAA System Safety Handbook and the NAS Modernization System Safety Management Plan.  The primary objective of the System Safety Program shall be to identify, evaluate, and eliminate or control hazards to the National Airspace System (NAS) to a level acceptable to the FAA throughout the NEXCOM System life cycle.  This objective shall be accomplished through the execution of a disciplined systems engineering-based methodology to achieve Safety Risk Management (SRM) IAW FAA order 8040.4.

The Contractor shall use the FAA System Safety Handbook and MIL-STD-882D as guidance.  The Contractor shall incorporate the requirements that are identified in the Safety Performance Requirements (SPR), which is to be produced by RTCA Working Group (WG) 198.  The Contractor shall comply with the integrity assurance standards contained within RTCA DO 278.  The Contractor shall prepare a System Safety Program Plan (SSPP) to document in detail how the total system safety program will be conducted.  Furthermore, the Contractor shall:

(a) Develop and deliver a System Safety Hazard Analysis (SSHA) and a System Safety Assessment Report (SSAR).

(b) Provide status updates concerning the efforts identified in SSPP and the status of identified hazards, including the validation and verifications efforts and their possible impact to the system requirements, at the PMRs.
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CDRL    A021 
 System Safety Assessment Report
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2.2.12. Contractor Master Test Plan

The Contractor shall develop a Contractor Master Test Plan (CMTP) in accordance with CDRL A017.  The CMTP describes the Contractor’s overall test philosophy and defines the test program the Contractor proposes to implement to verify compliance with all requirements.
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 Contractor Master Test Plan

2.3 Engineering DEsign model (EDM) [PHASE 1B]

2.3.1. EDM Development

The Contractor shall design, develop, and build the NEXCOM EDM IAW the Minimum Threshold Document (MTD), FAA-P-2959 (Attachment J-5).  The Contractor shall participate in quarterly TIMs on the EDM development effort. 
2.3.2. Reserved  

2.3.3. EDM Demonstration Plan

The Contractor shall demonstrate the functionality of the EDM at the William J. Hughes Technical Center IAW the schedule in Section F of this contract.  The Contractor shall prepare an EDM Demonstration Plan, CDRL A023.  The EDM’s hardware and software systems, subsystems and components shall include at a minimum, 100% of the shalls listed in the Minimum Threshold Document, FAA-P-2959.  The Contractor shall conduct the demonstration IAW the approved plan.  For each demonstration procedure, the Contractor shall specify the SSS requirements satisfied and the Minimum Threshold Requirements (MTRs) satisfied by that procedure.  The full set MTRs, derived from the MTD, should be listed in this matrix and must be satisfied by at least one demonstration procedure.  Upon completion of the demonstration, the Contractor shall update the EDM Demonstration Plan summarizing the results of the demonstration and providing a matrix of actual performance against that identified within the plan.  

CDRL   A023

EDM Demonstration Plan

2.3.4. EDM Demonstration  

The Contractor shall provide personnel, equipment and materials required for the demonstration at the William J. Hughes Technical Center.  The Contractor shall conduct a site survey at the William J. Hughes Technical Center to ensure that the EDM can be installed in the test environment and that all safety requirements for installation are fulfilled.

While at the WJHTC, Contractor personnel shall abide by all Government security requirements in effect at the site. 
The Contractor shall be responsible for removing from the site the demonstration system, all surplus material such as tools, equipment, etc., belonging to the Contractor and to clean up rubbish and debris resulting from any modification/installation work.  The Contractor shall leave the site in a neat and workmanlike appearance. 

2.3.5. EDM Familiarization

The Contractor shall conduct an oral presentation of the EDM demonstration plan to familiarize Government and support personnel with the operation of the EDM and planned demonstration activities.  This familiarization shall be conducted at the WJHTC and shall consist of two sessions.  Both sessions shall be completed before the EDM demonstration.

3.0  
Integrated Logistics Support Planning[phase 1a]

The Contractor shall develop the NEXCOM System hardware and software, logistics data, and logistics resources required by this SOW to optimize operational availability at the lowest possible life-cycle cost.  The tasks and efforts the Contractor shall perform during the RPDE Phase of the contract shall be used to further define the detailed efforts the Contractor shall perform and deliver during the Full Scale Development Program (FSDP) of the Phase 2 contract.

3.1 Logistics Support Study

The Contractor shall develop Phase 1 of a Logistics Support Study.  The Study shall consider the most cost-effective balance of logistics support capabilities to maintain the required operational availability of the NEXCOM System over an expected 20-year life cycle.  The Study shall evaluate alternative combinations of organic vs. contractor logistic support, a level of repair analysis, and the resources and costs associated with implementing each approach.  The Study shall investigate spare parts, tools, installation kits, support equipment, facilities, personnel and other capabilities required to implement the most promising support alternative.  The Study shall evaluate the use of failure-free warranties, terms and conditions for warranty implementation and potential cost advantages/disadvantages of a warranty versus other methods of paying for repairs.  

The Logistics Support Study shall be performed in several phases.  Phase 1 shall analyze logistics-related design considerations that will influence hardware and software designs of the NEXCOM System.  These design considerations are those the Contractor proposes to incorporate in the specifications of items the Contractor develops and those that will flow down to Subcontractors and vendors.  These are Preliminary Design Review (PDR) logistics considerations.
NOTE:  PHASE 2 AND 3 OF THE LOGISTICS SUPPORT STUDY WILL BE PART OF THE FOLLOW-ON FSDP EFFORT.

3.2 Logistics Support Recommendation Report

The Contractor shall prepare a Logistics Support Recommendation Report IAW CDRL A024 that documents the results of the Logistics Support Study the Contractor performs during the contract.  The Logistics Support Recommendations Report shall identify the proposed design considerations, maintenance concept, spare parts, support equipment, supply support, packaging, shipping, handling, facilities and other resources required to support the NEXCOM System hardware and software configuration items. 

CDRL  A024

Logistics Support Recommendation Report

3.3 NEXCOM Life Cycle Cost Estimate [if ordered]

The Contractor shall develop Life Cycle Cost Estimates (LCCE) for NEXCOM end-to-end ground system.  Life cycle ends 20 years after Full Operation Capability (FOC).  The Contractor shall use FAA Acquisition Management System, Section 2.2 for guidance on the construction of the LCCE.

CDRL   TBD 

 Life Cycle Cost Estimate – (To be provided with TO)

4.0 TECHnical and Engineering SUPPORT Services [phase ia][if ordered]

When directed by the Government, the Contractor shall provide technical and engineering support at Government sites, the Contractor's plant, or elsewhere, in specific areas including, but not limited to:

(a) Telecommunications network applications, planning, and design;,

(b) Engineering, hardware, installation, and operation;

(c) NEXCOM System problem investigation (e.g., communications, hardware, software, firmware);

(d) Development of a remote NEXCOM System Maintenance Data Terminal (MDT);

(e) Additional interface development and modifications; 

(f) Additional hardware, as required, not covered elsewhere needed to support the NEXCOM System program; and 

(g) Review of NEXCOM System operational modes and procedures.

The Contractor shall provide qualified technical and engineering personnel for these services as necessary to complete assigned tasks.  These services shall be provided on a time-and-material basis with the Contractor indicating any incidental hardware required to perform services not otherwise covered in the NEXCOM System contract.

Tasks shall be preceded by an estimate of the time, material, and corresponding cost from the Contractor at the request of the Government.  Tasks shall begin after written Government authorization has been received.
5.0 Acronyms 

	ACRONYM
	DESCRIPTION

	ABL 
	Allocated Baseline

	AF
	Airway Facilities

	APML 
	Assistant Program Manager for Logistics

	ATC
	Air Traffic Control

	ATN
	Aeronautical Telecommunication Network

	C/SCSC
	Cost/Schedule Control Systems Criteria

	CASE 
	Computer-Aided Software Engineering

	CDR
	Critical Design Review

	CDRL
	Contract Data Requirements List

	CDROM
	Compact Disc Read Only Memory

	CFSR
	Contract Funds Status Report

	CHI
	Computer Human Interface

	CI 
	Configuration Item

	CID 
	Commercial Item Description

	CLIN
	Contract Line Item Number

	CM
	Configuration Management

	CMP 
	Configuration Management Plan

	CMTP
	Contractor Master Test Plan

	COTR
	Contracting Officer’s Technical Representative

	COTS 
	Commercial Off-the-Shelf

	CPR
	Cost Performance Report

	CPU
	Central Processing Unit

	CSA
	Configuration Status Accounting

	CSCI 
	Computer Software Configuration Item

	CSER 
	Contractor Site Engineering Report

	CSR
	Contract Status Report

	CSU 
	Computer Software Unit

	CTP 
	Contractor Transition Plan

	CWBS
	Contract Work Breakdown Structure

	DAA
	Designated Approving Authority

	DFU
	Display Functional Unit

	DOD
	Department of Defense

	DQT 
	Design Qualification Test

	DT&E 
	Developmental Test & Evaluation

	E&R
	Expendable and Replaceable

	ECP 
	Engineering Change Proposal

	EDM 
	Engineering Design Model

	EVMS
	Earned Value Management System

	FAA 
	Federal Aviation Administration

	FAT 
	Factory Acceptance Test

	FCA 
	Functional Configuration Audit

	FOC
	Full Operation Capability

	FQT 
	Formal Qualification Testing

	FSDP
	Full Scale Development Program

	GFE 
	Government Furnished Equipment

	GFI
	Government Furnished Information

	GFP
	Government Furnished Property

	GNI
	Ground Network Interface

	GSD 
	Geographic Situation Display

	GUI
	Graphical User Interface

	HFE
	Human Factors Engineering

	HITL
	Human In The Loop

	HMI
	Human-Machine Interfaces

	HQ
	Headquarters

	HW
	Hardware

	HWCI 
	Hardware Configuration Item

	I/O
	Input/Output

	IAW 
	In Accordance With

	IBR
	Integrated Baseline Review

	ICD
	Interface Control Documents

	ICDLS
	Interim Contractor Depot Logistics Support

	ICMS
	Integrated Contract Master Schedule

	ICS
	Interim Contractor Support

	IDD
	Interface Design Document

	IGES
	Initial Graphical Exchange Specification

	ILS 
	Integrated Logistics Support

	IOC
	Initial Operational Capability

	IOT&E
	Independent Operational Test and Evaluation

	IPT
	Integrated Product Team

	IRD 
	Interface Requirement Document

	IRS
	Interface Requirement Specification

	ISO 
	International Standards Organization

	ISP 
	Integrated Support Plan

	ISS
	Information System Security

	ISSP
	Information System Security Plan

	LCCE
	Life Cycle Cost Estimates

	LCN
	LSA Control Number

	LGC 
	Logistics Guidance Conference

	LOC
	Lines of Code

	LOGSA
	Logistics Support Activity

	LORA
	Level Of Repair Analysis

	LRE
	Latest Revised Estimate

	LRU
	Line Replaceable Unit


	LSA
	Logistics Support Analysis

	LSAP
	Logistics Support Analysis Plan

	LSAR
	Logistics Support Analysis Record

	MDR
	Multimode Digital Radio

	MDT
	Maintenance Data Terminal

	MMCWS
	Maintenance Monitoring and Control Work Station

	MPT
	Manpower, Personnel, and Training

	MTBPMA 
	Mean Time Between Preventative Maintenance Actions

	MTD
	Minimum Threshold Document

	MTR
	Minimum Threshold Requirement

	NAILS 
	National Airspace Integrated Logistics Support

	NAILSMT 
	NAILS Management Team

	NAS 
	National Airspace System

	NDI 
	Non-Developmental Item

	NEXCOM
	Next Generation Air/Ground Communications

	NLT
	No Later Than

	NOR 
	Notice of Revision

	OEM
	Original Equipment Manufacturer

	OT&E 
	Operational Test and Evaluation

	PAT&E 
	Production Acceptance Test & Evaluation

	PCA 
	Physical Configuration Audit

	PDR
	Preliminary Design Review

	PHA
	Preliminary Hazard Analysis

	PM
	Program Manager

	PMP
	Program Management Plan

	PMR 
	Program Management Review

	POC
	Point of Contact

	PROM
	Programmable Read Only Memory

	PSF 
	Program Support Facility

	QSP 
	Quality System Plan

	RBL
	Requirements Baseline

	RDT 
	Ribbon Display Terminal

	RF
	Radio Frequency

	RFO
	Request for Offer

	RIU
	Radio Interface Unit

	RMA
	Reliability, Maintainability and Availability

	RMP
	Risk Management Plan

	ROM
	Read Only Memory

	RPDE
	Rapid Preliminary Development Effort

	SAT 
	Site Acceptance Test

	SCAP
	Security Certification and Authorization Package

	SDD
	System Design Description

	SDP 
	Software Development Plan

	SDR
	System Design Review

	SMR
	Source, Maintenance and Recoverability

	SOW 
	Statement of Work

	SPR
	Safety Performance Requirements

	SPS 
	Software Product Specification

	SRD
	System Requirement Document

	SRM
	Safety Risk Management

	SRR
	System Requirements Review

	SRS
	Software Requirements Specification

	SSAR
	System Safety Assessment Report

	SSDD
	System/Subsystem Design Description

	SSHA
	System Safety Hazard Analysis

	SSPP
	System Safety Program Plan

	SSS
	Subsystem Specification

	ST
	Security Target

	STD 
	Software Test Description

	STP 
	Software Test Plan

	STR 
	Software Test Report

	SVD 
	Software Version Description

	SW
	Software

	SwDD 
	Software Design Description

	SwRD 
	Software Requirements Description

	TDP
	Technical Document Package

	TIB
	Technical Instruction Book

	TIM 
	Technical Interchange Meeting

	TOE
	Target of Evaluation

	TOR 
	Technical On Site Representative

	TRACON
	Terminal Radar Approach Control

	TRR 
	Test Readiness Review

	UM 
	User Manual

	UPS
	Uninterruptible Power Supply

	VDL-3
	VHF Digital Link Mode-3

	VHF
	Very High Frequency

	VRTM 
	Verification Requirements Traceability Matrix

	WG
	Working Group

	WHJTC
	William J. Hughes Technical Center
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