PART III – SECTION J 

ATTACHMENT J-1 STATEMENT OF WORK


               DTFA01-02-R-200641

1.0 Scope 

This SOW defines the requirement to provide NEXCOM System program management, develop a TDP for the NEXCOM System FSDP, produce an EDM, and demonstrate its compliance with a specified subset of system requirements.

2.0   APPLICABLE DOCUMENTS

The following documents form a part of this contract to the extent specified herein.  Secondary references, or those documents referenced by documents contained in this section, also form a part of this contract to the extent specified by applicable sections of the documents referenced directly in this section.

2.1   Government Documents

2.1.1   FAA Specifications

	DOC NO.
	DOCUMENT TITLE
	VERSION / DATE


	FAA-G-2100G
	Electrical Equipment, General Requirements 
	October 22, 2001

	FAA-E-2958
	Next Generation Air/Ground Communications (NEXCOM) System Requirements Document
	April 16, 2002

V1.0

	FAA-P-2959
	Next Generation Air/Ground Communications (NEXCOM) Minimum Threshold Document (MTD) for the Engineering Design Model (EDM) Purchase Description
	April 6, 2002

V0.0

	FAA-E-2938
	Multimode Digital Radio (MDR) Subsystem Specification
	April 16, 2002

V5.0

	FAA-E-2944
	Multimode Digital Radio (MDR) Maintenance Data Terminal (MDT) Maintenance Application Software Requirements Specification
	July 23, 2001

V1.0

	FAA-E-2961
	Radio Interface Unit (RIU) Maintenance Data Terminal (MDT) Maintenance Application 

Software Requirements Specification
	April 6, 2002

V0.0


2.1.2   FAA Orders

	DOC NO.
	DOCUMENT TITLE
	VERSION / DATE

	FAA Order 1370.82
	Information Systems Security Program
	June 9, 2000

	FAA Order 8040.4
	Safety Risk Management
	June, 1998


2.1.3  Other FAA Documents

	DOC NO.
	DOCUMENT TITLE
	VERSION / DATE

	NEXCOM Requirements Document
	Requirements Document for Next Generation Air/Ground Communications System (NEXCOM), Segment 1
	May 4, 1998


3.1.2. Meetings, Reviews, and Conferences

Meetings, Reviews and Conferences shall be scheduled to best use Government and Contractor resources.  When feasible, events shall be consolidated.  Video teleconferences and teleconferencing may be used to minimize costs associated with travel and hosting these events.
At each management review or audit, the Contractor shall provide backup data regarding assumptions made and methodologies used in arriving at specific recommendations or conclusions.  For the Program Management Reviews (PMRs), the Government may identify entry and exit criteria for evaluating the content and quality of those reviews.  The Contractor shall provide evidence that all identified criteria are satisfied before the Government will approve the PMR.  The Contractor shall host technical reviews and audits.  In addition to the agenda for each management review, the Contractor shall include current efforts to maintain requirement traceability and architectural integrity.  Management and formal reviews and audits shall not be considered complete until approval by the Government is granted in writing.  The Contractor shall propose an overall strategy for conducting each set of reviews.

Support provided by the Contractor shall include, but is not limited to, facilities, materials, office equipment, clerical personnel, mockups, technical data, and Subcontractor participation (when requested by the Government).  The Contractor shall provide an agenda for each management and formal meeting.  The Contractor shall provide the minutes, accompanied by a summary of action items and all presentation materials used, for Government approval. 

All Agendas are due seven (7) calendar days prior to the scheduled event.

CDRL    A003 
 Meeting Agenda and Presentation Material

CDRL    A004

 Meeting Minutes

3.1.2.1 Post-Award Conference

The Contractor shall plan for, host, support, and participate in a Post-Award Conference.  The Post-Award Conference shall be held within two (2) months after contract award.  The FAA will notify the Contractor of the Post-Award Conference date.  At this conference, the Contractor shall address the issues, plans and schedules for the NEXCOM RPDE work efforts.

3.1.2.2 Integrated Baseline Review (IBR)

The Contractor shall present the contents and underlying assumptions of its time-phased performance measurement baseline to an A/G Product Team within four (4) months after contract award, as mutually agreed.  The IBR will include, but are not limited to: 

(a) A review of the initial assessment of key program risks and proposed mitigation approaches,

(b) Developing a technical assessment of high risk areas,

(c) Verifying the technical content of work packages, 

(d) Ensuring the logical sequence of planned efforts, 

interfaces (i.e., outward and downward links).  It shall contain estimates of timing and sizing requirements.  The SRS shall reference and not duplicate GFI software documentation; however, the Contractor shall document any modifications to GFI made by the Contractor.  Following delivery to the Government, the SRS shall be subject to configuration control.

CDRL    A015

 Software Requirements Specification

3.2.8.3.3  Software Design Description (SwDD)

To the extent of software developed under the contract associated with this SOW, the Contractor shall provide a Software Design Description (SwDD) for each CSCI.  The SwDD shall describe the architectural design of the CSCI (identify software units, interfaces, and the concept of execution (among them)) plus the allocation of requirements from a CSCI to its Computer Software Units (CSU).  The SwDD shall reference and not duplicate GFI software design documentation; however, the Contractor shall document any modifications to GFI made by the Contractor.  Subsequent to approval, the SwDD shall be subject to formal configuration control and shall not be changed without prior Government approval.

CDRL    A016 
 Software Design Description

3.2.9. Reserved

3.2.10. Information Security

The Contractor shall follow the applicable security guidance contained in FAA Order 1370.82, Information Systems Security Program, and the NIST COTS Security Protection Profile, promulgated via NIST Interagency Report 6462.  Implemented security shall be subject to Government approval and the system may be subject to independent penetration testing. 

The Contractor shall implement security functions and conduct security assurance activities to protect the NEXCOM System Target of Evaluation (TOE).  The TOE includes the NEXCOM system, its interfaces, and its associated documentation; a description of the TOE security environment; the TOE security objectives; technical security requirements; and the rationale behind those requirements.  The Information System Security (ISS) technical requirements for the NEXCOM TOE are defined in Section 3.2.8 of the NEXCOM System Requirement Document.  Management performance requirements are identified in the following subsections.

The Contractor shall support activities necessary to achieve and sustain NEXCOM certification and authorization by the Government Designated Approving Authority (DAA) IAW FAA Order 1370.82, Information Systems Security Program.

The Contractor shall generate, safeguard, control and dispose of FAA sensitive security information in accordance with the guidance stated in FAA Policy Memorandum ACP -300-01-

CDRL   A026

Vulnerability Assessment Plan

3.2.8. Safety Program

The Contractor shall develop and execute a system safety program IAW the FAA System Safety Handbook and the NAS Modernization System Safety Management Plan.  The primary objective of the System Safety Program shall be to identify, evaluate, and eliminate or control hazards to the National Airspace System (NAS) to a level acceptable to the FAA throughout the NEXCOM System life cycle.  This objective shall be accomplished through the execution of a disciplined systems engineering-based methodology to achieve Safety Risk Management (SRM) IAW FAA order 8040.4.

The Contractor shall use the FAA System Safety Handbook and MIL-STD-882D as guidance.  The Contractor shall incorporate the requirements that are identified in the Safety Performance Requirements (SPR), which is to be produced by RTCA Special Committee (SC) 198 Working Group (WG) 5.  The Contractor shall comply with the integrity assurance standards contained within RTCA DO 278.  The Contractor shall prepare a System Safety Program Plan (SSPP) to document in detail how the total system safety program will be conducted.  Furthermore, the Contractor shall:

(a) Develop and deliver a System Safety Hazard Analysis (SSHA) and a System Safety Assessment Report (SSAR).

(b) Provide status updates concerning the efforts identified in SSPP and the status of identified hazards, including the validation and verifications efforts and their possible impact to the system requirements, at the PMRs.

CDRL    A020 
 System Safety Hazard Analysis

CDRL    A021 
 System Safety Assessment Report

CDRL    A022 
 System Safety Program Plan

3.2.12.  Contractor Master Test Plan

The Contractor shall develop a Contractor Master Test Plan (CMTP) in accordance with CDRL A017.  The CMTP describes the Contractor’s overall test philosophy and defines the test program the Contractor proposes to implement to verify compliance with all requirements.

CDRL   A017 

 Contractor Master Test Plan

3.3  ENGINEERING DESIGN MODEL (EDM) [PHASE 1B]

3.3.1. EDM Development

The Contractor shall design, develop, and build the NEXCOM EDM IAW the Minimum Threshold Document (MTD), FAA-P-2959 (Attachment J-5).  The Contractor shall participate in quarterly TIMs on the EDM development effort. 
� Dates and versions are the latest that could be found.
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