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	DATA ITEM DESCRIPTION

	1.  Title
	2.  Identification Number

	NEXCOM SYSTEM SECURITY TARGET
	RPDE-A-018

	3.  Description/Purpose

	3.1  The Security Target (ST) identifies the security requirements of the NEXCOM System and specifies the functional and assurance security measures offered by the NEXCOM System to meet the requirements of the Statement of Work and the Specification. 

	4.  Approval Date (YYYY/MM/DD)
	5.  Office of Primary Responsibility (OPR)
	6a.  DTC Applicable
	6b.  GIDEP Applicable

	
	AND-360
	
	

	7.  Application/Interrelationship

	7.1 The Contractor shall utilize the Common Criteria, Version 2.1, (ISO 15408) with augmentation as necessary to define the NEXCOM System Security Target.

	8.  Approval Limitation
	9a.  References
	9b.  AMSC Number

	
	
	

	10.  Preparation Instructions 

10.1 FORMAT.  The Security Target (ST) shall be in Government approved contractor format.  

10.2 CONTENTS.   The ST shall include an overview and statement of conformance to the objectives of the Common Criteria (CC).  The ST shall describe the Target of Evaluation (TOE), discuss adherence to FAA security policy and objectives, discuss the security requirements decomposition, and any rationale for claims of fulfilling the requirements of the NEXCOM System ISS requirements. The ST shall demonstrate conformity to the NEXCOM System ISS requirements. The Security Target shall include the following information as a minimum:
a. Security Target Name/Title:  Provide the ST Name/Title.

b. Responsible Organization:  List the organization(s) responsible for this ST.

c. Contact Information:  List the name of the person(s) knowledgeable about the ST.

(1) Name:

(2) Title:

(3) Address:

(4) Phone Number:

d. Assignment of Security Responsibility:  Provide the name of the person responsible for development of the ST (if different from 10.1 above).

(1) Name:

(2) Title:

(3) Address:

(4) Phone Number:

Assignment of this ST to the Target of Evaluation (TOE):  Provide any information necessary to control and identify the ST and the TOE to which it refers. 

(Continued on next page)

	11.  Distribution Statement

	Approved for public release; distribution is unlimited.


RPDE-A-018  --  Block 10, Preparation Instructions  (Continued)

10.3 Security Target (ST) Introduction
a. ST Overview:  Provide an overview of the (NEXCOM System) ST.

b. ST Scope:  Address all of the security environment aspects.

c. Common Criteria (CC) Conformance:  State whether the ST conforms to the CC for Information Technology Security Evaluation, Part 1, Caveats on Evaluation Results – Section 5.4.

10.4 Target of Evaluation (TOE) Description:  Describe the TOE and address the product in general    terms. The scope and boundaries of the TOE shall be described physically and logically.

10.5 TOE Security Environment:  Describe the TOE security environment in which the system  is intended to be used and the manner in which the TOE is expected to be employed.

10.6 Security Objectives:  Define the security objectives and describe how the security objectives are met for the TOE and its environment.

10.7 Security Requirements:  Provide detailed functional and assurance and requirements for the TOE and its environment.

10.8 TOE Summary Specification:  Describe the security architecture and environment of the TOE.  Show detailed traceability of the security requirements to the components of the TOE.  All security functional requirements, security assurance requirements, and applicable dependencies shall be accounted for and shown to be fulfilled by the TOE’s security functions, security mechanism and/or techniques.

10.9 ISS Security Requirements Rationale:  Provide an overview and describe the extent to which the ST fulfills the requirements of the SOW and specification.  

Demonstrate that the set of security requirements described in Section 10.6 of this DID is suitable to meet, and traceable to, the security objectives.  Demonstrate the following:

a. The combination of the individual functional and assurance requirements for the security architecture of the TOE and its environment together meet the stated security objective;

b. The set of security requirements together forms a mutually supportive and internally consistent whole.

Demonstrate that the set of security architecture components selected for the TOE is suitable to meet, and traceable to, the security requirements.  The combinations of the security architecture components and its environments together shall be demonstrated to meet the stated security requirements.

10.10 Security Objectives Rationale:  Demonstrate that the security objectives are traceable to all of the aspects identified in the TOE security environment and are suitable to cover them.  

10.11 Security Requirements Rationale.  Explain any differences between the ST security objectives and ST requirements and those of any additional requirements to which conformance to the SRD and SOW is claimed.  This section may be omitted if no claims of conformance are made or if the ST security objectives and 
requirements are identical to those of the SRD and SOW.

10.12 Security Assumptions and Constraints.  Explain any applicable assumptions or constraints related to security.
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