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1.0
Scope
This Statement of Work (SOW) defines the efforts required for the design, development, fabrication, testing, and installation of the Remote Maintenance Monitoring and Control Systems (RMMCS) to be installed at the Longview (GGG) ASR-8 and Beaumont (BPT) ASR-7 radar sites.  The RMMCS shall comply with the specifications and instructions given in this document.

1.1
Specification

The RMMCS shall consist of components with high reliability equal or greater than 10,000 hours and be composed of commercial-off-the-shelf (COTS), commercially available software (CAS), and non-developmental Item (NDI) hardware and software components to the maximum extent practicable.  The system shall be capable of constant monitoring of all key performance/certification parameters of the applicable Air Traffic Control Beacon Interrogator (ATCBI)/ Airport Surveillance Radar (ASR) equipment at the GGG and BPT facilities.

This shall include, but may not be limited to measuring, monitoring and controlling (as appropriate) the following:

1.1.1 Radar

· Radar status/alarms 

· Transmitter power and voltage standing wave ratio (VSWR) 

· Receiver sensitivity (MDS) 

· Transmit/Receive (TR) switch recovery time 

· Ringtime 

· Line driver output (video/trigger) amplitudes 

· Transmitter spectrum with linear (voltage) and square-law (power) detection 

1.1.2
ASR Indicator Site – Distribution Amplifier Outputs

· Normal video and MTI video 

· Trigger 

· ARP and ACP

1.1.3
ATCBI-4/5

1.1.3.1 ATCBI-4/5 Transmitter

· Frequency 
· Power out:
Directional and omnidirectional 
· VSWR
Directional and omnidirectional 
· Pulse spacing:
Modes 3/A and C 
· Pulse width, rise-time, and pulse position for:
Side lobe suppression (SLS) pulse P2 and improved side lobe suppression pulse (P1) 
1.1.3.2 ATCBI-4/5 Receiver

· Overall bandpass 

· Sensitivity time control gate length and curve

· Noise amplitude 

· Tangential sensitivity 

· Output video of receiver

· Video measured in junction box at indicator site 

· Overall system sensitivity 

· False alarm rate 

· Quantizer sensitivity

(Continued) This shall include, but may not be limited to measuring, monitoring and controlling (as appropriate) the following:

1.1.3.3 ATCBI-4/5 Pulse Mode Generator
· Radar trigger/beacon synchronizer countdown

1.1.4
Site Environmental

· Intrusion Alarm 
· Measure room temperature high/low 
· Fire alarm 
· Indicate if engine generator is running (not on site load) 
· Indicate that site is using the engine generator for power
· Determine if commercial/engine power phase A, B, and C are present
· Monitor engine generator fuel level 
1.1.5
Control Functions

1.1.5.1
The RMMCS shall be able to:

· Change radar channels 

· Reset radar channel (for example: 3X faults) 

· Change beacon channel 

· Reset beacon channel 

· Turn high voltage on/off for radar and beacon 

· Change alarm thresholds 

· Change power on the radar/beacon channel 

· Start/stop engine generator 

· Select commercial/engine generator as source of power 

· Have a single point of control 

· Self-reboot after power interruption 

1.1.6
Monitoring, Interface and Communication

· The system shall interface to the Maintenance Processor Subsystem (MPS), or the NAS Infrastructure Management System (NIMS) Enterprise Manager, via an open system interface in accordance with FAA Order 6000.53 and latest FAA INFOSEC Order/Interface Requirements Document (IRD) 

· The contractor shall be responsible for providing the necessary software and hardware for that interface
· Contractor shall obtain instructions from Contracting Officer Technical Representative (COTR) before implementing interface 

· Ability to connect locally via laptop or desktop computer 

· Multi-point monitoring 

· The radar site RMMCS shall have a built-in color video monitor (with a 0.28 dot pitch or better), standard keyboard and trackball for local maintenance activities 

· Alarms for monitored parameters on radar and beacon

1.1.7
Data Logging

· A data log shall be maintained such that error messages can be recorded automatically and printed for later reference locally/remotely or copied to a computer disk 

1.1.8
Built-In Test Equipment

· COTS test equipment must be able to be removed from the system to allow calibration by an independent source 

1.1.9
Power Source

· The equipment shall operate from a single phase, 120VAC, 60HZ existing source 

· 2.0
Applicable Documents 

The following specifications, handbooks, orders and standards, form a part of this SOW and are applicable to the extent specified herein. The latest version of these documents as of the contract date shall apply. In case of conflict between this SOW and any of the applicable documents cited below, the provisions of this SOW shall apply.

2.1 FAA Documents
FAA Order 1600.1D
Personnel Security Program

FAA Order 1600.2D
Safeguarding Controls and Procedures for Classified National Security 



Information and Sensitive Unclassified Information

FAA Order 1600.6
Facility Security Management Program

FAA Order 1600.54B
FAA Automated Information Systems Security Handbook

FAA Order 1600.66
Telecommunications and Information Systems Security Handbook

FAA Order 6000.15C
General Maintenance Handbook for Airway Facilities

FAA Order 6000.53
Remote Maintenance Monitoring Interfaces

FAA Order 6310.9B
Maintenance of Airport Surveillance Radar (ASR-7 and ASR-8)

FAA Order 6360.12
Air Traffic Control Radar Beacon System (ATCRBS) Except ATCBI-5

FAA Order 6360.14
Maintenance of Air Traffic Control Beacon Interrogator (ATCBI-5) Equipment

TI6310.4B

Airport Surveillance Radar Model ASR-7

TI6310.13A

Airport Surveillance Radar Model ASR-8

TI6360.12

Air Traffic Control Beacon Interrogator (ATCBI-4)

TI6360.70

Air Traffic Control Beacon Interrogator (ATCBI-5)

FAA-STD-020X
Transition Protection, Grounding, Bonding, and Shielding Requirements 



for Electronic Equipment 

FAA-STD-025D
Preparation Of Interface Documents (10/95)

FAA-STD-028B
Contract Training Programs

FAA-HDBK-004
National Airspace System Internet Protocol Suite (1997)

FAA-D-2494B

Technical Instruction Book Manuscript: Requirements for Electronic, Electrical, 



and Mechanical Equipment

2.2
Other Documents 

NAS-IC-51070000-1
FAA Interface Control document for SNMPv1

NAS-IC-85030001
FAA Interface Control document for OPC

NFPA-70

National Electrical Code (NEC) National Fire Protection Association

Public Law 100-235
Computer Security Act of 1987

3.0
System Design
The Contractor shall use COTS hardware and software to meet the contract requirements.  The use of commercial item hardware does not exempt the Contractor from complying with the contract requirements.  The Contractor shall propose and obtain approval from the FAA for the use of any non-commercial items or modified COTS hardware.  The Contractor shall ensure that all hardware, software, documentation and drawings required for the operation and support of the RMMCS be provided as part of the supplies and services provided herein, owned exclusively by the FAA upon completion of the project.

3.1
Console

The Contractor shall modify the existing consoles at the GGG and BPT facilities to accommodate the RMMCS.  The Contractor shall ensure that modifications to existing consoles do not interfere with or affect other equipment not being replaced by the RMMCS.  The Contractor shall provide detailed drawings of the modified consoles in the As Built Engineering Drawings.

3.2
Engineering Drawings
The Contractor shall develop Engineering Drawings for each RMMCS site. The Engineering Drawings shall be used in the RMMCS installation planning effort and to identify the final as-installed configuration at each site.

3.3
Software Development 

Multiple site licenses shall be issued to the FAA for any software used in the RMMCS and said software will be owned exclusively by the FAA upon completion of the project.

3.3.1
Initial Operational Capability (IOC) Software 

The Contractor shall use CAS whenever possible but may develop additional software to supplement the CAS at no additional cost to the government during IOC testing.  This shall include software necessary to resolve outstanding Program Trouble Reports (PTRs) identified during the Operational Capabilities Test (OCT).  The Contractor shall provide the software necessary to implement all interfaces required for initial system deployment.  The Contractor shall integrate this software into the existing system software baseline.  The contractor shall provide a site license to the FAA for any software written specifically for the RMMCS.

3.3.2
Full Operational Capability (FOC) Software 

The software shall be modified to satisfy existing PTRs and other known flaws before entering the FOC phase of development. All applicable Interface Requirements Documents (IRD), FAA Orders, FAA Standards and security requirements shall be adhered to. The Contractor shall permit authorized FAA personnel or designees to inspect all software documentation.  The Contractor shall make available to the FAA for review, the information, practices, procedures, or documentation developed or purchased by the Contractor or its subcontractors in connection with the RMMCS software program, and allow the FAA to witness any test associated with the software development or integration.

3.4
Factory Acceptance Test (FAT) 

The Contractor shall conduct a Factory Acceptance Test (FAT), at the Contractor's facility, on each subsystem using Government approved test procedures.  The FAT shall verify, prior to site delivery, that each subsystem conforms to specifications and requirements set forth in this document, and is free from manufacturing defects.

3.5
Site Acceptance Test (SAT) 

The Contractor shall integrate and configure each system for a SAT. The Contractor shall conduct a SAT, witnessed by the FAA.  The Contractor shall conduct SAT using Government approved test procedures.  The SAT shall confirm that the RMMCS is properly installed and operationally configured, is undamaged and free from manufacturing defects, and remains in compliance with contractual requirements.

The Contractor's SAT shall include the normal specialist data entry scenarios, including erroneous data input.

4.0
Technical Manuals 

The Contractor shall develop and deliver an RMMCS Technical Manual to support the RMMCS and a Maintenance Manual to support first level maintenance performed by FAA maintenance technicians at the system sites.  Four (4) hard copies and four (4) soft copies of each manual will be needed and shall be distributed to the RMMCS site, the System Management Office (SMO), the regional office (in care of ASW-471, Systems Engineering), and to the National Airspace System (NAS) Infrastructure Management System (NIMS) office, AOP-30, respectively, at the completion of the project.  The soft version of the documents must be in a Microsoft Word compatible format.

The technical manuals shall use COTS/CAS products to the maximum extent possible. Supplemental data to augment the COTS/CAS data shall be developed as required and provided to make the technical manuals fully acceptable for use in the RMMCS environment. The supplemental data development shall use FAA-D-2494/B, Appendix I, Commercial Instruction Books (CIBs), as a guide. The Maintenance Manual shall include a section that describes RMMCS to equipment interfaces and all software protocols (See para. 5.0). The FAA will provide the Contractor with RMMCS certification procedures as identified in FAA Order 6000.15C, which shall be included in the Maintenance Manual.

4.1
Technical Manual Revisions 

The Contractor shall develop, validate and distribute any required revisions to the Operations Manual and Maintenance Manual at no additional cost to the government for a period of five (5) years after installation of the RMMCS.

5.0
Delivery, Installation, and Check-Out 

The Contractor shall perform all activities necessary to package, ship, deliver, install and checkout the RMMCS.  In addition, the Contractor shall ensure that the installation activities are coordinated, prior to installation, with the sites to minimize the impact on day-to-day operation of the sites and its related systems.  Work hours will vary, depending on scheduled downtime (nights/weekends).  The vendor shall supply, upon delivery of the equipment, an Interface Control Document (ICD) and all documents required for the interface between the RMMCS and the NAS.  This shall be in accordance with all directives, ICDs, FAA Standards, and instructions issued with respect to NIMS.

6.0
Security 
The Contractor shall implement and follow security requirements outlined in FAA-Order 1600.54B and FAA-HDBK-004.

6.1
Data Security 

The Contractor shall provide security requirements in the RMMCS Specification.  At a minimum, the RMMCS shall prevent unauthorized and disruptive access to the system by:

· Authorized user access verification 

· User password control 

· Restriction of access to system/operating system (OS) files/data 

· Denying access to direct OS functions/commands 

· Logging of unauthorized system access attempts 

· Denying any access to RMMCS after a default number of unsuccessful log-on attempts 

· Limiting access to specific functions based on job category 

6.2
Physical Security 

The Contractor shall coordinate visits to the FAA facilities through the COTR.

7.0 Training
7.1
Airway Facilities First Level Maintenance Training 

The Contractor shall deliver and conduct an Airway Facilities First-Level Maintenance Training Course for FAA personnel.

7.2
Airway Facilities Maintenance Training Requirements 

The Contractor shall provide first-level maintenance training to experienced AF technicians and specialists from the Operational Control Center (OCC) and Maintenance Control Center (MCC) associated with each site.  Upon completion of training, personnel shall be able to:

· Locate and identify RMMCS assemblies and subassemblies to the Line Replaceable Unit (LRU) 

· Perform system power up, power down, start up, start over and recovery 

· Perform periodic operational and performance checks 

· Interpret results of functional diagnostics tests 

· Use technical documentation to fault isolate to the failed LRU 

· Remove and replace faulty LRUs 

· Conduct a system test to verify that the maintenance action returns the system to a fully operational state and perform system/service certification 

7.3
Airway Facilities Maintenance Training Development 

The Contractor shall develop and deliver training material for personnel responsible for the RMMCS first-level maintenance.  Training shall be developed using accepted Instructional Systems Development methodologies.  Best commercial practices shall be employed and shall meet the requirements identified in FAA-STD-028B Appendix 2, paragraph 2-5, Best Commercial Practice.  Commercially available training materials shall be employed to the extent possible.

7.4
Course Design Guide 

The Contractor shall develop and deliver a Course Design Guide.  The Course Design Guide shall document the sequence of instructional topics, training outcomes, and learning objectives using FAA-STD-028B as a guide.

7.5
Lesson Plans 

The Contractor shall develop and deliver a Lesson Plan (Instructor Guide) for first-level maintenance training.

7.6
Student Materials 

The Contractor shall develop student materials and deliver a Student Materials (Student Guide) for first-level maintenance training.

7.7
Instructional Media Material 

The Contractor shall develop and deliver Instructional Media Material to augment instructional topics.  The media materials shall be developed using FAA-STD-028B as a guide.

7.8
Student Achievement Test 

The Contractor shall develop and deliver a Student Achievement Test to measure student achievement, using FAA-STD-028B as a guide.  The Contractor shall devise a minimum of 20 examination questions that shall address each learning objective.

7.9
Theory of Operations Examination 

The Contractor shall develop and deliver a Theory of Operations Examination.

7.10
Training Conduct 

The Contractor shall conduct first-level maintenance training for AF technicians at the RMMCS sites after the system is installed.  The Contractor shall plan for up to ten (10) students per class.  There shall be up to two classes of the first-level maintenance course conducted at each RMMCS site.

The Contractor shall furnish instructor and student training materials and media materials for the first-level maintenance course.  The quantity shall be sufficient to provide each student a copy of all handouts and media materials.

The Contractor shall develop and deliver a class roster for each class.  The class roster shall state the class number, student's name, social security number, and final grade.

The Contractor shall deliver a certificate of training for each student who successfully completes the first-level hardware maintenance course. The certificate shall be in Contractor's format and shall include the course number, course title, class number, and start date.

7.11
Training Updates for System Refreshes and Upgrades 

The Contractor shall provide updates to the training documentation if modifications to the RMMCS impact the validity of the training.

8.0
Support

8.1
Operational Support 

The Contractor shall provide operational support for the RMMCS at the System Support Center (SSC).  Additionally, the Contractor shall provide operational support for RMMCS remote workstations that are temporarily deployed

8.2
First-Level (Site) Maintenance Support 

The Contractor shall provide support to the AF technicians by telephone or email if the AF technicians require assistance.

AF Technicians will perform first-level maintenance.  The FAA's responsibility for first level (site) maintenance will begin after the Contractor conducts first-level maintenance training at each site.  The Technicians will be responsible to perform diagnostics in coordination with the Contractor's Help-Desk personnel as required; remove and replace the defective LRU; test and certify the system; then package and ship the defective LRU to the Contractor's designated depot.

8.3
Second-Level Engineering Support 

The Contractor shall perform all hardware and software maintenance beyond first-level maintenance. The Contractor shall have the capability to dispatch second-level engineering support personnel to RMMCS field sites when Help-Desk assistance or the Technicians cannot correct problems. Field support may also be required in those unique situations where there is damage to a RMMCS site caused by unusual events or natural disasters (i.e. floods, hurricanes, tornadoes, or fires).

The Contractor shall advise and coordinate with FAA personnel on all RMMCS configuration changes.

8.4
Supply Support 

The Contractor shall be responsible for providing and replenishing spares, expendable items and consumable items to all RMMCS sites. The spares, expendable items and consumable items shall be properly packaged and marked for use by AF technicians in accordance with good commercial practice. When a spare is required for a RMMCS maintenance action, the AF technician will use the spare that is available at the site. In those cases where a spare is not available, the Contractor shall be notified, and the Contractor shall be responsible to ship the required LRU.

For critical spares, those spares that are required to ensure that a failure will not result in the system losing redundancy, the spare shall arrive at the RMMCS site within 24 hours of the material request. For non-critical spares, the spares shall arrive at the RMMCS site within five (5) days of the material request.

AF technicians shall receive, store and inventory the Contractor's RMMCS site spares and expendable and consumable items. When a maintenance action is completed, the AF technician will package and ship the defective LRU to the Contractor's designated depot.

When shipping an LRU to replace an LRU that has been used from the site spares inventory, the Contractor shall include a paid return shipping invoice and address label for the depot facility destination.

8.5
Depot Maintenance 

The Contractor shall be responsible to manage the depot maintenance effort. This shall include management of all the warranties.  The FAA will perform the tasks necessary to ensure that the Contractor's warranties remain valid.

9.0
Acronyms 

Acronym
Definition

ACP
Azimuth Change Pulse

ARP
Azimuth Reference Pulse

ASR
Airport Surveillance Radar

ATCBI
Air Traffic Control Beacon Interrogator

ATCRB
Air Traffic Control Radar Beacon

AF
Airway Facilities

BPT
Beaumont Airport

CAS
Commercially Available Software

CIB
Commercial Instruction Book

COTR
Contracting Officer Technical Representative

COTS
Commercial Off-the-Shelf

FAA
Federal Aviation Administration

FAAAC
Federal Aviation Administration Aeronautical Center

FAATC
Federal Aviation Administration Technical Center

FAT
Factory Acceptance Test

FOC
Full Operating Capability

GGG
Longview Airport

IC
Interface Control

ICD
Interface Control Document

INFOSEC
Information Security

IOC
Initial Operational Capability

IRD
Interface Requirement Document

LRU
Line Replaceable Unit

MCC
Maintenance Control Center

MDS
Minimum Discernable Signal

MIL
Military

MPS
Maintenance Processing System

NAS
National Airspace System

NDI
Non-developmental Item

NEC
National Electrical Code

NIMS
NAS Infrastructure Management System

OCC
Operational Control Center

OCT
Operational Capabilities Test

OPC
OLE for Process Control

OS
Operating System

PTR
Program Trouble Report

RMC
Remote Monitoring & Control

RMMCS
Remote Maintenance Monitoring and Control System

SAT
Site Acceptance Test

SAT&E
Site Acceptance Test & Evaluation

SLS
Side Lobe Suppression

SMO
System Management Office

SNMP
Simple Network Management Protocol

SOW
Statement of Work

SSC
System Support Center

TR
Transmit/Receive

VSWR
Voltage Standing Wave Ratio
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