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1.0 INTRODUCTION

This is the System Requirements Document (SRD) for the Next Generation Air/Ground
Communications (NEXCOM) System.

1.1 Background

The Mission Need Statement (MNS 137) and the subsequent NEXCOM Investment Analysis
Report describe shortfalls in the spectrum capacity of the current Air/Ground (A/G)
communications system. Demand for new A/G communication voice frequency assignments,
especially for already congested Terminal and surrounding airspace, and for frequencies to
support a variety of new A/G communications services in the limited very high frequency (VHF)
band is expected to grow four percent annually. This level of growth cannot be accommodated
by the current analog system. Other needs called out in the MNS include a reduction in logistical
costs for maintaining radios, introduction of new data link capability, a reduction in radio
frequency interference (RFI), and improved security against threats such as “phantom
controllers.”

In response to these needs, the NEXCOM Investment Analysis identified a segmented program
for upgrade and replacement of the present air traffic control (ATC) A/G communications string.
The NEXCOM Requirements Document (RD) also identified a number of operational and
technical constraints, which must be accommodated while satisfying these requirements.
Specifically, a fundamental requirement of NEXCOM Segment 1 is to provide additional voice
channels with no disruption of the present voice service. Furthermore, NEXCOM is to achieve
this increased capacity with minimum disruption of the present VHF A/G communications
physical system configuration. Finally, NEXCOM seeks a seamless evolution from the present
analog double sideband-amplitude modulation (DSB-AM) A/G system to the new digital
communications functional capability.

The Joint Resources Council (JRC) approved Segment 1 of the NEXCOM System in May 1998.
NEXCOM Segment 1 would have introduced VHF Digital Link (VDL) Mode 3 digital voice
capability to the En Route environment.

In 1999, the NEXCOM acquisition strategy was revised in order to mitigate perceived risks
associated with the 1998 JRC approved strategy. The revised strategy delays the introduction of
digital voice as first planned to meet ATC requirements, but incorporates risk mitigation and
budget affordability. The new strategy focuses on requiring that NEXCOM is fully integrated
with the National Airspace System (NAS), that the ground and airborne systems are developed
and deployed in a coordinated manner, and that the NEXCOM System initial and follow-on
support services progress in an incremental manner. This revised acquisition strategy was
approved by the JRC in May 2000.

The revised strategy includes three segments:
a) Segment One includes:
1) Procurement of multi-mode digital radios in FYO01, which is consistent with the 1998
NEXCOM JRC approved Acquisition Strategy Paper (ASP)



FAA-E-2958
January 10, 2002, V0.0

2) Building user consensus, buy-in and commitment through working with industry and
with both standards and rulemaking bodies to encourage timely development and
equipage of VDL Mode 3 avionics.

3) Developing and evaluating the NEXCOM integrated voice and data system to mitigate
risk associated with the separate voice and data implementation plan of the original
strategy 4.

4) Continuing to reduce spectrum congestion, where possible, via workarounds

5) Producing and deploying digital voice for high and super high En Route sectors

b) Segment Two adds data capability to the high and super high en route sectors.
c) Segment Three extends NEXCOM digital voice and data to other operational environments.

1.2 Purpose

This SRD serves as the focal point for all system requirements affecting the development of the
hardware and software necessary to implement the VDL Mode 3 system for integrated voice and
data. The NEXCOM System also introduces new requirements on external equipment with
which it interfaces. It represents the FAA requirements and system integration are presented
through detailed functional and performance allocations to relevant NEXCOM Subsystems. The
SRD provides requirements traceability from the RD and other relevant NAS implementation
policies, orders, and standards to each detailed subsystem specification.

1.3 Scope

This document describes the NEXCOM System requirements. It establishes:

a) System architecture and the system boundaries and interfaces within those bounds.
b) System technical characteristics including functional and performance requirements.
c) Operating environments.

This document encompasses all NEXCOM segments and includes data requirements. The
Ground Network Interface (GNI) will eventually perform subnetwork management for Air
Traffic Services (ATS) in the Aeronautical Telecommunications Network (ATN) environment.

This SRD recognizes the avionics element as integral to system operation. However, avionics
requirements are discussed only as they affect the ground system design. The scope of the
document is focused on the NEXCOM ground system.

Figure 1-1 illustrates the NEXCOM document development process. The figure identifies the
NEXCOM RD as the source of the top-level program requirements. In addition to the
operational requirements, the RD identifies and references other high level documents and/or
activities that must be considered when deriving the major technical constraints placed on the
system design.
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Figure 1-1
NEXCOM Document Development Process

This SRD responds to the RD and defines the functionality and performance requirements of the
NEXCOM System and its boundaries, as a result of technical consideration of the major
categories noted in the Design Decision Rationale of Figure 1-1. The SRD is the parent
document for each subordinate NEXCOM Subsystem Specifications (SSS) for the Multimode
Digital Radio (MDR), the Radio Interface Unit (RIU), the Ground Network Interface (GNI), and
the Air/Ground Router. It influences Interface Control Documents (ICDs) between NEXCOM
Subsystems and ICDs for interfacing NEXCOM Subsystems with other linked systems.

Besides the requirements of the RD, the major areas of architectural influence identified in

Figure 1-1 are discussed briefly below.

a) System Transition — The NEXCOM System must operate within the allocated A/G VHF
communications spectrum and co-exist with the present analog DSB-AM system. Simulcast
of analog and digital communications on separate frequencies within a sector is not
envisioned as a nationwide system option; hence, proposed system transition plans require
that all users operating in a sector be equipped appropriately. Furthermore, the first
implemented segment must leverage the existing telecommunications infrastructure, as
applicable, to meet its digital voice requirements. An efficient transition will first allow the
benefits of spectrally efficient A/G communications that provide additional new voice
channels and then will include data with new voice and data communication and control
features. Both a smooth transition plan from the current VHF spectrum usage and an



b)

d)

2
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integrated plan for supporting digital telecommunications and attendant interfaces will be
required. Such plans require that NEXCOM MDRs be capable of being installed and
operated in analog mode until such time as a full cutover of the sector to VDL Mode 3
operation can be made. At cutover, to operate in a digital sector, Mobile Users must be
equipped with VDL Mode 3 avionics.

Legacy System — The NEXCOM System must interface with existing equipment and operate
within existing Remote Communications Facilities (RCF). Also, the equipment must use and
be compatible with the current support infrastructure such as power grids, heating, ventilation
and air conditioning (HVAC). Additionally, the NEXCOM equipment must satisfy the
unique requirements of existing equipment that it replaces. This includes services performed
by the Radio Control Equipment (RCE), which will eventually be removed and replaced by
NEXCOM equipment.

International Civil Aviation Organization (ICAO) compatibility — The NEXCOM System
must provide interoperable communications on an international basis. Operational modes
within the NEXCOM System must be compliant with relevant ICAO Standards and
Recommended Practices (SARPs), be consistent with the appropriate RTCA Minimum
Aviation System Performance Standards (MASPS), and be compatible with the
corresponding RTCA Minimum Operational Performance Standards (MOPS).

Acquisition Strategy — The NEXCOM acquisition is a Non-Developmental Item (NDI)
procurement for the MDR and a developmental contract for other components of the
NEXCOM System. As part of the NAS sustainment activity, the NEXCOM System must
provide new radio capability, in addition to legacy capability, through form and functionally
compatible equipment for replacement of the currently fielded radios. The NEXCOM
System will be procured in segment steps, which deliver separate benefits in a building block
strategy.

Future System Growth — The NEXCOM System must be capable of evolving to meet
anticipated voice and data demand and provide for integrated digital voice and data link
functionality. To do this, existing telecommunications may be upgraded to support these new
services.

Regulatory Requirements — The NEXCOM System must meet all regulatory requirements
that are determined to be appropriate. This determination will be made based on knowledge
of regulatory requirements and the evaluation of the SRD as it applies to those requirements.
It is anticipated that the NEXCOM Subsystems will be level C equipment under the safety
assessment definitions provided by RTCA DO-178B guidance. The application of this
guidance is still under review.

NEXCOM Security — The NEXCOM system must meet Security Requirements outlined in
FAA Order 1370.82. The System must meet certification and authorization requirements in
accordance with FAA Guidelines and must introduce no vulnerabilities to the NAS or other
systems with which it interfaces.

1.4 Document Organization

Section 1 states the purpose and scope of this specification, its relationship to other program

source requirements documents, and the driving influences that must be considered in
satisfying those requirements. It also defines terminology that provides the basis for
consistent references in developing system level requirements.
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Section 2 defines the applicable reference documents cited in this specification.

Section 3 specifies the NEXCOM System functional, performance, and other top-level
requirements. This section is formatted so that functional requirements are identified prior to
the corresponding performance requirements. Therefore, these requirements are in related
subsections (functional requirements identified in Section 3.2 correspond to performance
requirements in 3.3 and have similar numbering).

Section 4 defines the verification process for the NEXCOM program.
Section 5 provides applicable notes for this SRD.

Appendix A provides general NAS A/G site configuration information about the current A/G
communication systems.

Appendix B identifies NEXCOM System architecture for the functional allocation presented in
Section 3.

Appendix C identifies NEXCOM Security objectives.

Appendix D provides traceability matrices that map RD and other source requirements to SRD
requirements.

Appendix E provides the Reliability, Maintainability, and Availability (RMA) allocation of the
proposed system architecture identified in Section 3.

Appendix F provides a detailed budget for end-to-end audio delay allocations for the NEXCOM
System.

1.5 Definitions

A/G Communications System - All equipment and functionality in the ground path from the
controller to the antenna, including redundancy, that provide radio communication services.

Air/Ground Router - A NEXCOM System router that is based on ICAO defined routing
protocols for the ATN. It is the access point for the NEXCOM System to the NAS ATN
network. This Air/Ground Router supports a dynamic routing process that allows the route
information possessed by each router to be updated as a result of the movement of the Mobile
User.

Authentication — Identification and authorization within the NAS are the processes by which
automated mechanisms in the NAS verify the identity claimed between users and devices.
Identification and authorization in the NAS also verifies the claimed identity of a user or
device which is attempting to access the system. Authentication is performed only in the
context of an existing session.
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Authorization Management - the initialization, assignment, and modification of access rights
(e.g., read, write, execute) to MMC functions with respect to group membership (privilege
level) and such constraint as port-of-entry.

Beacon - Beacon is a function of the VDL Mode 3 ground radio uplink Management (M) burst
that conveys critical system configuration information and the system timing reference to the
Mobile User radios for net initialization and continued net operation.

DLS Frame - VDL Mode 3 datalink service entity protocol unit.
Downlink - Communication from a Mobile User to a ground station.

En route Communications (ECOM) Service - Radio communications between Air Route Traffic
Control Centers (ARTCC) and in-flight Mobile Users.

Ground Network Interface (GNI) - ATC control site functions that interface with the voice
switch, the Air/Ground Router functions, and the RIU functions to support exchange of voice
and data between air traffic controllers and Mobile Users.

Harmful Interference - Interference which endangers the functioning of a radio navigation
service or of other safety services or which seriously degrades, obstructs, or repeatedly
interrupts a radio communication service operating in accordance with the Regulations.

Malicious Code and Data — Software or firmware that is intentionally included in a system for an
unauthorized purpose; e.g., a Trojan horse.

Mobile User — Any radio frequency user of the NEXCOM System, other than the air traffic
controller (e.g., aircraft, handheld radios, and vehicle radios). RTCA DO-224A refers to
aircraft, but applies to Mobile Users as well.

Momentary Interruption - Power loss/degradation that does not affect the operation of the
system.

Multimode Digital Radio (MDR) - A NEXCOM ground site A/G VHF radio, either a separate
VHF transmitter unit or a separate VHF receiver unit, configured to operate in one of three
selectable modes, 25 kHz DSB-AM (existing analog voice only), 8.33 kHz DSB-AM (analog
voice only), and VDL Mode 3 (digital voice and data on the same frequency in separate time
slots).

NEXCOM System - All control site and remote site equipment in the voice/data ground path
from the output of the voice switch (or in the future possibly from the output of the controller
console automation system) and from the output of the NAS ATN Ground Router to the
antenna port of the radio (exclusive of telecommunication or other interfacility transmission
media).
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NEXCOM Subsystem - An element in the NEXCOM System that provides new functional
capability for the NAS.

PCM Voice Message - The message communicated between the RIU function and MDR to pass
a portion of uncompressed, digitized audio information encoded using Pulse Code
Modulation (PCM).

Power Failure - Power loss/degradation that does effect the operation of the system and causes
the system/subsystem to lose any volatile state information.

Radio Control Equipment (RCE) - Existing analog radio control equipment which will be
replaced by functionality in GNIs at control sites and in RIUs at A/G radio sites.

Radio Interface Unit (RIU) - A ground radio site function that interfaces with and controls
operation of specific MDR units and specific legacy UHF DSB-AM A/G radios, contains
vocoders to convert voice signals between analog and digital, interfaces with a time function
to provide NEXCOM System timing to MDRs, and interfaces with a GNI at the control site
usually through a telecommunications link.

String (also referred to as thread) - A circuit (closed path), providing communication for a User
Group through the NEXCOM System.

Strong Authentication — Authentication with two or more factors used in authentication process.
Three possible choices are something you know (e.g., password), something you have (e.g.,
token), or something you are (e.g., fingerprint).

Sustainment - A NEXCOM 25 kHz DSB-AM mode that retains the existing A/G
Communication System architecture, while incorporating NEXCOM VHF MDR transmitters
and receivers in control and remote A/G VHF radio sites without modifying existing racks,
power, or other supporting infrastructure.

Talk Group - A group of ground and/or Mobile Users, which share direct voice connectivity.
Talk Group is a subset of User Group. In this SRD UHF stations and the associated VHF
stations are treated as separate Talk Groups with the ground station common to both the UHF
and VHF Talk Groups. For Dual Control operations the UHF and the associated VHF Talk
Groups are commonly called paired Talk Groups.

Thread (also referred to as string) - A circuit (closed path), providing communication for a User
Group through the NEXCOM System.

Uplink - Communication from a ground station to a Mobile User.
User Group - A group of ground and/or Mobile Users, which share direct voice and/or data

connectivity. In this SRD the UHF stations and the associated VHF stations are treated as
separate User Groups. In this SRD there is no UHF data connectivity defined.
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Voice Burst Message - The message communicated between the GNI and RIU, or RIU and MDR

to pass the compressed, digitized audio information associated with one to six vocoder
frame(s).

1.6 Programmatic Assumptions

The NEXCOM architecture is based on the following assumptions:

a)
b)

©)
d)

e)

f)
g)

h)

The RCE and BUEC improvement programs will be completed prior to the fielding of the
NEXCOM System.

The FAA ground infrastructure is required to support only 25 kHz DSB-AM and VDL Mode
3 operation throughout the transition from DSB-AM to VDL Mode 3. However, for risk
mitigation purposes, 8.33 kHz DSB-AM is included as an MDR radio function.

VHF radio sustainment is part of NEXCOM. NEXCOM will use the MDR 25 kHz DSB-AM
capability for current infrastructure sustainment.

Ultra High Frequency (UHF) A/G communications will remain analog and will continue to
require support from NEXCOM. UHF radio replenishment is not part of the NEXCOM
program.

NEXCOM will continue to support 121.5 MHz emergency communication using DSB-AM
modulation.

No new radio sites are required for the NEXCOM program.

VDL Mode 2 is not part of the NEXCOM System. It is part of the Aeronautical Data Link
(ADL) System and is interfaced through the NAS Routers to the service provider.

The NEXCOM System will be classified as a critical service as defined in NAS SR-1000,
Section 3.8.1, for voice and data and as stated in the NEXCOM RD Section 3.2.1.1.
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The following documents form a part of this SRD to the extent specified herein. Secondary
references, or those documents referenced by documents contained in this section, also form a
part of this SRD to the extent specified by applicable sections of the documents referenced
directly in this section.

2.1 Government Documents

2.1.1 FAA Specifications

FAA-E-2958
January 10, 2002, V0.0

Doc No. Document Title Version / Date' Sections’
FAA-C-1217F | Electrical Work, Interior February 26, 1996
FAA-E-2885 Down Scoped Radio Control Equipment December 15, 1993
(DSRCE)
FAA-E-2911 System Level Specification, NAS Infrastructure
Management System (NIMS) Managed
Subsystems
FAA-G-2100G | Electrical Equipment, General Requirements, October 22, 2001
FAA-P-2883 Purchase Description, VHF/UHF Air/Ground April 14, 1994
Communications Receivers
FAA-P-2884 Purchase Description, VHF/UHF Air/Ground April 14, 1994
Communications Transmitters
NAS-SR-1000 | NAS System Requirements Specification November 27, 1991
NAS-SS-1000 | NAS System Specification, Volume I September, 1990 3.2.x
2.1.2 FAA Orders
Doc No. Document Title Version / Date Sections
FAA Order Information Systems Security Program June 9, 2000
1370.82°
FAA Order Occupational Safety and Health Program April 29, 1999
3900.19B
FAA Order National Airspace System Maintenance Policy | January 25, 2001
6000.30C*
FAA Order Communications Diversity November 14, 1995
6000.36A
FAA Order Analysis of Facility/Service Performance May 27, 1997 par 702
6040.15C Chg 3
FAA Order En Route Communications Installation July 9, 1999 Rev A
6630.4A Standards Handbook and May 16, 1983

! Dates and versions are the latest that could be found.

? Sections referenced are used at a minimum. Others may apply.
3 Supercedes FAA Order 1600.66 and 1600.54B.

* Supercedes FAA Order 6000.30B Policy for Maintenance of the NAS through the Year 2000.



FAA-E-2958
January 10, 2002, V0.0

Doc No. Document Title Version / Date Sections
FAA Order Electrical Power Policy Implementation NAS October 1, 1998
6950.2D Facilities
FAA Order Maintenance of Two-Point Private Lines December 30, 1996
6000.47
FAA Order Maintenance of Digital transmission Standards | June 29, 1999
6000.22A including CHG 4
2.1.3 Other FAA Documents
Doc No. Document Title Version / Date Sections
NEXCOM RD | Requirements Document for Next Generation May 4, 1998
Air/Ground Communications System
(NEXCOM), Segment 1
CPDLC RD Requirements Document for the Controller-Pilot
Data Link Communications
MNS 137 Next Generation A/G Communications System | March 6, 1995
DOT 