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1 SCOPE

1.1 Next Generation Messaging System 

This specification establishes the performance, design, development, test, and quality assurance requirements for the Federal Aviation Administration’s (FAA) Next Generation Messaging System (NexGen).  NexGen shall use Commercial Off the Shelf (COTS) and Non-Developmental Item (NDI) components to enhance the system’s effectiveness, improve performance, and provide growth potential for future enhancements.  This specification covers the three-phased approach to replace the systems and equipment of the current messaging system defined in Section 1.3 herein.  The NexGen shall have the following capabilities/features:

a. Phase I - Current features and functionality that exist in the current system and new features critical in conducting the FAA's day-to-day business

b.
Phase II: New Software 

Features that are in limited use and are not supported in the current system 

c.
Phase III: New Hardware and Software 

Technologies and features that are still emerging in the marketplace and not yet supported by open standards 

The NexGen contractor shall be responsible for providing a total systems architecture that, when integrated and installed, fulfills the functional and performance requirements specified herein.  The NexGen system(s) provided by the contractor shall meet the performance criteria specified herein while operating within the FAA's telecommunications infrastructure (as upgraded per the contractor's suggested upgrades specified in the contractor's proposal).  Reference contract attachment J-4 for a description of the FAA's current telecommunications infrastructure design.

1.2 Implementation Strategy

Phase I will be implemented in two stages.  The government will commit to the fixed price portions of Stage I at contract award.  The government may order Stage II implementation at its discretion.

1.2.1 Stage I

The Headquarters complex physically located at 800 Independence Avenue, the Mike Monroney Aeronautical Center which is located at 6500 S MacArthur Blvd in Oklahoma City Oklahoma, and the Central Regional Office located at 901 Locust Ave in Kansas City, MO will be implemented in parallel as key test sites at the beginning of Phase I. Key sites will be tested in a fully operational mode within all three sites. This testing will be inter-site as well as intra-site. The NexGen Messaging System will be evaluated for system compliance and performance. Any noted discrepancies will be corrected before any further installations are completed.

After a successful installation of the NexGen system at the key sites and immediately prior to migration at the key sites, installation of hardware and software at the remaining ROs will commence. After successful migration and testing at the key sites, migration will begin at the remaining ROs.

Existing post offices will be migrated according to the current architecture. All post offices attached to a hub will be migrated just prior to the elimination of a hub. Scheduling will follow the current architecture from bottom to top within a given deployment area. Assuming a two stage deployment, a Stage I deployment area is defined as the physical address of the RO, HQ, or center as defined in this guidance. See RFP attachment J-6, for listing of all Phase I Stage I Post Offices and users . A Stage II deployment area is all physical addresses within a region not covered in stage one. See RFP attachment J-7 for listing of all Phase I Stage II post offices and users. 

This methodology will be followed as to not fragment the existing system.

During Stage I, new equipment installation, mail migration, and training will take place as close as possible to other activities within the region to maximize resources for these aspects. This is especially true as consolidation takes place. Training will depend on the selected solution and the final Training Plan.

1.2.2 Stage II

Stage II will be defined as the implementation of NexGen functionality at all remaining deployment areas.  This may include deployment of hardware and software per the contractor’s proposal.  This shall include migration of those remaining post offices not migrated during Stage I.  Contract attachment  J-7 lists all post offices and physical addresses not located at the Stage I sites. This list is sorted at the top level into 10 groups, HQ and the nine regions.

Existing post offices will be migrated according to the current architecture. All post offices attached to a hub will be migrated just prior to the elimination of a hub. Scheduling will follow the current architecture from bottom to top within a given deployment area. This methodology will be followed as to not fragment the existing system.

1.2.3 Initial Deployment locations

The contractor shall install and migrate the three key sites first.  The three key sites include FAA Headquarters, 800 Independence Avenue, the Mike Monroney Aeronautical Center which is located at 6500 S MacArthur Blvd in Oklahoma City Oklahoma, and the Central Regional Office located at 901 Locust Ave in Kansas City, MO.  Although it is best to install the remaining Stage I locations concurrently. Should this not be possible, the following table represents the order in which they shall be installed.

Table 1 - Stage I Locations.

#
Site
Address 1
Address 2
City
St
Zip

1 (KEY)
FAA Headquarters Building 
FOB10A
800 Independence Ave, SW
Washington
DC
20591

2 (KEY)
Mike Monroney Aeronautical Center
Multi Purpose Building
6500 S MacArthur Blvd
Oklahoma City
OK
73169

3

(Key)
Central Region
901 Locust

Kansas City
MO
64106-2641

4 
William J Hughes Technical Center
Atlantic City International Airport

Atlantic City
NJ
08405

5
Western-Pacific Region
15000 Aviation Boulevard

Lawndale
CA
92061

6
Great Lakes Region
O’Hare Lakes Office Center
2300 East Devon Avenue 
Des Plaines 
IL
60018

7
Southern Region
1701 Columbia Avenue

College Park
GA
30337

8
Eastern Region
159-30 Rockaway Blvd

Jamaica
NY
11434-4809

9
Northwest Mountain Region
1601 Lind Ave, SW

Renton
WA
98055-4056

10
New England Region
12 New England Executive Park

Burlington
MA
01803

11
Alaska Region
222 West 7th Avenue

Anchorage
AK 
99513-7587

12
Southwest Region
2601 Meacham Blvd

Fort Worth
TX
76137-4298

1.3 Government Furnished Property

Government Furnished Equipment (GFE) and Government Furnished Information (GFI) shall be provided as follows:

1.3.1 Government Furnished Equipment (GFE)

There will be GFE provided for the NexGen Helpdesk.  In addition, the NexGen shall interoperate with the current FAA telecommunication infrastructure.

1.3.2 Government Furnished Information (GFI) 

All required information is provided as attachments to this contract.  Refer to section J for a listing of the documents and the actual attachments.  
1.3.3 Facilities and Equipment Space

Internal facility space available for installation of NexGen resources and other government equipment at government designated facilities will be a minimum of 10ft x 16ft unless determined otherwise by the government.

1.3.4 Support Space

The amount of internal floor space available at the facilities that will be available for on-site maintenance activities, equipment storage, and related purposes shall be determined by the government.

1.4 Current Messaging System Configuration

This section describes the current cc:Mail features in use by the FAA today.

1.4.1 Introduction

The electronic mail system in use at the FAA today is Lotus cc:Mail.  The FAA’s implementation of cc:Mail is an electronic mail system consisting of 855 Post Offices, each one containing its own local user mailboxes and addressing directory.  cc:Mail messages flow in a “store and forward” fashion, whereby a message is delivered from one cc:Mail post office to another post office, and so on until the message is deposited in the user’s mailbox at the destination post office.  If for some reason a connection to a post office cannot be made, it is “stored” until the connection can be made, at which point it is “forwarded”.  

cc:Mail provides a process for automatically updating each post office’s directories throughout the cc:Mail network.  This process is called Automatic Directory Exchange (ADE). However, over time, not all directory changes get properly posted, due to failed communication links, file server crashes, already out of date directories, or any other number of reasons.  For this reason, the FAA has embarked upon a directory synchronization effort to ensure directories are well synchronized with each other. 

1.4.2 FAA’s cc:Mail Implementation

The diagram below conceptually explains how cc:Mail has been implemented in the FAA.   This diagram is not a complete representation of all post offices in the system, but a subset of post offices used for illustration purposes only.  Generic labels, rather than specific post office names have been used to better depict the FAA’s cc:Mail environment.
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Figure 1. FAA Conceptual design of cc:mail 

As can be seen in the above diagram, cc:Mail has been implemented in a traditional hierarchical fashion on a regional basis.  Each region has a hierarchical tree of post offices, with each region serving essential as a “peer” post office to each other region.  This diagram represents three regions for illustration purpose only, whereas there are actually twelve regional hubs in the FAA’s cc:Mail system.  

Each post office in the tree hierarchy belongs to a “tier” (see diagram above).  All regional, or division, hubs are located at tier one.  Each type of post office can be located at any tier, except tier 1. 

NOTE:  This diagram and description describes the configuration from a “mail-flow” perspective, not a geographical perspective.  The NexGen requirements will consolidate many of the post offices on a geographic basis
For our purposes, we will refer to post offices using the following words (see the diagram above for the pictorial representation).

Regional Hub

The regional hubs are found at the top of the tree.  In a simplistic sense, these post offices are essentially peers to each other (although they have a special relationship, which defines how directory updates occur between regions).  The flow of automatic directory exchanges (ADE) are configured such that each region is responsible for all the entries within that region, and ensuring that all other regional hubs are updated with those entries.  A regional hub can make changes to all entries belonging to its own region, but not any other region.  As long as each regional hub is doing this job, all entries (in theory) should be available to everyone and in synch.  There are NO user mailboxes at the regional level post office.

Region
All the post offices in the hierarchical tree network located below and including the regional hub comprise a “region”.

Hub
A hub post office is simply defined as one that “polls” or connects to one or more post offices located only one tier below the hub.  This is slightly different than a domain.  A hub represents only two tiers.  The tier the hub is on and only the post offices it polls one tier below the hub.

Domain

A domain is a hub post office and all the post offices below that hub in the hierarchical tree.  A domain is a subset of a region.  See the diagram above for a pictorial representation of a region.  A domain differs from a hub, in that the hub includes those post offices only one tier below the hub; whereas a domain includes the entire tree hierarchy below the hub.

Local Post Office

A local post office is one located at the end of a branch in the tree hierarchy, or a post office which has user mailboxes

Mobile post office (for a user using cc:Mobile)

A post office designated as Mobile is one whose directory mirrors the “local” post office to which it connects, but is used by a cc:Mobile client.

1.4.3 FAA Local Post Office Configuration

In the FAA, cc:Mail is installed on network files servers, generally either some version of Windows NT (3.5 and higher) or some version of Novell NetWare (3.2 and higher).  Since cc:Mail is a file sharing system, there is no requirement for Network Operating System (NOS) specific services to be run on the file servers.  As long as the NOS supports DOS 3.x file sharing, cc:Mail should run properly.

The file servers can house one or more post offices.  Many servers in the FAA’s cc:Mail environment have only one cc:Mail post office; however, others may have 15 or 20 post offices.

As a result of Y2K compliance requirements, all the FAA cc:Mail post offices are at the DB8 database version, but managed with various versions of administrative utilities (generally the utilities found on the cc:Mail 8.2 CD and above – currently through the 8.51 CD).

1.4.4 FAA cc:Mail Naming Standards and Conventions

The contract includes attachment J-13, FAA cc:Mail Naming Standards and Conventions.  This document contains the FAA naming conventions for cc:Mail.  This document addresses the format and standard for naming post offices and directory entries in the FAA’s cc:Mail system.

The types of names addressed in this document are as follows:

Post Office Names

Customer Mailbox names

Organizational Mailboxes

Functional Mailboxes

Webmaster Accounts

Bulletin Boards

Bankshot Mailing Lists

Mailing Lists

Aliases

1.4.5 FAA cc:Mail Transport Topology

cc:Mail allows connectivity between two post offices using two methods, Type I and Type II.

Type I connectivity is a direct connection across the network or to a local hard drive.  The post office must be accessible either through a local drive letter, a redirected drive letter, or a universal naming convention (UNC) connection.  Type I connections connect directly to the post office files (either from a client or from a cc:Mail router).

Type II connectivity is a connection using other protocols and access methods to connect to the post office router only (not directly to the post office files).  This includes a modem connection, a Transmission Control Protocol/Internet Protocol (TCP/IP) connection, an Sequenced Packet Exchange (SPX) connection, and others.  Modems, TCP/IP, and SPX are the connections most commonly found in the FAA.

All regional hub routers are connected to each other via TCP/IP on a Type II connection, with a single outgoing session and multiple listen sessions.  The regional hubs are all meshed, which allows each region to concurrently receive message traffic from everyone other region, and serially transmit to every other region.

Below the regional hub, routers are configured such that the upper tier hub initiates calls to the lower level hub or post office (although in some cases there are lower to higher sessions to provide redundancy and backup).  Most of this communication is Type II connectivity, using either TCP/IP or SPX.  Where available, the network protocols are used across the Local Area Network (LAN), Metropolitan Area Network (MAN), and Wide Area Network (WAN), environments.  Some post offices do not have WAN connectivity, however, and as such employ Type II modem connectivity.  Post offices on the same LAN segment generally employ Type I connectivity.

1.4.6 Client Access to cc:Mail

The FAA currently uses a variety of clients to access cc:Mail.  The only authorized clients in use are the actual Lotus cc:Mail clients (although other vendors clients will work with cc:Mail).

Most cc:Mail users use Lotus cc:Mail Client 6.3 and higher (16-bit version, even on 32-bit operating systems).  Some clients use Lotus cc:Mail Client 8.2 and higher (32-bit version).

An understanding of the difference is required to ensure a successful migration of user information from the cc:Mail system to the NexGen system.

Personal Address Book

The personal address book is used to address messages to users not found in the master cc:Mail directory.  The FAA guidance is to NOT put internet addresses in the cc:Mail directory; therefore, maintaining internet addresses is accomplished with the personal address book.

For Client 6.x users, the personal address book is stored in a file located in the cc:Mail profile directory on the user’s workstation.  This file is called PRIVDIR.INI and contains information about any in-line addressing (non-directory addressing) the user has accomplished.  The profile directory is normally c:\windows\ccmail\cc?dir (where ? is a number representing that user’s profile).  This is where the user’s Internet addresses book will be located, as well as other personal addresses.

For Client 8.x users, the personal address book is actually stored in the post office, and as a result is available to the user, regardless of which computer the user logged in from.

Archive Information

cc:Mail archives are stored as separate files either on the users computer or on a network redirected drive location.

For Client 6.x users, the list of archives is stored in a file on the user’s workstation.  One section of this file contains information about the name and location of the user’s archive files.  The file is called wmail.ini and is located in the cc:Mail profile directory on the user’s workstation.

For Client 8.x users, the list of archives is stored in the Windows registry on the user’s workstation.  The key where this information is located is:

My Computer\HKEY_CURRENT_USER\Software\Lotus\cc:Mail\8.x\Users\USERNAME\Archives

1.4.7 Remote Access Capability to cc:Mail

cc:Mail provides a number of remote access capabilities currently used by FAA personnel.  These include cc:Mail for the Web (version 8.3 and above), cc:Mobile access (via modem or LAN/WAN), and remote control systems (such as Citrix WinFrame, pcAnywhere, etc.).

FAA employees use these remote access capabilities to retrieve their electronic mail from all over the world.

1.5 Qualification

Product qualification is required in accordance with Section 4 before site implementation of NexGen is authorized.

2 APPLICABLE DOCUMENTS 

2.1 Government Documents

The following standards form a part of this specification to the extent specified in Section 3.  In the event of a conflict between the standards referenced herein and the contents of this specification, the contents of this specification shall take precedence.

Standards



Title
ISO 7498-1984


ISO/OSI Open System Interconnection Basic Reference Model

3 REQUIREMENTS

3.1 Messaging System

New Contractor Furnished Equipment (CFE) shall comply with all requirements contained in this specification for individual system performance.  CFE shall be subjected to the provisions described in Section 4 of this specification.  The NexGen integration, migration, and co-existence shall not degrade the performance of the current messaging system.

The NexGen migration shall not degrade the performance of the current messaging system, nor impact the client access to mail beyond current system performance standards.

3.1.1 System Description

The NexGen shall be a suite of equipment and software that will provide a standards-based infrastructure to meet user requirements as specified in Section 3.2.  NexGen shall continue to provide a uniform messaging environment to support the broad variety of users that constitute the agency enterprise. The NexGen shall consolidate the current cc:Mail infrastructure down to no less than 12 and no more than 268 geographic locations. The 12 minimum locations are defined in Table 1.  The FAA supports two predominant type of user messaging services – network-based, and non-network based.  Users are able to employ each type of service in the performance of their work.  Requirements in this specification apply to both messaging service types.

3.1.2 Operational Concept

The NexGen shall preserve the functions that the FAA users rely upon while delivering new capabilities needed to advance agency practices and processes and to stay aligned with emerging messaging capabilities.

3.1.3 Email Product

The contractor shall use the electronic messaging products listed in Table 2, which were pre-qualified per the Operational Capabilities Demonstration (OCD) completed on September 8th, 2000.  Third party software may be used to meet the requirements of this specification.

Vendor
Messaging System

IBM/Lotus
Domino/Notes R5.0.4 or higher

Microsoft
Exchange 5.5 Enterprise Edition (w/ SP3) or higher

Sun/Wingra
iPlanet Netscape Mail Server 4.1 (w/ Netscape Directory Server 4.1.2) or higher

Table 2 - OCD Pre-qualified Messaging Products

3.1.4 Interoperability

The system shall provide connectivity to gateways and inter-operate with other vendor messaging solutions and have the ability to exchange messages and inter-operate with external organizations’ systems.  At a minimum, the messaging system shall interoperate with the server platforms noted below, and will run on the client platforms noted below. 

Server Platforms

· Unix (Sun Solaris, HP UX, IBM AIX, SGI)

· Windows NT Server 4.0, service pack 5 and later

· OS/390 

· Linux

· Novell Netware 3.2 and later

Client Platforms

· UNIX (Desired but not required)

· Macintosh PowerPC, OS 8 and later

· Windows 95 and later

· Window NT 4.0 Service Pack 5 and later

3.1.5 Supportability

Supportability shall be the inherent capability of the system to be cost effectively operated and maintained in a proven state of readiness for its intended purpose.  The system supportability characteristics shall include, but are not limited to training, and operational availability requirements.

3.1.6 Security

The NexGen shall comply with Information System Security for physical, data, and network security in accordance with best commercial practices.  The system shall provide confidentiality, integrity, and availability commensurate with the sensitivity level of information and system components. 

3.2 System Characteristics

The three- (3) phases of NexGen shall exhibit the following physical and performance characteristics under stated conditions and environment when inspected, tested, and demonstrated in accordance with Section 4 of this Technical Specification.

3.2.1 Phase I Characteristics

Phase I of the NexGen shall provide the basic functional features and characteristics and enhanced characteristics critical for conducting day‑to‑day FAA business.

3.2.1.1 Basic Phase I Characteristics

The NexGen shall be able to perform the following basic functions.

3.2.1.1.1 Client Interface Characteristics (Basic Functions)

The system shall provide the following client interface characteristics:

a. Allow users to delegate, or redirect, their inbox processing to others.

b. Use an encrypted data store.

c. Provide personal user-created folders, which are part of the on-line messaging system.  These folders shall always be available to users, regardless of access method.

d. Provide the ability to create and manage archives which are:

1. External to the mail systems' messages store. 

2. Portable from one account to another.

3. Manageable, providing the ability to add and delete individual messages from archives, and reclaim disk space used by deleted messages.

4. Allow for movement of messages from the message store to archives and from archives back to the message store.

e. Allow messages to be saved in American Standards Code for Information Interchange (ASCII) text readable format.

f. Provide personal address lists (mailing lists) which:

1. Shall not be limited by the number of recipients.  Users must be able to send a message to all users in the FAA messaging directory.

2. Shall allow inclusion of both the messaging directory addresses and personal addresses, such as Internet addresses.

g. Provide users with a forward and reply capability.

h. Preserve message-forwarding history, available to the user for each message.

i. Provide users accessing the system remotely with off-line message management and mailbox synchronization capabilities.

j. Provide message preview capability in a separate preview pane.

k. Provide spell check capability, with the ability to add additional words to a personal dictionary.

l. Provide bulletin board support.  The system must support making both the current and new bulletin board messages available to both current users and new users.

m. Provide user-controlled filtering and message manipulation rules for automated archiving, forwarding of, and response to, messages which:

1.
Work whether the client is off-line or on-line.

2.
Are initiated by the user

3.
Are server-based.

n. Provide type-ahead addressing and auto-completion addressing capabilities.

o. Display a list of available addresses as an address is entered.

p. Allow selection of addresses from a list of addresses (address book).

q. Provide the capability to attach both text files and binary files to messages.

r. Provide client access to an event log of actions that have been accomplished (either in the background or by the system).

s. Inter-operate with the following office automation applications and other non-messaging system applications, at a minimum:

1. Microsoft Office Suite (both Standard and Professional), version 95 and above

2. Microsoft Internet Explorer version 4.02 and above (Y2K compliant).

3. NetScape Communicator version 4.5 and above (Y2K compliant).

4. cc:Mail clients 6.3/8.2 and above.

5. Adobe Acrobat reader, version 3.x and above

6. Winzip version 7 and above 

7. Microsoft Project version 95 and above.

This capability shall be implemented using of the following methods:

1.
Launching the application seamlessly from within the messaging application, and/or 

2.
Providing a means to save all the necessary components of a message to disk in its original format.  The Message Transfer Agent (MTA) must be capable of converting attachments back to their native format.

t. Provide the ability to view attachments from within the messaging application, even if the attachment is in one of a number of foreign application formats and the foreign application is not installed or available to the user.

u. Provide ad hoc search capabilities. Users shall have query-building features that assist the user in finding the desired information.  The search capability shall include all database fields in the message store, including text string searches across the database and within individual messages.

v. User interface shall support Windows 95+, NT 4+, and Macintosh OS 8+.

3.2.1.1.2 Access/Connectivity Characteristics (Basic Functions)

The system shall provide the following access/connectivity characteristics:

a. Provide On-line Access from a desktop or laptop/notebook computer via a LAN, WAN, Intranet using TCP/IP protocol, and dial-up through modems using conventional Internet/Intranet access and web browser.

b. Provide a single preferred client application that provides for access to e-mail via Web/Intranet, in addition to Post Office Protocol 3 (POP3), Internet Message Access Protocol (IMAP), desktop/LAN, and remote control dial-in (using existing products, such as WinFrame or pcAnywhere)

c. Provide Stand-alone/Off-line Access.  The ability to conveniently work with e-mail off-line is necessary.  Connectivity for the stand-alone client software shall be robust and reliable.  

d. Provide user availability to the messaging system from any conventional desktop and laptop computers, 24 hours per day, 7 days per week (24x7).

e. Provide the ability to send/receive messages to/from anyone who uses a different messaging system, either inside or outside the FAA, via Simple Message Transfer Protocol (SMTP) and X.400.

f. Provide a choice of connections allowing users to work off-line, as well as on-line, from anywhere in the world.  

g. Provide the same functions and features available to the user in either on-line or off-line mode, including access to the current directory and all messages.

h. Ability to synchronize a user’s messages from the central message store to multiple stand-alone computers (i.e., laptop, desktop). 

i. Provide remote users the option of reviewing other inbox messages in the foreground while an attachment is being downloaded in background.  

j. Provide stand-alone users with a message header preview capability.  Users shall have the opportunity to accept or decline downloading the message.

k. Provide laptop users with the ability to support multiple user profile accounts, i.e., one for home, hotel, or office.  The stand-alone user shall be able to select the type of connection as needed.  The stand-alone client shall be flexible and have configurable settings for customizing each user’s preference.

l. Provide access to user messaging accounts using a web browser.  Users shall have the capability to read, compose and send, address, reply to, and forward messages using the web browser.

m. Provide the stand-alone user with the ability to:

1.
Monitor progress of data exchange with the server.

2.
Perform “selective” data exchange based on user criteria that can be preset and include an ad hoc option that can be recalled as necessary.

3.
Synchronize the directory and messages with server as a background process.

3.2.1.1.3 Calendar/Scheduling Characteristics (Basic Functions)

There are no current calendar/scheduling characteristics.

3.2.1.1.4 Directory Characteristics (Basic Functions)

The system shall provide the following directory characteristics:

a. Provide a means for users to add addresses from non-FAA organizations or individuals to their private directory.

b. Provide a directory, which support multiple Internet access points, in accordance with the cc:Mail Naming Standards and Conventions.
c. Provide a directory, which supports the FAA’s established naming convention in accordance with Internet addressing standards and the cc:Mail Naming Standards and Conventions.

d. Provide a directory capable of creating and storing a variety of mail distributions lists, including private lists, departmental group lists, and/or project member lists.

e. Provide users with the ability to synchronize their stand-alone devices with the master directory. 

3.2.1.1.5 Delivery and Message Notification Characteristics (Basic Functions)

The system shall provide the following delivery and message notification characteristics:

a. Provide an automatic response capability that users may activate when they will not be answering messages for a period of their choosing, for example, when the user will be out of the office.  The capability shall allow users to author a customized response and select filters that determine which message senders are to receive the notification.  

b. Provide selectable return receipts for the message originator and generate the return receipt.  The recipient shall not have the ability to turn this feature off.

c. Notify message originators on non-delivery of their messages. 

d. Notify a user visually or by sound, at the user’s choice, when a new message arrives.

3.2.1.1.6 Message Retention and Organization Characteristics (Basic Functions)

Users shall be able to automatically move, delete, forward, and/or respond to messages based on the following user and technical criteria, regardless of status of their client workstation:

a. If the user is off-line, the system shall temporarily store forwarded, responded-to, or new messages until such time as a connection is made.

b. Provide users with the ability to selectively move messages in or out of the message store or delete messages based on criteria of their choosing.

c. Provide users with the ability to schedule management tasks for automatic execution.

d. Provide the ability to organize messages (both sent and received) into folders and/or archives, including the ability to copy to and from, move between, and delete from all such locations.

e. Provide the ability to sort messages and query by any database field.

f. Allow users to select whether to retain deleted messages in temporary storage locations and recover such messages within user or administrative defined period of time.

3.2.1.1.7 System Administration Characteristics (Basic Functions)

The system shall provide the following system administration characteristics:

a. 24x7 access for both administrators and end-users.

b. Client-based rules.

c. Uninstall capabilities for the client.

d. Ability to set a delivery priority on a message.

e. Ability to schedule message delivery time.

f. Ability to store personal settings locally and on server.

g. Ability to transfer mailboxes between post offices.

h. Graphical user interface (GUI) management tools.

i. Ability to set an alias for an end-user.

j. Ability to limit the size of messages through the MTA.

k. Ability to recover a single mailbox and reestablish the recovered mailbox without taking the database off-line.

l. Ability to support remote users with directories (to include partial directories) while disconnected from a server.

3.2.1.2 Enhanced Phase I Characteristics

In addition to the above basic functions, NexGen shall consist of enhanced capabilities to existing functionality.

3.2.1.2.1 Client Interface Characteristics (Enhanced Functions)

The system shall provide a personal address lists feature (mailing lists), which shall allow for adding groups of other mailing lists to a single mailing list (lists of lists). 

3.2.1.2.2 Access/Connectivity Characteristics (Enhanced Functions)

The system shall provide the following access/connectivity characteristics:

a. Ability to synchronize a user’s messages from the central message store to multiple stand-alone computers (i.e., laptop, desktop, palm pilot).  The system shall allow users to select for synchronization read or unread messages, or both.  The synchronization of messages and directory names shall incur a minimum of bandwidth and processor overhead.

b. Provide a synchronization capability from a graphical user interface.

c. Provide the user with the ability to view at least a portion of the message text before deciding to download the entire message and associated attachments. 

d. Provide users with the ability to interconnect seamlessly with multiple service providers.

e. Provide message delivery to users throughout the FAA’s Intranet system within 15 minutes end-to-end.  

Note: The parameter above does not take into consideration the current network latency of 300ms.

f. For network based users: 

1. NexGen shall display a message summary screen within five (5) seconds after entry of login information, with a goal of two (2) seconds or better.

2. NexGen shall present the message content for viewing within five (5) seconds of selecting it from the summary screen, with a goal of two (2) seconds or better.

Note: The parameter above does not take into consideration the current network latency of 300ms.

g. For non-networked users:

1. Once the connection between the remote user has been established with the post office, download of new messages and directory synchronization shall begin with five (5) seconds, with a goal of two (2) seconds.

2. After all messages have been downloaded, access time to a locally stored message shall be two (2) seconds or less.

3. Provide Graphical User Interface (GUI) management tools with on-line Help.

3.2.1.2.3 Calendar/Scheduling Characteristics (Enhanced Functions)

The system shall provide the following calendar/scheduling characteristics:

a. Provide a calendar/scheduling capability that permits a user’s individual, group, or resource schedule to be accessible at any time, from any supported medium. 

b. Provide the ability to schedule services and resources throughout any level of the FAA for network-based users.  

c. Provide the ability to set up appointments for individuals, groups, and/or events and reconcile appointment conflicts automatically for users within a workgroup.

3.2.1.2.4 Directory Characteristics (Enhanced Functions)

The system shall provide the following directory characteristics:

a. Provide a directory capable of nesting distribution lists (lists of lists). 

b. Support mail distribution lists capable of addressing all, as well as a subset of all, the users in the messaging directory.  The system shall accurately deliver messages to these large address lists of 50-60,000 users. 

c. Provide a standards-based Lightweight Directory Access Protocol (LDAP) directory that interoperates with an X.500 Directory Access Protocol (DAP) directory.

d. Support synchronizing stand-alone devices with the master directory using a minimum of time on-line, bandwidth, and processing resources as well as provide delta updates or full directory synchronization.  It shall not be necessary to replicate the entire directory each time a change is made to a specific user.

3.2.1.2.5 Delivery and Message Notification Characteristics (Enhanced Functions)

The system shall provide:

a. Automatic response capability that users may activate, without requiring the user to be logged into the system, when they will not be answering messages for a period of their choosing.

b. Means for a message sender to track a sent message and/or query as to the status of their sent messages based upon criteria such as addressee, subject, or sent within a selected date span. 

3.2.1.2.6 Message Retention and Organization (Enhanced Functions)

The system shall provide the following message retention and organization characteristics:

a.
Users shall have the ability to search any and all message storage locations by query definition.

3.2.1.2.7 System Administration Characteristics (Enhanced Functions)

The system shall provide the following system administration characteristics:

a. Allow the system administrator to monitor message traffic and system use in a distributed enterprise messaging system from a single point and provide user and system statistics (i.e., track disk space, memory, and processor usage).

b. Allow comprehensive hardware and software administration locally, remotely, regionally, and centrally to include:

1. Monitoring hardware and software

2. Managing hardware and software

3. Post office maintenance

4. Message routing

5. User and system administration

6. Database replication and backup

7. Storing data generated by system administration monitoring and managing activities

c. Provide the following system administrator capabilities:

1.
Provide server and client-based rules

2.
Store personal settings locally and on the remote server 

3.
Limit message storage space for each user

4.
Provide web-based hardware, software and messaging administration

5.
Age e-mail for deletion

6.
Not alter existing directory services trees and the ability to customize routing between post offices

7.
Support any number of users per post office, limited only by disk space and memory availability

8.
Provide a message store limited only by disk space and memory availability

9.
Restrict the access level for each post office

10.
Customize the synchronization of the post office directories

11.
Manage and filter incoming Internet mail

12.
Construct rules to automate management processes

13. Support remote users with the capability to selectively process messages to/from the client based on size, type, and author

14. Support local and remote monitoring of hardware and software

15. Support local and remote managing of hardware and software

16. Provide reports in tabular and graphical format on the system administration data generated and stored

17. Capable of providing message system administration and maintenance functions that "do not" impact the users ability to create, send, and receive messages or execute other functions deemed important to conduct business

d. Provide the stand-alone client with well documented (on-line help), menu-driven maintenance utilities

3.2.2 Phase II Characteristics

Phase II of NexGen shall provide the following new functional features/characteristics for conducting day‑to‑day FAA business. 

3.2.2.1 Messaging System Features

The system shall provide the following messaging system characteristics:

a. Support collaborative activities

b. Provide faxing capability.

c. Provide scheduling capability.

d. Provide a single (unified) user interface.

e. Support a UNIX workstation preferred client.

f. Provide ad hoc search capabilities that include text proximity searches across the database, within individual messages, and any attachments.

g. Ability to use a mouse to make a selection and to call up a tutorial or hyper-link to a Web site.  

h. Bookmark and save preferred selections within the tutorial or hyper-link for easy recall at a later time.  

i. Provide on-line help (documentation) and tutorials, available within the client and via Web interfaces.

3.2.2.2 Access/Connectivity

The system shall provide the following access/connectivity characteristics: 

a. Support portable devices that are emerging in the marketplace.  

b. Ability to redirect messages to alternate client devices such as text pagers, Personal Digital Assistants (PDA), smart-phones, cellular phones, and other (smaller than laptop/notebook) portable messaging devices that can receive and display limited text.

c. Ability to support communications to wireless devices through an appropriate service provider.

d. Support user-controlled pager notification that alerts them when new messages arrives.

e. Provide the look and the feel to web browsers which closely emulates the typical workstation application user interface, to the extent allowed by the browser in use, with no loss of functionally.

f. Support least-cost routing for messages that transit through multiple messaging services.

g. Provide a stand-alone user the ability to selectively view a portion of the text of messages without downloading attachments.  

h. Provide a stand-alone user access to all messages, including those previously opened and read on a different client.

3.2.2.3 Collaboration/Workflow

The system shall provide collaboration/workflow characteristics to support collaborative calendar and scheduling, shared folders, document management, forms and routing, workflow, and threaded message handling.

3.2.2.3.1 Collaborative Calendar and Scheduling

The system shall provide the following collaborative calendar and scheduling characteristics:

a. Provide features that support a single, uniform, agency wide capability.  

b. Provide scaleable scheduling functions to support all FAA users.

c. Provide stand-alone users or users in a remote field office the same level of support that exists for network-based users. 

d. Provide the stand-alone client with free time scheduling of other users for meetings.

e. Support scheduling individuals, groups, and resources using other vendor applications during migration or when coordinating activities with those outside of the FAA.

f. Provide the ability to see another user’s “free time” and availability when scheduling a meeting.  

g. Permit limiting the visibility of scheduled time and access to a single user, group of users, project, or anonymous users.  

h. The system shall support the following scheduling features:

1.
Acceptance

2.
Declination

3.
Delegation

4.
Rescheduling

i. Support emerging standards-based calendar.

j. Provide event notification, user availability notification, and time conflict notification.

k. Support instant messaging and presence detection within the FAA. 

l. Support emerging instant messaging standards.

m. Be capable of being enhanced to accommodate the Internet Messaging and Presence Profile (IMPP) that is being developed by the Internet Engineering Task Force (IETF).

3.2.2.3.2 Shared Folders

The system shall provide the following shared folder characteristics:

a. Provide private folders, with the options to share a folder with one person or a group.

b. Provide shared bulletin board style folders, with the ability to selectively subscribe.

c. Provide shared folders with the following features:

1.
Access controls for folder creation and deletion

2.
Content creation, modification, and removal

3.
Navigation and searching

4.
Remote access and synchronization

5.
Control delegation

d. Automatically send notification when documents change or are added.

e. Allow users to easily replicate folders and to contribute content without requiring format conversion.

3.2.2.3.3 Document Management

The system shall provide the following document management characteristics:

a. Provide for the efficient team authoring of documents.

b. Provide revision tracking database tools, including digital certificate-based authorization, revision control, and multi-user document access and editing controls.

c. Support ad hoc searches throughout the messaging, directory, schedule, calendar, and collaboration databases.

d. Support the following specific document management features:

1.
Mark documents and messages by project, organization, and user.

2.
Maintain a revision history of all changes and addressees.

3.
Store and retrieve managed items stored in/from off-line facilities.

4.
Include all media as a managed document: fax, video, scanned items, messages, threaded discussions, and calendars.

3.2.2.3.4 Forms and Routing

The system shall provide the following forms and routing characteristics:

a. Provide the ability to create, store, route, and manage forms.

b. Provide for the creation of forms with the following features: error checking, field validation, criteria lists, selectable routing, security, and inclusion as a managed document.  

c. Provide a form design capability, which shall not be limited to the number of fields or customizable fields.

d. Provide for non-sequential routing and exception handling that can redirect routing if time-sensitive actions are not completed within set parameters.  

e. Support role-based routing and form numbering uniqueness.

f. Allow users to add functions to the messaging system and directory services via standards-based Application Program Interface (API) enhancements.

g. Ensure that only “changed data” shall be transmitted when exchanging data between servers that have shared data.

h. Execute forms data exchanges (transfers) with the server at the same time as messages.

i. Full text searches of workflow and document databases on the host, as well as remote servers, with full security intact.

3.2.2.3.5 Workflow

The system shall provide the following workflow characteristics:

a. Take advantage of digital signatures.

b. Support the routine preservation of collaborative work products.

c. Ensure that workflow routing offers all Phase I functionality.

d. Offer process-definition tools that allow the user to use their preferred process-flowcharting paradigm.

e. Provide for a common definition of process modeling.

f. Allow users to be able to send tasks sequentially and/or simultaneously to multiple addressees and have the option to block forwarding of the document/message to persons or mailboxes not defined in the workflow process.  

g. Provide functionality which includes the ability to specify deadlines and priorities, to determine whether tasks have been accepted, rejected, delegated, or completed, and to build automated context trails that link objects to actions as they are performed on.

h. Provide users the ability to query and track task assignments, and be notified if scheduled deadlines are not met.  

i. Be configurable to automatically redirect tasks.

j. Provide for rapidly synchronizing calendar, workflow, and documents in an easy manner.

k. Be able to support sending and obtaining multiple approvals (digital signatures) from multiple individuals of a workflow item.

l. Provide web clients full participation in workflow sequences/applications. 

m. Have the ability to host discussion databases.

3.2.2.3.6 Threaded Message Handling

The system shall provide the following threaded message handling characteristics:

a. Provide users the ability to view messages in order of subject and in the sequence they were generated. 

b. Provide users the ability to easily select the preceding or following messages.

3.2.2.4 Directory

The system shall provide the following standards based directory characteristics:

a. Provide a directory service that presents accurate, current and consistent information agency-wide to the messaging client, scheduling calendar, and workflow applications interfaces 

b. Provide an accessible directory service, searchable from all messaging system applications.  

c. Provide a standards-based directory.

d. Provide for convenient transfers of non-FAA organizations’ or individuals’ addresses to a user’s private directory.  Those transfers include message originator and all message addressees. 

e. Support different organizations and individuals with various attributes (fields) in the directory. 

f. Support organization unique extensions to the directory.

g. Support to enable digital signatures and security capabilities.

h. Prevent bottlenecks in maintaining directory contents.

i. avoid organizational disputes over data ownership, 

j. Support attribute-level access controls, which allow data owners to update only those attributes for which they are responsible and provide users the ability to search and view only those attributes for which they hold authority.

k. Provide system directory and certificate path processing capabilities for the use of trusted parties and hierarchically superior certificate authorities for verification endorsements, authentication services, and trusted date/time stamping.

l. Allow stand-alone users needing to synchronize their directories the option to perform delta updates or a full directory replacement with the option for data compression to minimize time on-line.

3.2.2.5 Delivery and Message Notification

The system shall provide the following standards based directory characteristics:

a. Automatically provide users with notification of message non-delivery or delay beyond the delivery performance of section 3.3.4.  The delivery time of the notification itself shall meet the same delivery performance requirements for the priority level of the message in question.  This notification must be capable of being disabled, enabled, or selectively initiated by the user on specific messages.  The system shall clearly describe the reason for non-delivery or not meeting the established service level.

b. Provide a non-messaged based, single view to determine delivery notification and receipt, such as a unique icon that is displayed next to the sent message.

c. Be able to filter address lists, list-server addressees, and newsgroup addressees in order to avoid loop processing in which the automatic response capability responds to its own message. This capability shall support notification that the receiver is delegating their mail to be accessed by another user. 

3.2.3 Phase III Characteristics

Phase III of NexGen shall provide the following new and emerging technologies capabilities.

3.2.3.1 Messaging System Features

The system shall provide the following messaging system characteristics:

a. For internal FAA messages: the system shall provide the ability to recall a sent message if the recipient has not opened the message or, for stand-alone users, has not synchronized or downloaded from their message server.  

b. For messages that are addressed to individuals beyond the FAA: the system shall provide the ability to recall a sent message as long as it is still within the agency routing system. 

3.2.3.2 Access/Connectivity

The system shall provide the following access/connectivity characteristics:

a. Provide a unified inbox able to provide standards-based support, when available, for external mail systems and gateways to external communications systems:

1.
Text-to-voice, voice-to-text

2.
Fax-to-text, fax-to-inbox, message-to-fax

3.
Voice mail handling

b. Provide the option to specify a mandatory route and be provided a list of interconnections for external messaging system connectivity. 

3.2.3.3 Collaboration/Workflow

The system shall provide the following collaboration/workflow characteristics:

a. Support the adoption of open standards, when available, that expands the use of collaboration technologies to external organizations.

b. Provide whiteboard/networking and conferencing in support of the on-line creation, editing, and saving of presentations, using dedicated presentation applications and simple drawing tools (a shared whiteboard), in a multi-user conference.

c. Provide integrated video capabilities to support the creation, editing, and distribution of video content as an attachment to messages for “video mail” and distance learning.  

d. Support real-time video transport as an adjunct to instant messaging and on-line conferencing.

e. Supports, via its workflow capabilities, the ability to interface with Electronic Data Interchange and Electronic Commerce services and support Message Transfer Agents.

3.2.3.4 Directory

The directory service shall support security protocols, based upon best commercial practices,  relative to Public Key Infrastructure (PKI) standards, which have the ability to inter-operate with non-messaging system applications, such as Virtual Private Networks (VPN), entry control systems, Enterprise Resource Planning systems, and single sign-on access to other applications, networks, firewalls, and extranets.

3.2.3.5 Delivery and Message Notification

The system shall provide the following delivery and message notification characteristics:

a. Support two-way text pagers

b. Allow user controlled pager notification of new message arrival, which shall be granular enough to allow the user to filter out unimportant messages or base notification on the message priority or sender.

3.2.3.6 Message Retention and Organization

The system shall provide the following message retention and organization characteristics:

a. Support the National Archives and Records Administration (NARA) general records schedules provisions for maintaining and protecting relevant records. 

b. Provide a secure, indexed, retrievable location for NARA records, accessible to all system users.  

c. Provide a user-activated decision support capability that assists them in properly classifying the message (record) for preservation, including the establishment of a destruction time.

d. Provide an effective means of searching and retrieving information throughout the enterprise system, in support of the Freedom of Information Act (FOIA).

3.2.4 Network Management

NexGen shall provide tools for monitoring, managing and reporting on the status of the messaging infrastructure.  The system shall support network management in compliance with TCP/IP and Simple Network Management Protocol (SNMP) standards.

3.2.5 Scalability and Routing

The system shall be capable of the following:

a.
Scalability

b.
Scalability to Symmetrical Multi-processor (SMP) hardware

c.
Clustering/load balancing

d.
Automatic message store fail-over

e.
Multiple routing capability

f.
Selective routing/workflow routing

3.2.6 Security Characteristics

For Phases I and II, the NexGen shall provide security features/characteristics critical for conducting day-to-day FAA business.

3.2.6.1 Phase I Security Characteristics

The system shall provide the following characteristics:

a. Provide confidentiality, integrity, and availability commensurate with the sensitivity and classification level of information and system components. 

b. Support commercial and DoD (see section 3.2.7) encryption, and virus prevention.

c. Ensure that all message traffic is an integral part of the system.

d. Maintain and permit user review of all recipient lists, originator postmarks, and forwarding histories as a part of the message.

e. Capable of scanning and filtering messages and attachments for known virus before they are received or delivered.

f. Mitigate the risk of any compromised, corruption or interruption of service caused by intentional and unintentional threats.

g. Protect current systems exposed by interconnection with any new systems.

h. Inter-operate with other end to end-systems security mechanisms, and isolate those systems that interface externally; in order to protect other NAS systems from risks associated with these interfaces.

i. Provide encrypted message stores and encrypted message transport for all messages, and as required, support for the Defense Messaging System (DMS). 

j. Protect from unauthorized access, disclosure, and modification.

k. Maintain and permit user review of all recipient lists, originator postmarks, and forwarding histories as a part of the message.  This information shall be non-erasable and exist as an integral part of the message when it resides within the messaging store and be available when the message is exported or stored separately from the message store.

l. Provide access controls for individual mail accounts that prevent unauthorized use. 

m. Access controls are implemented on administrator tools, systems hardware and software, and data backups. 

n. Present the user with a login or user authentication screen prior to displaying any system application, data or other information about the system. 

o. Require all users to enter an appropriate validation response such as a logon ID and password.  Other validation schemes are permitted as long as they adequately and securely authenticate users, allowing only authorized user access to the system.

p. Require the aging of all user and administrator accounts. Account passwords or other validation keys shall expire after a specified period of time and require the user to enter a new password or validation key.

q. Limit access to predefined and authorized users only. 

r. Permit only the administrator to create, modify, delete or unlock user accounts.

s. Authenticate all requests to access email prior to allowing connection to the application.

t. Require all system access methods whether network; standalone, remote dial-in, or web must present the user authentication screen as the first screen, and authenticate all users.

u. Utilize secure message protocols where possible and applicable for all applications.

v. Allow for multiple levels of authentication and identification with differing amounts of factoring for users and administrators.

w. Allow insertion of a FAA warning banner or message on the login or authentication screen. Validation schemes, other than a logon ID and password are permitted as long as they adequately and securely authenticate users, allowing only authorized user access to the system.

x. Prevent the user from saving their password or validation key in a script file to automate the logon process. The system must force the user to enter their password or validation key for each logon attempt.

y. Not allow the user to reuse the last five (5) passwords or validation keys. 

z. Require user accounts that remain inactive for a selected length of time to be locked automatically by the system.  The administrator may unlock the account only after re-authorizing and re-validating the user’s identity.

aa. Permit only the administrator to create, modify, delete, or unlock user accounts. Authenticate all requests to access the email, calendar and other applications prior to allowing connection to the applications.

ab. Encrypt the user authentication and validation process.

ac. Not allow the user to unauthenticated access to any system application or resource.

ad. Limit the number of attempted logons to the system, and locks the user account when the limit is exceeded. Allow the limits to be determined and set by the administrator through a configurable parameter.

ae. Provide anti-spamming capabilities, which allows administrators to:

1. Apply controls to the messaging system that will block receipt of messages into the system.

2. Apply controls based on content, recipient identification, sender identification, sender post office, or other selectable parameters.

3. Provide for non-repudiation of messages, actions, and events within the system. Non-repudiation must ensure that a message, action, or event can directly be associated to a specific user without a doubt. 

af. Utilize secure message exchange protocols for all network and Internet message exchange.

ag. Require dial in connection to use secure protocols.

ah. Not permit clear or plain text authentication.

ai. Allow messages to be scanned, upon receipt, by anti virus software prior to encrypting/sending upon receipt.

aj. Provide on a regular basis or as soon as needed, updates to the anti virus software.

ak. Capability to restrict from viewing or access, fields within an e-mail message (i.e., in forms).

al. Support message store database backup capability with the proper level of data protection from threats to confidentiality, integrity, and availability.

am. Provide recovery capabilities and processes to recover from system crashes, data or file corruption, deleted messages, and other unusual events for the administrator.

an. Capable of recovering deleted, encrypted, and other private communications between users by individuals with special credentials.

3.2.6.2 Phase II Security Characteristics

The system shall provide the following characteristics:

a. Integrate single-sign-on authentication and access controls for Collaboration/Workflow applications with messaging document management and support. 

b. Maintain the encrypted state of incoming encrypted mail and not allow routine system administrator de-encryption of such mail.

c. Support de-encryption by a non-recipient in a controlled manner by individuals or applications (in the case of virus checking of encrypted payloads) that have specific authorizations to do so.

d. Not tie authentication to the operating system, it should be certificate based and not dependent on any operating system’s security.

e. Have the capability of filtering message traffic based upon sender or receiver addresses, message title, or message content. 

f. Support “single sign-on” capabilities, so that users do not have to enter multiple or repetitive IDs and passwords to gain access to different functions of the messaging system.

g. Integrate login processes and single sign-on authentication for databases and documents within the data store with messaging security.

h. Maintain the encrypted state of incoming encrypted mail and not allow routine system administrator de-encryption of such mail.

i. Support de-encryption by a non-recipient in a controlled manner by individuals or applications that have specific authorizations to do so.

j. Provide all components necessary to securely operate the key management station associated with Public Key Encryption (PKI) and the digital signatures

k. Support digital signatures, encryption, and virus prevention.

l. Provides the capability for the author to restrict the reader's ability to copy, print, or forward a message if the author has identified it to be restricted (author-controlled message restriction settings).

3.2.7 Defense Messaging System

NexGen shall provide secure messaging capability by inter-operating with the DMS.  Secure messaging is the capability to send and receive command, control, communications and intelligence (C3I) information, which is currently provided using the Automatic Digital Network (AUTODIN) System.

NexGen shall replace the AUTODIN configuration, which consists of AUTODIN sites performing a Dial-In service into the Pentagon’s Telecommunication Service Center (PTSC). The Dial-In solution consists of a Message Distribution Terminal  (MDT) terminal, a data line, interface cable and a STU- III telephone line encryption device. One AUTODIN site located at the Washington Operation Center receives a direct AUTODIN feed from the PTSC and as a result does not require the Dial-In configuration, but FAA HQs does require the continued use of a dedicated circuit.

DMS will provide the ability to interface with other U.S. Government agencies, allies, and contractors.  The DMS will reliably handle information of all classification levels (Unclassified to Top Secret), compartments, and handling instructions.  In addition to maintaining high reliability and availability, the DMS will inter-operate with existing messaging systems as it evolves from the current configuration to full implementation.  

The DMS product will support users who require a high-grade, high-assurance messaging system with a full range of DoD features such as classification, priority/precedence, and audit/trace capability.  The DMS product will also provide individual messaging to users who require fewer DoD-specific messaging features, medium assurance security services, and less stringent (i.e. self-managed) system management requirements.  DMS products are designed to provide both services using the same applications.  DMS will support the use of multiple grades of service where it is required to have a range of security assurance levels: high (hardware security), lower (software security, or commercial security), and none (passwords only).

The NexGen client application shall include the following DMS characteristics:

a. Ability to compose, digitally sign, transmit, encrypt/decrypt (if required), receive and read organizational and individual (email) messages.

b. Communicate with DOD users that have the medium and high grade messaging (MGM) components of DMS.

c. Send and receive Sensitive but Unclassified (SBU) and classified messages.

d. Send and receive Secret messages

e. Send and receive Top Secret messages.

f. Ability to support workflow management as it relates to organizational message drafters, releasers, and readers (Phase II requirement).

g. Ability to interface and support the use of internal and external DMS/NSA approved encryption devices that provide the high assurance cryptographic services to the DMS applications.

h. Ability to recognize organizational message users who are designated as “Organizational Message Release Authorities” and reject the release of a message by those who lack the proper permissions.

i. Ability to access and browse the global LDAP and X.500 directories.  The client shall inter-operate with the DMS Directory Service and provide users the ability to address messages to anyone in that directory.

j. Ability to receive organizational messages which have been profiled and redisseminated by a profiling user agent (PUA).

k. Ability to support the construction of user generated profiles maintained on the PUA.

l. Ability to send, receive and respond to messages originating from within the DoD Non-classified Internet Protocol router Network (NIPRNET).

m. Ability to send, receive and respond to messages originating from within the DoD Secret Internet Protocol Router Network (SIPRNET).

n. Ability to send, receive, and respond to messages originating from or sent to different security levels.

o. Ability to conduct searches on a pool of archived messages based on message originator, Date-Time-Group (DTG), Subject, and key word or other parameters defined by the user.  The archived message pool may consist of individual, group, r organizational type messages shared by an organization.

p. Ability to support collective address capabilities.  Shall allow a message originator to have messages delivered to a pre-defined group of recipients by addressing a single entity (the mail list).

q. Ability to “cut & paste” or export messages to various office automation applications (i.e. word processors, spreadsheets, databases, graphics applications, etc.).

This DMS functionality shall be required for, at most, 100 clients.  

3.3 System Design

3.3.1 Design and Development

The NexGen shall use COTS and NDI equipment to reduce cost, risks, and schedules impacts.

3.3.2 Architecture

The system architecture shall facilitate efficient, effective, and seamless integration of messaging system components (both hardware and software). The hardware and software architecture shall have the flexibility for change and growth to meet future Phase II and III requirements and those identified throughout the NexGen life cycle.  The hardware and software design shall allow for the expansion of concurrent users, additional functions, and for growth beyond reserve capacities identified herein without major redesign of the architecture.

3.3.2.1 Hardware Configuration

The hardware shall be scaled to meet the messaging requirements and characteristics stated within this specification.  

3.3.2.1.1 Phase I, Stage I Hardware Configuration

For Phase I, Stage I site’s, the contractor shall:

a. Provide like server equipment makes and model to each Stage I location.

b. Provide remote access hardware that concurrently supports 10 percent of the site user base at individually connected speeds up to 56Kb.

c. Provide only hardware which has been certified by the messaging and operating system vendor as acceptable to run the messaging system software.

d. Provide a messaging server, which supports user mailbox storage requirements anticipated to be, on average, 70-80 MB per user.

e. Provide, where applicable, Symmetrical Multi-processor (SMP) hardware to minimize the number of servers required and increase single server efficiency.

f. Provide video/keyboard switches to minimize footprint requirements to support computer hardware equipment greater than a count of 3 server devices and not to exceed 8 devices on a single switch.

g. Provide Stage I servers which must support a minimum network connection at 100 Mb/sec.

h. Provide a hardware messaging solution which is a complete package; all components sufficient to operate the messaging system shall be provided.  This includes other servers to enable the messaging server to operate in the FAA’s environment (MTA, web servers, etc.), Uninterruptable Power Supplies (UPS), video/keyboard switches, monitors, and modems.

i. Provide server equipment scaled to ensure that backup times can be initiated and completed outside the normal business day; however, the servers must be capable of being backed up online during normal business hours.

j. Use only memory components with error corrective coding (ECC) for enhanced memory error detection and correction.

k. Use only systems, which support ECC memory for L2 Cache segments.

l. Use Redundant Array of Independent Disk (RAID) level technology as the base infrastructure for implementing the operating system, system logs, and data.

m. Use hot-swappable disk controllers with redundant data paths.

n. Provide multiple network interface cards (NIC).

3.3.2.1.2 Phase I, Stage II Hardware Configuration

In those instances when the contractor’s proposal requires delivery of hardware at Stage II sites, the contractor shall:

a. Provide like server equipment make and model to each Stage II location.

b. Provide remote access hardware that concurrently supports 10 percent of the site user base at individually connected speeds up to 56Kb.

c. Provide only hardware that has been certified by the messaging system vendor as acceptable to run the messaging system software. 

d. Provide a messaging server, which supports current user mailbox storage requirement (30-50MB) and supports future requirements of, on average, 70-80 MB.

e. Provide, where applicable, Symmetrical Multi-processor (SMP) hardware to minimize the number of servers required and increase single server efficiency.

f. Provide video/keyboard switches to minimize footprint requirements to support computer hardware equipment greater than a count of 3 server devices and not to exceed 8 devices on a single switch.

g. Provide Stage II servers that must support a minimum network connection at 10 Mb/sec.

h. Provide a hardware messaging solution that is a complete package; all components necessary to operate the messaging system shall be provided.  This includes other servers to enable the messaging server to operate in the FAA’s environment (MTA, web servers, etc.), Uninterruptible Power Supplies (UPS), video/keyboard switches, monitors, and modems.

i. Provide backup and recovery hardware, which meets the requirements as, specified in Section 3.3.2.6 Backup and Recovery.

j. Use only memory components with error corrective coding (ECC) for enhanced memory error detection and correction.

k. Use only systems, which support ECC memory for L2 Cache segments.

l. Use RAID level technology as the base infrastructure for implementing the operating system, system logs, and data.

m. Use hot-swappable disk controllers with redundant data paths.

n. Provide multiple network interface cards (NIC).

3.3.2.1.3 RISC Processor-based Server

New Reduced Instruction Set Computer (RISC) processor-based servers shall meet the following minimum requirements:

a. Not utilize more than 30% sustained Central Processing Unit (CPU) utilization nor 50% peak CPU utilization.

b. Fault tolerant disk storage system (such as RAID or clustering).

3.3.2.1.4 Intel (or compatible) Processor-based Server

New Intel (or compatible) processor-based servers shall meet the following minimum requirements:

a. Minimum CPU speed of 500 MHz.

b. Pentium-class and above.

c. Not utilize more than 30% sustained CPU utilization nor 50% peak CPU utilization.

d. Fault tolerant disk storage system (such as RAID or clustering).

3.3.2.1.5 Other Processor-based Server

Other processor-based servers shall meet the following minimum requirements:

a. Not utilize more than 30% sustained CPU utilization nor 50% peak CPU utilization.

b. Fault tolerant disk storage system (such as RAID or clustering).

3.3.2.1.6 Software Configuration

In order to meet the messaging requirements and characteristics stated within this specification, the contractor shall:

a. Provide messaging software, which is commercially available COTS.

b. Provide the most recent commercially available versions of software.

c. Provide a preferred client, as well as other special purpose clients, which runs on a minimum operating system configuration of Windows 95.

d. Provide migration tools which ensure that the following current messaging information is converted from the current system to the NexGen:

1.
Public directory

2.
User’s private directories

3.
Public mailing lists

4.
User’s private mailing lists

5.
User’s mailbox

6.
Bulletin boards

e. Provide cc:Mail archive migration tools which ensure that users maintain the integrity of their archives during migration.

f. Provide administrator tools, which utilize a graphical user interface.

g. Provide the software that is flexible to allow for multiple configurations/views per the user requirements of FAA components.

h. Ensure the operating system has all available bug fixes/software patches installed and all other content and quality improvements for Year 2000 compliance and Internet security enhancements.

i. Install all appropriate software drivers to overcome a major source of reliability problems.

j. Offer an operating system that offers “safe mode boot”, which loads minimal drivers, and command-line options.  The operating system must have kernel-mode write protection to prevent bugs from overwriting read-only kernel code and data.

3.3.2.2 Protocols/Standards

NexGen shall utilize the TCP/IP protocol suite.  NexGen shall inter-operate with the following protocols:

a. TCP/IP

b. IPX/SPX

c. WAP

d. SNMP v1

e. SNMP v2

f. SMNP v3

g. RMON

h. RMON2

i. HTTP

j. s/HTTP

k. MIME

l. S/MIME

m. VCalendar

n. LDAP

o. X.500

p. VCard

3.3.2.3 Local and Remote Monitoring and Management

NexGen shall be capable of continuous local and remote monitoring and management by messaging administrators, system administrators, and policy based networking tools.  The NexGen shall be designed to provide the ability for the Government to use network monitoring and management tools.

3.3.2.3.1 Local and Remote Monitoring and Management (LRMM) System Functions

NexGen LRMM shall provide reliable event reporting, solicited data reporting, and management functions throughout the NexGen in accordance with the System Administration Characteristics listed in Section 3.2.1.2.7.  NexGen LRMM shall also meet the Protocol/Standards requirements of Section 3.3.2.2.

The LRMM system shall provide storage space and capability for retaining data it generates from its event reporting, solicited data reporting, and management function activities.

The LRMM system shall provide reporting capability that enables the presentation of generated and stored data in tabular and graphical format.  The LRMM reporting capability shall include reports designed by the contractor to show which components must be monitored to maintain operational availability of each NexGen at 99.5%.  These reports shall demonstrate what threshold the contractor has determined is appropriate for a warning that 99.5% operational availability is in danger of being compromised.  The contractor shall provide the ability, and all required tools, to alter all aspects of the programmed reports.  The system shall provide the ability, and all required tools, for the government to design and produce its own custom reports.

3.3.2.3.1.1 Event Reporting

The LRMM system shall generate notifications that are sent locally, remotely, and to the NexGen central location, indicating occurrence of the following events within NexGen.  These events shall include, but are not limited to:

a. Operating Status Change

b. Administrative State (Operating Mode) Change

c. Configuration Change

d. Performance Threshold Transition

e. Communication Link Outage

f. Access Control Rule Violation

The notifications shall be sent via selectable actions to include email and paging.

3.3.2.3.1.2 Solicited Data Reporting

a. The LRMM system shall be able to request the following management data from NexGen.  This data shall include, but is not limited to:

· Monitored attributes,

· Managed attributes, and

· Security log data

b. The NexGen system shall respond by sending the solicited data.

3.3.2.3.1.3 Management Functions

The LRMM system shall allow management of NexGen systems locally, remotely, and from the NexGen central location.  These management functions shall include, but are not limited to:

3.3.2.3.1.3.1 Initiate Action.

a. The LRMM system shall be able to perform administrative functions by the NexGen system.  These actions include, but are not limited to:

· Reset Subsystem (i.e., Hardware, services, or other operation components), 
· Perform Diagnostics,

· Initiate all corrective action software that might be used to repair an abnormal or failed message store,

· Creation, deletion and modification of user accounts,

· Creation and deletion of bulletin boards,

· Capability to restore deleted messages or deleted users accounts and graft restored messages and accounts into the remote message store, 

· Ability to determine if a message has been received at a remote post office, 

· Ability to determine the end-to-end message delivery time of a specific message, and

· Ability to initiate a system backup operation.

b. The LRMM system shall report the result(s) and/or completion of actions to the NexGen central location, and to local or remote locations as required.

3.3.2.3.1.3.2 Modify Managed Resource Attributes.

a. The LRMM system shall be able to modify the following managed resource attributes of the NexGen system.  These attributes include, but are not limited to:

· Automatic Fault Isolation Parameters,

· Fault Recovery Processing Parameters,

· Event Forwarding Discriminators,

· Fault Management Threshold,

· Administrative State,

· Configuration Attributes,

· Performance Thresholds, and

· Access Control Rules.

b. The LRMM system shall respond by sending accurate confirmation of the modification of the managed resource attribute locally, remotely, and to the NexGen central location.

3.3.2.3.2 Information Exchange.

Management information shall be exchanged between the LRMM system and NexGen using the protocols/standards specified in the System Specification.

3.3.2.4 Growth

The contractor shall:

a. Provide a system, which can grow at an expected rate of 20% per year.

b. Provide a system, which will support user upgrades to new desktop operating systems.

3.3.2.5 Capacity Management 

The design shall allow for the further consolidation or expansion of a site to accommodate FAA needs without major redesigns of the NexGen architecture.

3.3.2.5.1 Message Store Capacity

NexGen shall support the following current messaging capacity:

a. The average message size (less attachments) is 2k. 

b. The average message size with attachments is 38k. 

c. The typical message store per user is approximately 30-50 MB, not including message archives.

d. The average user generates 200 messages per month.  On average, 75% of the 200 messages include attachments.

3.3.2.5.2 Messaging System Capacity

The contractor shall:

a. Provide a messaging system, which provides alerts to the administrator on processor utilization.  The provided system shall be programmed to alert the administrator when processor utilization exceeds 50%.  The provided system shall include the capability to modify the alert threshold to any level deemed appropriate by the administrator.

b. Provide a messaging system, which provides alerts to the administrator on disk space utilization.  The provided system shall be programmed to alert the administrator when disk space utilization exceeds 75% of total disk space available for messaging. The provided system shall include the capability to modify the alert threshold to any level deemed appropriate by the administrator.

3.3.2.5.3 Message System Random Access Memory (RAM) Capacity

The contractor shall:

a. Provide computer system memory RAM, which at a minimum, allocates 256MB for the NOS.

b. Provide computer system memory RAM, which at a minimum allocates 128MB per disk partition.

c. Provide computer system memory RAM, which at a minimum, allocates 0.3 MB per concurrent user, plus size of mail file (measured as MB/100 x number of concurrent users).

3.3.2.6 Backup and Recovery

Backup and recovery capabilities are critical to the security and availability of the messaging system.  The contractor shall:

a. Provide like backup and recovery solutions for each Stage I server configuration.

b. Provide like backup and recovery solutions for each Stage II server configuration, which may be different from the Stage I server configuration (as a result of scaling).

c. Provide a backup and recovery solution that does not require taking the messaging systems down in order to perform the backup.

d. Provide a backup methodology, which ensures maximum backup protection and minimum system overhead.

e. Provide a backup and recovery solution which allows the restoration of a single users’ mailbox, the directory, and the entire server.

f. Provide a backup and recovery solution which uses commercially available media.

g. Provide a backup and recovery solution which uses commercially available COTS software.

h. Provide a backup and recovery solution which uses commercially available hardware components.

i. Provide a backup solution scaled to ensure that server backups can be initiated and completed outside the normal business day; however, the servers must be capable of being backed up online during normal business hours.

j. Provide precautions that in the event of a system crash, downtime is minimized to less than 30 minutes for an event.  The use of a hot-backup system is acceptable.  Mean time to restore or downtime will be considered in two parts:

1. The time required to restore data.  The fastest restoration rate available must use tape drives, so the limiting factor will be the tape drive hardware.

2. The time required to prepare the recovery machine.

3.3.3 Security

For Phase II, the system shall:

a. Not require repeated entry of user ID/passwords for digital signatures during a single continuous active session not to exceed 30 minutes

b. Generate digital certificates and issue appropriate keys within 15 minutes from a central authority.

c. Process certificate revocations within 5 minutes of notification.

d. Publish Certificate Revocation List updates within 15 minutes of revocation. 

e. Respond to an Online Certificate Status Protocol (OCSP) status request within 5 seconds. 

3.3.4 Operational Availability

Operational availability is the percent of time the system is operative and available for use.  It will be measured for each local server/system, for each Stage II site as a whole, for each Stage I site as a whole, and for NexGen as a whole.  The operational availability for each Stage I and Stage II site shall be 99.5% per calendar month with a goal of 99.8% per calendar month.  Operational Availability levels shall be achievable during migration to the new system, including the conversion of current system messages in inbox, folders, and archives. Per the definitions at Para 6.1m, Operational Availability considers both reliability and maintainability.

3.3.5 Safety

The NexGen shall support efficient user and maintainer performance under operating conditions and environments in accordance with best commercial practices.  Special attention shall be given to the design of electronic equipment to provide fail-safe features for safety of personnel during the installation, operation, maintenance, and repair of complete equipment assembly or component parts thereof.

3.3.6 Environmental

All NexGen new hardware equipment shall withstand the operation and storage requirements in accordance with best commercial practices.  All new equipment shall operate without damage within their required performance levels during and after exposure to these specified environmental conditions.  Damage shall be defined as any degradation in performance levels defined in this specification, breakage, misalignment, loosening, detachment, locking, or humidity intrusion, or failure to meet the hardware system specification requirements.

3.3.7 Human Engineering

Human engineering principles shall be applied to all design aspects involving a man/machine interface including system configuration and layout, user workload, information presentation, automation, and design for maintainer.

3.3.8 Electrical/Electronics

Hardware components shall not be damaged when the input power deviates from normal voltages +15% and –10%, and shall return to normal operation when the input power returns to normal operating limits.  All components, which are susceptible to current overload due to failure or poor adjustment, shall withstand such overload without incurring permanent equipment damage.

3.3.8.1 Electrical Interface to Government Power Sources

The NexGen shall operate on any of the following types of power as designated by the government:

120/240 VAC 60Hz nominal, single phase

3.3.8.2 Continuity of Service

The NexGen shall continue to operate without degradation when an interruption of 20 milliseconds occurs to the government supplied power.  Restoral shall allow for the:  

a.
The time between application/restoral of power to the NexGen Server and the Server’s transition out of the Power Up State shall not exceed 30 seconds.

b.
The NexGen Server shall conduct and complete Power-On Self-Test (POST) functions in the Power Up State.

c.
If the NexGen was in Online state prior to the most recent Power-down/Off State, upon completion of the Power Up sequence, the NexGen Server shall transition from Power Up State to Online State. 

d.
If the NexGen was in Offline State prior to the most recent Power-down/Off State, upon completion of the Power Up sequence, the NexGen Server shall transition from Power Up State to Offline State. 

3.3.8.3 Overload Protection

The NexGen shall use electrical overload protection devices.

3.3.9 Migration/Co-existence

The contractor shall provide the required tools to achieve a successful migration to the NexGen.  The contractor shall also provide the required Message Transfer Agent (MTA) to ensure co-existence between the current system and the NexGen during the entire Phase I process.

3.3.9.1 Migration

The contractor shall provide the necessary tools to accomplish the following migration requirements:

a. Provide the current cc:Mail directory of names to the NexGen system to permit new users to address current system users.

b. Provide electronically the current cc:Mail directory with the names of migrated users in a format that permits the cc:Mail Automatic Directory Exchange to populate the current system with new messaging system changes and allow current system users to address new messaging system users.

c. Upon initiating migration of a user, successfully move the user’s existing messages, personal address books, personal mailing lists, folders, and archives to the NexGen.

d. Successfully move public mailing lists from the current system post offices to the NexGen, with the capability to store both current system addresses and new system addresses.

e. Directly accept the existing messaging store and archives and directly import them, without pre-conversion.

The contractor shall be responsible for migrating the server data, but not the data local to the client workstation.

3.3.9.2 Co-existence

The contractor shall provide the following co-existence capabilities:

a. Ensure that all components required for co-existence are available and supported during the entire migration period.

b. Ensure that NexGen MTA functionality does not cause performance degradation of the contractually specified minimum levels of performance.

c. Provide a messaging system which ensures that directory update information flows from the current to the new messaging, and vice versa, ensuring that directory information remains synchronized.  Directory updates shall occur once in the morning and once in the evening.  Only changes to the specific user shall be transmitted, not the entire directory.

d. Provide the necessary tools to successfully move a current user to the NexGen during the migration period.

e. Provide the necessary procedures to successfully move a NexGen user back to the current system during the migration period

f. Provide for successful cross-platform delivery of bulletin board messages between the current system and the NexGen.

g. Provide preferred client software, which allows for the co-existence of the current system client on the same machine.

h. Provide tools to allow retroactively migrating existing cc:Mail archives to the NexGen.

i. Provide a system which has the ability to exchange messages with existing FAA current messaging systems to provide for an orderly migration.  The new messaging system shall have the ability to exchange messages in concurrence (parallel) with cc:Mail while systems are being migrated.

j. During co-existence, while the two messaging systems are running in parallel, the contractor shall provide a minimum of one MTA per Stage 1 location 

k. Provide a system, which supports the orderly transition from the current systems, multiple domain gateway structure to multiple Internet entry points under a single domain.

3.4 Workmanship

Workmanship of new hardware equipment shall exhibit high quality electronic practices and ensure safety, proper and dependable operation, and service life.

3.5 Personnel

The NexGen shall be designed for operation by trained FAA users and designed for maintenance by qualified technicians.

3.6 Training

The NexGen shall support four types of training: End User; Helpdesk and System Administrator; Installation and Maintenance; and Local and Remote Monitoring and Management.

3.7 Precedence

In the event of conflict between the requirements defined in this specification and other documents referenced herein, this document shall take precedence.  In the event of a conflict between the requirements defined in this specification, the following order of precedence shall apply:

a.
Migration

b.
Co-existence

c.
Operational Availability

d.
Maintainability

e.
Human Engineering

3.8 Maintenance

System maintenance will be performed by the FAA technicians who maintain the equipment of the current messaging system.

4 QUALITY ASSURANCE PROVISIONS

4.1 General

The quality and performance of the system shall be tested, demonstrated, and maintained to the levels specified in Section 3 of this specification.

4.1.1 Responsibility for Test and Inspection

All tests and inspections specified herein shall be performed at the contractor’s facilities, a subcontractor’s facilities, or any laboratory acceptable to the government.  The government may witness or perform any tests set forth in this specification.  The government may make inspections of the material and equipment where such tests and inspections are deemed necessary to assure that supplies and services conform to specified requirements.

4.1.2 Classification of Tests

The prototype NexGen produced under this specification shall be subjected to Prototype Testing to confirm that the design meets the characteristics and operational requirements of this specification.  The prototype system produced under this specification shall be subjected to Prototype Tests to discover any deficiencies in the construction, workmanship, environmental performance, etc., which must be corrected for all systems to be delivered to the government.   NexGen shall be subjected to the following tests:

a.
Prototype Tests

b.
Acceptance Tests

c.
System Performance Demonstration Tests

4.1.3 Pre-submission Testing

No Configuration Items (CIs) including software or parts shall be submitted to the government inspector for final acceptance unless it has been subjected to test and inspection deemed necessary by the contractor and found to comply with the specification and contract.  When the government authorizes deviations from requirements, a record shall be kept of all CIs incorporating deviations and the government inspector shall be notified when submitting the CIs for inspection.

4.1.4 Rejection and Retest

CIs, including software, which have been rejected may be repaired, reworked, or have parts replaced to correct defects and resubmitted for acceptance.  Before resubmitting, full particulars concerning previous rejection and the action taken to correct the defects found in the originals shall be furnished to the government inspector.

4.2 Pilot/Prototype Testing

The prototype testing, i.e., pilot testing, shall include tests necessary to determine that the NexGen meets all of the requirements of this specification, individual system specifications, and the contract.

4.3 Acceptance Tests

Acceptance tests shall include all tests necessary to assure that all NexGens are equivalent to the approved prototype system in material, workmanship, performance, and reliability and to correct deficiencies and incorporate changes.

4.4 System Performance Demonstration Tests

System performance demonstration tests shall be conducted to demonstrate that the NexGen, as implemented in the agency's messaging system infrastructure, meets the system performance, migration, and co-existence requirements of this specification.
5 PACKAGING 

5.1 General

All components for the NexGen shall be cleaned, preserved, packed, and packaged in accordance with accepted industry practices to protect them from contamination and damage.  All NexGen components shall be labeled and marked for easy identification.

5.2 Software Identification and Marking

Deliverable software items shall be identified and be visually marked or machine readable to provide direct correlation among various levels of documentation

5.3 Software Documentation Marking

Deliverable computer software documentation shall be organized and marked to provide correlation among various levels of documentation, including consistent paragraph numbering, and with the computer software media produced in conformance with the documentation.

5.4 Software Media Identification

Deliverable computer software media (disks, tapes, etc.) shall be identified and marked to be visually and machine readable to provide a direct correlation with those documents which specify and identify their content.  Software media and software documentation media identification shall include identification of their contents by ID number, date of item on the media, type of equipment compatibility, and any tools or applications required to read the media.

6 NOTES

6.1 Definitions 

a. Co-existence – is defined as the maintenance and operation of both the current system and the NexGen until all users have transitioned to the NexGen.

b. Configuration item – is defined as an aggregation of hardware, software, firmware, or any of its discrete portions, which satisfies an end use function and is designated for configuration management.  CIs may vary widely in size, type, and complexity.  CI are those items whose performance parameters and physical characteristics must be separately specified and controlled to provide management insight needed to achieve the overall end use function and performance.

c. Equipment – is defined as any electrical, electronic, or electromechanical device or collection of devices intended to operate as an individual unit and perform a singular function.

d. Critical Failure – is defined as a failure, or combination of failures, which prevents an item from performing a specified function.

e. Failure – is defined as the event, or inoperable state, in which any item or part of an item does not, or would not, performs as previously specified.

f. Individual Messaging (DMS) – is defined as working communications between individual personnel with administrative channels, both internal and external to the individual’s specific organizational element.  Such messages do not generally commit or direct an organization.  Individual messages do not require the same level of system management, priority/precedence, or assurance (signature/encryption) as organizational messages.

g. Mean Downtime – is defined as the average time of operational unavailability.

h. Mean Time between Failures – is defined as the average time between successive failures of the product.

i. Migration – is defined as the orderly movement, transfer, transition, and training of users from the current messaging system to the NexGen.

j. Network-based messaging services – is defined as the predominant method of interacting with the messaging system.  Most often, users will access their messaging system accounts from the workstation assigned to them. Typically, a user will have the messaging client application running simultaneously with other applications so the user can be notified when new messages arrive.

k. Network-based users - are defined as those end users/clients, which are connected to the FAA's telecommunications network via LAN and WAN speeds.  This typically implies the majority of FAA users in highly concentrated areas such as headquarters, centers, regional offices, etc.

l. New Equipment – is defined as CFE that is newly installed at FAA facilities to satisfy the NexGen design requirements.

m. Non-Development Items – are defined as already developed and available hardware and/or software that are capable of fulfilling FAA requirements, thereby eliminating the need for costly time consuming government sponsored research and development programs.

n. Non-networked Users – are those users that are not directly connected to the FAA network system, e.g., users connected by modem, internet, or mobile devices.

o. Operational Availability – is defined as a basic measure of availability - the ratio of Mean Time between Failures to the sum of Mean Time between Failures and Mean Downtime (ratio of operating time to operating time plus total downtime).  Operating time can also be called “uptime” and is the sum of the time spent in active use and the time spent in the standby state.  Total downtime includes the active repair time (diagnosis and repair), preventive maintenance time, and logistics time (time spent waiting for personnel, spare parts, etc.)

                                                                                      MTBF

                                                          A0 = 

                                                                               MTBF + MDT

p. Organizational Messaging (DMS) – is defined as messages and other communications exchanged between organizational elements in support of command and control, intelligence, emergency response support, DoD combat and exercise service support, and other functional activities.  Typically, these messages provide formal direction, establish a formal position, commitment, or response for the organization.  Organizational messages require approval for transmission by designated officials of the sending organization and determination of internal distribution by the receiving organization.  Because of their official and sometimes critical nature, such messages impose operational requirements on the communications systems for capabilities such as precedence, timely delivery, and high availability and reliability.

q. Performance – is defined as those operational and support characteristics of the system that allow it to effectively and efficiently perform its assigned function over time.  The support characteristics of the system include both supportability aspects of the design and the support elements necessary for system operation.

r. Roaming message services – are defined as a large number of FAA users who travel frequently domestically or abroad, or have a need to obtain access during off-duty hours when they are at home.  Other messaging users work full-time in foreign or domestic locations that are not serviced by a network or telecommuting center

s. System – is defined as a composite of equipment, subsystems, materials, skills, techniques, and personnel capable of performing or supporting an operational role.

t. Software – is defined as a combination of associated computer instructions and computer data definitions required to enable computer hardware to perform computational or control functions.

s.
Software maintainability – is defined, as the effort required to locate and correct a software error.  Maintainability is expressed in terms of the total man-hours expended to locate, fix (correct, debug, and retest), and incorporate the corrected software into the system.

t.
Standalone Users - are synonymous with system administrator. All those traits of the system administrator are applicable to the stand-alone client to manage their message store and local directory.

u.
Subsystem – is defined as a collection of devices and/or equipment designed and integrated to function as a major subdivision of a system and to perform an operational function, or functions, therein.

6.2 Abbreviations and Acronyms

24X7
24 hours per day, 7 days per week
ADO
Airport District Office

ADTN 2000
Administrative Data Telecommunications Network 2000 

AFSS/FSS
Automated Flight Service Station/Flight Service Station 

ANICS
Alaskan NAS Inter-facility Communication System

API
Application Programming Interface 

ARTCC
Air Route Traffic Control Center 

ASCII
American Standard Code for Information Interchange 

ATCT
Airport Traffic Control Tower 

AUTODIN
Automatic Digital Network 

BWM
Bandwidth Manager

C3I
Command, Control, Communications and Intelligence
CASFO
Civil Aviation Security Field Office 

CD
Compact Disk

CERAP
Combined Center/Radar Approach Control

CI
Configuration Items

COTS
Commercial Off The Shelf

CPU
Central Processing Unit

ECC
Error Corrective Coding

DAP
Directory Access Protocol

DB8
cc:Mail Database Version 8

DMN
Digital Multiplexing Network

DMS
Defense Messaging System

DOD
Department of Defense

DOT
Department of Transportation

DTG
Date-Time-Group

FAATSAT
FAA Telecommunications Satellite

FOIA
Freedom of Information Act 

FSDO
Flight Standards District Office 

FTS2001
Federal Telecommunication Service 2001

GFI
Government Furnished Information

GFE
Government Furnished Equipment

HCL
Hardware Compatibility List

HQ
Headquarters

HTTP
Hyper-Text Terminal Protocol

IETF
Internet Engineering Task Force

IMAP
Internet Message Access Protocol 

IMPP
Internet Messaging and Presence Profile 

IPX
Inter-network Packet Exchange

LAN
Local Area Network

LDRCL
Low Density radio Communications Links

LINCS
Leased Inter-facility National Airspace Communication System

MAN
Metropolitan Area Network

MCC
Maintenance Control Center

MCF
Maintenance Control Facility 

MDT
Mean Downtime

MDT
Message Distribution Terminal

MGM
Medium Grade Messaging

MTBF
Mean Time Between Failures

MRTG
Multi-Router traffic Grapher

MTA
Message Transfer Agent

NADIN PSN (II)
National Airspace Data Interchange Network I and II

NARA
National Archives and Records Administration 

NSA
National Security Agency

NIPRNET
Non-classified Internet Protocol Router Network

OCSP
Online Certificate Status Protocol
PDA
Personal Digital Assistants

PKI
Public Key Infrastructure

POP3
Post Office Protocol

PTSC
Pentagon’s Telecommunication Service Center System

PUA
Profiling User Agent

RAID
Redundant Array of Independent (or Inexpensive) Disks

RCL
Radio Communications Links

RFI
Ready for Issue

RISC
Reduced Instruction Set Computer

RMON
Remote Monitor

RO/CTRS
Regional Offices and Centers 

SATCOM
Satellite Communications

SBU
Sensitive but Unclassified

SE
Support Equipment

SIPRNET
Secret Internet Protocol Router Network

SMO
System Management Office

SMP
Symmetrical Multi-processor (or Processing, depending on context) 

SMTP
Simple Mail Transfer Protocol 

SNMP
Simple Network Management Protocol

SPX
Sequenced Packet Exchange

TCP/IP
Transmission Control Protocol/Internet Protocol 

TRACON
Terminal Radar Approach Control

UPS
Uninterruptable Power Supplies 

VNTSC
Volpe National Transportation Systems Center 

VPN
Virtual Private Networks

WAN
Wide Area Network

WAP
Wireless Access Protocol

X.400


X.500


Y2K
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