ATTACHMENT 2

STATEMENT OF WORK

Task 002 - Local Area Networks in Aircraft

A.  INTRODUCTION
The purpose of this project is to provide safety and security input to the FAA for developing policy and guidance for the use of local area networks on aircraft.

This task will investigate safety and security aspects of local area networks (LANs) onboard the aircraft.  With the introduction of the network to the aircraft, concerns arise of how security breaches may affect safety.  This project will consider network security concerns and propose recommendations for addressing those concerns in the safety and certification environment.  Two major areas will be investigated: (1) the potential security risks of an onboard network that could impact safety and (2) the means for mitigating the security risks in the certification environment (i.e., a network security assurance process). 
Traditionally, the airborne software has remained secure, because of the limited access and closed system approach.  To date, updates to airborne software have typically been performed in one of two ways:  (1) in a laboratory by an approved alteration/repair station, or (2) on the aircraft through a proprietary port with approved personnel.  However, the current technology is changing.  The advances in computing ability, network reliability, and wireless technology have led aircraft manufacturers and operators to pursue onboard networks to operate, update, and maintain the aircraft.  The use of such networks onboard aircraft raises concerns as to how security breaches to these networks could impact aircraft safety. This task will consider network security concerns and propose recommendations for addressing those concerns in the safety and certification environment.  The results of the effort will be considered as input to future FAA policy, guidance, and regulations.

A paper recently drafted by the certification authorities software team (CAST) documented six concerns regarding the onboard networks being proposed and the future trends that seem to be emerging in aviation.  The six CAST concerns, plus three additional concerns are documented below:

· Concern 1 - Connection of Multiple Domains:  Current large transport aircraft are considering connecting several domains via a network.  The concern is that aircraft manufacturers are considering connecting the avionics, airline, and cabin networks into a single aircraft integrated network.  This could have a number of safety impacts, such as hackers posing as passengers trying to access the flight software or even hackers on the ground attempting to access the flight software, if a public IP is used.

· Concern 2 - Integrated Modular Avionics (IMA) Implementation:  IMA systems introduce a number of potential security risks that are not common in the traditional federated system.  IMA systems are designed to be flexible, reconfigurable, and field loadable.  Airborne software will likely be modified in the field, onboard the aircraft, using a network facility.  The concern is that airborne software could be improperly accessed or even corrupted through the network.

· Concern 3 - Using Public IPs:  Aircraft manufacturers desire to make broadband Internet Protocol (IP) available to the aircraft.  At least some manufacturers are planning to use a public IP.  The concern is that if the aircraft uses a public IP, it will become a target for hackers all over the world.  If the airborne software is connected to this network, safety could be impacted.

· Concern 4 - Electronic Flight Bags:  Electronic flight bags (EFBs) come in many shapes and forms.  Currently, most EFBs are laptop computers that are used by the pilots for advisories and information.  The concern is that the advances in EFB technology and capability will eventually result in the EFBs connecting to the aircraft.  The concern is that viruses or corrupt software could be downloaded onto EFBs off-board the aircraft.  When the EFBs are connected to the aircraft, they could negatively impact the airborne software.

· Concern 5 - Updating Security Protection Software:  Another concern is the process for updating security protection software.  Maintaining a secure network requires frequent updates, in order to address new viruses and threats.  However, updating an aircraft network would require a modification to a type-certificated product.  Therefore, the update must go through the certification process.  In many cases, the change may be considered minor; however, the update may take time.  Updating the aircraft software frequently could become a large time and cost burden for manufacturers, operators, and regulators.

· Concern 6 - Responding to Security Breaches:  Another concern is how responses to security breaches would occur.  Some contend that the aircraft would be able to address a breach on its own.  However, other believe that ground support may be needed to respond to a security problem, since security experts may not be onboard every flight.  Currently, airlines or regulators have not set up such infrastructure.

· Concern 7 (additional) - Access to Aircraft Data:  Additional potential security threats could be initiated from employees of airlines, aircraft manufacturers, and their suppliers. Many security solutions involve denial of access to sensitive data or physical locations to unauthorized persons; these solutions are not purely based on technological issues and must also be considered.

· Concern 8 (additional) - Adequacy of Existing Regulations:  Additionally, the terms “safety” and “security” are not synonymous. Although Title 14 of the Code of Federal Regulations (CFR) part 25.1309 could be interpreted to include security threats as a “foreseeable condition”, this was not the original intent of the rule. If the FAA is to address security threats, a new rule is may be required. Existing rules and policy for type certification of aircraft do not address security concerns. Some of the techniques of the safety assessment process, particularly the Functional Hazard Assessment, could be used as a staring point to evaluate potential security threats, but the requirements for security protection should probably be separate from safety requirements. The means providing protection from security threats may be different than the means used to provide failure protection.

· Concern 9 (additional) - Ground to Air Communication:  There are a number of ground to air communications with the onboard networks that are also of concern (e.g., connection to the Internet, datalink, etc).

The goal of this task is to document evaluation criteria that can be used by certification authorities and industry to ensure that onboard networks will not negatively impact the aircraft safety.  The output of this task will be used by the FAA as input for development of FAA policy, guidance, and regulations.   

B.  SCOPE

The work shall be under the direction of the FAA and shall be in coordination with a selected contractor.  The work shall be divided into two phases and have a total duration of not longer than 24 months.  The first phase will last 12 months and will focus on the potential security risks of onboard networks that affect safety.  The second phase will last 12 months and will develop criteria for assessing and addressing the risks (i.e., a network security assurance framework).

C.  WORK DESCRIPTION

Phase 1 Description:  

The goal of the first phase is to document potential security threats associated with onboard networks that could affect safety.  The following questions should be considered while carrying out this phase: 

· What are safety concerns of onboard networks?

· What are security concerns of onboard networks?

· If the safety and security concerns identified conflict with one another, how can both safety and security be addressed without compromising the other?

· What are some solutions to those safety and security issues?

· How can the security aspects be addressed in the certification environment?

· How can certification concerns be addressed?
For this effort, the contractor shall perform the work in the following phase:

Phase 1:  Perform Literature Search and Industry Survey, and Determine Safety and Security Issues, and Develop Initial Acceptance Criteria.  Identify current industry trends in implementing onboard networks and identify safety and security issues associated with onboard networks, document initial acceptance criteria, and provide a 1-year report summarizing the research process and results.

Duration:  12 months from project authorization.

Deliverables/Objectives:  (see table of deliverables)

Provide bimonthly status reports.

Provide kick-off briefing and end of Phase 1 briefing.

Develop a plan for this research effort to include 2 phases.  

Conduct literature search and industry survey, and document reference resources for
  the overall effort to include both phases. (This may be updated in Phase 2, if
  needed.)

Identify safety and security issues, and initial acceptance criteria to address
  certification and safety concerns for use of LANs in aircraft.

Document this Phase 1 information in the form of a report.

Phase 2 Description:  

The goal of the second phase is to validate and complete the acceptance criteria started in phase 1 and to document a network security assurance process.  The network security assurance process will include a framework that can be used by certification authorities and industry to ensure that networks onboard the aircraft will not negatively impact the safety of the aircraft. The security assurance process should supplement existing safety assessment approaches (e.g., SAE ARP 4754 and ARP 4761).  The output of this task will be considered by the FAA as input for development of FAA policy, regulations, and guidance materials for industry regarding the use of LANs in aircraft.  The following questions should be considered while carrying out this phase:

· Are current regulations adequate to address security concern?
· How does the security assurance process fits into the overall certification process, including ties to the safety assessment (XX.1309, ARP4754, ARP4761, DO-178B, and DO-254)?
· What should a Network Security Assurance process contain to enable onboard networks to meet XX.1309?
· How will continued airworthiness be addressed for onboard networks and how will regular maintenance be performed in the certification environment?
· How can it be ensured that systems connected to the onboard network cannot negatively impact safety? 
· What should the process be for updating security protection software?
· How can security breaches be handled?
Phase 2:  Validate and Update Acceptance Criteria, Develop Safety Assurance Process for Onboard Networks, and Complete Final Report and Prepare Handbook. Update research plan and survey, validate and update the first year’s acceptance criteria, develop the safety assurance process (which should implement the criteria), provide final report (includes phase 1 and 2 research process and results), and provide a practical handbook summarizing the acceptance criteria and safety assurance process to address certification and safety concerns.

Duration: 12 months from Phase 2 start.

Objectives:  (see table of deliverables)

Provide bimonthly status reports.

Provide beginning of Phase 2 briefing and end of effort briefing.

Update the original research plan and literature search/survey.

Validate, update, and complete acceptance criteria for use of LANs in aircraft.

Document the overall network security assurance process for use of LANs in aircraft (includes a practical approach for using the acceptance criteria in an actual certification project)

Complete a report encompassing both phases (includes phase 1 and phase 2 research process and results).

Develop practical handbook summarizing the acceptance criteria and safety assurance process to address certification and safety concerns.
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