ACT-350 ADVANCED TECHNOLOGY BRANCH

TECHNICAL ENGINEERING SUPPORT SERVICES II (TESS2) CONTRACT

STATEMENT OF WORK

1.
Introduction:
This Statement of Work describes the effort required to provide technical engineering support services for ACT-350 for four (4) Task Areas: Digital/Data Communications, Computer Information Security, Aeronautical Data Link Systems, and Program Management. The technical engineering support shall include specification generation, requirements analysis, monitoring, scheduling and planning of test and evaluation (T&E) activities, T&E documentation development, maintenance, and conduct. This shall include the development and maintenance of system test bed facilities (STBF). All activities shall be done in accordance with the FAA Acquisition Management Strategy (AMS) Policy and Controller Pilot Data Link Communication (CPDLC) FAA integrated Capability Maturity Model (FAA-iCMM) Process Area (PA) Plans. 

2.
Scope:


The scope of the technical engineering support for each of the 4 Task Areas shall be as follows:

a. Digital/Data Communications: 

· Develop, integrate, and test radio interfaces

· Update and integrate Router Test Tools

· Provide and support CPDLC End-to-End Infrastructure Testing

· Participate and contribute to ARINC Production VHF Data Link Mode 2 (VDL-2) Infrastructure

· Provide Infrastructure System Test Bed Support and contribute to ATN Implementation Documentation

· Monitor and validate Conformance Test Suite (CTS) and Common American European Reference ATN Facility (CAERAF) development

· Very High Frequency (VHF) Data Link Mode 3 (VDL-3)

· Next Generation Communications (NEXCOM)
· Install and integrate FAA selected ATN routers at the William J. Hughes Technical Center (WJHTC) ATN test bed

· Evaluate FAA selected ATN router

· Oversee FAA contractor’s test activities 

· Maintain the ATN router facility at WJHTC
b. Aeronautical Data Link Systems:
· Supporting the Associate Program Manager for Test (APMT) for Controller Pilot Data Link Communications (CPDLC)

· Managing and implementing CPDLC Test and Evaluation activities in accordance with CPDLC Test and Evaluation Process Area Plan

· Monitoring CPDLC software development in accordance with CPDLC Contract Management Process Area Plan

· Establishing and maintaining the CPDLC test bed at the WJHTC

· Participating in the Tower Data Link Services (TDLS) Joint Failure Review Board (JFRB) meetings and recreating failures

· Evaluating the software modifications made by the vendor for TDLS Interim Releases

· Porting the technology refresh of the TDLS Applications to a new Operating System (SCO Unixware) and selection of new hardware components

· Procuring and installing TDLS hardware and software in the I&I testing, and packaging and shipping to Teterboro

· Conducting Operational Test & Evaluation (OT&E) and Site Acceptance Test (SAT)

· Developing the TDLS technical manuals for AF personnel

· Developing Level II training and supporting Level 1 training activities

· Preparing and sustaining the TDLS test bed at the WJHTC

· Monitoring Maintenance Release (MR) II testing and documentation activities

· Conducting Penetration Testing on the TDLS test bed at the WJHTC

· Automatic Dependent Surveillance – Broadcast, ADS-B
· Safe Flight 21
c. Computer Information Security:

· Planning of CPDLC Information System Security Services

· Participating in ATNP Working Groups for ATN Security

· Developing the ATN Security Standards and Recommended Practices

· Prototyping the ATN Security Standards and Recommended Practices

· Multi-Organization Validation of the ATN Security Standards and Recommended Practices

· Developing Guidance Material for the ATN Security Standards and Recommended Practices

d. Program Management:
· Implementing FAA project management and support contract management procedures described in the Project Management and Contract Management Process Area Plans

· Supporting the FAA in fulfilling its mission and implementing its assigned responsibilities

· Providing Master Planning and Scheduling support to the FAA

· Providing Functional Planning and Scheduling support to selected functional areas

· Providing Data Management support the FAA

· Providing Management Information System support to the FAA

· Supporting the development of Level 3 Process Flows, process area definitions, and process flow documentation
· Supporting the development and completion of the nine Level 3 Process Area Plans

· Supporting the development, implementation and standardization of Metrics and Technical Publications
3.
Referenced Documents:
A. FAA Acquisition Management System (AMS) Policy (fast.faa.gov)

B. FAA Integrated Capability Maturity Model (FAA-iCMM)

C. MIL-STD-973 (Configuration Management)

D. FAA-STD-028B (Training)

E. MIL-STD-498 (Software Development and Documentation)

3.
Task Area Work Requirements:

Each Delivery Order shall be designated to a Task Area. The following are the activities for the specified Task Areas:

TASK AREA I:  DIGITAL/DATA COMMUNICATIONS

A: Controller Pilot Data Link Communication (CPDLC) End-to-End Infrastructure Support
1)  Radio Development/Integration/Testing 

The contractor shall procure and install one ground radio and one aircraft radio. The ground radio shall be installed in a sterile location, away from interfering sources at the hangar, and in view of the airport and aircraft ramp.  The aircraft radio shall be wired into an avionics rack suitable for installation in any of the Center’s project aircraft.  Antenna and cable connections shall be evaluated for VSWR, loss, and radiation pattern.  

(A024-A)

The contractor shall develop radio interfaces.  The contractor shall develop Aviation VHF Link Control (AVLC) and Radio Controls.   The contractor shall develop a suite of test tools for radio interface verification to permit monitoring, decoding and data collection activities.  Packet and frame error injection capabilities are also planned.  The contractor shall test data collection through radio link.  Test data packets shall be transmitted over VDL-2, from the ground station to the airborne equipment.  This task builds the foundation for interoperability tests with other vendor’s radios, or Communication Management Unit (CMU). (A024-A)
The contractor shall determine antenna coverage and noise environment.  In this task, the contractor shall assemble test equipment in project aircraft, and in the laboratory, to measure signal strength and spectral distribution for noise and desired signal.  The test equipment consists of a spectrum analyzer, coaxial connectors, and data recording equipment.  All of this is resident within ACT-350 Airborne and only needs to be assembled into a test bed.  The performance of the test equipment shall be validated in laboratory, and ramp testing to prepare for flight-testing. Environmental monitoring using the Radio Frequency (RF) test equipment shall be performed to build a database of noise conditions around Atlantic City.  This is static data; e.g., not measured in flight but in the laboratory, and on the ramp.  A culmination to this effort shall be to extend the data collection in flight tests. (A024-A)

The contractor shall install VDL-2 radio in the Airborne ATN aeronautics laboratory and access interoperability between systems. Once, suitable results from single aircraft/single ground station tests have been obtained a second ground radio and station shall be installed at a suitable location near the Technical Center. 

The contractor shall prepare a test results report of the RF laboratory and flight interoperability testing, including data analysis, assumptions, and recommendations.  Results shall be submitted for review to ACT-350. (A025-A)

2)  Router Test Tools 

The contractor shall update the Network and Subnetwork protocols residing in the FAA ATN Router. The Network Layer protocol updates are required to inter-operate with other ATN Routers. The Subnetwork Layer protocols are required to validate the consistency, clarity and completeness of the VDL-2 subnetwork protocol requirements. Early interoperability testing with ARINC and other ATN Routers along with validation of the VDL-2 Subnetwork protocols shall allow interface problems to be identified and resolved in time for the deployment of CPDLC at the Miami Center. Early identification of problems shall help ensure the success of CPDLC. (A024-A, A025-A)

The network layer protocols that shall be modified include the Inter-Domain Routing Protocol (IDRP), the Connectionless-mode Network Protocol (CLNP) and the End System to Intermediate System Routing Protocol (ES-IS). The task of updating the network layer protocols has been divided into two steps. 

In the first step the contractor shall perform the following activities: (A024-A)

a) Update Inter-Domain Routing Protocol (IDRP) and Connection-Less Network Protocol (CLNP) to use the ATN security attributes to perform routing.  This update is needed because the current FAA Router only supports routing using the “Default” Attribute. Technically, ATC traffic cannot be routed using the “Default” attribute; it can only be routed using the “ATN Security” attribute.

b) Update the Ground/Ground Router (G/G RTR) to establish a connection with adjacent G/G routers through system management action and not through the use of the ES-IS protocol. This update is needed because the current FAA Router requires the exchange of ES-IS Protocol Data Units (PDU) in order to start an IDRP connection with an adjacent G/G Router (e.g. ARINC). There are no requirements specifying the use of this protocol between Boundary Information Systems (BIS). Therefore in order to interface to other G/G Routers the FAA router must initiate a connection without the use of the ES-IS Protocol.

c) Add additional IDRP Policies for Route Distribution.  This update is needed to expand the current FAA Router policies. The current policies in the FAA Router shall treat other non-FAA routers like an A/C Router. These policies are implemented in software and shall be expanded to support the policies needed for the VDL-2 time frame.

d) Update Local Management Interface to access Protocol Layer Managed Objects.    These updates are needed to provide local access to the various managed objects available in the system. The original implementation used a proprietary commercial user interface product to provide access to system resources. Instead of purchasing the product for the new platform and porting all the screens to the new environment it was decided to implement an X-windows implementation of the interface.

e) Update test tools. The current logging and Data Reduction and Analysis tools are being updated to support logging of IDRP PDUs. The ability to log and display data at this level shall help during interoperability testing by providing a user-friendly view of the IDRP data elements being exchanged between the communicating entities.

In the second step the contractor shall perform the following activities: (A024-A)

a) Update Mobile SNDCF to support VDL-2 Handoffs.

b) Update IDRP to support variable length prefixes. The current FAA ATN Router only supports routes that utilize an 11-byte prefix. Routes received from adjacent systems with longer or shorter prefixes are discarded. To allow for a more thorough testing of the interface to other ATN Routers, support for prefixes of less than 11-bytes is required.

c) Update Mobile SNDCF to be Standards and Recommended Practices (SARPs) compliant.

d) Allow configuration of static routes to adjacent Routing Domains. The current FAA router does not support the configuration of static routes for IDRP. Implementation of this feature shall allow the proposed FAA Architecture within the U.S. Domain to be verified.

e) Finalize IDRP Route distribution policies. This activity captures any final routing policies that shall be required to support interoperability testing. Note that the full set of policies is not being implemented. Only those policies required to support interoperability testing in the VDL2 time frame are planned for implementation. 

f) Perform integration testing between the G/G Router, A/G Router, and Airborne Router.

The contractor shall update the Subnetwork Protocols in the FAA Router as follows:  (A024-A)

a) Develop an interface to SBE X.25 Communication Cards to access the LAPB Protocol.  This allows the G/G and A/G Router to access the NADIN II Subnetwork for RTR to RTR communication.   

b) Design and develop the interface between the VDL-2 Packet Layer Protocol (PLP), the VDL-2 AVLC protocol and Link Management Entity (LME).   

c) Update the ISO 8208 software to operate as the VDL-2 PLP

d) Update test tools. The current logging and Data Reduction and Analysis tools are being updated to support logging of VDL-2 PLP packets. The ability to log and display data at this level shall help during interoperability testing by providing a user friendly view of the VDL-2 PLP data elements being exchanged between the communicating entities.

e) Perform Subnetwork Integration Testing.  Integrate PLP and Link Layer (AVLC and LME).

The contractor shall provide a Router Test Results Report at completion of testing.  Any problems found during the early stages of development and testing shall be coordinated with the ATN community. (A025-A)

3)  Infrastructure Testing

The contractor shall conduct Direct Connect Testing.  This shall include the X.25 Interface and Basic Airborne RTR and Basic Local Management Interface.  The test bed shall contain all three Routers (G/G, A/G, and Airborne).  This test bed shall allow end-to-end communications between two applications using the Default Routes provided by IDRP.  The contractor shall conduct evaluation, validation, and data collection throughout testing.  A test results report shall be provided upon conclusion of testing. (A025-A)

The contractor shall integrate CPDLC ES into Ground Environment. The contractor shall conduct Ground RTR Interoperability Testing.  The contractor shall provide Interoperability plans and procedures and/or white papers.  The contractor shall perform RTR Familiarization training.  The contractor shall conduct Dry Runs.   The contractor shall conduct Interoperability Test.  The contractor shall provide a test results report upon conclusion of test activities.  (A025-A, T008-A, T009-A)

4) ARINC Production VDL-2 Infrastructure 

The contractor shall monitor and support activities required under contract by the Air/Ground Service Provider.  The contractor shall monitor and support development of ATN Implementation documents, test planning, participation in Technical Interchange Meetings (TIM).  The contractor shall monitor and support installation of VDL-2 Infrastructure, develop interface to FAA BIS/Router to ARINC ATN test bed, and Ground RTR Interoperability Testing. The contractor shall monitor and support the service providers preparation for Integration Testing, installing VDL-2 Ground Stations at FAA William J. Hughes Technical Center (WJHTC). (A001, A003-A, A004)

5)  Infrastructure Support

The contractor shall continue to maintain and upgrade the Infrastructure Support test bed at the WJHTC. The test bed shall enable the FAA to conduct interoperability testing of Router Reference Implementation (RRI). This effort shall involve continuing to upgrade FAA owned software and systems previously developed by the FAA.  

Maintenance and upgrade of the Infrastructure Support test bed shall include development or upgrade to supporting documentation and configuration management of all test bed hardware and software. Test software and systems, to include the Conformance Test Suite (CTS), shall be incorporated into the test bed as they become available.

The contractor shall continue support review and acceptance for RRI to Aeronautical Telecommunication Network (ATN) Systems, Inc. (ATNSI). Support shall include participation in TRB and CCB program reviews.  The contractor shall review and comment on RRI documentation Porting Guide. (A001, A003-B, A004)

The contractor shall continue to support and participate in Application Service Element (ASE) Deliverable Review.   The contractor shall continue participation in the ATNSI Ground ASE Development Coordination group.  The contractor shall continue support of product development.  The contractor shall review the Porting Guide.  The contractor shall participate in TRBs and CCBs Meetings.  (A001, A003-B, A004)

The contractor shall develop and provide ATN Implementation Documentation.  Documentation shall include BIS–BIS IRD, ATN architecture updates, ATN addressing scheme, VDL-2 Operational Performance and Success Criteria, and DO Connect. The contractor shall participate and contribute to SC 194, SC 172, SC 189, AEEC and PIT.  The contractor shall support Implementation Planning.  The contractor shall integrate Euro-Control ATN Test Beds with WJHTC ATN Test Bed. The contractor shall support EURO VDL Mode 2 Trials.  (A002, A037)

6)  CAERAF/CTS
The contractor shall monitor and validate Conformance Test Suite (CTS) development.  The contractor shall review and comment CTS documentation. The contractor shall attend technical meetings and reviews that relate to CTS development. The contractor shall execute Software Test Description for Formal Qualification Test (ATN Lab). 

(A001, A003-A, A003-B, A004)  

The contractor shall review and comment CAERAF documentation and attend CAERAF technical meetings and reviews. Final development activities shall be submitted in a final report. (A001, A002, A003-A, A003-B, A004) 

The contractor shall develop an ATN Certification Facility. The contractor shall integrate hardware and software components to establish an air/ground communications test bed for Data Link.  The contractor shall conduct CTS Testing.  The contractor shall continue to operate and maintain hardware and software components.  (A025-A)

B: Aeronautical Telecommunications Network (ATN) Support

1)  Develop and Maintain ATN Router Facility

The contractor shall develop and maintain the ATN Router Facility at the William J. Hughes Technical Center (WJHTC).  The contractor shall prepare the ATN Router Facility.  After delivery of the ATN Router, The contractor shall install and integrate the ATN router to NADIN Packet Switch Network (PSN) test node.  The contractor shall maintain the ATN Router including processing up-grades, maintaining configuration management, scheduling and operations. (A024)

2)  Evaluate FAA selected ATN router

The contractor shall integrate the ATN router with Conformance Test Suite (CTS). All communication protocols residing within the ATN router shall be tested using CTS.  This testing shall be limited to the CTS capability and protocol test support.  The testing with CTS shall depend upon the availability of the CTS system by the time ATN router is installed at FAA Technical Center. Upon completion of communication level conformance testing, the contractor shall prepare and submit to the FAA a preliminary and final test report. (A025-A)

3)  Technical Oversight FAA test activities 

The contractor shall provide technical oversight of FAA test activities.  The contractor shall review and provide comments on FAA documents developed by other test contractors, including reviewing draft and final test plans, reviewing draft and final test procedures, and witnessing test execution. The contractor shall review both draft and final test reports. (A001)

4)  Participate in FAA/JCAB TIMs 

The contractor shall participate in the FAA/JCAB TIMs. The contractor shall attend the FAA/JCAB TIMs and support identification and resolution of critical issues. (A003-A)
TASK AREA II:  AERONAUTICAL DATA LINK SYSTEMS

A: CPDLC Support
1)  CPDLC Monitor Software Development

The contractor shall support ACT-350 in the technical monitoring of the CPDLC software design, development and production. The contractor shall monitor the Software Development Contractor's (SDC) development and test. The contractor shall monitor software integrity by reviewing and providing comments on all technical Contractor Data Requirements Lists (CDRL), performing engineering audits on contractor developed software and conducting periodic technical and management reviews to monitor SDC progress and conformance to the applicable specifications and contract requirements. The contractor shall submit formal reports to ACT-350 documenting the results and findings from the software audits. The contractor shall support and attend formal SDC requirements and design reviews. The contractor shall monitor and support the closure of government assigned action items resulting from these reviews. (A004, A003-A, A003-B, A006)

The contractor shall disseminate, classify, resolve, and track all RPRs for CPDLC. This includes maintaining an RPR database, conducting RPR TIMs, performing risk analysis on all requirements and providing an RPR summary report. The contractor shall perform these activities in accordance with approved System Engineering procedures documented in the CPDLC Requirements Process Area Plan. (A003-A, A008)

The contractor shall witness the SDC’s Development Test and Evaluation (DT&E) testing and prepare reports in accordance with the FAA AMS Test and Evaluation (T&E) Guidelines and the DT&E sections of the CPDLC System Test and Evaluation (ST&E) Process Area Plan. The contractor shall monitor the integrity of DT&E by reviewing and commenting on the SDC’s test CDRLs and supporting/conducting TIMs on test issues.  The contractor shall monitor the up level of the CPDLC I Pro-ATN software to Host release A5F1. *. (A003-A, A004, A007)

2)  CPDLC Operational Test 
The contractor shall perform Operational Test (OT) for CPDLC. The contractor shall implement OT activities in accordance with the FAA AMS T&E Guidelines and the OT sections of the CPDLC ST&E Process Area Plan. The contractor shall develop the OT Test Plan, Integration and Suitability Test Procedures, operational scenarios, and conduct OT Integration and Suitability testing and analysis. The contractor shall commence implementation of fixes resulting from Program Trouble Reports (PTR) and commence development of the OT Quick Look Test Report and Final Test Report. Also, The contractor shall develop the preliminary OT test procedures and commence development of the Draft #1 OT procedures. The contractor shall conclude all other OT activities in accordance with ACT-350’s Program Directives.  (A020, A021, A022, A024, A025, A026, A031, A032, A033, A034, A036)

The contractor shall provide and maintain a detailed activity schedule depicting the durations of all OT test conduct and analysis activities, from OT Test Readiness Review (TRR) through submission of the OT Quick Look Test Report. The schedule shall include the development for all OT test cases and test categories. This includes test conduct for dry runs, informal testing, and formal testing, as well as coordination of resources with other FAA organizations to complete OT of CPDLC. (A003-B, A024)

3)  Key Site Acceptance Test of CPDLC

The contractor shall commence development of the CPDLC Key Site Acceptance Test Plan in accordance with the FAA AMS Policy Test and Evaluation (T&E) Guidelines and the CPDLC procedures for Site Acceptance testing defined in the CPDLC ST&E Process Area Plan.  The contractor shall conclude all other Key Site Acceptance Test activities in accordance with ACT-350’s Program Directives. (A024, A027, A028, A029, A030, A036)

4)  CPDLC Master Test Planning

The contractor shall review and comment on the T&E section of the CPDLC Acquisition Strategy Paper (ASP) and Integrated Program Plan (IPP) with emphasis on the T&E strategy. The contractor shall ensure that the T&E strategy fully addresses test conditions, the test environment, test resources, test sites, test tools, test personnel, test plans and test reports.

(A001)

The contractor shall participate in the CPDLC Test Planning Working Group (TPWG) comprised of representatives from applicable CPDLC developmental and operational organizations. The TPWG will coordinate all T&E efforts among all organizations, formulate CPDLC Test and Evaluation strategy and approach, and ensure approval of the Critical Operational Issues (COI), and identify/resolve T&E issues. (A003-A)
5)  CPDLC Test Bed and Test Tools

The contractor shall develop and maintain test tools and facilities. The contractor shall commence development of the Tekelek decoders (software), which shall be used as a front-end communication device for OT&E testing. The Tekelek shall have the capability to analyze the Aeronautical Telecommunication Network (ATN) messages sent to and from the ATN router. 

The contractor shall prepare and maintain the CPDLC test bed at the FAA William J. Hughes Technical Center. The test bed shall provide the necessary resources to accomplish all CPDLC T&E activities, i.e. DT&E, OT&E and field support. The test bed shall interface with a mixture of test tools and fielded systems that interface with CPDLC. The contractor shall employ accepted configuration management practices (i.e. CPDLC Configuration Management Process Area Plan) for all test bed hardware and software. The contractor shall schedule lab time/facilities and ensure trained personnel are available. The contractor shall coordinate the availability of other WJHTC test facilities e.g. the Target Generator Facility, Simulation Pilots, aircraft etc. 

(A035)

B: Tower Data Link Service (TDLS) Support

1)  Failure Analysis
The contractor shall conduct TDLS failure analysis activities and report findings and recommendations to the FAA. This support includes recreating failures in the TDLS lab as required and providing the TDLS Team with technical inputs and recommendations. The contractor shall participate in the quarterly Joint Failure Review Board (JFRB) and JFRB Pre-meetings. The contractor shall attend and support TDLS Transition TIMs. 

(A003-A, A003-B, A035-A)

2)  TDLS Technology Refresh
The contractor shall perform TDLS Technology Refresh.  The contractor shall conduct systems engineering which includes assisting the TDLS team in the development of Technology Refresh Requirements, revising the TDLS specification as required, performing hardware and software requirement analyses and development and maintenance of RPR and PTR databases. (A008, A023)

The contractor shall evaluate hardware platforms which include obtaining evaluations system(s), installation and integration of Evaluation Systems 1/2/3, test of Evaluation Systems 1/2/3, conduct Power Harmonic Test on Evaluation Systems 1/2/3, and procure development hardware and software and integrate new hardware, drivers and utilities.  

The contractor shall develop TDLS Software Design which include design of software releases, integrating Queue Software, conducting Critical Design Review (CDR) for Pre Departure Clearance and Flight Data Input/Output (FDIO), integrating MR II and System Problem Change Report (SPCR) fixes, integrating MR II and SPCR Software modifications, conducting CDR – Digital Automatic Terminal Information Service (D-ATIS) TDLS, conducting Software Integration Test for modified units only and conduct Final Design Review. 

(A003-B)

The contractor shall develop a Draft and Final Software Requirements Specification (SRS) for FDIO, PDC, D-ATIS and TDLS, a Draft and Final Software Design Documentation (SDD) for FDIO/PDC, D-ATIS/TDLS per MIL-STD-498, and develop a Draft and Final Level II Maintenance Manual. (A041-A, A042-A, E007-A)

The contractor shall develop and perform the Functional Configuration Audit/Physical Configuration Audit (FCA/PCA) software acceptance process. 

(A003-B)

The contractor shall witness and review MR II Testing Activities and Documentation provided by ARINC.  (A003-B, A004)

The contractor shall support procurement and installation including procuring hardware, installing equipment in the cabinet, installing software, check-out testing, packaging, and shipping.

3)  Operational Test (OT) for TDLS 
The contractor shall conduct OT for TDLS. The contractor shall develop the VRTM and TDLS OT&E Procedures.  The contractor shall conduct OT Testing and regression tests and provide Quick Look and Final Test Reports.  The contractor shall support Installation and Checkout (INCO) activities and conduct Site Acceptance Testing (SAT) at Key Sites 1/2/3.  The contractor shall conduct Delta OT at Key Sites 1/2/3. All the aforementioned OT activities for TDLS shall be in accordance with FAA AMS Policy Test and Evaluation (T&E) Guidelines and the CPDLC ST&E Process Area Plan. 

(A020, A021, A022, A024, A025, A026, A027, A028, A029, A030, A031, A032, A033, A034, A036)

4)  Technical Instruction Book (TIB)

The contractor shall develop a Technical Instruction Book (TIB) for the TDLS system.  This manual shall include system installation, configuration changes, theory of operations, preventive maintenance, removal and replacement procedures, system operations, and trouble shooting for Level 1 Maintenance. The contractor shall support installation and check out testing including reviewing installation and checkout plan and procedures, lab preparation for installation demonstration and witness installation demonstration. (E006-A)

5)  TDLS Training 

The contractor shall support TDLS Training.  The contractor shall review AF Training CDRLs and provide technical support.  The contractor shall develop and conduct a Level II training course for AOS-510. (A004, T008-A, T009-A, T026-A)

6)  TDLS Test Bed Maintenance

The contractor shall sustain the operational readiness of the TDLS test bed at the WJHTC.  The test bed shall interface with a mixture of test tools and fielded systems that interface with the TDLS.  The contractor shall maintain all test equipment and tools, verify operational readiness, support installation of new software, schedule lab time and facilities, and ensure trained operators and maintainers are available.  The contractor shall ensure that accepted configuration management practices (i.e. CPDLC Configuration Management Process Area Plan) for all test bed hardware and software are employed.  The contractor shall provide technical support including operational and software support. (A035)

7)  TDLS Security – Information Security (INFOSEC) Testing 

The contractor shall develop and conduct a TDLS INFOSEC Test at William J. Hughes Technical Center TDLS test bed.  The contractor shall provide a Security Test Results Report at the conclusion of testing.  (A025-A, A039-A)

TASK AREA III:  COMPUTER INFORMATION SECURITY

 A: Data Link Information Security
1)  Planning of CPDLC Information System Security Services

The contractor shall complete a vulnerability analysis of the CPDLC Information System Security Services including identifying specific security controls, and analyzing threat assessments. (A035-A, A039-A)

2)  Participating in ATN Panel (ATNP) Working Groups for ATN Security

The contractor shall participate in ATNP Working Groups including preparing Working Paper documentation and attending ATNP Working Group Meetings.

The contractor shall act as the editor for the assigned Sub-Volume(s), Security validation report.  A draft validation test results report shall be produced for input into the Working Group of the Whole meeting. A final draft validation test results report shall be produced for the Working Group of the Whole. The contractor shall finalize the validation test results report after the last Working Group of the Whole meeting.

Sub-Volume(s) validation report shall document the current status of all known validation activities. It shall be used as input to the ATNP to indicate the level of validation achieved for the ATN security solution. (A003-A, A025-A)

3)  Developing the ATN Security Standards and Recommended Practices (SARPS)

The contractor shall develop the ATN security solution for SARPS.  The contractor shall continue to act as the editor for the assigned Sub-volume(s), Security.  This effort shall involve completing the final draft for validation purposes and acting as the subject matter expert for resolving proposed defect reports as they are encountered.
4)  Prototyping the ATN Security SARPS

The contractor shall perform SARPS validation including updating the WJHTC Evaluation System (Ported FAA Router/End System to current SARPS), developing the implementation of Cryptographic Algorithms, updating the Evaluation System with security enhancements, and updating the Evaluation System with simulators.

The contractor shall develop prototypes for the following ATN security solution pieces:

· The ATN security primitives identified in the appropriate Sub-Volume(s)

· The System Security Object identified in the appropriate Sub-Volume(s)

· The ATN security enhancements for Inter Domain Routing Protocol (IDRP) identified in the appropriate Sub-Volume(s)

· The Secure Dialogue Service identified in the appropriate Sub-Volume(s).

The contractor shall develop an Application Programming Interface (API) for the ATN security primitives in the appropriate Sub-Volume(s).  The contractor shall document the API in a white paper.  The contractor shall verify the API implementation against the Standards for Efficient Cryptography Group’s (SECG) test vectors for the ATN elliptic curves and domain parameters.  Completion of this activity shall enable the FAA to report level D validation for the ATN security primitives. (A002)

The contractor shall develop the Security System Object (SSO) as an API.  The contractor shall document the SSO API in a white paper. (A002)

The contractor shall update the FAA router to be compliant with the required portions of International Civil Aviation Organization (ICAO) Doc 9705 Edition 2.

The contractor shall develop the IDRP security enhancements as defined in the appropriate Sub-Volume(s).  The contractor shall write a white paper on the IDRP validation configuration.  The contractor shall perform internal testing of the IDRP security enhancements.  The contractor shall produce a validation test results report for input into the appropriate Sub-Volume(s) validation reports.  Completion of this activity shall allow the FAA to report level D validation for the IDRP security enhancements. (A025-A)

The contractor shall add the necessary functionality to the upper layer communications service (ULCS) prototype so that it can initiate application associations rather than just respond to them.  The contractor shall then update the ULCS prototype with the portions of ICAO Doc 9705 Edition 2 required for adding the ATN security enhancements.  The contractor shall develop a simple graphical user interface (GUI) for use with the ULCS prototype in validation test demonstration.  The contractor shall then add the SSO and secured dialogue service to the ULCS prototype.  The contractor shall produce a white paper documenting the high level design of the ULCS prototype and the ULCS validation configuration.  The contractor shall perform internal testing and document the results in a validation test results report for input into the appropriate Sub-Volume(s) validation test results reports.  Completion of this activity shall allow the FAA to report level D validation of the secure dialogue service.  It shall not allow validation of the security enhancements for the air-ground applications in the appropriate Sub-Volume(s). (A025-A)
5)  Multi-Organization Validation of the ATN Security Standards and Recommended Practices

The contractor shall perform SARPS validation activities with other organizations (e.g., CENA, MITRE, and AlliedSignal).  This activity shall include the development of validation scenarios to meet the validation objectives defined in the appropriate Sub-Volume(s) validation reports, conducting the interoperability tests and preparing validation test results reports as input into the appropriate Sub-Volume(s) validation test results reports. (A025-A)
The contractor shall acquire the Certicom Security Builder Software Development Kit (SDK) and produce an independent ATN security primitive’s implementation.  The contractor shall develop validation scenarios for testing the ATN security primitive’s prototype developed under subtask 4 with the Certicom SDK prototype.  The contractor shall provide input to the appropriate Sub-volume(s) validation report for the test results.  Completion of this activity shall allow the FAA to report level B validation of the ATN security primitives.

(A025-A)

To perform interoperability testing with another organization/State, the contractor shall establish a data communications link with the security lab of the other organization/State. If more than one organization/State is used for interoperability testing, a data communication link with each shall be required.  The level of difficulty of this activity is dependent upon the location of the organization/State.  A data communications link shall be required for both IDRP and ULCS validation.

The contractor shall perform interoperability testing with another organization’s/State’s security primitive’s implementation.  The contractor shall produce validation scenarios to meet the validation objectives attributed to this testing.  The contractor shall acquire the hardware and software platform for the other State’s implementation in case a lab connection cannot be achieved.  The contractor shall produce a validation test results report for input into the appropriate Sub-Volume(s) validation report.  Completion of this activity shall allow the FAA to report level A validation of the ATN security primitives. (A025-A)
The contractor shall perform interoperability testing with another organization’s/State’s IDRP security implementation.  The contractor shall produce validation scenarios to meet the validation objectives attributed to this testing.  The contractor shall produce a validation test results report for input into the appropriate Sub-Volume(s) validation reports.  Completion of this activity shall allow the FAA to report level B or level A validation of the IDRP security enhancements. (A025-A)
The contractor shall perform interoperability testing with another organization’s/State’s ULCS security implementation.  The contractor shall produce validation scenarios to meet the validation objectives attributed to this testing.  The contractor shall produce a validation test results report for input into the appropriate Sub-Volume(s) validation reports.  Completion of this activity shall allow the FAA to report level B or level A validation of the ULCS security enhancements. (A025-A)

6)  Developing Guidance Material for the ATN Security Standards and Recommended Practices
The contractor shall act as editor of the guidance material that is complementary to the appropriate Sub-Volume(s).  The contractor shall include in the guidance material any relevant experience gained from the prototyping and validation activities. (A002)

TASK AREA IV:  PROGRAM MANAGEMENT
A: Program Management
1)  Master Planning
The contractor shall provide Master Planning and Scheduling support to the FAA in accordance with applicable processes and procedures defined in the CPDLC FAA-iCMM Project Management Process Area Plan (PM PAP). This support includes developing and maintaining the Program Work Breakdown Structure (PWBS) and Master Schedule, and assuring their trace ability to lower tiered WBS’s and schedules e.g. the Functional Work Breakdown Structures (FWBS’s) and Intermediate level schedules. The contractor shall support the development and maintenance of the Data Dictionaries. Work definitions, deliverables and life cycle templates for all project documentation shall be prepared. The contractor shall support the establishment of life cycle budgets. This includes identifying the allocated budget, supporting development of the bottoms-up estimated budgets, negotiating all project budgets and reconciling budget requirements against actual funding. The contractor shall support project tracking and reporting. The contractor shall track performance against established schedule, scope and budget baselines, assess performance and support implementation of the Project Performance Review (PPR). The contractor shall support development and implementation of the Corrective Action System (CAS). This includes architecting the CAS database, and identifying, tracking and supporting closure of issues and actions. The contractor shall support all approved re-planning and/or re-base lining efforts approved by the Project Lead or Product Team Lead. The contractor shall support development and implementation of the Project Management Information System (PMIS). (A003-B, M004)

2)  Functional Planning
The contractor shall provide Planning and Scheduling support to the FAA in accordance with applicable processes and procedures defined in the CPDLC FAA-iCMM Project Management Process Area Plan (PM PAP). This support will be dedicated to the following functional area’s: Test & Evaluation (T&E), Human Factors (HF), End-to-End Integration (E-E), Implementation, Security, Monitoring Software development, Configuration Management, Quality Assurance and Process Improvement. For each functional area, this support includes developing and maintaining the respective Functional Work Breakdown Structure (PWBS) and Intermediate Schedule, and assuring their trace ability to higher tiered WBS’s and schedules. The contractor shall support the development and maintenance of the functional Data Dictionaries that shall include work definitions, deliverables and life cycle templates for all functional documentation. The contractor shall support the establishment of functional life cycle budgets. This includes developing the bottoms-up estimated budgets, negotiating functional budgets and reconciling budget requirements against actual funding. The contractor shall support project tracking and reporting. The contractor shall track functional performance against established schedule, scope and budget baselines, assess performance and support implementation of the Project Performance Review (PPR) and lower tiered Functional Status Reviews (FSR’s). The contractor shall provide functional planning support to the implementation of the Corrective Action System and identifying, tracking and supporting closure of issues and actions. The contractor shall provide functional planning support to approved re-planning and/or re-base lining efforts approved by the Project Lead or Product Team Lead. The contractor shall support development and implementation of the Project Management Information System (PMIS). (A003-B, M004-A)

3)  Data Management

The contractor shall support the development and implementation of the ACT-350 Data Management Office (DMO) in accordance with the processes and procedures defined in the CPDLC FAA-iCMM Configuration Management Process Area Plan (CM PAP). The contractor shall support the development, maintenance and enhancement of the ACT-350 library in both hard and electronic format. The contractor shall support the FAA in upgrading its current library operations to enable an interactive online Information System. The contractor shall support the development of the DMO requirements, design, operating procedures, and routine reports generation and implementation.

B:  FAA-iCMM Process Improvement

1)  Level 3 Process Area (PA) Flow Development 

The contractor shall support the definition and development of process area plans for the nine (9) level-3 process areas which include Architecture (PA-03), Alternatives (PA-04), Software Development and Maintenance (PA-06), Integration (PA-07), Risk Management (PA-13),  Coordination (PA-14), Peer Review (PA-17), Organization Process Definition (PA-20) and Training (PA-22).   The contractor shall develop preliminary flows derived from an analysis of the current FAA-iCMM model, PA documentation currently available from other programs and relevant standards. The contractor shall support the finalization of PA teams, Subject Matter Experts (SME), leads and co-leads, and definition of roles and responsibilities. The contractor shall support the establishment and conduct of PA workshops attended by PA leads and teams, and the finalization of the process flows resulting from information gained at the workshops.

All of the above FAA-iCMM aforementioned activities shall apply to any future Process Improvement activities, i.e. level 4 and 5. 

(P001)

2)  Level 3 Process Area Plan Development

The contractor shall support the preparation and approval of Process Area Plans for the nine aforementioned process areas. These plans shall contain the detailed procedures necessary to implement the process flows prescribed in item 1, above. These plans shall be developed in draft and final state and shall address the base and generic practices described in the FAA-iCMM adequately enough to support attainment of level 3 certification. The contractor shall support the maintenance of all process area flows as directed by the CPDLC Process Area Team (PAT). The contractor shall support the development and maintenance of implementation plans for each of the nine aforementioned Process Areas. These plans shall reflect the applicable process area Lead/Co-leads vision and approach to attain and maintain level 3 certification. The contractor shall support the maintenance of all process area plans as directed by the CPDLC PAT. The contractor shall support the preparation and conduct of process area training for each of the nine aforementioned process areas. The contractor shall develop and maintain all training materials. 

All of the above FAA-iCMM aforementioned activities shall apply to any future Process Improvement activities, i.e. level 4 and 5.

(P002, P004)

3)  Metrics and Technical Publications Support

The contractor shall support the development and implementation of standardized metrics and technical publications including measurement and metrics processing for each of the aforementioned Process Areas for Level 3, Level 2, and, if necessary level 4 and 5 .

(P003)

4.
Delivery Orders:

4.1 Delivery Order Plan:

The contractor shall submit a Delivery Order Plan (DOP) for each Order. The DOP shall include the Contract Work Breakdown Structure (CWBS), technical proposal and cost proposal for each Order. The contractor shall provide dispositions within seven (7) calendar days of receipt of comments from the FAA to a DOP. (M002)

4.2 Delivery Order Award:

Upon Delivery Order Award, the contractor shall invoice each Delivery Order separately on a monthly or bi-weekly basis.

For each Order the contractor shall deliver a monthly status report no later than the fifteenth of each month.  (M001)

Upon contract award the contractor shall provide Configuration Management (CM) Plan and Configuration Status Accounting Report (CSAR) in accordance with the CPDLC FAA-iCMM CM Process Area Plan. (C001, C002)

5.
Program Level Status Monitoring:

The contractor shall monitor program status. The contractor shall conduct monthly Program Status Reviews (PSR) with the FAA. The following shall be reviewed during the PSR: contract status in terms of schedule; performance and cost; FAA/contractor interface problem areas; activities performed versus planned activity (previous period); planned activity (next 90 day period with outlook dates); CDRL status; and outstanding action items. The contractor shall present the contractor’s understanding of contractor administrative and technical requirements at the first monthly PSR. The specific content and timing of follow-on monthly meetings shall be determined on a task-by-task basis.

(M006).
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