MIKE MONRONEY AERONAUTICAL CENTER (MMAC)

SECURITY SYSTEM DESIGN SERVICES

WORK ORDER 00-0172

STATEMENT OF WORK

I. GENERAL SCOPE OF SERVICES

A. Project Background

1. Mike Monroney Aeronautical Center (MMAC) is designated a security level 4 facility by both DOJ and FAA standards.

2. Facility Security Management Program (FSMP) was created to establish security requirements for all FAA facilities and also establish standards and procedures for facility security management, control, and safeguarding of personnel and facilities. The facility security risk management (FSRM) is the implementation arm of FSMP. The FSRM program manages the installation of any required security measures at a facility. 

3. FAA Order 1600.69B provides requirements for conducting the facility security assessments and inspections, new facility design requirements, and serves as the requirements basis for FSMP program.

4. FSRM team consisting of personnel from Office of Internal Security (AIN), Facility Security Office (ATO-W), MMAC Internal Security Branch (AMC 760), MMAC Architecture and Engineering Division (AMP400) and MMAC Facilities maintenance division (AMP300) has been formed to oversee MMAC security system design. 

B. General Scope Of Work

1. Security systems for the aeronautical center will be designed around the configuration of a campus or military base. The Security System Design Engineering firm shall perform site survey, prepare demolition documents for existing security systems and design and produce documentation for new security systems consisting of access control / intrusion detection, CCTV, intercom and digital recording systems including the preparation of bid documents for competitive bidding to procure security system equipment and also preparation of bid documents to procure construction contract for security system installation.

2. Design shall be in accordance with all applicable building codes, life safety codes and other federal, state, city and local ordinances and regulations.

3. Perform site survey to gather information on existing security systems, other related auxiliary equipment, and to become familiar with buildings, site and existing conditions. Mark all existing equipment and devices on plans.
4. FAA Order 1600.69B and FSRM team will identify and furnish general guide lines on the security system requirements for each type of building. The consultant shall design security systems based on these requirements. Develop floor plans with existing security equipment and devices for review. 

5. The consultant shall attend at least ten meetings of 4 hour duration each with FSRM team. These meetings will be held before and after site survey and during the course of the design to understand the security requirements and operational philosophy for the aeronautical center. These ten meetings are in addition to the review meetings after every design submittal.

6. Prepare and furnish security system design documents consisting of drawings, specifications, schedules, data sheets, door hardware schedule, bill of materials, functional specifications, design analysis, cost estimate and construction time table. These documents shall be complete in all respects including the vendor furnished information and the changes occurred in the field during the course of construction incorporated into the documents so that the facilities division (AMP 300) of the MMAC can use these documents for future maintenance of security systems. 

7. Prepare and furnish demolition drawings for existing head-end equipment in the headquarters building and existing security and other auxiliary equipment in all the buildings, vehicle entry gates and other areas as required. 

8. Approximately 1.5miles of site perimeter will have to be provided with CCTV cameras for surveillance. Also, building perimeter area coverage is achieved by providing approximately twenty cameras at certain locations along main streets and boulevards.  Perimeter intrusion detection and lighting will not be required. 

a. Prepare and furnish perimeter security system design documents for Aeronautical Center site consisting of drawings, specifications, schedules, data sheets, bill of materials, functional specifications, design analysis and cost estimate.  

9. Prepare and furnish bid documents for competitive bidding to procure security system equipment and also for the procurement of security systems construction contract. 

10. Attend all design review meetings, construction progress meetings and submit meeting minutes.  

11. Provide project / construction management services during the procurement of equipment and the installation of security systems.

C. Quality Assurance

1. The firm providing security system design services for MMAC shall be a consulting firm regularly engaged in the design of security systems with a record of at least six years. The firm shall have the experience in the design of a campus type facility similar to the aeronautical center. The firm shall have engineers and drafting personnel in their staff. 

2. Project manger shall have a 4 - year degree in electrical engineering or network design or in a related field from an accredited university and at least 5 years of experience in security system design. Design personnel assisting the project manager shall have at least an associate degree in electrical engineering or security related field and at least 5 years of experience in security system design

3. Security system architecture and head-end equipment designer shall have 4-year degree in information technology or network design or in a related field from an accredited university and at least 5 years experience in security systems integration and / or network design.

4. Electrical systems designer should have a 4 - year degree in electrical engineering from an accredited university and at least 5 years of experience in electrical design.

5. Drafting personnel should have at least 5 years of experience in auto-cad in creating architectural floor plans, security schematic diagrams and installation details.

D. Submittal Requirements

1. Submit all documents as indicated in other sections of this statement of work (SOW) for FAA’s review and resubmit all documents after incorporating all review comments. All submittals shall include an electronic copy  (soft copy) of all documents on a CD. 

2. All drawings shall be furnished in full size and half size sets with one set of reproducible. Specifications and all other documents shall be furnished in a 3-ring binder with index, tabs, etc. Each submittal shall consist of the following documents:

a. 3 full size and 8 half size drawing sets with one reproducible.

b. 8 sets of all other documents

3. Furnish meeting notes and written responses to Government’s technical review comments. Response shall be in written format with an indication of action to be taken for each comment. Incorporate meeting decisions and review/comments into the project documents. Furnish meeting minutes within five (5) days after the meeting.

4. Furnish existing security system floor plans.

5. Furnish new security system concept documents

6. Security system project design documents shall be delivered in stages at 50%, 95% and 100%. 

7. Furnish security system equipment procurement bid package documentation and the security system construction procurement bid package documentation in stages at 50%, 95% and 100%.

8. Furnish security system project record documents.

E. Delivery Schedule

1. Site Survey and gather existing floor plans, site plans & security 

System information
-----------------------------------------------------
35 calendar days

2. Furnish new security system concept documents -------------------
28 calendar days

3. Furnish new security system project design documents

& RFP bid documents
------------------------------------------------------
180 calendar days

Note:
Calendar days indicated in Items 1,2 & 3 above shall be performed consecutively in that order. 

F. Electronic Media and Auto-Cad Standards

1. Furnish electronic media of all data at each submittal.  Electronic media shall be prepared in a format compatible with the current software and version utilized by the Government and in accordance with FAA’s “CADD PROCEDURES MANUAL” “Guidelines for CADD Drawings”.  Deliverables shall be furnished in the format described in Chapter 10 - Deliverables.

2. The electronic media submittal requirement will not be waived and the submittal will not be considered complete without it.

G. Sensitive Security Information (SSI)

1. This statement of work document, existing information included as attachments to this document and all the security information that will be furnished to the consultant in the future shall be designated as sensitive security information (SSI). No part of these document may be released without the written permission from AMC-760. All SSI data will be handled, processed, and protected in accordance with the directions of AMC-760.

II. EXISTING SECURITY SYSTEM INFORMATION

A. MMAC Security system consists of access control & intrusion detection, CCTV surveillance and intercom systems. Security control and monitoring functions including head-end equipment are located in the Headquarters building. As part of new security system design, these functions will be shifted to the new Security Command Center building that is under construction. Aeronautical Center perimeter intrusion detection and CCTV surveillance does not exist at this time.

B. Existing security systems were upgraded over several years through several work orders. Guardhouses are located at north and south entry points on MacArthur Boulevard and also located at Foster drive at 59th street and the fourth at Quesada Dr at 74th street. Access control and CCTV cameras are located at guardhouses and pedestrian and vehicle gates.

C. Main entry doors for few major buildings are categorized as “special entry doors”. These doors are provided with cabinets or consoles or mounting brackets in front of the door with card reader, cameras and intercom mounted on them. There are a total of sixteen such special entry doors in the aeronautical center. 

D. Aeronautical Center Internal Security Branch (AMC 760) has developed MMAC Building list with name & number of each building, area in square feet, security level, number of occupants and whether the building has intrusion detection, card readers, cameras, etc. This document is included as “Attachment A”. This document shall be treated as SSI material.

E. An A&E firm developed existing security system as-built drawings in the year 2000. These drawings consist of security system schematic diagrams, security system floor plans and details. This document is available for reference at the Aeronautical Center. 

F. Since year 2000, few new buildings were built and few are under construction. Also security systems in some buildings were upgraded in the last 3 to 4 years. Installation of security systems is part of all new construction. A&E firms designing the construction documents also produces the security system drawings.

G. Existing site utility plans indicate all buildings, parking lots, gates, power and communication duct banks and utilities such as water lines, gas lines, etc. MMAC site consists of area between 59th St. (north) & 74th St. (south) and between hangars (east) and relocated MacArthur Blvd (west) including the area to the west of relocated MacArthur and the area to the south of 74th street. MMAC site perimeter is approximately 10 miles long and chain link fence is constructed in accordance with FAA Order 1600.69B with a clear zone of 20 feet on both sides of fence. The perimeter is not protected with intrusion detection or CCTV surveillance at this time. 

H. Johnson Controls did a site survey of security systems in July 2002 and furnished a report. The data that was collected during their survey may not be complete. This document is available for reference at the Aeronautical Center and it shall be treated as SSI material.

1. Approximately 72 buildings, existing perimeter fence (4 miles), 4 pedestrian gates, 5 vehicle gates, 2 guardhouses and Thomas Road Facility (located off-site) were surveyed. 

2. Data was collected for each door with respect to door hardware, access controls, CCTV and intrusion detection. 

3. In this report no specific recommendations were made with respect to replacement of equipment due to age, operability or consistency. (This needs to be done during the future site survey) 

I. MMAC facilities maintenance division AMP-300 maintains a database of all security equipment and devices that are currently providing access control, CCTV  surveillance and inter-communication functions for MMAC. A list containing the existing access control card readers, existing CCTV cameras and existing access control / intrusion device list is included as “Attachment B”,  “Attachment C” and Attachment “D” respectively. These documents shall be treated as SSI material.

J. Existing data and voice communication fiber-optic cable and copper cable network for the entire Aeronautical Center including duct bank information such as the number of ducts and the number of spare ducts available for future use is maintained by the communications division (AMI 600). Existing security system data communication from remote locations to the head-end equipment is also transmitted via AMI600’s cable network.

III. SITE SURVEY

A. Perform site survey to study existing conditions, operational characteristics, to reconfirm the existence of all the listed devices and also gather information on the condition and location of existing security system equipment, devices & wiring. 

B. FAA will provide a person from the maintenance group for few days to assist in escorting and to provide access into the buildings and the equipment rooms.

C. Site survey shall be performed to gather all the information as required to produce security system design documentation.  

1. Gather information on security devices as well as other auxiliary devices such as power supplies, batteries, UPS, reader interface, fiber transmitters & receivers, doors, door power supplies, door controllers, termination/junction boxes, etc. including the power panelboards which supplies 120V power to security systems. 

2. Assess the condition of all devices whether the device is in good working condition or it needs to be replaced. Also, work with AMP300 maintenance personnel and gather data on the manufacturer, model, ratings, condition, age and other details of all devices such as power supplies, CCTV cameras, intercom stations, intrusion detection devices, fiber transmitters, etc and include the gathered information in the schedules.

3. Survey the power back-up equipment such as batteries and UPS for their condition and ratings.

4. Consult with FSRM team and the users of buildings and note down the main entry door that will be used after hours and weekends and also the other doors that are being used for entry during normal working hours. Some of these doors are being locked manually after hours by security guards and these doors shall be provided with electric locks as part of this project. 

5. Assess the condition of conduit, cables, and data communication wiring.

6. Survey all devices included in the list furnished by AMP300 and note down  device locations on plans including the devices and equipment that are not listed but are associated with security systems. 

7. During site survey note down the device locations on floor plans including equipment in the systems rooms. 

8. Gather information on 120volt power source for security system equipment and note down on floor plans.

9. During site survey gather information to create door schedule indicating the type of door, type of hardware, if it is an electrically operated automatic door, location (room number, etc.), card reader mounting type, intrusion devices, etc. These schedules shall be created for each building and then for the entire center. Each building door schedule shall be included in their respective details sheet as part of project design.

10. During the site survey gather information to create CCTV camera and intercom schedules. Schedules shall be in a spreadsheet format. Add notes explaining the condition of the device and wiring to each of these devices whether it could be reused or it needs to be replaced. These schedules shall be created for each building and then for the entire center. Each building CCTV and intercom schedule shall be included in their respective details sheet as part of project design.

a. Create camera schedule containing the camera type, mounting, manufacturer, lens, PTZ, coax to fiber transmitter type, condition of camera and other applicable details.

b. The intercom schedule should contain the type of intercom, manufacturer, condition of device, and any other applicable details.

11. Update site plans with information gathered during site survey.

a. Note down the devices located in the vicinity of guardhouses and the gates.

b. Consult with FAA and mark the sections of perimeter and other areas that require CCTV camera surveillance. Identify the areas inside the perimeter with trees and brush that interferes with surveillance capabilities and that needs to be cleared as part of this project. 

c. Investigate the location of power source that will be used to furnish power for CCTV surveillance cameras.

D. Prepare a brief narrative describing the findings, impressions and recommended security strategies for the site.

IV. FSRM TEAM’S EVALUATION OF EXISTING SECURITY SYSTEMS

A. MMAC Internal Security Branch (AMC760) and the Office of Internal Security (AIN) will establish requirements for security measures that will have to be implemented to bring MMAC to a full level 4 facility. AMC and AIN will review the security level designation given to each of the buildings and also assign security level designation to the buildings under construction. FSRM team (AMC 760, AIN, ATO-W, AMP400 and AMP300) will review the requirements for each building and for the perimeter of the aeronautical center. The security consultant’s design team shall work with FSRM team and get their input on these requirements. 

B. Develop existing security system floor plans and site plans indicating all existing security equipment and devices. Add notes to identify those devices that are not required per FAA order 1600.69B. Furnish these drawings for FSRM Team’s review.

1. FSRM team will study the building size, function, hours of operation, etc. and the existing security devices provided at this time and then furnish general guidelines on what would be required in order to comply with the requirements of FAA Facility Security Management Program (FSMP) Order 1600.69B as identified in the AMC-760 assessment report, portions of which may be summarized by AMC-760 for the consultant’s use during the project.

a. Access Control and Intrusion Detection

1) Review the existing access control and intrusion detection devices at each of the buildings.

2) Identify the doors in each of the buildings that require electronic access control. These doors include entry doors and also the interior doors that provide entry into the critical areas. Identify new card readers that are required and identify the existing readers that are not required. 

3) Identify the doors in each of the buildings that require new electric lock.

4) Identify the exterior and interior doors and any openings larger than 96sq.inches including windows that require intrusion detection.

5) Identify the existing access control / intrusion devices that are not required.

B. Closed Circuit Television (CCTV)

a. Review the location of existing cameras at each of the buildings.

b. Identify where alarm assessment (AA) and visual identification (VID) cameras are required. 

c. Identify where building perimeter area (PA) surveillance cameras are required.

d. Identify cameras required for loading docks.

e. Identify cameras required for prevention of theft, vandalism, etc. or as a deterrent. 

f. Identify the existing cameras that are not required.

C. Intercom Stations

a. Examine the location of existing intercom stations at each of the buildings.

b. Identify where new intercom stations are required. 

c. Identify intercom stations that are not required. 

D. Special Entry Doors

a. Identify the equipment and devices that are not required at these special entry doors. Or identify the modifications required for the equipment or additional devices required at these doors. 

2. FSRM team will review the site plans. As part of this review, the team will identify the sections of perimeter that will have the CCTV camera surveillance. Also, identify where building perimeter area (PA) surveillance cameras are required

a. Pedestrian and vehicle control gates:

1) Review the existing access control and intrusion detection devices at each of the gates and identify new devices required or existing devices that are not required.

2) Review the location of existing cameras at each of the gates and identify new cameras required or existing cameras that are not required.

VI. MMAC SECURITY SYSTEM DESIGN PROCESS

A. Develop floor plans and details as indicated below:

1. FAA will furnish existing security system information including auto-cad files of architectural floor plans for all buildings.

2. Security system consultant shall produce security system floor plans and details for each building. FAA shall approve drawing numbering format. 

3. All floor plans shall be drawn to 1/16” = 1’ or larger scale. Show all security devices, equipment, power supplies and any other auxiliary devices on these plans. Clearly indicate by each of the devices such as card readers, cameras, intercom stations, intrusion devices, power supplies, fiber devices, etc. whether the device is existing or new. If it is existing device, then indicate whether it will be retained or removed.

4. Create “Details” sheets for each building. Details such as schematic diagrams for access control, CCTV and intercom systems including enlarged plan views, installation details, schedules and any other details as required shall be shown on these detail sheets. 

a. Create enlarged plans drawn to 1/4” = 1’ or larger scale for each access control and/or camera door, systems room and/or any other room/area that contains security equipment. Indicate security equipment, power supplies including UPS & batteries, fiber transmitters & receivers and any other equipment  located in these rooms/areas. Door details should include door controller, power supplies, door switches, etc. Assign door numbers to each access controlled door.

5. Create conduit and wiring plans for each building. Clearly indicate the new conduit and wire that is installed as part of this project and the existing conduit and wiring that is being reused. 

6. Create building site plan showing the area around the building including parking lot and indicate the cameras, intercom stations and any other security devices located outside of the building

7. Create demolition plans for each building. Indicate clearly all the equipment, conduit, wiring and cables to be removed. 

8. Create head-end equipment schematic diagrams, floor plans, elevations and conduit & wiring plans. 

9. Create site plans showing the entire site perimeter fencing drawn to 1” = 100’ or larger scale. Approximately 1.5miles of site perimeter will have new CCTV camera surveillance. Also, building perimeter area coverage is achieved by providing approximately twenty cameras at certain locations along main streets and boulevards.  Perimeter intrusion detection and lighting will not be required at this time.

a. Consult with FAA and mark the sections of perimeter that requires CCTV surveillance. Indicate CCTV cameras, power supplies, power distribution equipment, conduit, ductbank, cables and any other auxiliary devices on the site plans.

b. Identify the areas inside the perimeter with trees and brush that interferes with surveillance capabilities and that needs to be cleared as part of this project.

c. Create enlarged plans drawn to 1” = 20’ or larger scale for each vehicle and pedestrian gates including the four guardhouses. Show card readers, intrusion detection and cameras located at the gates and guardhouses on these plans.

B. Proposed security systems for MMAC and scope of work

1. Security system consultant shall produce drawings, specifications, schedules, data sheets, bill of materials, functional specifications (system operation, access levels and programming details) and cost estimate for the new security systems for the Aeronautical Center.

2. Existing security system head-end equipment and associated devices that are located in the headquarters building shall be demolished. New state of the art modular head-end equipment will be located in the new security command center building that is under construction. 

3. Access control system

a. Existing access control system will be demolished and replaced with new state-of-the-art modular access control and intrusion detection system.

b. Existing access control system head-end equipment, controllers, card readers, power supplies and other associated devices shall be demolished. Based on the determination made during site survey and with the consent of FSRM team, certain UPS units, power supplies and other associated devices may be reused if they are in very good condition and the ratings are suitable for the new equipment. 

c. The new access control system will consist of new head-end equipment, controllers, FAA approved dual technology HID card readers with FAA corporate 1000 code, balanced magnetic door contacts, power supplies, UPS and other miscellaneous devices as required to make a complete and functional system. The new system shall also interface with the biometric devices.

d. Existing intrusion devices shall be replaced unless they are in very good condition. 

e. Furnish electric locks for doors that are used for entry into the building during normal working hours. 

f. Biometric type card readers in addition to HID card readers shall be furnished for Toxicology division in CAMI building and the MIS division in MPB building.

4. CCTV system

a. Existing CCTV system head-end equipment and most of the cameras shall be demolished and replaced with new equipment.

b. Install new head-end matrix switcher, monitors, keypads, cameras, power supplies, UPS, and other associated equipment as required to make a complete and functional system.

c. Install new digital video recording system with archiving and retrieving capabilities as instructed by FSRM team.

d. Based on the determination made during site survey and with the consent of FSRM team, certain CCTV cameras, fiber-optic transmitters/receivers, power supplies and other associated devices may be reused if they are in very good condition.

5. Intercom system

a. Existing intercom system shall be demolished and replaced with a new system.

b. Install new head-end intercom audio/call-in controller, interface for matrix switcher, power supplies and other associated equipment as required to make a complete and functional system.

c. Based on the determination made during site survey and with the consent of FSRM team certain intercom stations, fiber-optic transmitters/receivers, power supplies and other associated devices may be reused if they are fairly new and in very good condition.

6. Special Entry Doors

a. Most of the consoles and cabinets located at these doors will be demolished. Consult with FSRM team for the modifications required and indicate any additional devices required at these doors.  

7. Site Perimeter and building perimeter area CCTV surveillance system 

a. Based on the instructions received from the FSRM team, CCTV cameras shall be located on buildings and poles as necessary for effective surveillance of perimeter.

b. Perimeter CCTV camera signal shall be integrated into the matrix switcher furnished as part of head-end equipment described above.

c. Extend power to the CCTV equipment. 

d. New direct buried and concrete-encased ducts shall be provided to extend CCTV signal cables to the nearest building or manhole.

8. Data Communication Cables and Duct banks

a. Security system data communication from remote locations to the new head-end equipment will be via existing fiber-optic cables installed in concrete-encased duct banks. 

b. Extensive network of existing copper and fiber-optic cables in concrete-encased ductbanks is available for use by the security system.  

9. Systems Rooms

a. Most of the existing security equipment is installed in systems rooms. These rooms have adequate space available for the new security system equipment.

C. Evaluation of security systems and concept documents

1. Conduct interviews with FSRM team to discuss security philosophy, perceived needs and expectations. 

2. Study the security access control, CCTV, Digital Recording and intercom systems available in the market including the Access Gold System, which is presently being used at the Aeronautical Center, and prepare a comparative report. This report shall contain major capabilities of each system, pros and cons and the cost. Present the report to the FSRM team for their review and comments.

3. Based on the comments from FSRM team the consultant shall short list about three systems that are more appropriate and more cost effective for installation at MMAC. Contact manufacturers and vendors of these systems and arrange for presentation of these systems to the FSRM team.

4. Revise the report after completion of vendor presentations and furnish the report to the FSRM team.

5. Consult with FSRM team and identify location of CCTV cameras for perimeter surveillance and also for building perimeter area surveillance.

6. Develop preliminary (concept) system architecture drawing showing the proposed network with all the head-end equipment consisting of access control, intrusion detection, CCTV, digital video recording, intercom and remote controllers including servers, workstations, printers, UPS, power supplies and other miscellaneous equipment as required to make a complete and functional security system. The diagram should also include perimeter intrusion detection and CCTV surveillance systems.

7. Furnish functional specifications explaining the concept and operation of the system. 

8. Furnish a preliminary cost estimate with itemized equipment and installation costs including perimeter surveillance.

9. Furnish equipment procurement and construction timetable (in running months) that includes procurement lead times, construction, commissioning/startup, switchover from existing to new system and user training.

D. System design and installation documentation 

1. See the section titled “ Proposed Security Systems for MMAC and scope of work” for the systems planned for the Aeronautical Center. Develop a complete set of documentation for these security systems consisting of drawings, specifications, schedules, data sheets, bill of materials and cost estimate. 

2. Prepare two separate bid packages, one for security system equipment procurement bid package documentation and the other for installation contract procurement bid package documentation. The documentation prepared for procuring equipment shall be general in nature so that all the short-listed system vendors can bid on this equipment bid package. 

3. It is the responsibility of the security system consultant to revise all the documentation to reflect the actual equipment that will be furnished by the vendors. System manufacturers/vendors will submit all the information regarding their equipment and devices that they will be providing but they will not be responsible for the overall project drawings. The security system consultant will collect all vendor information and revise drawings, specifications, schedules, data sheets, bill of materials and cost estimate. The consultant shall use these updated documents to prepare the security systems installation procurement bid package. 

4. It is also the responsibility of security system consultant to keep track of all changes during the course of construction and to revise drawings and reissue to the contractor. 

5. The drawings shall include, but not be limited to, the following:

a. System Architecture showing Access control head-end equipment, remote controllers with data communication, CCTV system matrix switcher, Fiber cable interface, monitors, digital recording, tape drives, Intercom audio/call-in controller, servers, printers, and workstations connected through a network. Indicate all power supplies, UPS, batteries and other equipment that is required to make a complete and functional security system. 

b. In general, it is the responsibility of the consultant and not the vendor who will accurately size power supplies, batteries and/or UPS and also writing  equipment specifications such as computer hard drive capacities, camera data sheets etc. Equipment vendors should be able to bid directly from drawings, specifications, schedules, data sheets and bill of materials.

c. Head-end equipment plans, elevations and layouts within the monitoring room. Plans, elevations and other fabrication details for head-end equipment console and other equipment cabinets including the installation details. Head-end equipment interconnection diagrams that shows all cables and the actual termination details. Head-end equipment conduit plans. Power distribution and equipment installation details. Dispatch room equipment layout, cables, conduit and power supply.

d. Access control, CCTV and Intercom system schematic diagrams consisting of I/O drawings, control schematic drawings, control panel layouts and equipment/device interconnection diagrams. Show data communication wiring diagrams.

e. Perimeter CCTV surveillance system schematic diagrams including communication wiring to head-end equipment. Power distribution one line diagrams to provide power for camera equipment.

f. Create demolition plan sheets and details sheets for each building indicating all equipment and devices to be removed and the equipment and devices that will be reused. Also, based on the information gathered during site survey indicate conduit and wiring that needs to be demolished. 

g. Create a new plan and details sheets for the existing head-end equipment located in the headquarters building. Consult with the FSRM team and show all the equipment to be demolished and any other modifications required for the existing equipment.

h. Create security system floor plans for each building. Clearly indicate by each of the devices such as card readers, cameras, intercom stations, intrusion devices, and any other auxiliary devices such as power supplies, etc. whether it is a new device or existing device to reused or removed. Create building site plan with the equipment, ducts/conduit and cable located outside of the building.  

1) Clearly state on all floor plans the scope of work involved in that building. Also, identify all the equipment provided by the vendor and the equipment provided by the installation contractor.

2) Show new conduit and cables that needs to be installed.

i. Create details sheets as required for each building. One line diagrams for each system, enlarged views of each access control door, door schedule, camera schedule and intercom device schedule and the type of cables shall be shown on these drawings. Show special entry door schematic diagram indicating the interface with access control including power supplies and all sensors. Indicate conduit sizes and type of cable to be used for each device as part of one line diagram. Note if any of the door hardware has to be replaced. Furnish installation details for all devices.

j. Produce perimeter CCTV camera site plans and details. Indicate CCTV cameras, power supplies, power distribution equipment and any other auxiliary devices on the site plans. Clearly state the scope of work on each site plan.

1) Show power and signal conduits and ducts as required on site plans. Signal cable ducts shall be concrete-encased. 

2) Create details sheets to show CCTV and power one-line diagrams, equipment installation details and equipment schedules. Show the type of cable or wire to be furnished for each device.

6. Create access control device schedule, access control door schedule, CCTV camera schedule and intercom schedule.

7. Prepare individual data sheets for the head-end equipment, access controllers, cameras, intercom stations, fiber transmitters & receivers, power supplies, batteries, UPS and all other auxiliary devices indicating ratings, enclosure type, manufacturer, catalog number, furnished by, installed by, and any other pertinent information.

8. Provide calculations for UPS, batteries and power supplies. 

9. Provide functional specifications for security systems and design analysis for electrical systems.

10. Develop equipment specifications for the head-end equipment, devices associated with access control, CCTV and intercom systems including power supplies, etc.

11. Develop equipment specifications for all devices associated with perimeter intrusion detection and CCTV surveillance systems.

12. Develop installation specifications for access control, CCTV and intercom systems. 

13. Develop installation and equipment specifications for perimeter CCTV surveillance systems.

14. Submit revised cost estimate for equipment including cost of software, programming, calibration and commissioning of all systems. Also, furnish cost estimate for installation of equipment, and providing conduit, cables and wiring, etc as indicated on plans. The cost estimate shall be detailed with quantity take-offs and all auxiliary equipment necessary for the construction of the complete project. 

15. Furnish revised equipment procurement and construction timetable.

16. Design review meetings between the security system consultant and FSRM team will take place at all stages of design. Consultant’s project manager shall be present for all meetings. The project manager shall bring his design engineers at critical stages of design.

E. Security system equipment procurement bid package documentation.

1. Prepare equipment procurement bid package documentation consisting of drawings, specifications, schedules, data sheets and other documents as required to procure security system equipment.

2. Design documents described under section “System Design and Installation Documentation” shall be tailored to suit for inclusion in this proposal. The bid documents shall be prepared as a single bid package with base bid and options clearly shown on the Drawings and in the Specifications.

3. Provide a separate cost estimate for the equipment bid package and equipment procurement schedule.

4. During the bidding process, answer questions received from the bidders and issue clarifications and addendums as required.

5. Participate in a pre-bid conference to review the project with the bidding contractors.

6. Provide assistance in the evaluation of bids. Prepare a written review and analysis of the bids with recommendations for contract award.

F. Security system construction procurement bid package documentation.

1. Prepare construction procurement bid package documentation consisting of drawings, specifications, schedules, data sheets and other documents as required for installation of security systems.

2. Design documents described under the paragraph “System Design and Installation Documentation” shall be tailored to suit for inclusion in this proposal. The construction documents shall be prepared as a single bid package with base bid and options clearly shown on the Drawings and in the Specifications.

3. Provide a separate cost estimate for the security system construction bid package and construction schedule.

4. During the bidding process, answer questions received from the bidders and issue clarifications and addendums as required.

5. Participate in a pre-bid conference to review the project with the bidding contractors. 

6. Provide assistance in the evaluation of bids. Prepare a written review and analysis of the bids with recommendations for contract award.

VII. CONSTRUCTION ADMINISTRATION

A. Provide contract administration services as described herein and as required to administer equipment procurement contract and the construction of security systems contract.

B. Review contractor’s submittals for compliance with project drawings and specifications.

C. Attend contractor’s progress meetings which will be held bi-weekly and furnish meeting minutes. 

D. Prepare change order proposal request documentation as required. Revise drawings and specifications incorporating the change order items and issue them to the contractor. 

E. Answer FSRM team or security system contractor questions concerning the security system implementation.

F. Perform final acceptance testing of the entire system. Document and submit a punch list of deficiencies. Conduct re-testing after deficiencies are corrected. 

G. Issue a letter of final system acceptance after completion of all tests and after contractor submits “as built” documentation.

H. Field inspections to monitor contractor’s progress and adherence to contract drawings and specifications will be performed by FAA’s field inspector. Field changes will be notified by the inspector to the security system consultant for incorporation into the project drawings.

I. The security system consultant shall furnish record drawings incorporating all field changes and as-built information.

VIII. POINT OF CONTACT

Amulya Reddy

Architecture & Engineering Division, AMP-400

Telephone: 405-954-5437, 405-954-5896(Secretary)

Fax: 405-954-4490
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