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1 Background

The National Airspace System (NAS) System Requirements Document (NAS-SR-1000) requires that both air-to-ground (A/G) and ground-to-ground (G/G) communications be stored for later retrieval (sections 3.6.1.c and 3.6.3.c, respectively).  This applies to all Air Traffic Control (ATC) domains, including Air Traffic Control Towers (ATCT), Terminal Radar Approach Control (TRACON) facilities, Air Route Traffic Control Centers (ARTCC), Automated Flight Service Stations (AFSS), and the Federal Aviation Administration’s (FAA) Command Center.  FAA Order 7210.3T Facility Operation and Administration requires that ATC facilities “record operational communications to the maximum extent practicable.”

The Voice Recorder System (VRS) program is being developed in response to re-validated operational requirements and mission need as described in Mission Needs Statement (MNS) 295-1 and to address technical, logistical, and deployment shortfalls of FAA’s existing voice recorders.  VRS is also being developed to address similar voice recording shortfalls at Department of Defense (DoD) facilities and to provide radar recording for playback on both legacy and future radar systems at these same facilities.  The VRS will provide reliable and flexible voice communications recording (both A/G and G/G) and radar data recording for use during accident/incident investigations, evaluations, training, and quality assurance; to support search and rescue (SAR) operations; and to respond to Freedom of Information Act (FOIA) requests.

The VRS will address the requirements of the Voice Recorder Replacement Program (VRRP) and be used, when applicable, to:

· provide voice recording functionality at new FAA and DoD facilities; 

· provide radar data recording functionality at DoD ATC facilities.   

· replace any remaining FAA and DoD analog, reel-to-reel voice recorders, including old Dictaphone and Magnasync systems;

· replace FAA’s Dictaphone 9800 recorders installed in Mobil Air Traffic Control Towers (MATCTs); 

· replace FAA’s existing digital voice recorders (the Digital Voice Recorder System [DVRS]) that are at End of Lifecycle (EOL) that were installed early in the VRRP; 

· replace FAA’s second-generation DVRS recorders, known as DVR2 that are nearing EOL; and 

· replace existing DoD digital recorders that are at EOL that were installed early in the DoD program.

1.1 Legacy Voice Recording Equipment

This requirements document (RD) assumes that under VRRP, all reel-to-reel analog voice recorders in the NAS will be replaced before the VRS program begins.  Thus, at VRS program startup, in-service voice recording equipment (RE) (i.e., “legacy equipment”) will include:  

· two types of digital recorders -- the DVRS and the newer, but similar, DVR2 -- that both use Commercial Off the Shelf (COTS) technology; and 

· the Dictaphone 9800 recorders in MATCTs, also a COTS system.  


These systems are installed in ATCTs, TRACONs, AFSSs, ARTCCs, ATC Command Center; MATCTs, and corresponding DoD facilities.  Even the newer digital in-service RE technology (i.e., DVR2) is several generations behind commercial voice recording technology.  (The  current generation of RE has been driven, as an example, by the expanding need for recording 911 emergency calls and customer service calls made to large customer service centers ubiquitous in the consumer product industry.)  While the digital RE technology now being deployed by FAA and DoD relies on both solid-state and mechanical systems (i.e., digital recording to hard disk and archiving to digital audio tape (DAT)), today's commercial RE technology relies less on mechanical (removable) systems and utilizes internal and remote (network) archiving to redundant arrays of static storage (i.e., industry-grade magnetic and optical devices).  Removable media is viewed only as an alternative to electronic (email) distribution of retrieved information.  In most new systems, there is no need for external archive devices because of the huge capacities available on hard disks whereby data for an entire retention period can be stored.  With the continuing downward trend in solid-state memory prices, non-mechanical, totally solid-state commercial RE may be available in the near future.

By the time the current DVRS/DVR2 contract ends in the summer of 2004, about one-half of FAA’s ATC facilities will have DVRS units installed and the MATCTs will have Dictaphone 9800 units installed (the balance of ATC facilities use DVR2).  Both of these systems face ever-increasing supportability issues.  As these systems continue to age, their availability to record ATC voice communications will continue to erode leaving an important functional area of NAS at risk.  This has critical implications with respect to being able to conduct detailed and thorough incident and accident investigations, for controller evaluation and training, for quality control, for being able to fulfill FOIA requests, and for supporting SAR activities.  The DVR2 recording systems are of the same technological vintage as the DVRS (with some enhancements) and also rely on technology that is several generations behind current systems (e.g., DAT as the primary archival storage medium.)  The Dictaphone 9800 units pre-date the DVRS.  The Dictaphone 9800 part number has been deleted from FAA’s Logistics Center depot inventory records because these units can no longer be supported.  

DoD has “tactical towers” (like MATCTs) that currently have no recording functionality but will require recording in the future.  These tactical towers are air dropped driving the need for recorders to be ruggedized as well (outside the VRS program.)

2 Operational Concept

The VRS will provide the capability to securely record, store, retrieve, playback, duplicate, erase, and manage operational and administrative voice data and to record and duplicate radar data.  Such functionality has been available in the commercial marketplace for sometime; therefore, COTS equipment will likely be able to meet most if not all VRS requirements.  VRS will record communications from operational and administrative workstations by interfacing to voice switches and/or administrative telephone systems at FAA and DoD ATC facilities in all domains (e.g., Terminal, Flight Service, Enroute, and System Command Center).  It will automate a number of tasks that were previously performed by operators and incorporate the latest requirements for information security, safety, and remote maintenance monitoring.  

VRS will also be used to record radar data from DoD’s legacy and future radar systems, including frequency shift keyed (FSK) data and synchronous digital RS-232, RS-422, and RS-485 data.  VRS will be capable of making duplicates of the stored radar data for playback on other systems.  The VRS will not be responsible for interpreting the radar data for playback (i.e., it will not have to reproduce the “glass” imagery).

VRS will support future NAS communications architectures by interfacing with existing multifunctional networked workstations connected to a facility’s network, making use of a workstation’s existing display, duplicating, and computing resources.  VRS will consist of a software component resident on workstations to access the VRS hardware’s features and functionality.  The VRS software component will also be used to assign and manage logon and access rights and integrate with the operating system’s security features and controls.

VRS information security features will include provisions for guarding against external and internal information security attacks including emerging threats from attacks that use telephony resources.  These will be used in conjunction with existing and future gateways, firewalls, and other security measures that are part of a facility’s network design. 

VRS voice recordings will be stored for a configurable period (currently 45 days for FAA and 15 days for DoD), after which they will automatically be erased and permanently irretrievable.  The VRS will provide the ability to retain recordings beyond the 45-day period for approved uses (i.e., “quarantined”), such as accident investigation or the minimum 90-day storage for the security audit log.

2.1 Architecture/Interfacing

The VRS -- consisting of the voice recording hardware and associated software -- will be interfaced to a facility’s voice switch and/or administrative telephone system, its computer network, and its time-code source.  Additionally, at DoD facilities, VRS may be interfaced to a facility’s radar system.  For facilities without suitable workstation resources (e.g., a small tower), a personal computer (PC)-based workstation will be ordered along with the voice recording hardware and software.  

Access to the recorder’s functionality will be available to approved personnel at designated network-based workstations that have recorder software installed after proper logon rights are established to safeguard recorded information.  Authenticated and Certified duplications of data contained on the recorder’s storage media will be made by approved personnel onto various media using a workstation’s media resources, such as floppy drives, compact disk (CD)-writeable drives, digital video disk (DVD)-writeable drives, and solid-state devices (e.g., Universal Serial Buss (USB) “thumb” drives), for example.  This will obviate the need for separate reproducer workstations such as those required by FAA’s current digital voice recorders resulting in cost (both Operations and Maintenance (O&M) and Facilities and Equipment (FE)) and space savings.  Duplicate recordings will use a file format that allows playback from virtually any playback resource with sound capability (e.g., a duplicate made under a FOIA request and played back on the requestor’s computer).  Optionally, the synchronized time code signal will also be present on a duplicate which will allow the time to be displayed along with the audio playback on the user’s computer display.

Authentication of audio data has shifted away from hardware-based qualifiers, where data integrity and the storage media itself were viewed hand-in-hand.  Because of the advances in data storage technologies, authentication is now based on embedded watermarks or “signatures” that validate the original-ness of the data.  As long as the entire data package is unaltered, the signature is maintained and authentication is guaranteed.  This approach already has a long and successful history within the legal system, withstanding all levels of scrutiny.

2.2 Operations

The VRS will record and store data provided to it through its various interfaces with other equipment, including the voice switch and radar interfaces.  For example, the VRS will be used to record both outgoing and incoming A/G and G/G communications (one method will be for A/G outgoing communications being recorded when air traffic control specialists depress the push-to-talk (PTT) control on their headset, handset or microphone, and terminated when the PTT control is released).  Incoming A/G communications will be recorded when squelch is broken and terminated when squelch is active.  G/G outgoing and incoming communications will be recorded when a telephone, interphone or intercom call is initiated and terminated when the call ends.

The VRS will support FAA Investigations, the National Transportation Safety Board (NTSB), and DoD that use voice and radar data recordings during accident and incident investigations.  For example, FAA Order 8020.11 Aircraft Accident and Incident Notification, Investigation, and Reporting requires investigators to develop a formal accident file that contains a formal accident package, including the original voice recording and at least one certified copy of that recording.  

Voice recordings made on VRS will be used extensively to train air traffic controllers and specialists as described in FAA Order 3120.4 Air Traffic Technical Training.  For example, VRS recordings will be reviewed by supervisors to review controller performance that may require recertification and to verify that air traffic controllers and specialists are using correct standard phraseology and radio technique that complies with applicable orders such as FAA Order 7110.65 Air Traffic Control.

VRS recordings will support the air traffic quality assurance and control requirements that are addressed in FAA Order 7210.56 Air Traffic Quality Assurance.  Operational deviations (ODs), operational errors (OEs), accidents, and incidents will be assessed using voice recordings.  First-level supervisors and other authorized personnel will use VRS recordings to continuously assess employees’ technical proficiency.  Voice recordings will also be used during Operational Error Detection Program (OEDP) audits.

VRS recordings of ATC A/G and G/G communications will also be used to support SAR activities.  For example, when a General Aviation (GA) flight plan is available and the aircraft is 30 minutes overdue, SAR activity is initiated, or more stringently for DoD, where similar activities begin almost immediately.  According to FAA SAR procedures, an interrogatory is sent to the departure station, requesting the complete flight plan information.  If a preliminary search fails to locate the aircraft, an "INREQ" (i.e., information request) message is transmitted to the departure station, flight service stations along the route, flight watch control stations with communication outlets along the route, ARTCCs along the route, as well as to the Rescue Coordination Center (RCC) and Direct Access User Terminal (DUAT) vendors.  These facilities search their records for any recorded voice communication they may have had with the aircraft, using, among other resources, A/G voice recordings.  Information from these recordings is often useful in pinpointing the aircraft’s last reported position so that SAR resources can be efficiently directed.  (Flight plan details are sometimes given via A/G and can be reviewed later for flight path info, etc.)

Finally, the VRS will provide the ability to make duplicates of voice communications to support FOIA requests and to support litigation.

2.3 Maintenance

The concepts defined in this section may be further refined, clarified, and defined based on cost and alternatives approved by the FAA organization(s) with responsibility for airway facilities, including responsibility for the operational NAS and its facility, environmental, and support systems.  The day-to-day support of the NAS ensures its performance and integrity in a real-time environment.  This includes real-time system administration and configuration management of the VRS elements, certification and maintenance of all aspects of the systems/services/equipment that support providing ATC services to the flying public.

Maintenance of the VRS will be accomplished in accordance with FAA Orders 6000.15 General Maintenance Handbook and 6000.30 National Airspace System Maintenance Policy.  The operational concept for the voice recorder is to monitor and control the VRS from designated workstations. The VRS status will also be monitored remotely from an Operational Control Center (OCC).  Trained Airways Transportation System Specialists (ATSS) and System Performance Specialists (SPS) will accomplish first-level maintenance and system administration, respectively.

2.3.1 Hardware Maintenance

Hardware maintenance will be accomplished at two levels, site and depot.  ATSS or similar personnel will operate, maintain, and modify the VRS on site.  They will conduct periodic and corrective hardware maintenance, analyze interface problems, conduct failure recovery, verification and certification, and coordinate with second-level engineering support.

Site-level hardware maintenance will be accomplished by removal and replacement of failed Line Replaceable Units (LRUs) from site spares using a minimum of tools and test equipment. Failed LRUs that are repairable will be returned to a depot facility while others will be disposed of locally.

2.3.2 Software Maintenance

Second-level engineering support will be responsible for site adaptation support, technical support, system test and evaluation, correcting technical deficiencies, diagnostic support, configuration management, and implementing changes and improvements.  First-level engineering support will be Regional Technical Support Offices (TSO).  Second-level engineering support will include a centralized development and maintenance support environment, such as at the FAA’s Mike Monroney Aeronautical Center (MMAC) which is capable of replicating operational facilities.

2.4 Quantities and Location

Virtually every facility in the NAS and in every domain that controls air traffic and the Air Traffic Control System Command Center requires a voice recording system.  Previous experience with the DVRS has identified at least 800 FAA and DoD sites.  In addition, there are approximately 12 MATCTs that also use voice recorders.

2.5 Schedule Constraints

The existing contract vehicle for voice recorders will expire in August 2004.  Between August 2004 and September 2005 there will be a requirement for approximately 15 additional systems to support new facilities developed under Terminal Business Service (ATB) programs.  The requirements for new facilities will grow by approximately 10 each year thereafter.  At the same time, the first DVRS will have reached its 10-year planned life and will be nearly obsolete.  Parts to expand the DVRS will be difficult to obtain and logistics support will begin to wane.

2.6 Transition

Transition between legacy recording systems and the VRS is anticipated to be accomplished through parallel operations.  The VRS will be connected to a facility’s communications systems and time source equipment in parallel with legacy systems.  Upon successful Joint Acceptance Inspection (JAI), the VRS will be cut over and the legacy recording system will be turned off.  To establishing the exact schedule at each site, an accounting will have to be made of the archive tape rotation.  Current retention periods for archived audio, exclusive of accident/incident recordings, are 45 days for FAA and 15 days for DoD.  Security audit log must have a minimum 90-day storage capacity.  Legacy equipment necessary for playback and duplication will continue to be available at each facility during these periods to support applicable procedures.  After the legacy system is disconnected, disposal will be accomplished in accordance with FAA Order 4800.2 Utilization and Disposal of Excess and Personal Property, and the VRS Integrated Logistics Support Plan (ILSP).  As each facility exceeds the need for legacy playback/duplication equipment, disposal will continue in accordance with these guidelines.

3 Technical Performance

3.1 Operational and Functional Requirements

Note:  This section addresses system actions both internally driven and resulting from user input.

3.1.1 General

The VRS must provide the capability to record, store, retrieve, playback, duplicate, erase, and manage stored data.  [Key Parameter]

Note:  Stored data includes audio, time-code, system information, and all other information not specified elsewhere.

The VRS must provide the capability to record, store, retrieve, playback, duplicate, erase, and manage radar data. 

Note:  Radar data will include FSK and synchronous digital RS-232, RS-422, and RS-485 data. 

The VRS must maintain data integrity. [Key Parameter]

Note:  One example would be during the ejection of removable media.

3.1.2 Functions

Note:  Our intention is that the VRS software will permit access to the VRS from a local area network (LAN)-connected workstation based on VRS access rights.

3.1.2.1 General

The VRS must provide a visual indication of each control function available to the user.

Note:  Further addressed in section 6.  For example, a visual indication (e.g., a type of graphical user interface) of the fast forward control function could be a slider with a numerical indication of real time showing the position within the recording that can be moved with a mouse pointer to change the position within the recording.

The VRS must provide user access to all available functions.

Note:  This includes accessing all software functions from workstations.  User access control will be in accordance with Section 7, Security.

The VRS must ensure that user-selected functions impact the system in predictable manner.

Note: This ensures that no unpredictable or adverse results occur from users’ actions.

3.1.2.2 User

Note:  This section captures those functions that are initiated by the user.  Requirements regarding control of user access to system functions are provided in Section 7, Security.

3.1.2.2.1 Recording

Note:  Recording begins when data is received at a VRS interface, includes processing as appropriate, and concludes after the data has been stored.

Recording functions of the VRS must remain unaffected by any user action other than those specifically intended to affect the recording process.

Note:  The intent is to ensure that normal VRS recording operations are not affected by unrelated functions.

3.1.2.2.2 Retrieval

Note: This function is the precursor to both Playback and Duplication.

3.1.2.2.2.1 General

The VRS must provide the capability to retrieve recordings from storage. [Key Parameter]

3.1.2.2.2.2 Channel Selection

The VRS must provide the capability to simultaneously select any combination of channels.

Note:  Selection of one or more channels will be for the purpose of playback, monitoring, or duplication and will not affect ongoing recording.

3.1.2.2.2.3 Period Selection

The VRS must provide the capability to select data based on date and time, to within 1-second increments.

Note: This selection will correlate to the time-code information stored with the corresponding data.

3.1.2.2.2.4 Skipped Silence Selection

The VRS must provide the capability to recreate periods of skipped silence.

Note:  The user would be able to select whether or not silence will be recreated and introduced to the retrieved data.

3.1.2.2.3 Playback

Note:  These requirements apply to vendor-provided hardware and software, as well as vendor-created products (i.e., duplicates).

3.1.2.2.3.1 General

The VRS must provide the capability to playback retrieved data. [Key Parameter]

Note:  Retrieval will be done in accordance with Section 3.1.2.2.2, Retrieval.  Playback includes audio data playback to a loudspeaker or headphones.

The VRS must provide the capability to playback retrieved data over the same interface and in the same format that the data was received.

Note:  This applies to those interfaces that are capable of functioning bidirectionally.

The VRS must provide the capability to playback duplicate data.

Note:  This addresses the need to playback duplicates both within the VRS system and on other non-VRS equipment (e.g., PCs, portable CD players, etc.)

The VRS must provide the capability to mute audible time-code data during playback.

Note:  This will prevent obscuring of the voice audio with time-code audio during playback of the duplicate on removable media on other systems.

3.1.2.2.3.2 Repeat Selection

The VRS must provide the capability to select a time period to be repeated once.

Note:  Playback will pause at the conclusion of the repeat.

The VRS must provide the capability to select a time period to be repeated continuously.

Note:  Repeating selected audio will continue until the user cancels this function.

3.1.2.2.3.3 Control

3.1.2.2.3.3.1 Fast Forward

During playback, the VRS must provide the capability to advance at a user-selectable rate.

Note:  It is anticipated that rates may range incrementally from greater than 1x (one times normal playback) to approximately 8x (for video playback).

The VRS must continue to provide audio during fast forward.

3.1.2.2.3.3.2 Go To

The VRS must provide the capability to bidirectionally go to a specific time within the selected audio playback.

Note:  Playback will continue according to the last function selected (i.e., play, pause).

3.1.2.2.3.3.3 Pause

The VRS must provide the capability to pause the playback.

The VRS must provide the capability to resume playback at the same position in the recording after the pause feature is deselected.

3.1.2.2.3.3.4 Stop

The VRS must provide the capability to stop a playback.  

3.1.2.2.3.3.5 Eject

The VRS must have the capability to eject removable media.

3.1.2.2.3.3.6 Audio

The VRS must provide each workstation the capability to route recorder audio to selected output devices.

Note:  The intent is to allow audio routing to a headset or loudspeaker.

The VRS must provide each workstation the capability to mute audio at each output device independently of the other output devices.

The VRS must provide each workstation the capability to adjust volume at each output device.

3.1.2.2.4 Duplication

Note:  Duplication is a process of creating an exact copy of the selection designated through the retrieval process.  The copy is referred to as a “duplicate.”  Duplicates are also considered authenticated copies of the originally stored data.

3.1.2.2.4.1 General

The VRS must provide the capability to create duplicates of retrieved data. [Key Parameter]

Note:  Retrieval will be done in accordance with Section 3.1.2.2.2, Retrieval.

The VRS must provide the capability of writing the duplicate to removable media.

Note:  The intention is that duplicates can be saved onto any type of removable media supported at the workstation or at other equipment (e.g., floppy disk, CDR, DVDR, etc.).

The VRS must create a duplicate that can be played back on both VRS and non-VRS equipment.

Note:  This addresses the need to playback duplicates both within the VRS system and on other non-VRS equipment (i.e., on a variety of standard equipment, such as, PCs, portable CD audio players, DVD players, etc.).  The vendor will provide a qualified vendor list or standards list.

Duplicates must include synchronized time code, in a publicly available format.

Note:  Publicly available time synchronization formats include Inter-Range Instrumentation Group (IRIG0-B and IRIG-E, for example.

The VRS must create a duplicate so that during playback, audible time-code data can be muted.

Note:  This will prevent obscuring of the voice audio with time-code audio during playback of the duplicate on removable media on other systems.

3.1.2.2.4.2 Certification

Note:  This section addresses the manual certification process performed by Government ATC personnel.

The VRS must allow the insertion of audio by the user both before and after the duplicate. [Key Parameter]

Note:  An example would be a certification statement contained in FAA Order 8020.11 Aircraft Accident and Incident Notification, Investigation, and Reporting.  The certification statement audio could be inserted either as a prologue or epilogue to the duplicate, resulting in all components being merged into a single audio stream.

3.1.2.2.5 Archiving

The VRS must provide the capability to manually archive stored data.

Note:  This provides a system-level means of resolving storage saturation issues and is separate from the duplicating and erasing requirements in Section 3.1.2.3.5, Duplication and Section 3.1.2.3.6, Erasure, respectively.

3.1.2.2.6 Erasure

The VRS must provide the capability to manually erase recordings.

3.1.2.2.7 System Configuration

The VRS must provide the unrestricted capability to configure the VRS.

Note:  This focuses on technical parameters of the system (e.g., channel thresholds, filter settings, user settings, etc.).  The parameters configurable at the workstation may be limited by the availability of certain equipment. “Unrestricted” is interpreted to prevent mandatory vendor-involvement for the FAA to complete any configuration of the current system or expansion of the current system to its maximum capacity (as defined in the VRS contract.)

3.1.2.2.8 System Management

3.1.2.2.8.1 General

The VRS must provide the unrestricted capability to manage the VRS.

Note:  This focuses on the administrative controls of the system, such as system management and recording databases, log files, access controls, user controls (e.g., volume, mute, routing), etc. “Unrestricted” is interpreted to prevent mandatory vendor-involvement for the FAA to manage the current system or to expand the current system to its maximum capacity (as defined in the VRS contract.)

3.1.2.2.8.2 Retention

The voice recording retention period must be configurable up to at least 45 days, in 1-day increments.

3.1.2.2.8.3 Quarantined Storage

The VRS must provide the capability to quarantine recordings to prevent automatic erasure.

Note:  This will allow for the continued retention of selections beyond the retention period (e.g., for use in accident investigations, FOIA requests, etc.).

The VRS must provide the capability to remove quarantine status from selections.

Note:  This will allow for quarantined selections to be automatically erased if outside the retention period.

3.1.2.2.9 Status, Alerts, and Alarms

The VRS must provide site-configurable visual malfunction alerts.

The VRS must provide site-configurable audible malfunction alarms.

The VRS must provide the capability to silence audio alarms without affecting future alarms.

The VRS must continue to provide access to all available functions while displaying visual alerts.

3.1.2.2.10 Monitoring

The VRS must provide the capability to monitor selected channel(s) without interfering with normal operations.

Note:  This is intended to provide monitoring directly from the VRS or workstations.  Selection of voice channels is addressed in Section 3.1.2.2.2.2, Channel Selection.

3.1.2.3 System

Note:  This section captures those functions that are initiated automatically by the VRS.

3.1.2.3.1 Power Up

The VRS must be capable of full functional operation within 5 minutes after electrical power is applied to the system.

At restart after loss of power the VRS must automatically return to the last successful configuration.

Note:  This will prevent a bad configuration from causing system startup/restart looping.

3.1.2.3.2 Recording

Note:  Recording begins when data is received at a VRS interface, includes processing as appropriate, and concludes after the data has been stored.

3.1.2.3.2.1 General

The VRS must provide the capability to record data into storage. [Key Parameter]

Note:  Storage is the non-volatile media used by the VRS to maintain data. This may include audio, time-code, system information, and any other information not specified.

The VRS must record date and time data synchronized from an external time source using Coordinated Universal Time (UTC).

3.1.2.3.2.2 Recording Modes

Note:  Each/channel interface will need to be user configurable from at least the following options.

The VRS must record channels continuously.

Note:  This would result in an open channel recording regardless of input signal characteristics.

The VRS must record channels by voice-activated input.

Note:  This refers to voice-activated operation (VOX).  This mode will result in preventing the recording of periods of extended silence.

The VRS must record channels by line sensing input.

Note:  This mode is known as “hook detection.”

3.1.2.3.3 Retrieval

Note: This function is the automated precursor to both Playback and Duplication.  

3.1.2.3.3.1 General

The VRS must have available selected data within 30 seconds of request.

Note:  The intention is to address the operational need to retrieve data from storage without the need for personnel to manually locate removable media.

3.1.2.3.3.2 Audio Recording Level

The VRS must be capable of providing stored audio information at the same audio level that has been provided to the channel interface. [Key Parameter]

Note:  This is to ensure that an accurate representation of the original position audio is achieved.  It should not preclude the ability to manipulate duplicates to enhance audio quality.  This requirement is intended to address recording of both digital and analog audio formats being provided to the VRS, including administrative telephone lines, crash phones, and/or radio frequencies.

3.1.2.3.4 Playback

During playback, the VRS must provide visual indications to distinguish which channels have previously recorded audio.

The VRS must display the time-code data of the recording during playback.

When time-code audio is muted, the VRS must provide playback audio to both channels of a stereo output.

Note:  This will ensure where the VRS uses stereo outputs (loudspeaker or headset) that audio data from duplicates will be provided to both channels.

3.1.2.3.5 Duplication

3.1.2.3.5.1 Authentication

Note:  This section addresses the need for an automated authentication process performed by the VRS.

The duplication process must result in the duplicate being an identical copy of the stored data. [Key Parameter]

Note:  It is necessary for the duplicate to withstand legal/technical scrutiny with respect to authenticity (i.e., it being an exact copy).

3.1.2.3.6 Erasure

The VRS must provide the capability to automatically erase non-quarantined recordings that exceed the retention period. 

Note:  Current requirements for retaining voice recordings other than those that are officially quarantined (e.g., for accident and incident investigations) are 45 days for FAA and 15 days for DoD.  The intent of this requirement is to provide for erasure of data older than a specified period of time such as 45 days (i.e., based on write protection).  The required retention period may periodically change, based on changing FAA and DoD policies.

The VRS must prevent recovery of recordings on the VRS that have been erased.

3.1.2.3.7 Storage

3.1.2.3.7.1 Retention

Note:  These apply to non-quarantined data within the retention period.  Retention requirements are discussed in Section 3.2.2.1.3.2, Retention.

The VRS must automatically maintain stored data for the retention period specified in 3.2.2.1.3.2. [Key Parameter]

The VRS must display a message when write-protection is detected.

3.1.2.3.7.2 Quarantined Storage

Note:  This applies to quarantined data that are either within or outside of the retention period.

The VRS must maintain quarantined data identified in Section 3.1.2.2.9.2 from being erased.

Note:  This will require that selections have to be un-quarantined before being erased through either automatic or manual means.

The VRS must uniquely identify quarantined data.

3.1.2.3.8 Status, Alerts, and Alarms

3.1.2.3.8.1 General

The VRS must diagnose faults down to the LRU level.

The VRS must provide audible alerts of detected faults.

Note:  Human Factors issues are addressed in Section 6, Human Integration.

The VRS must provide visual alerts of detected faults.

Note:  Human Factors issues are addressed in Section 6, Human Integration.

The VRS must display fault messages.

The VRS must provide for user-defined fault levels.

Note:  This encompasses the ability for each fault to be assigned a hierarchy level of importance, including alert parameters (e.g., major faults having audio and visual alerts, minor faults having only visual).

The VRS alarm/status indications must be unaffected by the restoration of electrical power to the recording equipment after a power interruption.

Note:  Existing alarms that were issued prior to loss of power will be restored (continue alarming) after power is restored.

The VRS must provide indications of system status.

3.1.2.3.8.2 Storage 

The VRS must provide alerts when storage reaches a configurable percentage level of saturation.

Note:  Saturation is achieved when all system storage is used by retained files, write-protected files, quarantined files, and system files.

The VRS must provide status of storage availability.

Note:  This will take into account the past rate-of-use and calculate a projection of the remaining available storage (e.g., number of days).

3.1.2.3.9 Time-Code Display

The VRS must provide a visual indication of the date and the time, to the second, on the workstation display based on time-code data.

Note:  This requirement applies to Sections 3.1.2.3.4, Playback and 3.1.2.2.4, Duplication.

3.2 Product Characteristics and Performance Requirements

Note:  This section addresses the physical aspect of the VRS equipment and includes requirements related to the manner in which the government envisions its acquisition and deployment of equipment.  Requirements for system functionality are provided in Section 3.1, Operational and Functional Requirements.

3.2.1 General

3.2.1.1 Reliability, Maintainability, and Availability

3.2.1.1.1 Achieved Availability

The VRS must have an achieved availability (Aa) of 0.9999 or greater.  [Key Parameter]

Note:  The intent of this requirement is that full recording system functionality is always available during any scheduled maintenance.

During the change-out of a failed LRU, the VRS must continue to perform without any reduction in system functionality beyond that resulting from the failed LRU itself.   

Note:  For example, when a 16-channel LRU that is installed in a 48-channel system fails, the remaining 32 channels will continue to be recorded, without interruption, while the failed LRU is being replaced.

3.2.1.1.2 Reliability

3.2.1.1.2.1 General

The VRS must be maintained with common tools and test equipment only. 

Note:  Special test tools and test equipment should not be required to fault isolate or to perform removal and replacement of failed LRUs.

3.2.1.1.2.2 Mean Time Between Failures

The VRS Mean Time Between Failures (MTBF) must be greater than 5,000 hours for a VRS configured to its maximum channel capacity.  

3.2.1.1.3 Maintainability

3.2.1.1.3.1 Mean Time to Repair

The VRS Mean Time to Repair (MTTR) must be less than or equal to 30 minutes for any single corrective maintenance action.

Note:  The MTTR requirement includes the time required for fault isolation, removal and replacement of the failed LRU, test, and restoration to service, excluding administrative and logistics delay time.

3.2.1.2 Software Compatibility

The VRS must be compatible with other software that may be running or is otherwise installed on any workstation used to access recorder resources or functionality.

Note:  Current government-furnished equipment (GFE) workstations are based on a standard Operating System (OS).  It will be necessary for vendor-provided software that facilitates access to VRS functions to be compatible with this OS and resident applications installed on the workstation.

3.2.2 System Equipment

3.2.2.1 Backroom Equipment

Note:  This section addresses the core system equipment (e.g., recording device(s), maintenance equipment, interfaces, etc.).

3.2.2.1.1 General

VRS equipment must consist of recording hardware capable of being mounted in a 19-inch rack and associated software.

The VRS equipment must be capable of operating in Environment I in accordance with FAA-G-2100 Electronic Equipment, General Requirements. 

3.2.2.1.2 Time Source

VRS equipment must utilize Global Positioning System (GPS) time-code signal.

VRS equipment must utilize UTC time-code signal.

The VRS must be capable of maintaining its own timing in the absence of external time-source input within 2 seconds per 24 hours.

The VRS must be capable of detecting failure of the time-source input.

The VRS must include time-code signal detection equipment, as ordered.

Note: see Section 3.2.2.1.2, Time Source, for time-code signal standards.

3.2.2.1.3 Storage

Note:  Storage refers to the preservation of data for later retrieval. 

3.2.2.1.3.1 General

The VRS must be capable of detecting failures of VRS storage.

Ongoing recording processes must remain unaffected by any other VRS operation.

VRS storage must be non-volatile.

Note:  This means that power is not required to maintain stored data.

3.2.2.1.3.2 Retention

The VRS storage must be able to store at least 45 days of recorded data with a contingency for quarantined files.

Note:  FAA’s current records retention policy for ATC voice recordings is 45 days. DoD’s current policy is 15 days.

The VRS storage must be able to store at least 90 days of audit log data.

3.2.2.1.4 Backup Power System

Note:  This addresses the need to ensure full VRS functionality in the backroom equipment only, including all recording processes.

The VRS backroom equipment must be capable of maintaining full operation of the system for 30 minutes following removal of primary power.

Note:  Full operation of the system includes no degradation of current system functions or operations, and no loss of system function or operation not active at time of removal of power.

The VRS backup power system must automatically switchover between primary and backup power without affecting operations.

Note:  Similar interpretation as previous requirement.

The VRS backup power system’s available capacity must be continuously displayed as part of VRS maintenance functionality.

Note:  This would result in an up-to-date readout of the remaining available capacity.

The VRS must provide an alarm when backup power capacity supports less than 5 minutes of system operation.

VRS backup power system maintenance must provide for uninterrupted VRS functionality.

Note:  This is so that maintenance of the UPS does not affect normal VRS operations.

3.2.2.2 Workstations

Note:  In order to ensure full compatibility with VRS functionality, GFE-provided workstations will also need to comply with the all workstation requirements, including those specified by the vendor.  Workstations will provide remote access to the VRS system.

3.2.2.2.1 General

The VRS must be capable of being configured for access by up to at least six workstations, as ordered.

The VRS must provide the capability for any LAN-enabled workstation to be configured to perform any function.

Note:  Workstation includes computer equipment that meets the minimum requirements as specified by the vendor for use with their recording equipment.  Access of functions will be controlled in accordance with Section 7, Security.  This includes any vendor-designated software that could be installed on workstations.  For LAN requirements, see Section 3.2.4.4, Standards.

3.2.2.2.2 Audio

VRS workstations must include a loudspeaker.

VRS workstations must include a 3-conductor audio output jack(s) suitable for use with standard consumer headsets.

Note:  The intent is for the audio jack to be non-proprietary (e.g., similar to those commonly sold with portable stereo commercial audio devices).

3.2.2.3 Modular/Scalable System

The VRS must be modular.

Note:  Modular is a design characteristic based on sub-systems (parts) rather than a single monolithic unit.  This supports maintenance and availability requirements.

The VRS equipment must be scalable to meet the capacity needs for each facility.  [Key Parameter]

Note:  This allows for different levels of system capacity at time of order and for expansion of already deployed systems to the maximum capacity (e.g., number of input channels, amount of storage, etc.). 

At time of order, the VRS system software must be able to support maximum system capacity.

Note:  This is to ensure that the FAA can configure expansion of deployed systems to defined maximum capacities without being limited by system software (i.e. prevent vendor-imposed sizing restrictions at deployment.)

3.2.2.4 Electromagnetic Interference

The VRS must not cause electromagnetic interference (EMI) in other systems, as required by the applicable regulations at 47 Code of Federal Regulations (CFR) Part 15, Subpart B.

The VRS must not be affected by EMI from other systems that comply with the applicable regulations at 47 CFR Part 15, Subpart B. 

3.2.2.5 Electrostatic Discharge

The VRS must not be affected by electrostatic discharge (ESD), as referenced in IEC-610000-4-2 Electromagnetic Compatibility (EMC) - Part 4: Testing and Measurement Techniques - Section 2:  Electrostatic Discharge Immunity Test. 

The VRS must be tested for ESD in accordance with IEC-610000-4-2  Electromagnetic Compatibility (EMC) - Part 4: Testing and Measurement Techniques - Section 2:  Electrostatic Discharge Immunity Test. 
3.2.3 Status, Alerts, and Alarms

The VRS must provide remote alarm(s), as ordered.

The remote alarm(s) must be separate from workstation equipment.

The VRS remote alarm must provide visual indications.

The VRS remote alarm must provide audible indications.

The remote alarm must produce a defeatable sound when there is a VRS failure.

3.2.4 Interfaces

3.2.4.1 General

The VRS must interface with ATC status monitors using normally open or normally closed relays, as necessary.  
Note:  Examples of status monitors are DoD’s Visual Information Display System (VIDS) and FAA’s Data Acquisition Subsystem (DAS).

The VRS must be able to provide to up to at least 900 channel interfaces.

Note:  Incremental scalability in the smallest practicable interval is preferable.

3.2.4.2 Audio

The VRS must interface with existing voice switches as identified in section 5.

3.2.4.3 Time Source

The VRS must interface with UTC time-source equipment.

The VRS must provide the capability to distribute time-source data using IRIG-B format in accordance with applicable IEEE standards and RCC Standard 200-98.

The VRS must provide the capability to distribute time-source data using IRIG-E format in accordance with applicable IEEE standards and RCC Standard 200-98.

3.2.4.4 Standards

The VRS must interface with Frequency Shift Keyed (FSK).

Note:  This would be through a BNC-type connector.

The VRS must interface with synchronous digital RS-232.

The VRS must interface with synchronous digital RS-422.

The VRS must interface with synchronous digital RS-485.

The VRS must interface with standard TCP/IP communications protocols.

The VRS must interface with standard protocol IEEE 802.3 Ethernet Local Area Networks (LAN).
Note:  The intention is to interface and provide protected connectivity with an independent GFE LAN within a facility.

4 Physical Integration

4.1 Real Property

4.1.1 Land

No real estate procurement is expected.

4.1.2 Space 

VRS procurement of space must be in accordance with FAA Order 4420.4 Space Acquisition, and National Fire protection Association (NFPA) 70 Standard National Electric Code®.

Note:  It is intended that VRS will reside in space occupied by current voice recorders.

Physical facilities must be ready for integration of VRS.

Note:  The physical facilities may need to be modified to accept new equipment.

Facility space planning must be completed for each VRS.

Space must be provided for prime mission equipment, physical storage, maintenance, monitoring and control equipment, transition for in-service changes and administrative functions to sustain VRS throughout its lifecycle.

Site surveys must be completed to determine necessary modifications to assigned space.  

4.2 Reserved

4.3 Environmental

The VRS must comply with FAA Order 1050.1 Policies and Procedures for Considering Environmental Impacts; National Environmental Policy Act (NEPA) of 1969; 40 CFR Protection of Environment; and FAA Order 3900.19 Occupational Safety and Health Program.

Government-owned facilities design and construction must comply with national building codes, local building codes, and Environmental Protection Agency (EPA) and Occupational Safety and Health Administration (OSHA) standards.

The VRS must comply with Executive Order (EO) 12088 Federal Compliance with Pollution Control Standards and EO 12873 Federal Acquisition, Recycling, and Waste Prevention.

Non-Government-owned facilities design and construction must be in accordance with EPA and OSHA standards; and national, state, and local building codes.

Note:  Non-FAA-owned facilities include the William J. Hughes Technical Center and the Mike Monroney Aeronautical Center. 

VRS equipment and installation must meet the requirements of FAA-G-2100 Electronic Equipment, General Requirements, and Federal Emergency Management Agency (FEMA) 74 Reducing the Risks of Nonstructural Earthquake Damage and 365 Rebuilding for a More Sustainable Future:  An Operational Framework.

4.4 Energy Conservation

VRS must comply with The National Energy Conservation Policy Act, specifically by complying with EO 12902 Energy Efficiency and Conservation at Federal Facilities, FAA Order 1053.1 Energy and Water Management Program for FAA Buildings and Facilities, and EO 13123 Greening the Government Through Efficient Energy Management. 

4.5 Heating, Ventilation, and Air Conditioning 

When necessitated by installation of VRS equipment, heating, ventilation and air conditioning (HVAC) system modifications must be in accordance with the American Society of Heating, Refrigeration and Air Conditioning Engineers, Inc. (ASHRAE) 55 Thermal Environmental Conditions for Human Occupancy; ASHRAE 62 Ventilation for Acceptable Indoor Air Quality; and NFPA Standard 70 National Electric Code.

Note:  Facility automation and ATC operations areas are often but not always designed to provide forced air cooling through the raised floor plenum, with cooling air exhausted through the equipment rack into the room.  

4.6 Grounding, Bonding, Shielding, and Lightning Protection 

4.6.1 General

Grounding, Bonding, Shielding, and Lightning Protection of equipment required for the VRS must be in accordance with FAA-STD-019 Lightning Protection, Grounding, Bonding, and Shielding for Facilities; FAA-STD-020 Transient Protection Grounding, Bonding, and Shielding Requirements for Equipment; NFPA 70 National Electrical Code ®, and Institute of Electrical and Electronics Engineers Standard 1100-1999 Recommended Practice for Powering and Grounding for Sensitive Electric Equipment. 

Note:  These standards include requirements for GPS antenna grounding.

4.6.2 Electrostatic Grounding

The VRS must provide for the control and grounding of electrostatic charge buildup encountered during VRS operation and maintenance.

4.7 Hazardous Materials 

4.7.1 Hazardous Material Disposal

Disposal of hazardous materials must be in accordance with the Resource Conservation and Recover Act (RCRA), and FAA Order 4800.2 Utilization and Disposal of Excess and Surplus Personal Property.

4.7.2 Hazardous Material Content

VRS components must be delivered free of asbestos, polychlorinated biphenyls (PCBs), lead paint, and Class I ozone-depleting substances in accordance with FAA Order 1050.20 Airway Facilities Asbestos Control; FAA Order 1050.14 Polychlorinated Biphenyls (PCBs) in the National Airspace System; FAA Order 1050.1 Policies and Procedures for Considering Environmental Impacts; and FAA Order 1050.10 Prevention, Control, and Abatement of Environmental Pollution at FAA Facilities.

The use of hazardous materials in the design, manufacture, and installation of the VRS must be in compliance with 29 CFR 1910 Occupational Safety and Health Standards.  

4.7.3 Hazardous Material Handling 

Handling of hazardous materials must be in accordance with 29 CFR 1910 Occupational Safety and Health Standards; FAA Order 8040.4 Safety Risk Management; and 29 CFR 1910.1000 Air Contaminants.

4.7.4 Material Safety Data Sheets

Components containing potentially hazardous materials to employees must be identified per 29 CFR 1910.1200 Hazard Communications.

4.8 Power Systems and Commercial Power 

4.8.1 General

Power required for VRS operation must be provided in accordance with NFPA 70 National Electrical Codeâ; FAA-G-2100 Electronic Equipment, General Requirements; FAA Order 6030.20 Electrical Power Policy; FAA Order 6950.2 Electrical Power Policy Implementation at NAS Facilities; and FAA Order 6950.25 Power Conditioning Devices at FAA Facilities.

When necessary, the affected facility power systems must be modified or upgraded to include power panels, switching devices, and other power systems components required to interface VRS to the power system. 

4.8.2 Facility Power System

The VRS must be capable of operating from the commercial power source serving each facility.

Note:  Each facility may have various forms of backup power equipment, such as engine generators, uninterrupted power source, or a power conditioning system.

The VRS must be capable of operating from a 24 to 29 volts direct current (VDC) power source.

Note:  The intention is to accommodate alternate facility power sources (e.g., DoD).

4.9 Telecommunications

Telecommunications infrastructure supporting VRS must comply with FAA-STD-29 Selection and Implementation of Telecommunications Standards 1995; FAA Order 4441.16 Acquisition of Telecommunications Systems, Equipment and Services; and FAA Order 6000.36 Communications Diversity.

5 Functional Integration

5.1 Integration With Other National Airspace (and Non-National Airspace) Elements

The VRS must interface with all legacy equipment.

Note:  Legacy equipment is all other equipment that the VRS may need to interface with. 

5.2 Remote Maintenance Monitoring and Control 

The VRS must interface with the NAS Infrastructure Management System (NIMS) for the purpose of remote monitoring and control in a secure state.

Note:  The level or depth of control will be determined jointly by the NIMS and VRS Integrated Product Teams.

5.3 Telecommunications Interface

Note:  The following apply to both and voice and non-voice communications.  As an example, in DoD, the Navy utilizes Emergency Communications Equipment where both the audio and the discreet TTL analog signals both need to be recorded.

The VRS must be capable of interfacing with domestic as well as international telecommunication standards. 

Note:  Some facilities have telephone connections with Mexico, South America, Canada, European, and Asian countries.

The VRS must interface with all government furnished analog communication circuits used at the facility.

The VRS must interface with all government furnished digital communication circuits used at the facility.

The VRS must provide the capability to monitor automatic terminal information service (ATIS) messages.

6 Human Integration

6.1 Human Factors Program

6.1.1 Human Factors Design Standard

6.1.1.1 General

The VRS must be in accordance with HF-STD-001 Human Factors Design Standard for Acquisition of Commercial-Off-the-Shelf Subsystems, Non Developmental Items, and Developmental systems (HFDS) and American National Standards Institute (ANSI)-100 American National Standard for Human Factors Engineering of Visual Display Terminal Workstations.

Note.  There are certain areas of the HFDS that special attention should be given:

Section 2 General Design Requirements


Standardization


Consistency


Interface


Make Systems Error Resistant


Make Systems Error Tolerant

Section 3 Automation


Information Automation


Fault Management


Make Systems Easy to Learn


Training

Section 4, Designing Equipment for Maintenance.

Section 6.3 Visual Indicator-Control Integration


General Visual Indicator Information

Section 8 Computer Human Interface


Consistency


Integrated Information.


Feedback


Error Management


Controls


Message Windows


Numeric and date/time format


Response Time


File Management Functions


Screen Design


Format


Coding


Interaction


Queries  

Section 7 Alarms, Audio and Voice Displays


Voice Communication System


Alarm Implementation


Signal Meaning


Differentiating Signals


Duration

Section 10, Workplace Design

Section 14 Anthropometry and Biomechanics  

Section 15 User Documentation

All symbols, icons, terms, acronyms, and visual indicators must use standard operational meanings/industry standards and conventions where they exist.

The VRS design must use audio alerts consistently.

The VRS must provide the functionality or performance desired to support all decision-making and problem solving activities.
The VRS must provide the necessary information to complete a task in an integrated window or display.
Note:  To acquire needed information, the controller only needs to look at a single, localized display (i.e., switching back and forth between two or more displays is not necessary to perform an individual task).

The VRS must assist the user in detecting errors for all user actions. 

 Note:  For example, in a data-entry task, if the data entered is not within the parameters of the data that goes into that field, the VRS will display an error message.

The VRS workstation must be in accordance with ANSI-100 American National Standard for Human Factors Engineering of Visual Display Terminal Workstations.

The VRS workstation must be designed according to the operational needs of particular ATC environments.

Note:  ATC environments include ARTCCs, Towers, TRACONs and FSSs and corresponding DoD facilities.

The VRS workstation layout must accommodate most physical extremes of the workforce on applicable dimensions. 

Note:  Physical dimension requirements are provided in the HFDS, Section 14.3.2. 

6.1.1.2 Maintainability 

VRS components must be arranged and spaced to allow ready access by Airway Facilities personnel.

6.1.1.3 Training

Note:  See Section 8.5, Training and Training Support, for additional training and training support requirements. 

VRS training must be designed to transfer to actual performance on the job rather than to learning during training.

Note:  Rapid progress and good performance during training does not necessarily translate to good performance on the job.  Learning during training and performance on the job are not necessarily the same thing.

VRS training must provide for infrequently encountered tasks or conditions.

7 Security

7.1 Security Policies

7.1.1 General

The VRS must comply with the Computer Security Act of 1987 and OMB circular A-130 Management of Federal Information Resources.

Note:  Compliance means that information system security measures must be assessed, evaluated, and enhanced, as required, for successful certification and authorization (C&A) to occur.  The security requirements found in the following and other related FAA Orders and Notices support the activities necessary to sustain certification and authorization by the Government in accordance with:

FAA Order 1370.82, Information Systems Security Program.

FAA Order 1370.83, Internet Access Points

FAA Order 1370.84, Internet Services

FAA Order 1370.85, Software Release

FAA Order 1370.79A, Internet Use Policy

FAA Order 1370.81A, Electronic Mail

FAA Order 1375.1C, Data Management

FAA Order 1379.89, Information Operations Condition

FAA Order 1600.1D, Personnel Security

FAA Order 1600.2D, Safeguarding Procedures for National Security Information and Unclassified Information

FAA Order 1600.69B, Facility Security Management Program

FAA Order 1600.72, Contractor and Industrial Security Program

FAA Order 1600.73, Contractor and Industrial Security Operating Procedure

FAA Order 1200.22 NAS Data and Interface Equipment Used by Outside Interests

FAA Notice N1370.42, Password Management in the FAA

In addition, the FAA Information Systems Security Program Handbook may be used for guidance.

7.1.2 Information System Security (ISS)

The VRS must provide protection that is commensurate with the risk and magnitude of harm resulting from the loss, misuse, unauthorized access, deletion, creation, or modification of information for all information collected, processed, transmitted, stored, disseminated, or otherwise used.

The VRS must provide confidentiality and availability of information, data integrity, and authenticity capability, including protection from attacks that cause denial of service, gradual degradation of service, and the introduction of false or misleading data into the NAS.

The VRS must integrate system security in related system-level documents (e.g., architecture, system specification, system trace-down matrix, trouble reports, and user and training manuals).

The VRS must accomplish at least the following to ensure physical and operational security:

Implement information security as a part of the system design using qualified security engineering personnel and based on generally accepted federal design principles such as layered security, minimizing elements requiring trust, and keeping security mechanisms simple and well-structured implementations

Document system security rules (i.e., security policies enforced by the system(s)

Apply government identified security guidance for configuring commercial products (e.g., the SANS Institute, the National Institute of Standards and Technology, and the National Security Agency offer potentially suitable commercial product configuration guides)

Remove system artifacts (e.g., backdoors) that circumvent integrated system security prior to system acceptance, unless the government approves retention

Maintain applicable up-to-date software security patches

Detect and remove known malicious code throughout the period of contract performance with periodicity approved by the government

Protect against unauthorized access (i.e., unique identifier for authorized access, authentication, functional access limitations, and detection of repeated unsuccessful attempts to gain access).

Maintain an ISS audit capability (i.e., record all access attempts in security log with time, date, and entity identifier; preserve security audit log at least 90 days; prevent modification of security audit log; record malicious code detections; record all attempts to violate system security policies; record privileged access activities; provide government approved audit review mechanisms).

Disclose sensitive data only to authorized entities.

Protect against malicious code (e.g., detection capability, mitigation, maintenance of current detection mechanisms, detection alert notifications).

Ensure recovery measures from security incidents (e.g., access control and audit features are operational at any restart, system security features are operational prior to placing in service).

Allow for performance of security management.

Protect from legacy systems operating at different level of security.

7.1.3 Access Control

7.1.3.1 General

The VRS must allow creating, configuring, or deleting accounts and profiles.

Note:  Accounts and profiles jointly address user access rights, user settings, and other similar information specific to the account.

The VRS must allow assigning privileges based upon user/group roles and permissions.  

Note:  User/groups will be defined at the facility level.

The VRS must be scalable to store and use up to at least 100 accounts and associated profiles.

Note:  It is assumed that accounts will maintain information relevant to system access (privileges provided to each user) and profile(s) will maintain information relevant to configuration of those system resources/functionality approved for the user.

The VRS must provide for the capability to view, originate, assign, modify permissions of, and delete all access control mechanisms. 

Note:  An example of an access control mechanism is passwords.

7.1.3.2 Logon/Logoff

7.1.3.2.1 General

The VRS must provide a logon/logoff capability at each workstation that is connected to the VRS.

The VRS must allow the capability for any logon identification to be used at multiple workstations simultaneously.

At each workstation connected to the VRS, the VRS must require the entry of a valid identification (ID) code, a code indicating the type of duty, and a second factor control (if required) before the workstation can be used.

The VRS logon capability must permit a user to logon to any workstation that is already logged on to by another user without disrupting the operation of the workstation.

Note: This should not supersede any limitations or restrictions provided for in the second user’s assigned access level.  In all cases a user should not have access to resources or functions unless explicitly allowed through their account configuration.

The VRS must limit access to system functionality, as defined by system configuration, at each workstation that is logged off.

Note:  This allows for a logged off workstation to be configured to allow limited access to the VRS (i.e. the ability for any person to call emergency services without having to logon.)

7.1.3.2.2 Second-Factor Control

The VRS must require a configurable second-factor access authentication mechanism.

Note:  Configurable includes being able to disable the requirement for a second-factor mechanism in order to complete the logon process.  Examples of second-factor access authentication mechanisms include password, biometrics, smart card, etc.

7.1.4 Personnel Security

All personnel security policies, requirements, and procedures, as stated in FAA Order 1600.1 Personnel Security Program, must be adhered to.

7.1.5 Auditing 

Note:  Retention issues are addressed in 3.2.2.1.3.2
The VRS must record the date and time of various system events.

Note:  This includes, but is not limited to, recordings, storage, playback, duplication, execution of configuration changes, modifications of security attributes, time stamp of changes, system faults, system messages, access history, and failed access logon attempts.

The VRS must provide the capability to archive information captured by event logging in a format that supports later analysis on other computers.

The VRS must provide the capability display information captured by event logging in a format that supports later analysis on other computers.

Note:  The ability to print the archive is acceptable.

The VRS must provide for archived data to be available in an electronic format that can be migrated to removable media for use on other computers.

Note:  Examples of removable media include reusable CD, Zip Drive, DVD, and flash memory.

The VRS must provide for archived data to be available in an electronic format capable of being used in electronic transmission to external facilities.

The VRS online storage for auditing events must be managed on a first-in first-out basis (FIFO).

8 In-Service Support 

Note:  Logistic support requirements identify the support required to maintain the achieved availability (Aa) at minimum life cycle cost.

8.1 Staffing

Support staffing for VRS must be in accordance with FAA Order 1380.40 Airway Facilities Sector Level Staffing Standard System.

8.2 Supply Support 

8.2.1 General

VRS logistic support must be in accordance with the FAA Acquisition Management System (AMS) policy Section 6 Integrated Logistics Support; FAA Order 4250.9 Field Materiel Management and Control; and FAA Order 4650.19 Supply Support Criteria for Repairable Items.

8.2.1.1 Sparing

VRS site and depot sparing must be determined in accordance with FAA Order 6000.38 Policy to Determine NAS Equipment Sparing Requirements for Airway Facilities Work Center with MIL-PRF-49506 Logistics Management Information (LMI) worksheets substituted for Logistics Support Analysis (LSA). 

8.2.1.2 Life Cycle Provisioning

Provisioning must follow the process outlined in accordance with FAA Order 4650.1 Policies and Procedures Covering the Provisioning Process During the Acquisition of FAA Material, substituting MIL-PRF-49506, LMI for LSA.  

8.2.1.3 Warranty

Warranty items must be reported and managed in accordance with FAA Order 4650.20 Reporting and Replacement of Items Falling Under Warranty.

8.2.1.4 Screening

National Stock Numbers must be assigned VRS material in accordance with FAA Order 4500.3 Federal Catalog and Standardization Programs (FCSP).
8.3 Support Equipment

8.3.1 Tools and Test Equipment

Tools and test equipment required to support VRS operation and maintenance must be provided in accordance with FAA 6200.4 Test Equipment Handbook and MIL-PRF-49506 Logistics Management Information (LMI).

8.3.2 Special Equipment

Should special tools and test equipment be required, they must be provided at all sites at government acceptance.

8.3.3 Reserved

8.4 Technical Data

8.4.1 Manuals and Instructions

Note:  Section 6, Human Integration, contains human-factors-related requirements for troubleshooting documentation.

VRS manuals and technical instructions must be provided in accordance with FAA Order FAA-D-2494 Technical Instruction Book Manuscript: Electronic, Electrical and Mechanical Equipment, Requirements for Preparation of Manuscript and Production of Book. 

Note:  FAA Order FAA-D-2494 allows commercially prepared books and manuals to be used if approved by the Contracting Officer.  These books and manuals must be in compliance with Appendix I of the order.  

VRS manuals must contain sufficient detail so that signal flow can be discerned.

VRS manuals must provide fault trees to assist trouble-shooting. 

8.4.2 Drawings and Specifications

VRS drawings and specifications must be provided in accordance with MIL-DLT-31000 Technical Data Package Specifications.
8.5 Training and Training Support

8.5.1 Training

Note:  See 6.1.1.3 for human-factors-related training requirements.

Initial VRS operator and maintenance training must be in accordance with FAA Order 3000.10 Airway Facilities Maintenance Technical Training Program; FAA Order 3000.22 Air Traffic Services Training; and FAA-STD-028 Contract Training Program.

8.5.2 Refresher Training

VRS Airway Facilities personnel must receive refresher skill training.  

8.5.3 Attrition Training

Airways Facilities personnel must receive attrition training when replacing leaving personnel.

8.5.4 Second-Level Engineering Training

Second-level engineering training must be provided for VRS.

8.6 First- and Second-Level Repair

8.6.1 Maintenance

8.6.1.1 General

VRS equipment must be maintained in accordance with FAA Order 6000.30 National Airspace System Maintenance Policy.

8.6.1.2 Remote Maintenance Monitoring

Note:  Requirements for remote maintenance monitoring are provided in Section 5, Functional Integration. 

8.6.1.3 On-Site Maintenance

VRS on-site maintenance must be conducted by assigned personnel in accordance with FAA Order 6000.15 General Maintenance Handbook for Airway Facilities.
8.6.1.4 Second-Level Engineering Support

Engineering Support must be provided for VRS hardware and software in accordance with FAA Order 1100.157 National Systems Engineering Divisions Maintenance Program Procedures, Operational Support (AOS) and FAA Order 6000.30 NAS Maintenance Policy.

8.6.1.5 Depot-Level Maintenance

8.6.1.5.1 Repair of Failed LRUs

Depot-level repair support must be provided for the VRS.

8.6.1.5.2 Reserved

8.6.1.6 Certification

8.6.1.6.1 Service and System Certification Criteria

VRS services and systems meeting the criteria specified FAA Order 6000.15 General Maintenance Handbook for Airways Facilities must be certified.

8.6.1.6.2 Testable Services

VRS services requiring certification must be testable.

Note:  It is intended that services requiring certification be tested on-line and off-line with new and legacy routines.

8.6.1.7 Contractor-Assisted Maintenance and Support

Contractor-assisted maintenance and support, if required, must be governed by FAA Order 6000.41 Policy Governing Contractor Assisted Maintenance for the National Air Space System
Note:  No contractor-assisted maintenance and support is envisioned for the VRS.

8.7 Packaging, Handling, Storage, and Transportation 

VRS packaging, handling, storage, and transportation (PHS&T) must be in accordance with American Society for Testing and Materials (ASTM)-D-3951 Standard Practice for Commercial Packaging; MIL-STD 129L Marking for Shipping and Storage; and FAA Order 4650.30D Management and Control of National Airspace System Facilities and Equipment (F&E) Project/Material.

8.8 Bar Coding

VRS equipment must be bar coded in accordance with FAA’s Asset Identification Specification as part of the Asset supply Chain Management (ASCM) Program.

Note:  This specification document describes the attributes of the AAA’s asset identification specification.  It conforms to the UCC Global Individual Asset identifier (GIAI) standard.

9 Test and Evaluation

9.1 General

Test and Evaluation (T&E) must be conducted to ensure that the functional and performance requirements can be met in an operational environment to resolve the Critical Operational Issues (COI) defined within this document.

Note:  The FAA will conduct T&E in accordance with the AMS T&E Process Guidelines.  T&E planning and conduct will be performed in accordance with the AMS and will involve all stakeholders.

9.2 Critical Operational Issues

9.2.1 General

The operational requirements developed for the VRS must be traceable up to the identified COI.  

Note:  This Requirements Document establishes the operational framework and performance requirements for satisfying the mission needs of all ATC domains.  The COIs, contained herein, reflects the major areas to be considered for test and evaluation.  As defined in the AMS T&E Guidelines, COIs are key operational effectiveness or suitability issues expressed in the form of questions that reflect controversies and uncertainties about system capabilities, practicability, environmental effects, etc.  COIs are examined in tests during the solution implementation phase to determine a product’s capability to perform its mission.  The VRS COIs will be allocated to a particular test event for verification.  All COIs identified in this section will be resolved successfully as a basis for the In-Service Decision (ISD).

The following COIs have been identified for the VRS:

9.2.2 COI-1:  VRS Operations Support

Does the VRS support the planned operational concept?

9.2.3 COI-2:  Interoperability and NAS Interfaces

Does the VRS inter-operate with the existing voice switches, telephone systems, time sources, and other interfacing NAS systems?

9.2.4 COI-3:  User Interface

Does the VRS provide a user interface(s) that fully supports operations and maintenance?

9.2.5 COI-4:  Reliability, Maintainability, Availability 

Is the VRS reliable, maintainable, and available such that it is suitable for incorporation into the NAS?

9.2.6 COI-5:  Maintenance Operations

Can the VRS be maintained adequately using the maintenance philosophy described in Section 8 of this document, including the timely delivery of the technical maintenance and operational manuals?

9.2.7 COI-6:  Reconfiguration of Operations

Does the VRS provide the modularity and reconfigurability necessary to accommodate all reasonable varying site adaptation requirements and other operationally required changes in system configuration and functions (such as the additions/removal of positions, radios, and trunks), without interfering with or degrading performance?

9.2.8 COI-7:  Integration

Can the VRS be installed and adapted to site conditions in all ATC facilities?

9.2.9 COI-8:  Safety

Can the VRS be safely operated and maintained?

9.2.10 COI-9:  Security

Does the VRS comply with security requirements?

9.3 Testing and Evaluation

9.3.1 General

The FAA to evaluate system performance, operational effectiveness and suitability must conduct T&E.  

Note:  T&E will include testing for compatibility, interoperability, degraded operations, maintainability, and supportability.  T&E also identifies deficiencies in NAS hardware, software, human performance factors, COI, and/or operational concepts.  T&E requirements will be specified in accordance with the AMS Test and Evaluation Process Guidelines and maintained under the test programs included within this document.

9.3.2 Operation Capability Assessment

Operation Capability Assessment (OCA) must be conducted on the VRS as part of the pre-award evaluation.

9.4   Test Programs

9.4.1 General

Testing of the VRS must be conducted in accordance with the guidelines established within the AMS Test and Evaluation Process Guidelines.

Note:  Testing will address four main components:  Formal Qualification Test (FQT), Operational Test, Production Acceptance Test, and Site Acceptance Test.  Section 10, Implementation and Transition, contains Joint Acceptance Inspection (JAI) requirements.

9.4.2 Formal Qualification Test 

A Formal Qualifications Test (FQT) must be conducted in accordance with the AMS Test and Evaluation Process Guidelines.

FQT must be conducted to demonstrate that all technical and performance requirements specified in the contract have been met (both subsystem and system hardware and software requirements).  

 FQT must be performed by the contractor and witnessed by the product team at the factory.

Operational Test (OT) must be conducted in accordance with the AMS Test and Evaluation Process Guidelines.

OT must be conducted to demonstrate that the VRS is operationally effective and operationally suitable for use in the NAS and that the NAS infrastructure is ready to accept the VRS. 

Note:  These tests focus on demonstrating that all operational requirements have been met and that all COI have been resolved.  

9.4.3 Production Acceptance Test

Production Acceptance Test (PAT) must be conducted with oversight by the FAA in accordance with the AMS Test and Evaluation Process Guidelines.

PAT must be conducted on each system before it leaves the factory.  

Note:  PAT will be a subset of the design qualification tests conducted on the first article plus quality control testing.  These tests verify that the assembly line is producing units that have the same quality and performance as the first article system.

9.4.4 Site Acceptance Test

A Site Acceptance Test (SAT) must be conducted with oversight by the FAA to ensure that the VRS is installed and functioning properly in preparation for site acceptance.

9.5 Contractor Acceptance Inspection

Contractor Acceptance Inspection (CAI) must be conducted at all FAA sites where the VRS is installed following successful completion of the SAT.

10 Implementation and Transition

10.1 Deployment Planning

Deployment planning must be conducted in accordance with AMS policy and guidance.

10.2 Site Survey

Site surveys must be conducted prior to equipment deployment.

Note:  Site survey considerations will include heating, ventilation, and electrical systems to determine suitability for VRS installation.

10.3 Product Integration Plan

A Product Integration Plan (PIP) must be in accordance with the FAA Product Integration Plan Template.

Note:  The PIP will contain sufficient detail to provide an understanding of the implementation strategy and plans, the physical and functional parameters, and the financial and operational impacts on the NAS, including the Generic Site Implementation Plan, and site specific plans.

10.4 Site Integration

Integration with existing equipment and facilities must be the responsibility of the installation vendor under the direct guidance of the appropriate representative from the NAS Implementation Program Directorate (ANI) and FAA-designated resident engineer.

10.5 Field Familiarization

Field Familiarization must be conducted by site personnel.

10.6 Joint Acceptance Inspection

JAI must be conducted by following successful completion of field familiarization and will result in a declaration of Initial Operational Capability (IOC).
Note:  Section 9, Test and Evaluation, contains additional test and evaluation requirements.
10.7 Disposal of Legacy Equipment

Disposal must be conducted in accordance with FAA Order 4800.2 Utilization and Disposal of Excess and Surplus Personal Property, and with the Defense Reutilization and Marketing Service (DRMS) Support Agreement NO. SC4403-960122-01.

Note:  Section 4, Physical Integration, includes requirements for disposal of hazardous materials.

10.8 Installation and Certification

10.8.1 Air Traffic Services

VRS installation and checkout must be performed without disrupting air traffic services.

Note:  The intent of this requirement is to conduct installation and checkout without taking the facility out of service.

10.8.2 Site Preparation Authority

Site preparation for VRS must be arranged and overseen by the FAA.

10.8.3 Fit-up Work

VRS fit-up work must be in accordance with FAA-G-2100G Electronic Equipment, General Requirement; NFPA Standard 70 National Electric Code; and local and state codes.

Note:  Fit-up activity controls and minimizes noise, dust, disturbing light, and excessive traffic in critical areas.

10.9 Power-Up Testing

Initial power-up testing must be conducted on non-critical power, where available. 

10.10 Power Compatibility

VRS electrical equipment must be tested for power compatibility prior to connection to FAA critical power panels.

11 Quality Assurance Program

A Quality Management System (QMS) must be established and maintained in accordance with ANSI/ASQ-Q-9001-2000 Quality Management Systems-Requirements and provide at a minimum:

A Quality Assurance (QA) organization that has the responsibility and authority to identify and evaluate quality problems, and to initiate, recommend, or provide solutions.

Procedures and controls to assure adequate configuration management during all operations through final acceptance.

Controls to assure that all inspection and testing are performed in compliance with contract requirements and that all test data is complete, correct, traceable, repeatable, and acceptable.

Maintenance of proper record keeping function to provide objective evidence and traceability of operations performed.

Procedures and controls for assuring that all software products of services procured from subcontractors conform to contract requirements.

Procedures and controls to assure that all documentation is adequately reviewed and meets contract requirements.

Procedures and controls for the prevention of software and system deficiencies, detection and analysis of deficiencies when they do occur, as well as procedures for corrective action.

12 Configuration Management

Configuration Management of the VRS must be in accordance with FAA Order 1800.66 Configuration Management Policy.

13 In-Service Management

13.1 Monitoring, Assessment, and Optimization 

13.1.1 General

Performance of the VRS must be monitored using NAS performance assessment systems and Government-furnished remote monitoring systems in accordance with FAA Order 6000.30 National Airspace System Maintenance Policy.

13.1.2 Failure Summaries

Failure summaries and analysis must be provided to document trends in system reliability and logistics support.

13.1.3 System Performance Evaluation

The FAA, stating measurable performance goals, must develop a VRS system performance evaluation plan defining resource needs, performance indicators, evaluation bases, and audit trails for measures. 

14  VRS Safety Management

14.1 Safety Assessments

VRS safety assessments must be conducted in accordance with ASD-100-SSE-1, FAA System Safety Management Program and the Interim Safety Management System.

 Note:  An Operational Safety Assessment (OSA) shall be included in the VRS MND/JRC-1 requirements. A Comparative Safety Assessment (CSA) shall be conducted on the identified VRS alternatives to support JRC 2a if warranted.  A Preliminary Hazard Analysis (PHA) shall be conducted on the preferred alternative to support JRC 2b.   Additional safety risk analysis requirements will be developed in the Integrated Safety Plan (ISP).

14.2 Integrated Safety Plan

An ISP must be developed in accordance with ASD-100-SSE-1, FAA System Safety Management Program.
Note:  The ISP may include a Sub-System Hazard Analysis (SSHA), System Hazard Analysis (SHA), Operations and Support Hazard Analysis (O&SHA), Health Hazard Assessment (HHA), and shall include utilization of a Hazard Tracking and Risk Resolution System (HTRR).

14.3 Risk Acceptance and Approval

VRS Risk Acceptance and Approval procedures must be conducted in accordance with ASD-100-SSE-1, FAA System Safety Management Program and the Interim Safety Management System.
14.4 Standards

VRS must be in accordance with Executive Order 12196, Occupational Safety and Health Program for Federal Employees; 29 CFR 1960, Safety and Health Provisions for Federal Employees; FAA Order 3900.19, Occupational Safety and Health Program, and FAA-G-2100G, Electronics Equipment General Requirements.

Appendix I – Key Requirements Correlation Matrix

The Key Requirements Correlation Matrix, below, lists the key parameters that are identified in sections 1 – 14 of this RD (i.e., those requirements that appear in bold in the body of the RD).  For each key requirement, an objective value is given along with a threshold value.  The objective value for a key parameter is the desired performance level and provides better performance than the threshold value.  The Threshold value for a key parameter is the minimum acceptable performance.  If not satisfied, the system will be unusable for its intended purpose.  Rationales for the Threshold and Objective Values are also provided.


	Key Parameter
	Threshold Value
	Rationale for Threshold Value
	Objective Value
	Rationale for Objective Value

	Ability to record data.
	Recording of all audio, time code, system information and other data provided at all interfaces.
	Addresses high-level FAA requirements and specifications regarding A/G and G/G NAS communications and time code signal recording.  
	Recording of all audio, time code, system information, and radar data provided at all interfaces.
	Addresses high-level FAA requirements and specifications regarding A/G and G/G NAS communications along with time code signal, and radar data recording.  Allows a single system to record both audio and radar data which will allow greater participation  in the VRS program by DoD and will reduce logistics costs associated with FAA’s current dual recording architecture.

	Ability to store data.
	Storage of all audio, time-code, system information, and all other data
	Addresses high-level FAA requirements and specifications regarding A/G and G/G NAS communications storage.  
	Storage of all audio, radar, time-code, system information, and all other data.
	Addresses high-level FAA requirements and specifications regarding A/G and G/G NAS communications and radar data storage.  Allows a single system to record both audio and radar data which will allow greater participation in the VRS program by DoD and will reduce logistics costs associated with FAA’s current dual recording architecture.

	Ability to retrieve data.
	100% of all stored A/G and G/G NAS communications  is retrievable within 60 minutes.
	Addresses high-level FAA requirements and specifications regarding retrieving stored A/G and G/G NAS communications.
	100% of all stored data is retrievable within 30 seconds.
	Addresses high-level FAA requirements and specifications regarding retrieving stored A/G and G/G NAS communications.  Will provide enhanced ability to rapidly retrieve stored data for SAR and other quick-response activities.

	Ability to playback data.
	Stored A/G and G/G NAS communications is able to be played back to a loudspeaker or headphones.  Playback on VRS equipment.
	Addresses high-level FAA requirements and specifications regarding playback of stored A/G and G/G NAS communications.
	Stored A/G and G/G NAS communications is able to be played back.  Audio data is able to be played back to a loudspeaker or headphones.  Radar data is able to be played back over the same interface and in the same format that the data was received.  Playback on VRS and non-VRS equipment.
	Addresses high-level FAA requirements and specifications regarding playback of stored A/G and G/G NAS communications and radar data.  Will provide enhanced ability to rapidly playback data for SAR and other quick-response activities.  Will allow duplicate of communications data to be played back on virtually any audio equipment.

	Ability to duplicate data.
	Duplicates of any and all stored data are capable of being made internally and to removable media.  
	Addresses requirements of FOIA and of FAA Order 8020.11, Aircraft Accident and Incident Notification, Investigation, and Reporting.
	Duplicates of any and all stored data are capable of being made internally and to removable media.  Mutability of time-code signal.
	Addresses requirements of FOIA and of FAA Order 8020.11, Aircraft Accident and Incident Notification, Investigation, and Reporting.  Muting time code audio data on the duplicate allows for more useful FOIA responses by preventing obfuscation of the communications during playback by unwanted time-signal sounds.

	Ability to erase data.
	Automatic erasure of non-quarantined stored data after expiration of retention period.  Also prevents recover of stored recordings after erasure.
	Addresses high-level FAA requirements regarding stored recording retention policy, including labor union agreements. 
	Automatic erasure of non-quarantined stored data after expiration of retention period.   Also prevents recover of stored recordings after erasure.  Provides for manual erasure of any stored data.
	Addresses high-level FAA requirements regarding stored recording retention policy, including labor union agreements.  Allows for full user control by providing the ability to manually erase non-quarantined stored recordings which will prevent saturated storage conditions and possible lost recording capability.

	Ability to manage stored data.
	Allows management of recording databases, log files, access controls, user controls (e.g., volume, mute, routing), etc.
	Provides for efficient housekeeping of VRS system and flexibility with respect to user preferred settings, etc.
	Allows unrestricted management of recording databases, log files, access controls, user controls (e.g., volume, mute, routing), etc. 
	Provides for efficient housekeeping of VRS system and flexibility with respect to user preferred settings, etc.

Prevents the mandatory vendor-involvement for the FAA to manage the VRS system or to expand the VRS system to its maximum capacity.  Will result in cost savings because of lessened vendor involvement.

	Achieved availability
	Aa ≥ 0.999
	Meets high-level FAA requirements for “Essential” systems.
	Aa ≥ 0.9999
	Exceeds high-level FAA requirements for “Essential” systems.  Will provide for more complete communications records which will enhance investigations, QC, and other functions.

	Ability to maintain data integrity.
	User and system actions do not result in corruption or loss of stored data.
	Addresses high-level FAA requirements for data storage integrity.  Addresses data integrity issues associated with legacy recording systems.
	User and system actions do not result in corruption or loss of stored data.
	Addresses high-level FAA requirements for data storage integrity.  Addresses data integrity issues associated with legacy recording systems.

	Ability to certify recordings.
	Insertion of audio both before and after the duplicate.
	Provides for narrative indicating date, location, etc. of recording.  Addresses requirements of  FAA Order 8020.11, Aircraft Accident and Incident Notification, Investigation, and Reporting.  
	Insertion of audio both before and after the duplicate.
	Provides for narrative indicating date, location, etc. of recording.  Addresses requirements of  FAA Order 8020.11, Aircraft Accident and Incident Notification, Investigation, and Reporting.  

	Ability to authenticate duplicate data.
	Duplicates are identical to the stored data.
	Requires that duplicates are exactly the same as stored data and can withstand legal/technical scrutiny.
	Duplicates are identical to the stored data.
	Requires that duplicates are exactly the same as stored data and can withstand legal/technical scrutiny.

	Ability to provide audio at the same audio level that was provided at the channel interface.
	Retrieved audio is provided at the same audio level that was provided to the channel interface.  
	Meets the requirements of labor union agreements.  
	Retrieved audio is provided at the same audio level that was provided to the channel interface.  The ability to enhance audio, if desired, is not precluded.
	Meets the requirements of labor union agreements.  Ability to enhance the audio characteristics of a communications recording supports accident and incident investigations.

	Ability to retain data for a specified period.
	Stored data is available for retrieval, playback, and duplication for a period of time that is adjustable.
	Addresses high-level FAA requirements regarding stored recording retention policy, including labor union agreements.
	Stored data is available for retrieval, playback, and duplication for a period of time that is adjustable.
	Addresses high-level FAA requirements regarding stored recording retention policy, including labor union agreements.


Appendix II – Mission Need Correlation Matrix 

The Mission Needs Correlation Matrix below traces needs statements from the Voice Recordeing System Mission Need Statement (MNS) #295-1 to the corresponding specific requirements and/or sections in the VRS Requirements Document.

	MNS Section No.
	Mission Need Statement or Section
	VRS RD Section No.
	Requirement Statement or Section Title


	2.0
	Reliable and accurate recording of voice communications.
	3.1.1.1
3.1.1.3.
	The VRS must provide the capability to record, store, retrieve, playback, duplicate, erase, and manage stored data.  [Key Parameter]

The VRS must maintain data integrity.  [Key Parameter]

	2.0
	Reliable and accurate reproduction of recorded voice communications.
	3.1.1.1
3.1.1.3
3.1.2.2.3.1.1
	The VRS must provide the capability to record, store, retrieve, playback, duplicate, erase, and manage stored data.  [Key Parameter]

The VRS must maintain data integrity.  [Key Parameter]
The VRS must provide the capability to playback retrieved data.

	2.0
	Reliable and accurate duplication of recorded voice communications.
	3.1.1.1
3.1.1.3
3.1.2.2.4.1.1
	The VRS must provide the capability to record, store, retrieve, playback, duplicate, erase, and manage stored data.  [Key Parameter]

The VRS must maintain data integrity.  [Key Parameter]
The VRS must provide the capability to create duplicates of retrieved data.  [Key Parameter]

	2.0
	Reliable and accurate erasure of recorded voice communications.
	3.1.1.1
3.1.2.3.6.1
	The VRS must provide the capability to record, store, retrieve, playback, duplicate, erase, and manage stored data.  [Key Parameter]

The VRS must provide the capability to automatically erase recordings that exceed the retention period.

	2.0
	Reliable and accurate management of voice recordings.
	3.1.2.2.9
	System Management

	2.1

5.4.1
	Near real-time review of recorded voice communications.
	3.1.2.3.3.1.1
	The VRS must have available selected data within 30 seconds of request.

	2.2
	Sized to meet individual site needs on a per-channel basis.
	3.2.2.3.2
	The VRS equipment must be scalable to meet the capacity needs for each facility.  [Key Parameter]

	2.3
	Must meet the requirements of the FAA Information System Security (ISS) program.
	7
	Security

	2.4
	Provide increased capability to retrieve and play back voice recordings from storage with minimal manual operations.
	3.1.2.3
	System

	2.4
	Reduce maintenance manhors expended to support voice recording systems.
	3.2.1.1.1.1
3.2.1.1.2.2.1
5.2.1
3.2.2.3.1
	The VRS must have an achieved availability (Aa) of 0.9999 or greater.  [Key Parameter]

The VRS Mean Time Between Failures (MTBF) must be greater than 5,000 hours for a VRS configured to its maximum channel capacity.

The VRS must interface with the NAS Infrastructure Management System (NIMS) for the purpose of remote monitoring and control in a secure state.

The VRS must be modular.

	4.2
	As many as 580 replacement systems.
	1
	Background

	5.1.1
	Utilize modern operating system.
	3.2.1.2.1
	The VRS must be compatible with other software that may be running or is otherwise installed on any workstation used to access recorder resources or functionality.

	5.4.1a
	Expandability.
	3.2.4.1.2
3.2.2.3.2
	The VRS must be able to provide to up to at least 900 channel interfaces.

Note:  Incremental scalability in the smallest practicable interval is preferable.

The VRS equipment must be scalable to meet the capacity needs for each facility.  [Key Parameter]

	5.4.1b
	Availability comparable to that of a voice switch – 0.9999.
	3.2.1.1.1.1
	The VRS must have an achieved availability (Aa) of 0.9999 or greater.  [Key Parameter]

	5.4.1c
	Ability to create duplicate recordings that provide requested information to within one second.
	3.1.2.2.2.3.1
	The VRS must provide the capability to select data based on date and time, to within 1-second increments.

	5.4.1d
	Prompts to mitigate operational errors wherein recorded data is lost.
	6.1.1.1.1
	The VRS must be in accordance with HF-STD-001 Human Factors Design Standard for Acquisition of Commercial-Off-the-Shelf Subsystems, Non Developmental Items, and Developmental systems (HFDS) and American National Standards Institute (ANSI)-100 American National Standard for Human Factors Engineering of Visual Display Terminal Workstations.



	5.4.1e
	Additional channel capacity for expansions and mandates to record additional communications resources.
	3.2.4.1.2
	The VRS must be able to provide to up to at least 900 channel interfaces.

	5.4.1f
	Additional reproducers/workstations to accommodate workload at large TRACONs and ARTCCs.
	3.2.2.2.1.1
3.2.2.2.1.2
	The VRS must be capable of being configured for access by up to at least six workstations, as ordered.

The VRS must provide the capability for any LAN-enabled workstation to be configured to perform any function.

	5.4.1g
	Ability to provide time-code data to reproducers/workstations.
	3.1.2.3.9.1
	The VRS must provide a visual indication of the date and the time, to the second, on the workstation display based on time-code data.

	5.4.1h
	Ability to continuously record voice communicating while annual maintenance checks are performed.
	3.2.2.3.1
3.2.2.1.4.4
	The VRS must be modular.

VRS backup power system maintenance must provide for uninterrupted VRS functionality.

	5.4.1i
	Ability to interchange archive tapes/removable media between system variants.
	3.1.2.2.4.1.2
	The VRS must provide the capability of writing the duplicate to removable media.

Note:  The intention is that duplicates can be saved onto any type of removable media supported at the workstation or at other equipment (e.g., floppy disk, CDR, DVDR, etc.).

	5.4.1j
	Ability to “hot swap” LRUs within the uninterruptible power supply without impacting other operation of the recording system.
	3.2.1.1.1.2
	During the change-out of a failed LRU, the VRS must continue to perform without any reduction in system functionality beyond that resulting from the failed LRU itself.


Appendix III – Definitions

	Authentication:  An automated process performed by the VRS system that results in a duplicate that can withstand legal technical scrutiny with respect to authenticity.  That is, the duplicate is an exact copy of the stored data.

	Certification:  A spoken statement that attests to the nature and origin of a duplicate that is inserted by Government ATC personnel either as a prologue or epilogue to the duplicate, resulting in all components being merged into a single audio stream.

	Duplicate: The information package (able to be placed on a removable media) that includes an exact duplicate of originally recorded data as selected through the retrieval process.  Making a duplicate is for the purpose of transporting the selected data for playback on other systems (e.g.., PC, etc.).

	Duplication:  The process of creating an exact copy of the selection designated through the retrieval process.

	Error:  An abnormal operation of software, hardware, or human activity.

	FAA Human Factors Job Aid:  The Job Aid is a guide to the developing and conducting the FAA Program Office/IPT Human Factors Program for systems development

	Failure:  The event, or inoperable state, in which any function, within a subsystem that is being used as an integral part of a NAS primary function, does not or would not perform as specified.

	Fault:  An abnormal operation of hardware.

	Functionality:  An operational requirement that does not imply the technical solution used to provide the stated operation.

	G/G:  Voice Transmissions over IC, IP, or OVR external networks using outside phone lines.

	Intercom:  A type of call that provides workstations intra-facility communications on a voice switch.  Communications between controllers at the same facility.

	Interphone:  A type of call that provides workstations inter-facility communications.  Communications between controllers at different facilities.

	Key Parameter:  Certain key parameters in the RD designated for control by the Joint Resources Council.  Includes only those requirements that are critical to:  (1 achieving operational effectiveness and suitability, 2) meeting the needs of dependent elements of the NAS, and 3) accruing benefits ascribed to the candidate solution or acquisition program. 

	Legacy:  An FAA NAS system that is currently in operation.

	Line Replaceable Unit (LRU):  An item that may consist of a unit, an assembly (circuit card assembly, electronic component assembly, etc.), a subassembly, or a part, that is removed and replaced at the site-maintenance level to restore the operation of the VRS after a failure.

	Line Sensing:  Hook detection

	Mean Time Between Failure (MTBF):  A basic measure of reliability for repairable items:  the mean number of life units during which all parts of the item perform within their specified limits, during a particular measurement interval under stated conditions.

	Mean Time to Repair (MTTR):  A basic measure of maintainability:  the sum of corrective maintenance times divided by the total number of failures within an item.

	Modular:  A system design based on sub-systems (parts) rather than a single monolithic unit.  This supports maintenance and availability requirements.

	Playback:  The process of listening to the selection designated through the retrieval process.

	Recording:  The process of storing the audio data being provided to the VRS.  Recording begins when data is received at a VRS interface, includes processing as appropriate, and concludes after the data has been stored.

	Retrieval:  The process of selecting a portion of the originally recorded data.

	Sizeable:  The ability to order different levels of capacity: number of input channels, amount of storage, etc.

	Storage:  Non-volatile media used by the VRS system that maintains stored data.

	Telecommunications:  Two-way voice communications.

	User Interface:  Hardware, software, and human activity that defines the interaction between a participant and computer system making one compatible with the other. For example, workstation components, (display, audio jacks, keypad function, screen selection function, alpha-numeric input function, footswitch, speaker, etc.) are used to input information into a system or to make an input to a system function.

	User(s):  The Air Traffic Specialist, Airway Facilities (maintenance) Specialist, Supervisor, or other personnel who operates VRS equipment.

	Write Protection:  A method whereby an electronic file may neither be overwritten nor accidentally or intentionally erased..

	Workstation:  The equipment needed to access the full functionality of the VRS. This can either be vendor provided (as ordered) or GFE.


Appendix IV – Acronyms and Abbreviations

A/G
Air to Ground

Aa
Achieved Availability

AFSS
Automated Flight Service Station

AMS
Acquisition Management System

ANI
NAS Implementation Program Directorate

ANSI
American National Standards Institute

ARTCC
Air-route Traffic Control Center

ASCM
Asset Supply Chain Management

ASHRAE
American Society of Heating, Refrigeration and Air conditioning Engineers, Inc.

ASTM
American Society for Testing and Materials

ATB
Terminal Business Service

ATC
Air Traffic Control

ATCT
Airport Traffic Control Tower

ATIS
Automatic Terminal Information Service

ATSS
Airways Transportation System Specialists

BNC
Bayonet Nut Connector

CAI
Contractor Acceptance Inspection 

CD
Compact Disk

CFR
Code of Federal Regulations

COI
Critical Operational Issues

COTS
Commercial Off-The-Shelf

CSA
Comparative Safety Assessment

DAS
Data Acquisition Subsystem

DAT
Digital Audio Tape

DoD
Department of Defense

DOT
Department of Transportation

DRMS
Defense Reutilization and Marketing Service

DUAT
Direct User Access Terminal

DVD
Digital Video Disk

DVR2
DVRS 2nd Generation

DVRS
Digital Voice Recorder System

EMC
Electromagnetic Compatibility

EMI
Electromagnetic Interference

EO
Executive Order

EOL
End of Life

EPA
Environmental Protection Agency

ESD
Electrostatic Discharge

F&E
Facilities and Equipment

FAA
Federal Aviation Administration

FCSP
Federal Catalog and Standardization Program

FE
Facilities and Equipment

FEMA
Federal Emergency Management Agency

FIFO
Fist-In First-Out

FOIA
Freedom of Information Act

FSK
Frequency Shift Keyed

FSS
Flight Service Station

FQT
Formal Qualification Test

G/G
Ground to Ground

GA
General Aviation

GFE
Government-Furnished Equipment

GIAI
Global Individual Asset Identifier

GPS

Global Positioning System

HFDS
Human Factors Design Standard

HHA
Health Hazard Analysis

HTTR
Health Tracking and Risk Resolution System

HVAC
Heating, Ventilation, and Air Conditioning

IC
Intercom

IEC
International Electrotechnical Commission

IEEE
Institute of Electrical and Electronics Engineers

ILSP
Integrated Logistics Support Plan

INREQ
Information Request

IOC
Initial Operational Capability

IP
Interphone

IRIG
Inter-Range Instrumentation Group

ISD
In-Service Decision

ISP
Integrated Safety Plan

JAI
Joint Acceptance Inspection

LAN
Local Area Network

LMI
Logistics Management Information

LRU
Line Replaceable Unit

LSA
Logistics Support Analysis

MATCT
Mobile Air Traffic Control Tower

MMAC
Mike Monroney Aeronautical Center

MNS
Mission Needs Statement

MTBF
Mean Time Between Failures

MTTR
Mean Time To Repair

NAS
National Airspace System

NEPA
National Environmental Policy Act

NFPA
National Fire Protection Association

NIMS
NAS Infrastructure Management System

NIST
National Institute of Standards and Technology

NTSB
National Transportation Safety Board

O&M

Operation and Maintenance

OCA
Operation and Capability Assessment

OCC
Operations Control Center

OD
Operational Deviation

OE
Operational Error

OEDP
Operational Error Detection Program

OMB
Office of Management and Budget

OS
Operating System

OSA
Operational Safety Assessment

OSHA
Occupational Safety and Health Administration

O&SHA
Operations and Support Hazard Analysis

OT
Operational Test

OVR
Override

PAT
Production Acceptance Test

PC
Personnel Computer

PCB
Polychlorinated Biphenyl

PHA
Preliminary Hazard Assessment

PHS&T
Packaging, Handling, Storage, and Transportation 

PIP
Product Integration Plan

PTT
Push-to-Talk

QA
Quality Assurance

QMS
Quality Management System

RCC
Rescue Control Center


Range Commanders Council

RCRA
Resource Conservation and Recovery Act

RD
Requirements Document

RE
Recording Equipment

SAR
Search and Rescue

SAT
Site Acceptance Test

SHA
System Hazard Analysis

SPS
System Performance Specialist

SSHA
Sub-System Hazard Analysis

SSMP
System Safety Management Program

STD
Standard

T&E
Test and Evaluation

TCP/IP
Transmission Control Protocol/Internet Protocol

TRACON
Terminal Radar Approach Control

TSO
Technical Support Office

USB
Universal Serial Bus

UTC
Coordinated Universal Time (based upon ZULU time)

VDC
Volts Direct Current

VIDS
Visual Information Display System

VOX
Voice Activated

VRRP
Voice Recorder Replacement Program

VRS
Voice Recorder System
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� When a section number and title are in bold, the entire section is relevant to the mission need and is not provided in its entirety.  See specific section of this document for the text of the cited section.
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