Market Survey of security technology

The Federal Aviation Administration (FAA) En Route and Oceanic Services Unit, Air Traffic Organization (ATO-E) desires information on technology, which will provide a more secure and efficient means of authenticating users to certain computer workstation resources. Most FAA user authentication is currently based on user-entered passwords, which the FAA would like to replace with preferably two-factor authentication or, at minimum, stronger one-factor authentication than provided by current FAA password policy. Keyboard entry of user authentication factors is not preferred.  The purpose of this Request for Information is to perform a market survey to identify potential vendors with security technologies that would meet this requirement.  Examples of alternatives being considered are smartcards, smartcards with on-card biometrics, standalone biometrics, on-keyboard biometric or smartcard, in-line keyboard/mouse hardware, or other new technologies.

The FAA is seeking technology to prevent unauthorized access, and provide user authentication functions for approximately 9000 users of 3000 individual IBM RISC computer workstations. All workstations are utilizing the AIX operating system and operating in a high availability environment at multiple US locations. The solution technology must meet the following minimum requirements:

· Solution must at a minimum prevent unauthorized workstation keyboard and mouse entry. 

· Solution may be independent from workstation operating system.

· Solution should preferably eliminate keyboard entry of authentication factors or minimize keyboard entry to a short PIN if necessary.

· Solution should provide for high availability.

· Solution should, where applicable, meet all Federal standards.

Potential vendors shall submit the following information:

1. Past Performance/Technical Experience:  

a. The vendor shall demonstrate experience in providing security technology similar to the FAA scope of work.

b. Identify any past or current Government Contracts 

2. Company Estimate:  The vendor shall provide a Rough Order of Magnitude Estimate of cost and schedule to provide and install all equipment and supplies required for the security function.  This includes any training and documentation required.

3. Description of the proposed solution:

a. The vendor shall provide a description of the proposed solution to the security function.

b. The vendor shall provide information on the proposed solution relating to:

i. Solution hardware footprint requirements and options

ii. Hardware and software requirements

iii. System administration and user management  

iv. Reliability and Maintainability Data 

v. Compatible IBM RISC platforms and AIX operating system versions

vi. Standards Compliance and Common Criteria Evaluation Data where applicable

c. The description shall be no more than ten pages.  This page number limit does not include any brochures or URL addresses specified which provide additional information on the proposed solution. 

4.  The FAA will not provide reimbursement for costs associated with the preparation and submission of responses.

Vendors shall submit the information on a security solution with capabilities statement by August 13, 2004.

Submissions may be submitted electronically to Joe.Carey@faa.gov or in hard copy to the following address:

Federal Aviation Administration

Attn: Joe Carey

800 Independence Avenue, S.W.

Washington DC 20591
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