IRD

COMMENTS (recommendations) / QUESTIONS


INDUSTRY COMMENTS ON IRD

The following comments were received in response to publication of the FAA’s Initial Requirements Document (IRD) for Next Generation Messaging System.  The FAA’s position/response is provided after each comment/question. 














1.  Are these Required Standards? Or is this list a Glossary? If these are required standards, then please refer to the comments below.

FAA: The FAA considers this list a requirement to ensure maximum interoperability between the NexGen messaging system and any external FAA customer or stakeholder. 
2.  § X.400 Messaging Standard Protocol - a standard messaging application layer protocol that has been defined to run over various network transports including Ethernet, X.25, TCP/IP (Internet), and dial-up lines.

COMMENT: X.400 (the OSI standard) competes with the combination of SMTP (RFC 822) +MIME +S/MIME (the IETF standards) for message addressing and format. X.400 messages must pass through a gateway to travel the Internet since all Internet messaging conforms to SMTP, not X.400. 

Does the FAA intend for their NextGen messaging solution to conform to both of these standards? Or would the FAA prefer that the NextGen system be built upon the prevailing Internet standards (SMTP, POP3, IMAP4, MIME, S/MIME, etc)?

FAA:  The FAA requires that the NexGen messaging system be capable of using either protocol as a transport for message delivery while acknowledging that gateway technology must exist for communication between the two. The FAA will use TCP/IP as its primary network transport protocol but should be capable of interfacing with other transport protocols.  
3.  § X.500 directory access (1993 version) - a protocol for managing on-line directories of users and resources. It can be used to support X.400 and other messaging systems, but it is not restricted to e-mail usage. It provides a hierarchical structure that fits the world's classification system: countries, states, cities, streets, houses, families, etc. The goal is to have a directory that can be used globally.

COMMENT: The X.500 Directory service is an international standard ratified by the International organization for Standardization (OSI) and the ITU-T International Telecommunication Union formerly (CCITT) in 1988. Similar to the above statements regarding X.400, LDAP is the IETF standard for directory services that competes with the OSI standard, X.500. Please refer to the comments in Section 3.2.5 regarding LDAP.

FAA: The NexGen messaging system must be capable of using either standard as a directory service. It is anticipated that the FAA NexGen System will initially use LDAP as its primary directory service but must be capable of interfacing with other directory standards.
4.
Section 3.1.2:   “The system shall provide the ability for users to view attachments from within the messaging application even if the attachment is in a foreign application format and the foreign application is not installed or available to the user.  All attachments shall retain their original names and formatting unless prevented by operating system limitations on filename size.”  

Could you be more specific on what types of files might be received where the application is not on the end system?  Would they be old files from applications no longer supported?  Or from non-FAA personnel that may have other applications?

FAA: We anticipate the files will normally consist of word processing, spreadsheet, presentation slides, and graphics supported by various respective COTS packages. The User should be able to 'view' the contents of said files without having to launch the respective application. This is similar to the Lotus Image capability now supported within the FAA's messaging system.  
5.
Section 3.1. “All users in the current cc:Mail environment shall have equal or better performance with the next generation capability to include: Displaying a message summary screen within 2 seconds after entry of login information, and Viewing a message within 2 seconds of selecting it from summary screen.”

How quickly a system is able to display summary screens and messages is highly dependent on the load on the infrastructure and the local client.  Is it your intent that the successful bidder also make recommendations or modifications to the infrastructure?

FAA: The FAA has reworded the requirement so as to relax this performance threshold.  Offerors may be required to make recommendations [in response to the second SIR in the NexGen procurement process] regarding the infrastructure to meet this requirement. 

6.
 Section 3.1.7   “They [the user] shall also have the ability to schedule management tasks for automatic execution.”

Could you specify what types of management tasks may be required?

FAA: In addition to manually executing the functions listed, the NexGen system must have the capability to automate those tasks as well. For example, automatically delete after a period of time, archive after a period of time, etc.

7.
 Section 3.2.1  “The system shall additionally support a UNIX workstation client.”

Would you specify the relationship of the UNIX workstation client to the NexGen messaging system?  Is it a monitor or will it be used by an end-user?

FAA: Both functions are required.

8.
Section 3.2.2.  “The system shall provide a capability of delivering messages throughout the FAA system or to/from external gateways within the following criteria:

Low priority messages, within one hour

Normal messages, within 15 minutes

Urgent messages, within 5 minutes”

As mentioned above, the ability of a system to perform to specific timing requirements is dependent on the infrastructure.  Would the successful bidder have the opportunity of tuning or upgrading the network?

FAA: The FAA has reworded the requirement so as to relax the threshold.  Offerors may be required to make recommendations [in response to the second SIR in the NexGen procurement process] regarding the infrastructure.  
9.
Section 3.2.3   “The system shall support least-cost routing for messages that transit through multiple messaging services.”

The messaging system is dependent on the underlying infrastructure for the determination of the least-cost routing. Would the successful bidder have access to this infrastructure?

FAA:  Offerors may be required to make recommendations regarding the infrastructure [in response to the second SIR in the NexGen procurement process]. 

10.
Section  3.2.4.1  “The  system shall support the ability to schedule individuals, groups, and resources using other vendor applications during migration or when coordinating activities with those outside of the FAA.”

Is the system to do this automatically or can it use messaging to coordinate rather than using the scheduler?

FAA: The FAA  requires the use of a scheduler.

11.
Section  3.2.4.1  “The system shall support standards-based calendaring.”

Could the bidder propose a system that will be standards-based when the standards become firm? 

FAA: The vendor's proposal must address the proposed product’s capability (ies) for implementing a corporate calendaring system integrated with the messaging system. Standards compliance will be required when the standard is established. 
12.
Section 4.2.4.4   “When exchanging data between servers that have shared data, the exchange shall not require the entire form (and all the data in the form) to be transmitted.  Only the "changed data" shall be transmitted. This is in order to save time and telecommunications costs.”

This requires a great deal of synchronization and configuration management to ensure all are using the same forms and the same versions of the forms.  Has that overhead been considered?

FAA: This functionality must be inherent to the messaging system. National deployment ensures FAA Users are on the same version levels. 
13.
Section 3.2.8.4  “The system shall be able to generate digital certificates and issue appropriate keys within 15 minutes from a central authority.”

Will the FAA select the certification authority or will the bidder be asked to bid one?  Will the successful bidder have access to the infrastructure to ensure the timing requirements are met?

FAA: The FAA will select a Certificate Authority. Offerors may be expected to make recommendations to the infrastructure to accommodate the requirement in the second SIR for this requirement.    
14.
Section 3.2.8.5  “The system shall be able to process certificate revocations within 5 minutes of notification and be able to publish Certificate Revocation List updates within 15 minutes of revocation.  The system shall be able to respond to an Online Certificate Status Protocol (OCSP) status request within 5 seconds.”

Will the successful bidder have access to the infrastructure to ensure the timing requirements are met?

FAA: Offerors may be required to make recommendations regarding the infrastructure [in response to the second SIR in the NexGen procurement process]. 

15.
Section 3.3.3  “Instant Messaging Support”

Could the bidder propose a system that will be standards-based when the standards become firm?

FAA:  Standards compliance will be required when the standard is established..

16.
Section 3.3.7  “Fax Support  "Many contemporary messaging systems have the capability to integrate fax support.  Currently, these are point solutions and proprietary in nature, although standards work is underway that is likely to influence vendors.  The system shall support and adopt open standards protocols for the following, when available:”

Could the bidder propose a system that will be standards-based when the standards become firm?

FAA: The vendor's proposal should be based on its ability to implement a corporate fax system integrated with the messaging system. Standards compliance will be required when the standard is established..

17.
What is the sense of priority for the enhancements and the future?  If not all features can be provided, due to either technical or cost limitations, which are more important?

FAA: Refer to the evaluation criteria specified in the SIR.

18. Page 6, section 3.1.2 - Legacy System Features, Ad hoc searches. Do you need or require Boolean logic capabilities in the search feature? You may want to include this feature in section 3.3 for future capabilities. 

FAA: The FAA will give consideration to the recommendation. 
19. Page 7, last sentence on the page - "The user interface shall support Windows 95+, NT4+, and Macintosh OS 8+." I think the "+"s include Windows 98 and Windows 2000. Is this correct?

FAA: This requirement has been reworded and included in the Final Requirements Document. The assumptions of the “+”s as stated by the vendor are correct.

20. Page 8, section 3.1.3 - Mobile/Off-line Access - Do you want to include synchronization with Windows CE devices and the new PocketPC?

FAA: Yes. The requirement explicitly states "multiple mobile computers".  The examples given were not intended to be an exhaustive list  Any device in use that can access the NexGen system must be included by the bidder.

21. Section 3.3. Do you want to include the requirement of communicating with the new generation of hand-held devices via a wireless link?  Some hand-held devices in the future will run a simplified EMAIL client and will have the capability of accessing EMAIL via a wireless link.

FAA: This requirement was added to the Requirements Document. The FAA considers wireless communications interfacing a requirement.

22. What operating systems is the user currently using for the existing cc:Mail system? This includes, remote and contract users.

FAA: Windows 3.x or later.  

23. What operating systems are the servers/users currently using for the existing cc:Mail system?

FAA: Existing FAA e-mail servers are using the following operating systems: Windows NT, Novell Netware, OS/2
24. Other than DOT, whom will FAA be communicating with directly (Intranet)?

FAA:  Other government offices and aviation industry colleagues and FAA support contractors.  

25.  Does an Extranet exist? 

FAA: Yes.
26. What is the infrastructure of the Intranet? 

FAA: Regional FDDI backbones interconnect via T1 WAN circuits
27. Where are the current cc:Mail post offices located? Are they disbursed or centralized?

FAA: 840+ distributed cc:Mail post offices.
28. Does the FAA require a centralized or decentralized environment? 

FAA: The offeror's proposal should be a 'best-fit' solution for the FAA.
29. How many FAA users will be migrated?

FAA:  43,000+

30. Will non-FAA users be migrated?

FAA: Yes, contractor support individuals providing direct support to the FAA and occupying FAA space.
31. Does migration include all aspects of a user mailbox? (i.e. folders, mailing lists etc.)

FAA: YES.
32. What is required for post office migration? (i.e. bulletin boards, public mailing lists, etc.)

FAA: YES, all data in PO message store.
12. Do all users require having a “universal” mailbox?

FAA: Yes, eventually.
33.  Questions Regarding the Initial Requirements Document

Question
IRD Reference
Response

Are the existing operating systems, Novell and NT, within the FAA at the same revision levels and service pack levels?
NA
No

Are any of the cc:Mail servers used for anything other than cc:Mail
NA
Yes, as application servers and as file/print servers.  

Please indicate what the current Office suite is for the typical OATS desktop.
NA
MS Office

What is the current hardware configuration for the OATS desktop?
NA
Various and sundry.  

Outside of TCP/IP, what protocols are used?  Is DHCP used for assigning IP addresses?
NA
Yes, but not exculsively

What are the highest number of users of any cc:Mail server.
NA
460 Users

What is the current WAN and LAN topology ?
NA
Redundant T1 WAN circuits interconnecting regional FDDI backbones

Page 6 of the IRD states that Users require that all features within cc:Mail Version 8.4 be retained in the next messaging system.  Are all your cc:Mail servers the same version level?  
IRD Page 6
The wording has been changed in the final document. All servers are not at the same revision level.

Page 7 of the IRD states that the user interface shall support Windows 95+, NT 4+, and Macintosh OS 8+.  Must this be handled by the native client or can a WEB based client be considered as meeting this requirement? 
IRD Page 7
Either or both approaches are acceptable.

On page 8, it states:

Displaying a message summary screen within 2 seconds after entry of login information, and

Viewing a message within 2 seconds of selecting it from summary screen.

There are a number of variables that could impact this requirement.  We believe that further clarification defining the conditions under which this requirement is expected should be included. 


IRD Page 8
In the Final Requirements the FAA relaxed the timing requirements and “framed” the average case.

34.  It is recommended that FAA add a requirement for the NGMS mail client to include an integrated task management requirement such as “To Do’s”. We believe that this feature is beneficial and will enable FAA’s staff to be more effective by providing better task management.  Nearly all of [this company’s] corporate clients that utilize electronic mail use electronic mail as a method to delegate/assign tasks, and track tasks as the progress to completion.

FAA: This requirement is included in the Calendaring/Scheduling sections. The vendor may propose additional requirements for consideration as a part of their proposal.  

35.  The mail system should support HTTP, IMAP, POP3, NNTP, IIOP (CORBA) and LDAP (Directory) to allow access of information using the standard Mail client and other clients. We would recommend that FAA require the mail system support the above-mentioned protocols for interoperability. 

FAA: The following protocols/standards from the above list are NOT explicitly stated in the IRD, Section 6: HTTP, NNTP, IIOP. However, since they are part of the TCP/IP Suite, they are implicitly included whenever IP standards are referenced. 
36.  For the different user interface platforms that FAA requested in section 3.1.2, we recommend that FAA provide some percentage or quantity of users for each platform.  By providing this type of information, we believe that FAA will communicate a holistic view of it's current networking environment.  This will help bidders in providing scalable solutions that will meet FAA requirements.  These solutions could range from developing in depth conversion routines and processes which can be run by the end users to accelerate the migration to conversion procedures to be run by administrators or technical support staff for platforms with less of a presence at FAA.  

FAA:  This is beyond the scope of the Initial Requirements Document, this information may be made available to offerors during the second SIR for this requirement as considered appropriate.  
37.  We would recommend that FAA mention if there are any existing developed applications that use cc:Mail as their interface so that this issue can be taken into consideration for the transition time.

FAA:  This is beyond the scope of this requirement.  
38.  Support for applications using the standards-based infrastructure of the Common Data Security Architecture  (CDSA) -- the standard for an interface to security. CDSA is a framework that enables integration of the operating system security, messaging security, and application security so that all of these systems inter-operate and deliver a consistent level of security. We would recommend that FAA require the new messaging support application standards.

FAA: We will take the recommendation under consideration.

39.  In section 3.1.3, FAA establishes the performance requirement for the NGMS platform, we would recommend that FAA enhance this section to provide more detail in the type of information that would be used for it’s tests.  For example, will FAA use a simple text message (2K-4K) to be viewed within 2 seconds of being selected, or would FAA expect messages with file attachments or multimedia attachments to be displayed within 2 seconds of being selected?

FAA:  Refer to the SIR/OCD language.  
40.  We agree with the FAA’s requirement for browser “thin-client” access to end user electronic mail, but cautions on the security vulnerability this may present to the FAA. There is inherent risk when any company or federal agency allows authorized users to access sensitive information via the Internet or in dial-up configurations.  These access points, or portals, may allow possible hackers entry into the electronic mail system, or possibly to the FAA network itself.  As with any computer security concern, the weakest link is inevitably the end user; not changing passwords, writing passwords on paper or selecting simplistic passwords such as husband/wife name, birth date etc.

FAA: We will take the recommendation under consideration.

41. The FAA has made its requirements for a robust calendar/scheduling very clear.  We would recommend, due to the possibility of FAA employees being abroad in multiple time zones, that FAA enhance this requirement to clearly state that all time zone conversions be automatically supported by the NGMS infrastructure. 

FAA: We will take the recommendation under consideration.

42.  We would recommend that the NGMS infrastructure support scheduling of resources at all FAA facilities and this be made a requirement, such as conference rooms, videoconference centers, overhead projectors, etc.  FAA addresses this in section 3.2 under Collaborative Workflow, Calendaring/Scheduling.  We believe this should be a requirement at the time of migration.

FAA: We will take the recommendation under consideration.

43.  FAA would expect all FAA users to see the same electronic mail directory; we have completed this task numerous times.  We would recommend FAA make plans for having the full FAA Name and Address book replicated locally for mobile users, there are many hidden issues that accompany this requirement.

FAA: We will take the recommendation under consideration.

44.  We fully understand the security requirements of FAA for its sensitive and classified information that can be easily transmitted through the new NGMS infrastructure.  We would recommend that FAA add the requirement that the NGMS infrastructure automatically prevent users from forwarding sensitive or confidential information that they have received from any source within the FAA.

FAA: We will take the recommendation under consideration.

45.  We would recommend using X.509 V3 certificates and S/MIME so users can send secure mail from a Mail client to another Mail or application client. For example, when you're collaborating across the Web with a business partner who uses any type of client, you can send and receive signed and encrypted e-mail. The digital signature ensures the recipient that the message hasn't been altered and was actually sent by the user who signed it. Encryption ensures that only the intended recipient can read it. E-mail sent to any other mail client that uses the standard S/MIME protocol provides secure messaging.  We would recommend that FAA requires the new messaging system support the above mentioned security features. 

FAA: These features are included in the FAA requirements.

46.  SSL v2 and SSL v3, Secure Sockets Layer protocol for transmitting private and secure documents via the Internet should be supported by the new messaging system.  We recommend that FAA require that both versions of SSL be supported. 

FAA: These features are included in the FAA requirements.

47.  We recommend that the FAA add requirements to specifically address disabled user accessibility to the NGMS IRD.

FAA: We will take the recommendation under consideration.

48. IRD Section 3.2.  New Messaging System Requirements

We would recommend to FAA that it raise the reliability requirement from 99.5% to 99.9%.  We would achieve or exceed this requirement through the implementation of clustering technology to the NGMS infrastructure.  We have successfully implemented numerous mail cluster configurations for its clients.


FAA: We will take the recommendation under consideration.

49. Support for clustering should be available across platforms on NT/Intel, NT/Alpha, Win95, OS/2, NLM, AIX, HP-UX, Solaris/Intel, Solaris/Sparc and others so that a complete clustered solution can be implemented.  We recommend that FAA require the new messaging system support this type of clustering solution across different vendor hardware and operating systems.   This allows FAA to exploit the systems, data skills, and infrastructure that is currently in place today.  
FAA: We will take the recommendation under consideration.

50.  Support for the clustering solution should be available across geographic boundaries, spanning LAN segments and support a mixture of OS platforms.   This allows the agency to relay on different geographical locations for fail-over in case of emergency.   We strongly recommend that FAA require the new messaging system support geographic clustering.  
FAA: We will take the recommendation under consideration.

51.  We recommend that, as a Unix client is identified as a future supported platform, Windows 2000 Professional and Windows Me be added.

FAA: These releases are included in the FAA requirements as Windows 9.x +.

52.  The messaging system should auto detect failed paths and reroute messages via secondary paths.

FAA: These features are included in the FAA requirements.

53.  We recommend that FAA reconsider the “shared bulletin board style folder” requirement.  While ATS can technically provide a solution to this requirement, we believe that shared information should be maintained in corporate Intranets.  If FAA requires electronic mail notification of updates, this can be easily facilitated through end user registration /subscription and web mass mailing (which we have accomplished for other federal clients).

FAA: We will take the recommendation under consideration.

54.  We agree with FAA’s requirements for forms, routing and workflow processes to be included in the NGMS infrastructure.  We have developed such solutions for many federal clients, such as an online workflow process incorporated by the Department of Housing and Urban Development (HUD) to process SF-58’s for all HUD users.

Support for hot links to documents, web sites and databases should be supported.  Documents undergoing concurrence by multiple layers of management should be hot linked in a message notifying a manager needs to take action.  We recommend a system that generates notification messages to workflow partners and alerts them of necessary action to be taken.  That notification message should contain a link back to the shared document containing the action item.

FAA: We will take the recommendation under consideration.

55.  We would recommend that FAA make the “Message Thread Handling” a requirement at migration and not make this a new requirement to be incorporated after implementation.

FAA: We will take the recommendation under consideration.

56.  We would recommend that the additional requirement for section 3.2.8.1 be that Virus scanning be done for all messages before being sent.  Viruses should be cleaned automatically if possible, and quarantined for administrative action should a cleaning pattern not be available.

FAA: We will take the recommendation under consideration.

57. The system should allow for easy and periodic storage of retired documents into a historical database for future reference.  We recommend systems that automatically search for documents that meet criteria of not being accessed in a certain number of days or that have been created a specified number of days ago.

FAA: These features are included in the FAA requirements.

58.  Lightweight Directory Access Protocol (LDAP) is designed to serve as the key enabling technology for a directory-enabled strategic infrastructure. This will leverage the inherent value of this potentially rich and useful store of agency information beyond e-mail addresses, and will exploit the directory architecture of old existing systems already in place.  We strongly recommend that FAA require any new messaging system support LDAP and interoperability with legacy and existing applications.  

FAA: These features are included in the FAA requirements.

59.  Import/export support of data from legacy systems to the new messaging system is a requirement. We strongly recommend FAA require the new messaging system support this feature to allow access to existing databases or other external information sources.

FAA: These features are included in the FAA requirements.

60.  We recommend that Fax Support be updated to include the requirement to support “Print-to-Fax” capabilities within the NGMS client and supporting Office Automation suite.  If this is not an immediate need, at least mention it.

FAA: We will take the recommendation under consideration.

61.  We recommend that in addition to the training methods outlined in the IRD, that the concept of “Walk In Clinics” be added.  We have performed these types of clinics for it’s clients in the past and they have been well received and extremely helpful to the user community.  

FAA: We will take the recommendation under consideration.

62. Migration should be transparent to the users; we would recommend that all migrations be performed during the weekend and in phases.  When users return to work on Monday morning, all mailbox messages and archives will be available in the new NGMS system.  No end user involvement should be required.

FAA: We will take the recommendation under consideration.

63.  We can meet the FAA’s requirement to migrate to the new system without losing user information.  We can migrate all mailbox information and cc:Mail archives.  We can migrate Organizer data, if in use by the FAA.  Migration will proceed so that the next generation messaging system will directly import the messages and migration will not impact the user or mail administrator.  We recommend that FAA ensure that all possible end user data storage devices/software be considered and required to be compatible and/or supported by the NGMS.

FAA: We will take the recommendation under consideration.
64.  3.1.2 Legacy System Features

The phrase "The user interface shall support Windows 95+, NT 4+, and Macintosh OS 8+." on page 7 should read "The user interface shall support Windows 9X, NT 4+, Windows 2K, and Macintosh OS 8+."  Support for Windows 98 and Windows 2000 should be inferred here.
FAA: Wording has been changed to reflect future release of software revisions (e.g., NT 4.x +).
65.  3.1.9 Security 

This paragraph should also address the viewing of email headers.  The existing system (cc:mail) strips away the headers before the message gets to the recipient.  While this results in a smaller message to move within the system, tracing originators and identifying forged mail is more difficult, if not impossible.  A new system should allow for header viewing.
FAA: We will take the recommendation under consideration.

66.  3.2.8.1 Virus Protection

The Virus Prevention requirement states that "the users shall be guaranteed that messages and attachments are virus free before they are delivered." No e-mail Program can satisfy this requirement. The statement should talk about "the latest virus software being immediately loaded into the system".  Also, a Standard Operating Procedure (SOP) for dealing with attachments should be mentioned.  A lot of the hassle of the "I Love You" virus would have mitigated with a "don't open attachments of certain types" SOP.
FAA: We will take the recommendation under consideration.

67.  3.2.9 Mobile Maintenance 

It is stated that; "The stand-alone user, particularly the user who never connects other than by dial up, must administer/maintain his/her own message and directory stores. This requires these users, who are not computer professionals, to maintain their own system.  Often this must be done with infrequent or nonexistent technical support.”
FAA: We will take the recommendation under consideration.

68.  The subsequent discussion should also mention "auto archiving" of messages.
FAA: We will take the recommendation under consideration.

69. Migration Requirements

The Directories bullet should also address potential migration from cc:mail lists to an LDAP (Lightweight Directory Access Protocol).

FAA: This feature is included in the FAA requirements.

70.  We suggest clarification of the following points:

Page 7:  Your requirement proposes that message addressing shall include “type-ahead addressing”.  The MS Outlook client will “check name” but will not “type ahead”.
FAA: We will take this under consideration.
Page 7:  Your requirement proposes that “the system shall provide the ability for users to view attachments from within the messaging application even if the attachment is in a foreign application format and the foreign application is not installed or available to the user”.  We suggest that no e-mail client will let you view the contents of the attachment unless an appropriate application is installed.
FAA: We realize that the requirement is framed in an “all-inclusive” manner and that no currently available commercial product can “view” attachments from ALL existing foreign applications.  However, this feature is currently met, to a large extent, by the viewers product of cc:Mail which views attachments from numerous foreign applications. Furthermore, the FAA has a definite requirement for this functionality.
Page 8:  Your requirement: “all users in the current cc:Mail environment shall have equal or better performance with the next generation capability to include displaying a message summary screen within two seconds; and viewing a message within two seconds of selecting it from the summary screen.”  This metric is actually dependent on hardware, software and network considerations and a next generation system using Microsoft Outlook that included all of the new functionality of that client will likely require hardware improvements to maintain the less robust cc:Mail core response time metrics.     However, a properly architected and tuned system will provide those response times.  

FAA:  In the Final Requirements the FAA relaxed the timing requirements and “framed” the average case.

71.  Multiple Message Databases:

Exchange 2000 Server allows the message store to be partitioned into separately manageable databases, each of which can be of unlimited size.  This gives administrators the opportunity for massive databases for large scale enterprise requirements and the ability to split a single logical database onto separate physical databases.  Exchange 2000 may be distributed across several servers using Windows clustering technology in concert with Windows 2000 load balancing.  Since administration is done at the logical view, the technical support staff has a continuous unified view of all databases.  

Multiple message databases increase system reliability so a failure in one database does not affect users in another.  

FAA: We will take this under consideration.

72.  With clustering, a single logical database can failover to multiple servers in the in the case of hardware failure.
Faster and more flexible backup scheduling is possible and recovery time in the event of failure is greatly decreased since each physical database can be restored separately while other databases continue to operate online.

We recommend that these advanced database management features be incorporated into the requirements document.  The ease of management, backup and recovery, and clustering redundancy provide superior levels of safety, security and control.
FAA: We will take this under consideration.

73.  Policy Based Administration:  Enables administrators to change administrative options across a set of objects such as mailboxes, servers or public folders in a single operation.  Administrators can also define recipient policies across hundreds of thousands of users, groups and contacts in the Windows 2000 Active Directory in a single operation.  These administrative features are compelling aspects of the next generation system selection process and should be included in the scope of requirements.
FAA: We will take this under consideration.

74.  Unified Messaging:  Exchange is a widely used platform for providing users with any time, anywhere access to a single inbox for e-mail, voicemail, fax and pages.  We recommend that capabilities for unified messaging services be considered for inclusion in the requirements document.  
FAA: These features are included in the FAA requirements.

75.  Training:  We recommend that training requirements be developed concurrently with the next generation messaging solution.  Implementation best practices include the synchronization of training with various aspects of the implementation to ensure that FAA managers, administrators and users are fully informed and capable at the appropriate time in the migration process.    An implementation plan is recommended as a part of any response to any RFP.  A comprehensive Training Plan is recommended as part of the Implementation Plan.  To that end, numbers of users, numbers of sites, access to/preference for various training delivery methods and a proposed phasing for implementation are suggested. 

FAA: We will take this under consideration.

76.  SECTION 3.2.5, DIRECTORY:  In the 3rd paragraph of this section, the statement reads:  “The directory shall be standards-based, support X.500 (DAP)….”.  It is our understanding that support of DAP standard has waned tremendously.  Not only has the support of DAP disappeared from mainstream commercially available products, but it has been replaced by the wide-spread adoption of LDAP.  We respectfully request this requirement be removed from the directory requirements.  If there are legacy directories, then we request support for DAP be limited to the client side (similar to the solution under DMS).  The Microsoft Outlook DMS client, which is generally available today as part of Microsoft Exchange DMS, provides support for directory access via the DAP protocol.

FAA: We will take this under consideration.

77.  Section 3.2.8 Security

In the final paragraph of this section the government writes:  

“Due to multiple operating systems using the messaging system, the "authentication" should not be tied to the operating system.  It should be "certificate" based (X.509) and not be dependent on any operating systems security (i.e., NT Trust domains).”

While there seems to be some ambiguity (to us) as to what the word ‘using’ means within the context of this requirement, the consensus seems to agree that this requirement is implicitly demanding that the messaging system (server side) run on multiple operating systems (although no operating systems are actually provided).  If our interpretation is correct, then this requirement is effectively eliminating this vendor’s product from competition, and possibly restricting competition to a single vendor’s solution.  

FAA: The interpretation is incorrect. This is an open process. The vendor can propose any solution it feels is the best fit for the FAA.
78.  For the most part, this document adheres to the scope of the paper:  requirements based on user functionality.  The 3rd paragraph of the PURPOSE section states, “This document establishes user requirements that are the functional capabilities the messaging system must provide ….  In order to define user requirements without specifically stating messaging system standards….”.   The inclusion of this particular requirement appears to deviate from purpose of the paper.  The requirement for the messaging system to run on multiple operating systems (and employ X.509 because of that fact) is not a user requirement and it specifically defines system design criteria.  
FAA: The requirements document has been revised to require that the messaging system “shall interoperate with” specified server platforms and “will run on” specified client platforms.  

79.  As the BACKGROUND section notes “The FAA became a model for best practices through its decision to standardize on a single system”.  This vendor achieves similar benefits for standardizing on a single operating system.    Many of the efficiencies of standardizing on a single operating system are realized by end users, administrators, and the budgets of corporations and government agencies.  One of the key benefits of an operating system authentication is the single sign-on capability (a capability of importance within the IRD).  In our product, this benefit is achieved without relying on multiple (directory) databases, synchronization utilities, and administrator training.  Additionally,  it removes another level of complexity and removes a link of failure in a critical system.  Another benefit to customers on this approach is the integration with the operating system administrative and monitoring tools, which allows for the an overall reduced cost of administration.  While the benefits and philosophy of this approach can be argued, at a minimum it should be weighed in terms of administrative benefits and economics – which we’d appreciate the opportunity to provide input – rather than user functionality.
FAA:  The FAA does not plan to standardize on a single operating system.  

80.  Another point we would like to clarify regarding this vendor’s solution is the fact that authentication to our messaging system (which is integrated with NOS authentication) does not result in any limitation of client operating system support ‘using’ the messaging system.  The client for Microsoft Exchange is supported on numerous client operating system  platforms, including all the platforms specified in this IRD (Windows95+, NT 4+ and Macintosh OS 8+).

Although there may be multiple operating systems throughout an organization, the most efficient solution may not be to try to utilize all these different operating systems (ostensibly to maximize investments made in legacy operating systems).  Mixed OS environments require greater administrative overhead and often suffer from different versions of the same application because of the delay in the vendor’s development schedules to support more than one operating system.  The vendor must also synchronize interim builds, patches, QFE’s and this greatly affects administrative costs and can lead to problems supporting these different environments.  While it is not our attempt to provide all the benefits of a single operating system application, it should be noted that it should be evaluated from an economics and functionality standpoint.  Clearly, there are great efficiencies to be had by standardizing on a single product (on a single platform), as the FAA notes in the BACKGROUND section.  These benefits should be weighed in an economic evaluation.  

FAA:  See FAA responses to questions 78 and 79.  

81.  The FAA may also want to take into account that they are requesting considerably more functionality that also requires considerably more processing cycles.  Clearly, more hardware will be needed to provide these cycles and cannot be supported by legacy processing power alone.  If additional processing power is needed, then the opportunity to supply that power on a single system should be considered.  The cost savings in administrative overhead (sometimes the highest cost in cost life cycles) may easily outweigh using multiple legacy operating systems. 

FAA: This will be taken under consideration.

82.  Finally, by imposing this requirement of running on multiple operating systems (and employing X.509 for authentication), the government is eliminating viable solutions from competing on this opportunity.  Since our solution runs on a single operating system, it should be evaluated for its functionality and cost.  In order to ensure the benefits of competition, this vendor respectfully requests that this requirement be removed or modified to address solutions that run on multiple operating systems (i.e., this requirement only apply to messaging solutions that run on multiple operating systems).  

FAA:  See the FAA’s responses to questions 78 and 79.  Also , as X.509 has been proposed for communication between government agencies, the FAA considers this a valid requirement.  

83.  The only way to meet the requirement “that all features within cc:Mail Version 8.4 be retained in the next messaging system” is for the FAA to retain the current cc:Mail Version 8.4 product. Therefore, in selecting the next generation messaging system, it is important to understand that no matter which vendor product is selected, some features currently provided by cc:Mail Version 8.4 will be available, some will not, and there will be new capabilities that the users are not yet aware.

FAA: The FAA acknowledges this observation.  This section of the requirements document has been revised to cite only the legacy system features/functions that are FAA requirements.  

84.  Most importantly, cc:Mail is a LAN-based messaging solution that offers rich user features. Novell Groupwise, Lotus Notes and Microsoft Exchange are similar systems with similarly rich end-user features. But the Novell, Lotus and Microsoft solutions are built upon closed, proprietary standards. These systems inter-operate with the Internet and internet-standard systems through gateways and connectors. Gateways and connectors frequently introduce performance/routing bottlenecks and are frequent points of failure in LAN-based systems. Eliminating these problems is the single most important step in building a reliable, scalable, high-performance messaging solution. Native adoption of the prevailing internet standards means there are no gateways in the system, anywhere. LAN-based systems that purport to support internet standards do so by means of gateways and connectors that convert the message format (from a proprietary encoding scheme to MIME) and message protocols (from a proprietary protocol such as MAPI to SMTP). Some systems offer more than one mode of operation: standards-based or proprietary-based. The rich end-user features available in the proprietary mode are unavailable in the standards-mode. And operating in proprietary mode means that gateways or connectors are required to inter-operate with the rest of the world.

In addition, by selecting a solution built natively upon the prevailing internet standards, the FAA will be best positioned to avoid “vendor lock” – the unhappy circumstance where the FAA would be forced to accept all software components from a single vendor, even for tasks outside the scope of messaging and collaboration. Netscape (and now iPlanet) have been the most vocal advocates of the prevailing internet standards because we strive to return the purchasing decisions to the customer, not the vendor.

FAA:  MAPI was removed from the list of standards.  
85.  External messaging system connectivity

The system shall provide standards-based support to exchange messages with external

messaging systems. There shall be no loss of functionality when messages transit

between different providers and users shall be able to interconnect seamlessly with

multiple service providers.

COMMENT: The requirement above is indicative of past problems with message gateways, the “translators” that move messages between proprietary message formats and communication protocols (e.g., MAPI) and the internet-standard protocols (SMTP and MIME). The only way to satisfy this requirement is to implement a pure standards-based solution. Novell Groupwise, Lotus Notes and Microsoft Exchange all provide standards-based interfaces to their services, but the internal protocols and message formats are non-standard. That means, they must also provide gateways in order to communicate with users outside of their internal domains. For instance, if an Exchange user in the FAA wanted to an send email to an Exchange user in the Dept of Transportation, the message would be converted from Microsoft’s proprietary MAPI format and protocol to SMTP by a gateway at the FAA, be sent from the FAA gateway to the DOT gateway over the internet using the internet standard SMTP, and converted from SMTP back to the proprietary MAPI by the Exchange Connector at the DOT. (Microsoft calls their gateways “connectors” and the specific “connector” that converts between MAPI and SMTP is called the “Microsoft Exchange Internet Mail Service”.) This conversion-transmission-conversion process will increase the likelihood of failures, errors and performance bottlenecks. Any solution built from products that are natively built upon the internet standards will avoid these problems altogether. We strongly believe it will be in the best interest of the FAA to consider this issue carefully when formalizing these requirements.

FAA: We will take this into consideration.

86.  Users shall be able to synchronize their mobile devices with the central directory using a minimum of time on-line. The system shall provide delta updates or full directory

synchronization.

COMMENT: The FAA might want to consider that certain choices of Directory Server can be used for more than just messaging and collaboration. For instance, the FAA might wish to author and deploy mission-critical applications that require user authentication and fine-grained access control rules. Some directory products will drastically limit the performance or capabilities of those applications.

FAA: We will take this into consideration.

87.  The FAA recognizes that it is not reasonable to require interoperability with the broad range of proprietary and niche products on the market. Therefore, the agency requires the capability to interoperate with open, non-proprietary standards. The standards the agency is currently aware of are listed in Section 6., Standards.

COMMENT: Please see the comments in Section 6 (the “Standards” section) concerning the inclusion of MAPI, Microsoft’s non-standard proprietary protocol, in the “Standards” list. More specifically, the onus should be on Microsoft to interoperate with the prevailing internet standards included in Section 6, not on the rest of the world to interoperate with Microsoft’s proprietary protocols.

FAA:  See FAA response to question 84.  

88.  3.2.1. Messaging System Features

The system shall support ad hoc search capabilities that include text proximity searches across the database, within individual messages, and any attachments.

COMMENT: This requirement, and those in Section 3.2.8, will dramatically impact the security of the messaging solution. In a secure environment, all message signing and encryption/decryption should be performed exclusively by the messaging clients. This is the only way to guarantee the integrity of the system security. When an encrypted message is sent from User A to User B, the message (and attachment) should be encrypted by User A’s client using User B’s public key, transit in an encrypted state all the way to User B’s desktop, and finally be decrypted by User B’s private key on User B’s desktop. Dual-key certificates permit the system administrators to escrow the encryption keys so that managers can decrypt messages for employees that have departed the organization, but those keys are stored in a secure location not accessible by users. To allow ad hoc search capabilities of all content (messages and attachments) across the message store and to allow the server to open encrypted messages to perform Virus Scanning (Section 3.2.8) implies that the encryption keys must be stored on the message server. (Please see Comments following section 3.2.8.1 regarding the effectiveness of any virus scanning solution.) This will inherently compromise the integrity of any secure messaging solution by decrypting secure message content before it arrives at a user’s desktop and by putting private encryption keys on a user-accessible server. Private encryption keys should (minimally) be stored only on a user’s desktop and (maximally) be stored in a smartcard or other removable media. To implement a secure solution the FAA should make end-to-end message security a requirement and eliminate the ad hoc search and virus scanning requirement for secure messages.

FAA: We will take this into consideration.

89.  3.2.4.3. Document Management

The system shall provide for the efficient team authoring of documents and revision tracking database tools, including digital certificate-based authorization, revision control, and multi-user document access and editing controls.

The system shall support ad hoc searches throughout the messaging, directory, schedule, calendaring, and collaboration databases.

The document management features shall include, but are not limited to the ability to:

¬ Mark documents and messages by project, organization, and user

¬ Maintain a revision history of all changes and addressees

¬ Store and retrieve managed items stored in off-line facilities ¬ Include all media as a managed document: fax, video, scanned items, messages, threaded discussions, and calendars

COMMENT: The FAA might want to carefully consider this requirement. Tying document management so closely to messaging eliminates the possibility for the FAA to select a different messaging solution in the future without simultaneously selecting a new document management solution. This feature is one of the key ways that messaging vendors will attempt to gain the “lock-in” advantage by making it prohibitively difficult and expensive to select any other vendor’s best-of-breed component for non-messaging functionality.

FAA: We will take this into consideration.

90.  3.2.4.5. Workflow

The system shall support workflow processing and take advantage of digital signatures in order to provide integrity, assure data privacy, and eliminate the need for physical signatures. The system shall support the routine preservation of collaborative work products.

Workflow routing shall offer all core functionality as defined by the industry, offer process-definition tools that allow the user to use their preferred process-flowcharting paradigm, and shall allow for a common definition of process modeling.

COMMENT: There are two different levels of workflow “as defined by the industry”: simple forms-routing like Lotus Notes and Microsoft Exchange, and more complex workflow as defined by high-end workflow solutions. This requirement is unclear as to which is preferred.

Furthermore, there is a profound difference between using a messaging system for notification of queued workflow requests and writing the workflow applications within the messaging system. The latter dramatically increases the extent to which the FAA will be locked into a single vendor’s solution and makes it very difficult to select a competing vendor’s workflow product at a later date.

FAA: We will take this into consideration.

91.  3.2.8.1. Virus Prevention

The users shall be guaranteed that messages and attachments are virus free before they are delivered.

COMMENT: There is no guarantee that messages and attachments will be free of viruses, even if there is filtering software in place on both server and client. Virus authors are very resourceful in creating new viruses that circumvent all known detection measures, ensuring a constant supply of new threats and infections. To assume otherwise is to invite disasters.

To make matters worse, certain messaging systems are more prone to virus infection because they automatically open messages upon receipt (to show message previews) or automatically open/execute attachments when a user reads the message. For instance, the “Melissa” and “ILOVEYOU” viruses propagated wildly because they executed the viral attachment automatically either when the message was “opened” to show the message preview or when the user opened the message to read the contents without explicitly opening the attachment. Other systems (iPlanet’s for instance), do not automatically open attachments; users have the option of selectively opening/executing every attachment. Perhaps the FAA may want to make this requirement more stringent and require that auto-open features (such as message preview) be disabled or not part of the system.

FAA: We will take this into consideration.

92.  3.3.1. Messaging System Features

· Message Recall

For internal FAA messages, the system shall provide the ability to recall a sent message if the recipient has not opened the message or, for stand-alone users, has not synchronized or downloaded from their message server. For messages that are addressed to individuals beyond the FAA, the system shall provide the ability to recall a sent message as long as it is still within the agency routing system.

COMMENT: This requirement can only be met by non-standards-based, proprietary, closed, LAN-based systems. Systems that purport to provide this functionality only do so when using proprietary protocols. For example, Microsoft Outlook offers this functionality in the Outlook client, but only when the Outlook client is configured to communicate to the Exchange Server using Microsoft’s proprietary MAPI protocol. Message recall functionality is not available when Outlook is configured to use the internet-standard protocols: SMTP, POP3, IMAP4. And when Outlook is configured to communicate with the Exchange Server via MAPI, then all messages destined for non-MAPI users must be routed through a gateway. (Please see the previous discussion concerning gateways in Section 3.1.2 of this document.) The above statements are also true for Novell Groupwise, another vendor that offers Message Recall functionality. Furthermore, all collaboration, workflow and tracking functionality is unavailable to Outlook users unless they have configured their Outlook clients to use the proprietary MAPI protocol (giving further momentum to the vendor lock-in described earlier).
FAA: We will take this into consideration.

93.  The following are technical inputs that address scope, functionality, and interfacing requirements:

The requirements of IRD paragraphs 3.1, 3.2 and 3.3 are well within technology capabilities.  We see no need modify any of the requirements due to a unique or excessive cost driver requirement.

Our understanding of the scope of the effort is a replacement of the current 800+ FAA mail servers to 200 or less mail/internet servers.  The total number of users is on the order of 40,000 to 50,000.  The number and geographic locations of users should also be specified to support the architecture development for the hosting server network.

An inventory of the current mail servers is required to determine if the quantity and capacity of current servers will be adequate to support the next generation messaging system requirements, and to determine additional hardware and software that may be required.

A minimum user PC configuration needs to be defined to ensure the email system requirements do not exceed the user PC capabilities.  An example is that a 486 PC with 16MB of RAM will not be responsive enough to support current Windows 98 or Windows 2000 applications that the FAA desires in this IRD.  

Our recommendation is a minimum requirement of Pentium II 400Mhz with 64MB RAM and 4.0GB hard drive. 
FAA: We will take this into consideration. More descriptive information regarding FAA eMail infrastructure may be provided during the second SIR.

94.  A method of monitoring and remotely configuring the mail server network from a single network operations center location is an obtainable capability that will significantly reduce maintenance costs to the FAA.  This monitoring capability will also be able to support the validation of the reliability performance required under IRD paragraph 3.2.2.1.

Other organizations within the FAA are planning on upgrading software applications, network, and hardware capabilities.  We recommend that the bidder be able to understand and address the complete set of FAA requirements to ensure that the correct scope of resources, interfaces, and telecommunications requirements are included in the proposed architecture, and integration design.

FAA: We will take this into consideration. More descriptive information regarding FAA eMail infrastructure may be provided during the second SIR.  
95.  The overall cost of ownership rather than the initial procurement cost should be evaluated.  This affects several architecture and technical factors, as well as drives lower future maintenance costs.  A cost of ownership approach takes into account the following elements:

 Use or replacement of older equipment

Lease versus buy decision

Warranty and maintenance agreements

Help desk, on-site maintenance, and turn-around repair times

Sparing and replacement thresholds

User productivity

Growth and upgrade requirements

Initial and periodic training

The length of maintenance and options needs to be defined.  Additionally, the scope of maintenance should include unlimited phone support, on-site support requirements, turn-around times, and possibly software upgrades.

A training estimate should be required based upon user level of expertise and familiarity with the proposed software packages.  A fixed cost per day of training should be required with a maximum class size.  This will provide the FAA with flexibility in scheduling personnel for training.

A conversion plan and work breakdown structure of the implementation and cutover from the cc:mail to new email software system should be included in the proposal.

An understanding of the FAA automated systems, and interfacing databases should be demonstrated to ensure the contractor understands the security, safety, and integrity requirements of the required interfaces.

FAA: We will take this into consideration. More descriptive information regarding FAA eMail infrastructure may be provided during the second SIR.

96.  Client Software: The FAA’s legacy system is a proprietary solution that bundles both the server and client.  Current messaging solutions are built to open-system standards and do not require specific clients, giving customers a number of options to chose from.  We therefore recommend, for a variety of reasons, that the procurement of email client software not be bundled with messaging services, and instead be procured separately by the FAA.  Many desktop office automation packages already come with email clients, and therefore bundling client and server services may incur a redundant expense.  If there are specific clients that the FAA needs to be supported, then those clients should be noted specifically in the requirements document.
FAA: We will take this into consideration.
97.  Access and connectivity:  Messaging services can typically be accessed in a variety of ways, including direct connections from a customer’s network to a data center, direct-dial, and via the Internet.  Much of the infrastructure for connectivity is already in place in the FAA, and those resources should be leveraged to the greatest extent possible.  We recommend that the agency describe the available resources and require the messaging service bidders include use of those resources in the messaging service design.

FAA: We will take this into consideration. More descriptive information regarding FAA eMail infrastructure will be provided during the SIR/OCD phase.

Core Requirements: The FAA states as a core requirement that all features of cc:Mail 8.4, the FAA’s legacy system, be included in a new solution.  In doing so, the FAA could automatically rule out alternatives that may offer an overall package of features that are superior, and/or a solution that may be more cost effective.  Our recommendation is that the FAA limits requirements to just those features of cc:Mail that the agency deems critical. 

FAA: The FAA acknowledges this observation.  See the FAA response to question 83.  
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