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Section H


PART I - SECTION H - SPECIAL CONTRACT REQUIREMENTS

H.1
TYPE OF CONTRACT

This contract is a firm-fixed-price type contract

H.2
RELEASE OF INFORMATION 

Work performed under this Contract may involve access to information, including specifications, cost estimates and other sensitive data.  Consequently, the Contractor (including individual employees thereof) shall not release or communicate, except as required by law or regulations, such information, including any news release, public announcement, or advertising material concerned with this Contract, whether orally or in writing, to any person except:

(a) FAA personnel with a "need to know,"

(b) Employees of the Contractor with a "need to know;" or,

(c) Such other person as may be designated in writing by the Contracting Officer.

H.3
RESERVED

H.4
3.14-2 Contractor Personnel Suitability Requirements (July 2002)

(a) This clause applies to the extent that this contract requires contractor employees, subcontractors, or consultants to have unescorted access to FAA: 

(1) facilities, 

(2) sensitive information, and/or 

(3) resources regardless of the location where such access occurs, and none of the exceptions of FAA Order 1600.72, Contractor and Industrial Security Program, chapter 4, paragraphs 403g, 403i-I, and/or 409, pertains. 

Definitions of applicable terminology are contained in the corresponding guidance and Order 1600.72, appendix 1. 

(b) Consistent with FAA Order 1600.72, the FAA Servicing Security Element (SSE) has approved designated risk levels for the following positions under the contract:

Position Risk Level 
TBD

(c) Not later than 30 days, not to exceed a maximum of 30 days, after contract award (or date of modification, if this provision is included by modification to an existing contract), for each employee in a listed position, provided, no previous background investigations can be supported as described below, the contractor shall submit the following documentation to the SSE for an employment suitability determination:

- Standard Form (SF) 85P, Questionnaire for Public Trust Positions, revised September 1995. The SF 85P shall be completed (all questions answered) in accordance with the instruction sheet. 

- One fingerprint card (FD-258). Fingerprinting facilities are available through the SSE and local police department. All fingerprint cards shall be written in black ink or typewritten with all answerable question blocks completed and shall be signed and dated within the 60-day period preceding the submission.

The type of investigation conducted will be determined by the position risk level designation for all duties, functions, and/or tasks performed and shall serve as the basis for granting a favorable employment suitability authorization as described in FAA Order 1600.72. If an employee has had a previous Government-directed background investigation which meets the requirements of Chapter 4 of FAA Order 1600.72, it will be accepted by the FAA. However, the FAA reserves the right to conduct further investigations, if necessary. For each contractor employee for which a previous background investigation was completed, the Contractor shall provide, in writing to the SSE, the name, date of birth, place of birth, and social security number of the employee, the name of the investigating entity, type of background investigation conducted, and approximate date the previous background investigation was completed.

The Contractor shall submit the required information with a transmittal letter referencing the contract number and this request to: 

Headquarters Contracts:

Manager, Investigations Division, ACO-300
Office of Civil Aviation Security
400 7th Street, SW, Room 5402a
Washington, D.C. 20591

Regional and Center Contracts:

None 


The transmittal letter shall also include a list of all of the names of contractor employees and their positions for which completed forms will be submitted to the SSE pursuant to this Clause. A copy of the transmittal letter shall also be provided to the Contracting Officer. 

(d) The contractor shall submit the information required by Section (c) of this Clause for any new employee not listed in the Contractor's initial thirty (30) day submission who is hired into any position identified in Section (c) of this Clause.

(e) The contracting officer will provide notice to the contractor when any contractor employee is found to be unsuitable or otherwise objectionable, or whose conduct appears contrary to the public interest, or inconsistent with the best interest of national security. The contractor shall take appropriate action, including the removal of such employee from working on this FAA contract, at their own expense.

(f) No contractor employee shall work in a high, moderate, or low risk position unless the SSE has received all forms necessary to conduct any required investigation and has authorized the contractor employee to begin work. However, if this provision is added by modification to an existing contract, contractor employees performing in the positions listed above may continue work on the contract pending: 

(1) The submittal of all necessary forms within [CO to insert information] days, but not to exceed a maximum of 30 days, and 

(2) completion of a suitability investigation by the SSE, subject to the following conditions: 

TBD


(3) If the necessary forms are not submitted by the Contractor to the SSE within 30 days of the effective date of the modification, the contractor employee shall be denied access to FAA facilities, sensitive information and/or resources until such time as the forms are submitted and the SSE has approved the contractor employee to begin work.

(g) As applicable, the Contractor shall submit quarterly reports providing the following information to the Contracting Officer with a copy to the SSE and the Operating Office on or before the fifth (5th) day following each report period: A complete listing by full name in alphabetical order with the social security number, of all contractor personnel who had access to an FAA facility, sensitive information and/or resources anytime during the report period (date of birth and social security number shall be omitted from CO and Operating Office copies of report(s). Additionally, the Contractor shall submit to the SSE and CO on or before the fifth (5th) day of each month, any employment changes made during the reporting period. Examples of such changes are terminations (to include name, SSN, hire date), and name changes. All lists must be in alphabetical order and have the name of the contractor and the contract number.

(h) The Contractor shall notify the CO within one (1) day after any employee identified pursuant to Section (c) of this Clause is terminated from performance on the contract. 

(i) The Contracting Officer may also, after coordination with the SSE and other security specialists, require contractor employees to submit any other security information (including additional fingerprinting) deemed reasonably necessary to protect the interests of the FAA. In this event, the Contractor shall provide, or cause each of its employees to provide such security information to the SSE, and the same transmittal letter requirements of Section (c) of this Clause shall apply.

(j) The contractor and/or subcontractor(s) will immediately contact the FAA Civil Aviation Security Division or Staff [CO to insert Division or Staff routing symbol and phone number] in the event an employee is arrested (detained by law enforcement for any offenses, other than minor traffic offenses) or is involved in theft of government property or the contractor becomes aware of any information that may raise a question about the suitability of a contractor employee.

(k) Failure to submit information required by this clause within the time required may be determined by the Contracting Officer a material breach of the contract.

(l) If subsequent to the effective date of this contract, the security classification or security requirements under this contract are changed by the Government and if the changes cause an increase or decrease in direct contract costs or otherwise affect any other term or condition of this contract, the contract shall be subject to an equitable adjustment. 

(m) The contractor agrees to insert terms that conform substantially to the language of this clause, including this paragraph (l) but excluding any reference to the Changes clause of this contract, in all subcontracts under this contract that involve access and where the exceptions under Chapter 4, paragraphs 403g, 403i-I, and 409 of FAA Order 1600.72 do not apply.

(End of clause)

H.5A
ACCESS TO GOVERNMENT FACILITIES

Part of the effort required to be accomplished under this contract may be performed at facilities operated by the Government.  The Contractor, therefore, will be granted ingress and egress at the specific site where effort is to be performed.  Access to a site shall be coordinated with the COTR or designee.

While contractor personnel are at a site, they are required to comply with all rules and regulations of the site, particularly in the areas of health and safety.  The facilities to which the Contractor has access at all times will be in the custody of the Federal Government and will not be considered "Government Property" furnished to the contractor.

The Contractor shall require that all contractor personnel who perform work at FAA facilities wear identification badges, which clearly identify individuals as contractor employees.

The FAA reserves the right to issue DOT identification badges to contractor employees.  If DOT badges are required, they will be issued in accordance with DOT procedures.

If it is brought to the attention of the FAA that any contractor or subcontractor employee working on this Contract does not meet the contractual work requirements, the Contractor will be advised in writing by the Contracting Officer and access to FAA facilities may be denied or withdrawn for that employee.

H.5B
PERFORMANCE OF WORK ON GOVERNMENT PREMISES

Any work under this contract which is performed by the Contractor or any of its subcontractors on premises under Government control, is subject to all provisions of this contract governing such work and the following:

(a) All Contractor personnel shall, at all times, conspicuously display a distinctive badge provided by DOT/FAA, identifying such personnel employees of the Contractor, and shall observe and otherwise be subject to such security regulations as are in effect for the particular premises involved.  Contractor personnel assigned to off-site (Government furnished space) support activities will comply with the security regulations of the Government installation where work is performed.

(b) The Contractor agrees that this contract is in effect a non-personal services contract; that for all the purposes of the contract the Contractor is not, or shall it hold itself out to be, an agent or partner of, or joint venture with, the Government; and that it shall neither supervise, nor accept supervision from, Government employees.

(c) Performance of work on Government premises shall be confined to the area(s) specified by the Contracting Officer or the COTR.

H.6
3.14-4 Government-Issued Keys, Identification Badges, and Vehicle Decals (July 2002)

(a) It may become necessary for the Government to issue keys, identification (ID) cards, vehicle decals, and/or access control cards to contractor employees. Prior to or upon completion or termination of the work required hereunder, the contractor shall return all such Government-issued items to the issuing office with notification to the Contracting Officer's Technical Representative (COTR). When contractor employees who have been issued such items are terminated or no longer required to perform the work, the Government-issued items shall be returned to the Government within three workdays or upon termination of the contract or the employee. Improper use, possession or alteration of FAA issued keys, ID cards and/or vehicle decals is subject to penalties under Title 18, USC 499, 506, and 701.

(b) In the event such keys, ID cards, or vehicle decals are not returned, the contractor understands and agrees that the Government may, in addition to any other withholding provision of the contract, withhold $1,000 for each key, ID card, and vehicle decal not returned. If the keys, ID cards, or vehicle decals are not returned within 30 days from the date the withholding action was initiated, any amount so withheld will be forfeited by the contractor.

(c) Access to aircraft ramp/hangar areas is authorized only to those persons displaying a flight line identification card and for vehicles, a current ramp permit issued pursuant to Part 107 of the Federal Aviation Regulations.

(d) The Government retains the right to inspect inventory, or audit ID cards, keys, vehicle decals, and access control cards issued to the contractor in connection with the contract at the convenience of the Government. Any items not accounted for, to the satisfaction of the Government shall be assumed to be lost and the provisions of section (b) shall apply.

(e) Keys shall be obtained from the COTR or designated representative who will require the contractor to sign a receipt for each key obtained. Lost keys, ID cards, vehicle decals, and access control cards shall immediately be reported concurrently to the Contracting Officer (CO), COTR, and FAA Headquarters Security (ACO-300). Electronic keying cards are handled in the same manner as metal keys.

(f) Each contract employee, during all times of on-site performance at the locations indicated in Section F.4 shall prominently display his/her current and valid identification card on the front portion of his/her body between the neck and waist.

(g) Prior to any contractor employee obtaining any ID media or vehicle decals, the contractor shall submit complete documentation required under AMS clause 3.14-2, Contractor Personnel Suitability Requirements and shall be approved to begin work by the SSE.

(h) To obtain the ID card, contractor employee shall submit an identification Card/Credential Application (DOT 1681) signed by the contractor employee and authorized by the CO or the COTR. . The DOT 1681 shall be submitted at the same time the personnel security investigation paperwork required by AMS clause 3.14-2, Contractor Personnel Suitability Requirements is submitted. The DOT 1681 shall contain, as a minimum, under the "Credential Justification" heading, the name of the contractor/company, the contract number or the appropriate acquisition identification number, the expiration date of the contract or the task (whichever is sooner), and the required signatures. This paperwork shall be submitted to ACO-300 by the contractor in a sealed envelope either hand carried by the contractor or sent via U.S. mail to: Federal Aviation Administration, Office of Civil Aviation Security, Investigations Division (ACO-300), 400 7th St SW, Room 5402, Washington, DC 20591. The contractor will be notified when the DOT 1681 has been approved and is ready for processing by ACO-300. Arrangement for processing the identification cards, including photographs and lamination can be made by the contacting ACO-300 at (202) 366-1252.

(i) The contractor's project manager shall receive and sign for each ID card issued on the reverse of the DOT 1681. The DOT 1681 will be tracked by the Government for accountability purposes.

(j) The contractor is responsible for ensuring final out-processing is accomplished for all departing contractor employees. Final out-processing will be accomplished by close of business the final workday of the contractor employee or the next day under special conditions. [CO to insert name of local contract employee clearance form] will be completed by the contractor and copies will be distributed to the COTR, CO, and [CO to insert security division or staff] after completion.

(End of clause)

H.7
 RESERVED

H.8
FAAAMS 3.14-3 Foreign Nationals as Contractor Employees (July 2002) 
(a) Each employee of the Contractor shall be a citizen of the United States of America, or an alien who has been lawfully admitted for permanent residence as evidenced by Alien Registration Receipt Card Form I-151, or who presents other evidence from the Immigration and Naturalization Service that employment will not affect his/her immigration status.

(b) Aliens and foreign nationals proposed under this contract must meet the following conditions in accordance with FAA Order 1600.72, chapter 4, paragraph 407:

(1) must have resided within the United States for 3 of the last 5 years unless a waiver of this requirement is requested and approved in accordance with the requirements stated in FAA Order 1600.72, chapter 4, paragraph 409(b)(3);

(2) a risk or sensitivity level designation can be made for the position; and

(3) the appropriate security screening can be adequately conducted.

(End of clause)

H.9         RELATIONSHIPS

(a) The Contractor shall provide support to the Government by completing work assigned under this contract.  The Contractor shall not provide technical direction of, or assume the Government's responsibility in any situation.  Although the effort under this contract may include recommendations to the Government, specific Government approval and action will be necessary before such recommendations can be effective.  The Contractor shall not take any action with respect to any other contractor, which causes any change in that contractor's scope of work, costs, or scheduling.

(b) The Contractor may be required to enter into non-disclosure agreements with other vendors

(c) To the FAA.  In the event that any conflict arises between the Contractor performing work under this contract and another vendor to the FAA, the Contracting Officer will issue a determination in accordance with Section 3.9.1-1 Contract Disputes.

H.10
RESTRICTIONS ON PRINTING

(a) The Congressional Joint Committee on Printing has directed that Contractors providing equipment and services shall not be prime sources of printing for Government agencies.  However, duplicating of reports, data, or other written material is authorized provided that the material produced does not exceed (i) 5,000 production units of any one page, and (ii) 25,000 production units in the aggregate when multiple pages are involved.  The Contractor under any circumstances does not permit this duplicating if more than one color is involved, if contact negatives are involved, or if the pages exceed a maximum image size of 10 3/4 X 14 1/4 inches.

(b) These restrictions do not preclude the writing, editing, preparation of manuscript or reproducible copy of required items as part of this contract, or incidental printing such as forms or materials necessary to be used by the Contractor in the performance of this contract.

(c) When the material to be furnished under the contract exceeds the production units limits or is otherwise not permitted as specified in paragraph (a) preceding, the Contractor shall furnish such materials as justified clean typed text on one side only, line drawings, and photographs which are suitable as camera ready copy for offset printing.

H.11
CONSULTANTS

The utilization of professional and consultant services is governed in principle by the FAA AMS. Before employment of any consultant under any order, the Contractor shall obtain written approval from the Contracting Officer.  In requesting such agreements, the Contractor shall furnish all pertinent information required by the Contracting Officer, which may include the name or names of the individuals under consideration, extent of the proposed employment, and the rate of reimbursement.

H.12
RESERVED

H.13
CONFIDENTIALITY OF DATA AND INFORMATION

(a) The Contractor and any of its subcontractors in performance of this contract, may have need for access to and use of various types of data and information in the possession of the Government which the Government obtained under conditions which restrict the Government's right to use and disclose the data and information, or which may be of a nature that its dissemination or use other than in the performance of this contract, would be adverse to the interests of the Government or other parties.  Therefore, the Contractor and its subcontractor agree to abide by any restrictive use conditions on such data and not to:

i. Knowingly disclose such data and information to others without written authorization from the Contracting Officer, unless the Government has made the data and information available to the public; and,

ii. Use for any purpose other than the performance of this contract that data which bears a restrictive marking or legend.

(b) In the event the work required to be performed under this contract requires access to proprietary data of other companies, the Contractor shall obtain agreement from such other companies for such use unless such data is provided or made available to the Contractor by the Government.  Two copies of such company-to-company agreements shall be furnished promptly to the Contracting Officer for information only.  These agreements shall prescribe the scope of authorized use of disclosure, and other terms and conditions to be agreed upon between the parties thereto.  It is agreed by the Contractor that any such data, whether obtained by the Contractor pursuant to the aforesaid agreement or from the Government shall be protected from unauthorized use or disclosure to any individual, corporation, or organization so long as it remains proprietary.

(c) Through formal training in company policy and procedures, the Contractor agrees to make employees aware of the requirement to maintain confidentiality of data and information, as required above, to the end that they will be disciplined in the necessity to refrain from divulging either the proprietary data of other companies or data that is obtained from the Government to anyone except as authorized.  The Contractor shall obtain from each employee, engaged in any effort connected with this contract, an agreement, in writing, which shall in substance provide that such employee will not, during his/her employment by the Contractor, or thereafter, disclose to others or use for his/her own benefit or the future benefit of any individual any trade secrets, confidential information, or proprietary/restricted data (to include "For Official Use Only") received in connection with the work under this contract.

(d) The Contractor agrees to hold the Government harmless and indemnify the Government as to any cost/loss resulting from the unauthorized use or disclosure of third party data or software by the Contractor, its employees, subcontractors, or agents.

(e) The Contractor agrees to include the substance of this provision in all subcontracts awarded under this contract.  The Contracting Officer will consider case-by-case exceptions from this requirement for individual subcontracts in the event that 

i.    The Contractor considers the application of the prohibition of this provision to be inappropriate and unnecessary in the case of a particular subcontract;

ii.    The subcontractor provides a written statement affirming absolute unwillingness to perform absent some relief from the substance of this prohibition;

iii.    Use of an alternate subcontract source would unreasonably detract from the quality of effort; and

iv.    The Contractor provides the Contracting Officer timely written advance notice of these and any other extenuating circumstances.

(f) Except as the Contracting Officer specifically authorizes in writing, upon completion of all work under this contract, the Contractor shall return all such data and information obtained from the Government, including all copies, modifications, adaptations, or combinations thereof, to the Contracting Officer.  Data obtained from another company shall be disposed of in accordance with the Contractor's agreement with that company, or, if the agreement makes no provision for disposition, shall be returned to that company.  The Contractor shall further certify in writing to the Contracting Officer that all copies, modifications, adaptations or combinations of such data or information, which cannot reasonably be returned to the Contracting Officer (or to a company), have been deleted from the Contractor's (and any subcontractor's) records and destroyed.

(g) These restrictions do not limit the Contractor's (or subcontractor's) right to use and disclose any data and information obtained from another source without restriction.

H.14
MAINTENANCE OF RECORDS AND LITIGATION SUPPORT

(a) The Contractor shall maintain all records, notes, memoranda, personal diaries, correspondence, and Government documents, upon which notes or annotations have been made.  These records shall be maintained for a minimum of two (2) years following contract closeout, or longer if required by the Contracting Officer and needed for the completion of any litigation or hearings. The records shall be freely delivered to the FAA upon request, and shall not be withheld by the Contractor for any reason.  The Contractor and its employees waive any statutory rights they may have for withholding the documents.  In addition, the Contractor shall support the FAA in litigation to whatever extent required by the FAA.

(b) In the event any request for support to the FAA occurs after the period of performance of this task order, separate contractual arrangements will be made for costs incurred.

H.15
SUBCONTRACTS

Before entering into subcontracts under this contract, the Contractor shall obtain the written approval of the Contracting Officer.  In requesting such approvals, the Contractor shall furnish all pertinent information required by the Contracting Officer, which shall include, but is not limited to: the contractors under consideration; the period of performance for the work to be performed; the extent and nature of the proposed contract; the justification for using subcontractor effort and the amount of the proposed subcontract.

H.16
ATTORNEY-CLIENT PRIVILEGE

During performance of this contract, the contractor may be required to attend meetings at which FAA employees seek and receive legal advice from FAA attorneys.  The FAA intends, and the contractor agrees, that such advice is to be treated as confidential legal advice, that the contractor will not discuss such legal advice with non-FAA personnel, that such advice will not be included in notes, written reports, or minutes of such meetings, and that for purposes of asserting the attorney-client privilege with regard to such information, the contractor shall be considered an agent of the FAA.

In the event of litigation involving third parties to which the contractor is not a named party, the contractor shall support the FAA by promptly providing to the FAA any documents requested as part of discovery which the contractor may have in its possession, and by making contractor employees available for depositions or testimony at hearings.  This provision does not preclude the contractor or the contractor employees from being represented by counsel retained by the contractor or the contractor employee, provided such representation is at no direct cost to the Government.

H.17 FORMER FAA EMPLOYEES - RESTRICTIONS AND REPORTS

The Contractor shall not recruit or hire ex-FAA employees who were dismissed as a result of participation in job actions against the FAA without specific written authority from the Contracting Officer.

Prior to the award of this task order and annually thereafter on October 1, the Contractor shall report to the Contracting Officer all former FAA exempt employees that are employed within two years of their FAA employment.  The report shall include the name, position, and date of employment with the Contractor and the last positions) held at the FAA, reason for leaving (retired or resigned), and last date of FAA employment.  Also, any employees who are ex-FAA employees who were dismissed as a result of job actions against the FAA will be identified in the report.

